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PREFACE

This assessment of the anti-money laundering (Altig combating the financing of terrorism (CFT)
regime of Papua New Guinea (PNG) is based on thy Recommendations 2003 and the Nine
Special Recommendations on Terrorist Financing 2if0the Financial Action Task Force (FATF),
and was prepared using the AML/CFT assessment Melbgy. The assessment team considered all
the materials supplied by the authorities, therimfation obtained on site during their mission from
November & 2010 to November 192010, and other verifiable information subsequeptbvided

by the authorities. During the mission, the assessieam met with officials and representatives of
all relevant government agencies and the privatose

The assessment was conducted by a team of assessgresed of staff of the World Bank (WB), of
the Asia/Pacific Group on Money Laundering (APGheTevaluation team consisted of: Emile van
der Does de Willebois (team leader, Legal expeB)Wavid Shannon (APG Secretariat, Principal
Executive Officer), Bill Peoples (Ministry of Justi, New Zealand, Law Enforcement expert), Cari
Votava (Financial expert, WB) and Lucie Castets ngldtant, WB). The assessors reviewed the
institutional framework, the relevant AML/CFT lawggulations, guidelines and other requirements,
and the regulatory and other systems in place ter gad punish money laundering (ML) and the
financing of terrorism (FT) through financial irtsions and Designated Non-Financial Businesses
and Professions (DNFBP). The assessors also exdntine capacity, implementation, and
effectiveness of all these systems.

This report provides a summary of the AML/CFT measun place in Papua New Guinea at the time
of the mission or shortly thereafter. The reportsvpmoduced by the World Bank as part of the
Financial Sector Assessment Program (FSAP) of PRguwaGuinea. It will be presented to the APG

plenary meeting in July 2011.

The assessors would like to express their gratitadee authorities of Papua New Guinea for their
collaboration throughout the assessment missiaticpkarly the Legal Policy & Governance Branch
of the Department of Justice.



EXECUTIVE SUMMARY
Key Findings

1. Papua New Guinea (PNG) faces very serious risksloffrom various criminal activities
including domestic corruptidn(misappropriation of public funds), which is cafesied a serious
problem? PNG is experiencing rapid economic growth, vergéascale foreign investment and an
escalating crime rate. While the Financial Intafige Unit (FIU) is building its capacity, therenig
clear political level commitment to ‘follow the meyi to tackle corruption and other crimes, and no
demonstrated commitment to regulate and supervidk ébligations by financial sector regulators,
which severely hampers the authorities abilityaitkte financial aspects of corruption.

2. Misappropriation of government funds occurs usiogegnment payments which, according to
the authorities, are generally placed through taekimg sector in PNG and used to purchase real
estate, high-value vehicles, distributed in casimoved offshore. The techniques to launder proceeds
from other large-scale crimes in PNG such as illéggging, arms trafficking, and fraud are less
clear. There is no indication of TF risks in PNG.

3.  The FIU has minimal resources, currently the FIld baly three staff, having started out three
years ago with seven. It has not been given a fostmacture within the Police force. It cannot fulf
the role it should be playing in developing theiorzl AML system and receiving, analysing and
disseminating reports.

4.  Despite hard work by the FIU and some initial resstd pursue proceeds of crime by the OPP,
the authorities lack a systematic focus on the epnof ‘follow the money’ to tackle profit driven
crime. The authorities have good information on tlwdume and techniques of laundering the
proceeds of large scale corruption, but a lackatitipal will, poor inter-agency cooperation, laok
resources and concerns over undue influence underthie efforts of the few agencies actively
pursuing ML and proceeds of crime in PNG. Trustegen agencies is low.

5. PNG has formally required its financial sector tdopt basic anti-money laundering /
combating the financing of terrorism (AML/CFT) petive measures for several years, however the
obligations are only heeded by the banking seatdrpstal service. In depth AML/CFT obligations
have not been issued by any regulator and supenviasid enforcement of the existing AML/CFT
requirements has not yet taken place. In practioe,levels of implementation of customer due
diligence (CDD), internal controls and suspiciotesnsaction reporting in the banking sector are
higher than the national requirements due to giuppliance policies (foreign subsidiaries) and
efforts to adopt best practices. Papua New Guings ot yet commenced supervision and

! Freedom House’s 2009 Country Report on Papua Newea downgraded the Political Rights score (from 3
to 4) due to the government’s failure to addressaiasingly widespread instances of corruption dnée of
official power [http://www.freedomhouse.org/tem@atfm?page=363&year=2009&country=7681]. The 2010
rating remained at 4 [http://www.freedomhouse.@myplate.cfm?page=22&year=2010&country=7896].

2 Transparency International’s 2010 Corruption Pgtioa Index ranks Papua New Guinea as 154 out &f 17
countries in the 2010http://www.transparency.org/policy research/surv@ydices/cpi/2010/results




enforcement of AML/CFT requirements and key regukathave been notably absent from efforts to
regulate and supervise for AML/CFT.

Legal Systems and Related Institutional Measures

6. PNG has criminalized ML in a manner broadly comsistwith the Vienna and Palermo
conventions under theroceeds of Crime Act 20qBOCA). The ML offence extends to the proceeds
of all crimes with as yet inadequate coverage aohdmu trafficking and drugs trafficking. A bill
criminalizing human trafficking is currently undeonsideration. The criminal liability of legal
persons is provided for and the penalties specfiedViL are within the regional range. So far one
charge of ML has been laid- the case is ongoing.

7. Terrorism financing is criminalized as supporttefrorism under thénternal Security Act
1993(ISA). There is some doubt as to whether the colledaifdinnds is adequately criminalized, the
definition of terrorism is not sufficiently wide drihe funding of the individual terrorist has neeh
criminalized. Terrorism financing is a predicatéeate to ML.

8. The extensive range of confiscation powers avalabhder thePOCA, including non-
conviction based forfeiture, are not sufficientlsed. This is due to a severe lack in the skills and
human resources necessary to conduct financialligetece gathering and investigation. The
confiscation powers are supported by an adequageref tracing, identification, freezing and sejzin
powers under both tHeOCAand the Search Act.

9. PNG does not yet have in place any mechanism pteiment UNSCR 1267 and 1373. While
banks operating in PNG will apply internal checksiast databases that include the names on the
UNSC 1267 Consolidated List, this is carried ouaasatter of internal control and is not enforceabl
under domestic law. While tH8A includes a provision allowing the Head of Statelésignate an
entity as a terrorist organisation, such designatioes not entail the freezing of all assets of tha
entity.

10. The FIU lacks the resources that it needs to fitifilstatutory function. The FIU has very
competent, professional and committed staff, amddsiving valuable financial reporting information
from banks. This has the potential to be used tp s&m the high levels of misappropriation and
other corrupt practices in PNG. However, therecareently insufficient resources within the FIU for
it to carry out its statutory functions.

11. While investigation of TF is a role for the polidbere is uncertainty over whose role it is to
investigate ML. The role for investigating the afte of ML rests primarily with police, but due to
insufficient training and awareness raising, thécpoappear to believe that this responsibilitytses
with the FIU. While there is reported to have beae ML charge laid in court, there has been no
successful prosecution for ML. PNG must take pesisteps to clearly identify and articulate the
police responsibility to investigate ML, and pol&igould actively pursue ML investigations.



12. Cross border currency reporting is focused on goreixchange controls, rather than AML/CFT
measures. There is no form of border cash repontieghanism for gathering information about the
carriage of cash or bearer negotiable instrumentesa the border, and consequently no such
information is available to the FIU. An effectivgssem for identifying this activity and providing
information to the relevant agencies should be émganted in PNG.

Preventive Measures—Financial Institutions

13. The POCA sets out basic AML/CFT preventative measuapplying to all financial
institutions, however only the banking sector hagrbmade aware of the obligations and other
sectors are not yet implementiRDCA requirements. There is an absence of enforceal#s or
regulations to implement the more detailed requinets of AML/CFT preventative measures as set
down in the international standards. A weaknesshef preventative AML/CFT system is that it
largely relies on the fact that foreign owned bankegrating in PNG are obligated by their home
regulators to implement much stricter AML/CFT imtak controls than required by PNG lav&ich
preventative measures developed to address risksather country may not be as effective to
address the risks facing PNG’s current environment.

14. The lack of effective CDD obligations undermines tbuspicious transaction reporting
requirement. Although thé®OCA requires financial institutions and most DNFBPs identify
customers, there is no requirement to collect ceffit information to understand the business ofieac
customer for the purpose of understanding theylik@nsaction profile in order to distinguish notma
transactions from suspicious transactions. Thee o effective supervision or compliance
monitoring systems in place to oversee and enfooogpliance with CDD obligations.

15. The suspicious transaction report (STR) reportibtjgation is in place, and despite some
technical deficiencies, provides a clear legal asi report STRs for ML and FT. Reporting
institutions are providing safe harbour for repagtiand there are clear prohibitions on tipping off.
Given the corruption environment in PNG, and baseduidance from the FIU, the banking sector is
taking a targeted approach to identifying and reépgrSTRs and CTRs. The priority target is to
identify STRs related to public sector corruptiorddo ensure that the banks are reporting. There ar
no obligations to monitor accounts for unusualgesntions, although the commercial banks are doing
S0 pursuant to group policies and best practices.

16. AML/CFT obligations of financial institutions andNF-BPs need to be clearly stipulated in law

and regulation, and contain effective and enforleegdznalties for non-compliance that can be

enforced directly and without recourse to courtisTincludes CDD obligations, and other measures
to mitigate risks arising from transaction activity PEPs, risks arising due to the use of new
technologies in financial services, and other acdaisk facing PNG.

17. There are serious weaknesses in the various legakrs which provide the basis for
supervisory officials to fully assume the rolesytmeust fulfil in supervising, regulating, monitogn

compliance and penalizing non-compliance with AMEIC preventative measures. Without
clarifying supervisory powers and roles in relevédagislation, the effectiveness of the overall



AML/CFT system will continue to suffer, particulgrin respect of the ability to monitor compliance
and penalize instances of non-compliance.

Preventive Measures—Designated Non-Financial Busisses and Professions

18. ThePOCAsets out basic AML/CFT preventative measures apglio all the DNFBPs, with
the exception of trust and company service progi€CSP), as set out in the international standards
With the exception of casinos and regulated trust @mpany service providers, all DNFBPs are
currently active in PNG. PNG has recently passgislation to allow a casino to operate, however no
casino license has yet been granted. The casihfaWilithin the definition of a cash dealer andlw
fall under the requirements of tROCA

19. DNFBPs operating in PNG have not been made awateofobligations under theROCAand
it is apparent that no steps have been taken temgntPOCArequirements in those DNFBP sectors
which are currently operating in PNG. The FIU isrking towards issuing guidelines to DNFBPs to
make them aware of their obligations underRIGCAfor CDD, record keeping and STR reporting.

Legal Persons and Arrangements & Non-Profit Organiations (NPOs)

20. The availability of accurate information on the bfcial ownership of legal persons and
arrangements is hampered by practical impedimeaffsile the legal framework for companies
provided under th€ompanies Act 199i& reasonably comprehensive where it concerns iahige
and control by foreigners, securing- in theoryeask- information by the Registrar of Companies on
the first layer of owners/controllers of a foreilggal entity with a stake in a PNG entity, in preet

the system is proving deficient. Frequently locatgons have been acting as nominees for unnamed
foreigners. In addition there is frequent abusénobrporated Land Groups where a few individual
members of an ethnic group will claim funds in ratéor use of their customary held land on behalf
of the entire group, but not distribute those furasongst all members- designating themselves
“primary owners”- a legally nonexistent term. Indittbn access to the information held by the
Registrar of Companies is not immediate, normadtyuiring a letter before information is provided.
Regularly the information provided is found to hé of date. The Registrar does enforce companies’
obligations to update their information and hatiated enforcement action in many cases. Company
service providers are also not obliged to obtaipn iaformation on the ownership and control of the
companies they form or to maintain any records. |gvVirusts are recognized they are very rarely
present or domestically established.

21. PNG has yet to undertake a review of the risk ohibn-profit organisation (NPO) sector and
the adequacy of its laws and regulations relatiogNtPOs. An important number of NPOs
(associations legally speaking) do not focus oir théial claimed object and purpose and arewft
distributing profits outside of their object andrpose- . The legal framework provides for minimal
registration and monitoring process of non-profgjamizations. This deficiency renders information
on the financing and expenditures of NPOs inacbkssio public and official scrutiny and
consequently affects the transparency of the nofitggector and makes it vulnerable to abuse for
criminal purposes.

1C



National and International Co-operation

22. There is a climate of mistrust and uncertainty ssrte public sector that prevents effective
cooperation between agencies. The high level dkesyis corruption amongst government agencies
contributes to this lack of trust and consequentipedes information sharing, cooperation and
assistance, within police and between agencieablistting formal arrangements that set out agreed
processes will help to improve access to infornmagind coordination between agencies.

23. PNG is an active member of well-developed regiaoretivorks of inter-agency cooperation
and information sharing. This covers law enforcetrard regulatory cooperation. Mechanisms are
being developed to strengthen these informatiorirgiand cooperation mechanisms.

24. PNG has yet to become a party to the Vienna Comrenn drugs and psychotropic substances
and the Palermo Convention on Transnational OrganiZrime and fully implement both
conventions. At the time of the onsite visit theygpeared to be no plans for their adoption, but
subsequently steps have been taken to identifyssace legislative amendments to enable PNG to
join both conventions.

25. Under theMutual Assistance in Criminal Matters A2005 (MACMA) competent authorities
are given full powers to provide a wide range oftumall legal assistance- including identifying,
freezing and seizing instruments and proceedsiofecDual criminality, construed broadly, is an
optional, not a compulsory, ground for refusal e§iatance. So far there has been one incoming
request for mutual legal assistance on a possihleffénce.

26. The Extradition Actis comprehensive including ML and terrorism finiigcas extraditable
offences. The provisions under this act are y&ettested.

Primary Recommendations

27. Based on its assessment of risks and its revietheoAML/CFT regime, the assessment team
suggests the following essential priority actioeiothe next 18 months:

« Establish a policy level inter-agency coordinativechanism, involving all relevant agencies,
to prepare a national AML/CFT strategy, defining tmain objectives and priorities of
stakeholders. This national policy should be dribgra high-level, centralized leadership.

» Prioritise the development of capacity to condiraricial investigations and to “follow the
money”, particularly in relation to proceeds of mgtion. This should support a culture of
going after the proceeds of offences by freezing) seizing those proceeds and seeking to
confiscate them.

« Establish a firm legal basis for the freezing afida belonging to persons or entities listed
under UN Security Council Resolution 1267.

11



Address deficiencies in the registration of comparand associations, giving the Registrar
powers to impose administrative sanctions highan tturrently provided for and providing
sufficient resources to verify existing registrasaand applications for registration.

The FIU should be provided adequate resources iy oait the functions of receiving,
analysing and disseminating financial intelligenicejuding being provided with additional
staff and information technology capability. ThéJEhould ensure that financial intelligence
is effectively disseminated in police and otheevaht agencies, and that accurate statistical
information concerning this dissemination is re¢ginClear and effective measures are also
required for ensuring the security and integrityndbrmation held by the FIU.

The role of police to investigate and prosecute dflences should be further clarified in
legislation, and this role should also form parimté&rnal training and operational procedures.
Police should actively pursue ML investigationslié®should also work closely with the
OPP to develop the capability to effectively inVgate and prosecute proceeds of crime
matters.

The legal framework for AML/CFT preventative measushould be improved to clarify
more precisely the AML/CFT internal control and agpg obligations for reporting entities
and to ensure that these obligations are mandatatyot discretionary.

Clarify and strengthen the CDD requirements, ansbime cases, tailor to specific sectors to
ensure reporting entities are able to effectivegntify and report suspicious transactions.

Adopt a risk-based approach to implementing prextes® measures, including STR
reporting, beyond the banking sector.

Ensure reporting entities and supervisory bodiege ha clear understanding of what
constitutes effective compliance and are able &mtifly and effectively sanction cases of

non-compliance.

Clarify in the legal framework which supervisorytlaarities are responsible for enforcing
and monitoring compliance for various sectors pbréing institutions.

12



1. GENERAL
1.1. General information on Papua New Guinea
Geography and Demography

28. Papua New Guinea (PNG) is a country in Oceaniaymgng the eastern half of the island of
New Guinea and numerous offshore islands (the wegtertion of the island is a part of the
Indonesian provinces of Papua and West Papua)ringve total area of 462,840 sq km. PNG is
located in the south-western Pacific Ocean andestadand border with Indonesia. Port Moresby is
the country’s capital. The mainland of the coumrthe eastern half of New Guinea Island, where the
largest towns are also located, including Port Mbyeand Lae. Other major islands within PNG
include New Ireland, New Britain, Manus and Bougdie.

29. PNG is one of the most culturally diverse countiwégthe world. With a population of just
under 7 million, more than 860 distinct indigendasguages exist with many different traditional
societies. The three common languages are Tok, PMginMotu and English. The official language is
English. Most government documents are producdgniglish although Tok Pisin is frequently the
language of debate in the National Parliament.

30. The PNG Constitution (preamble) declares the Fifdtional Goal and Directive Principle for
PNG to be for it to achieve development primarfiyough the use of Papua New Guinean forms of
social, political and economic organization. Theurttoy is one of the world's least explored,
culturally and geographically, and many undiscodespecies of plants and animals are thought to
exist there. PNG is mostly a rural country, witbuard 18% of its people living in urban centres, and
a majority of the population living in traditionadocieties and practising subsistence-based
agriculture.

31. The country's Human Development Index (HDI) is #exond lowest in the Asia-Pacific

Regiort and 61% of the population has no sustainable adecesafe water. HIV infection rates are
increasing at a pace that causes serious concenmgbthe time of the onsite visit there was an
outbreak of cholera in the country.

Economy

32. Papua New Guinea is a developing country, with gdmsmestic product estimated in 2008 at
US$8.24 Billiof and a GDP per capita estimated at $US1253 fosahee year. In 2008, real GDP
growth was 6.6% and slowed moderately to 4.5% i@920nflation averaged 6.9% in 2009 and
inflationary pressures are forecast to persistt two years, pushing the expected average fate o
annual inflation to 7.2% in 2010-11

¥ UNDP Human Development Index 2010: http://hdrpundgy/en/statistics/
* World Bank, World Development Indicators
® Source: World Bank’s Country Overview on Papua Newinea, 2010 Update
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33. At the time of the onsite visit the national cuicgnthe kina, was trading at approximately 2.6
kina to the US dollar. The kina appreciated by 5atfainst the Australian dollar in 2009 and is lkel
to remain volatile in the next few years, owingctmanges in global commodity prices and broad
movements in the values of major trading currencies

34. The economy of PNG is dualistic as an export-ogentcapital-intensive minerals sector

operating in parallel to traditional rural subsiste. Agriculture currently accounts for 13% of GDP
and supports more than 75% of the population. PM&taral resources include gold, copper, oil, gas,
timber and fish. Despite significant wealth genedgfrom mineral exploitation over the last 20 years

the resources sector has provided relatively fés.jo

35. The mining sector is already a significant revestieam for PNG, and the country is actively

preparing for the exploration of its natural gasotgces, proven reserves of which are ranked #43rd i
the world at 226.5 billion cubic meters. This flagsproject, representing an investment of US$18
billion, provides the country with the opportunity materially raise growth in the long-term. This

project is sponsored by a consortium led by ExxobhiM&stimates suggest that the project will yield

the equivalent of 50 million barrels of oil in nedligas and lead to US$3 billion in average annual
export receipts starting in 2013-14. By one congortpartner's estimates, the project could turn
PNG into the second largest liquid natural gas peed in East Asia, after Malaysia and past
Indonesia, by 2017. The construction phase ofgtogect will provide a boost to economic growth in

the next few years. However, the government fabeschallenge of ensuring transparency and
accountability for revenues flowing from this arttier large liquid natural gas projetts

36. The Port Moresby Stock Exchange (PoMSX) had a nhackeitalization of K109 billion
(approx US$40 billion) at the end of 2010, whichsveayear on year increase of 118%. In 2010 the
total number of listed entities reduced by one%o 1

37. The divide between the rich and the poor in PNGulsstantial. The country's Gini index was
estimated at 50’9n 1996, and 39% of the PNG population live ors [gmn 1 US$ a d&yThe 2005 -
2010 Medium Term Development Strategy (MTDS) of Bi¢G Government places high emphasis
on maintaining the infrastructure and on econonmmwmh. Resource mobilization through public
sector reform and expenditure management is anrtanicelement of the MTDS.

38. Per capita flow of international aid to PNG is appmately US$40. About 1/3 of the PNG's
total budget is planned for development purposes, ughly 2/3 of this is financed through
concessional project loans and donor grants.

39. PNG has a small open economy and a concentratadcfad sector with significant growth
expectations and limited secondary markets. Thanfial sector is largely oriented to serve the

® Summary from CIA World Fact Book on Papua New @air2010

" If income were distributed with perfect equaliye index would be zero; if income were distributeth
perfect inequality, the index would be 100.
® World Bank

14



formal sector. Two thirds of financial sector assate held by four locally incorporated banks, ¢hre
of which are subsidiaries of foreign banking graups

40. The global financial crisis had only a mild impact PNG. The country has a robust pace of
economic growth and its financial sector was largeisulated from global financial markets.
Increased public spending helped sustain growthérface of the indirect impact of commaodity price
declines.

Government and Political System

41. Papua New Guinea is a constitutional monarchy wittlie Commonwealth. The British
monarch is represented by a Governor General, nhogahe Parliament for a six year term. The
PNG Constitution provides for the independencehef three branches of Government: executive,
legislative and judicial. Legislative power is hdby a unicameral Parliament of 109 members,
elected for 5-year terms. 89 members represenin“openstituencies, and the remainder represents
18 provincial constituencies, the Capital Distrartd the Autonomous Region of Bougainville.
Suffrage is universal for citizens over age 18.

42. Executive power is exercised by the National Exgeu€ouncil (NEC), which consists of the
Prime Minister (Chairman) and all Ministers, whe appointed by the Governor-General on the
recommendation of the Prime Minister. The PrimeiMar is proposed by the party or coalition with
the most seats in the Parliament and appointedéiead of State. At the time of the on site et
Prime Minister was Grand Chief Rt. Hon. Sir Mich&bmas Somare.

43. The Constitution establishes the Supreme CourtNgs Rnd the Supreme Court Act provides
for the Court's powers and rules of practice amdgadure. The Supreme Court is the highest court in
PNG. The lower courts include the National CouftSustice, Village Courts, and District Courts in
urban centres presided over by stipendiary maggstra

44. PNG is administratively organized according to 2fbvince-level divisions: eighteen
provinces, the Autonomous Region of Bougainvillel #ime National Capital District. Each province
is divided into one or more districts, which inrtuare divided into one or more Local Level
Government areas. Provinces are the primary admatiie divisions of the country. Provincial
governments are branches of the national governragach of the 18 provinces and the Autonomous
Region of Bougainville has its own government, whigay levy taxes to supplement grants received
from the national government.

45. In 1988, a conflict began when the Bougainville &ationary Army (BRA) started to fight for
the independence of the island of Bougainville gordinancial compensation for land occupied by
the Bougainville Copper Mine (jointly owned by tRNG Government and the Australian mining
company Conzinc Rio Tinto). Some 7,600 civiliangevkilled during the fighting or died as a result
of the armed operations. A ceasefire in 1998 wlevied by a peace agreement in 2001. In March
2002 Parliament adopted legislation allowing faioaomy in Bougainville.
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46. PNG's politics are highly competitive and most merskare elected on a personal and ethnic
basis rather than as a result of party affiliatibhere are several parties, but party allegiancesiat
strong. Winning independent candidates are usgallyted in efforts to forge the majority needed to
form a government, and allegiances are fluid. Nmylsi party has yet won enough seats to form a
government without the support of at least onergbiaety.

Legal System

47. PNG's legal system has a common law backgrounditankigher courts follow procedures
similar to those of other common-law countries. tGomary law is incorporated as part of the
underlying law.

48. PNG's national judicial system consists of the 8ape Court of Justice and the National Court
of Justice (Constitution, section 99 (2)(c) andisacl55 (1)). Below them, there are magistrates in
District) and Village courts.

49. The Supreme Court and National Court are comprigetie Chief Justice, the Deputy Chief
Justice and other judges. Currently, there aretedghjudges and three acting judges. The National
Court has unlimited jurisdiction, which is exerddey a single judge. National courts have power to
hear any case unless the Constitution gives theeptovhear a particular case to another court. It
deals with the majority of civil and criminal casa®d also hears appeals from lower courts. There ar
resident National Court judges in a number of negi@entres.

50. The Supreme Court is the highest court in PNGe#rh appeals from decisions made by the
National Court, reviews decisions made by the Matid€Court, gives opinions or advice on whether a
proposed or already existing law is constitutiomiglyelops rules of the underlying law and enforces
human rights as provided under the Constitutiore $hpreme Court is the final court of appeal and
has original jurisdiction on constitutional mattets sits as a bench of three or five judges. The
Supreme Court includes all the judges of the Nati@ourt other than acting judges (Constitution,
section 161). It is based in the capital, Port Mbye and also sits in some regional centres.

51. District Court magistrates are appointed by theicladand Legal Services Commission.
Tribunals may be established outside the natiamditial system, as well as arbitral or conciliatory
tribunals. Their powers to impose penalties ardtdida The Constitution also provides for courts tha
may deal with matters primarily by reference toteosor in accordance with customary procedures
or both (Constitution, section 172 (2)).

52. Many hundreds of Village Courts operate in botlakand urban areas. Village Courts consist
of at least three lay magistrates appointed froenltical village or community by the Minister for
Justice. One of their objectives is to mediate wlisp applying customary dispute resolution methods.
Their jurisdiction is limited to minor offences acdstomary law cases. They may impose fines or
community service but not imprisonment. Appeabishte local or District Court Magistrate and there
is a supervising magistrate in each province.
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53. The PNG Constitution provides for the independeasfdbe national judicial system. The Chief
Justice is appointed by the Head of State on thiz@adf the National Executive Council. The current
Chief Justice is Sir Salamo Injia. Other judges amambistrates are appointed by the Judicial and
Legal Services Commission, which consists of thaisér for Justice, the Chief Justice, the Deputy
Chief Justice, the Chief Ombudsman and a MembdPasfiament. The Commission has adopted
“Judges’ Appointment Criteria and Guiding Princglleto enhance the independence of the
appointment processes. The only grounds upon whighdge, the Public Prosecutor, the Public
Solicitor or Chief Magistrate may be removed froffice are their inability to perform the functions
and duties of their office, misbehaviour or miscactdn office.

Structural Elements for Ensuring an Effective Anti-Money Laundering and Countering the
Financing of Terrorism (AML/CFT) System

Transparency and good governance

54. Corruption in PNG is a deeply structural problerom® initial legislative steps have been
taken to inject a certain degree of accountabiliyt historically rooted patronage systems that
operate in an environment still based on ethnic soelal fragmentation render these legislative
changes ineffective. Narrow political bases andrtstime horizons have created incentives for
Members of Parliament to focus on the distributainfavours targeted to their supporters, thus
further reinforcing social fragmentation. Changeslaws and regulations alone are insufficiently
effective to address this problém.

55. A particular characteristic of the traditional cuit of PNG is the Wantok system. It is a system
of relationships/obligations between individual®wected by common origin, hailing from common
geographic area, sharing common kinship and comamguage. The Wantok refers to an extended
family or clan ranging from just a few people toes&l hundreds. In political and public affairse th
Wantok system can provide a strong incentive fgpotistic and corrupt practices. Upon being
elected, many leaders tend to infuse the rules rgowvg public office and resources with this
traditional culture practice, bestowing favour beit Wantok to the detriment of their proper poli
constituency.

56. The 2010 Corruption Perception Index (CPI) rankBiibRat 154 out of 178 surveyed countries,
with a score of 2.1. PNG's ranking slipped from2068 ranking of 154.

57. In PNG, corruption impedes efficient and fair dely of the most basic state services and
democratic rights. It is an ongoing concern thaGRias consistently ranked among the lowest in the
last few years. The experience and perception tfidei opinion has a big impact on a variety of
factors influencing PNG's ongoing development {uding investor confidence and the willingness

® For further discussion of the patronage politt®NG see Allen, Matthew, & Zahid Hasnain. 20Fbwer,
Pork, and Patronage: Decentralization and thei€iaétion of the Development Budget in Papua Nevin€a'',
in Commonwealth Journal of Local Governance, No. 6.

19 CPI score relates to perceptions of the degreemtiption as seen by business people and coumatysis,
and ranges between 10 (highly clean) and 0 (higbiyupt). According to Transparency Internatiomascore
of less than 3.0 out of 10.0 indicates there ignfsant” corruption.
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of donor agencies to engage with the country.

58. The Transparency International Global Corruptiopdteof 2008-09 showed for PNG, 40% of
the business leaders polled globally reported #éhhtibe was required when dealing with a public
institution. Of those polled, one in five beliewbgy have lost business thanks to corruption, hatl t
half believe their costs are inflated by at leastpercent due to corruption.

59. The World Bank’s Worldwide Governance Indicatorswhhat across the last three years, no
measurable improvement has been achieved in tlas afé'voice and accountability” and “political
stability”, while the situation is worsening in tlaeeas of control of corruption and rule of law. In
these last two indicators, PNG is in the lowestriijean 2009. The indicator on control of corrupti
has deteriorated sharply since 2002, being at pecesly low level in 2009.

60. Indicators related to “regulatory quality” remaineslighly stable between 2007 and 2008,
showing substantial improvement compared to 2006, immproved again in 2009. However, the
indicator relating to “government effectiveness”agily deteriorated in the period 2007-2009
compared to the period 2000-2003, as the indicmémt from the 25-50percentile range to a 025
percentile range on a global scale.

61. Corruption is endemic in PNG, at all levels of gaoweent, public sector organizations and,
though to a lesser extent, in the private sectbe State of corruption in the forestry sector was
notably highlighted by government agencies andretls critical, and the situation of governance
and oversight in public-private partnerships wasewsed as poor, especially in light of the findings
of the Commission of Inquiry into the Finance Depant™.

62. As reported by Transparency Internatidhahe legislature in PNG has not been very effectiv
in performing its accountability function. The villa party system, the lack of party loyalty and
stability limit the ability of the legislature tocaas a watchdog against corruption. Parliamentary
committees generally do not operate to vet bitarliament did not sit for seven months of 2010.

Anti-Corruption Measures

63. While there are criminal offences provided for untiee relevant laws to combat corruption in
PNG, the effective implementation and policing lnége laws remain highly problematic. Political
will to eradicate corruption practices seems tdeloking'®

64. There are no specialist institutions with specialwers or dedicated resources to tackle
corruption offences. Offences of misappropriatiérpablic funds carry relatively low penalties and
the Directorate established in the Constabularyni@stigate those offences is severely under-
resourced.

" Transparency International, 2009 Annual ReporPapua New Guinea
2 Transparency International, National Integrity 8yss, Country Study Report 2003 on Papua New Guinea
13 s
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65. PNG’s Ombudsman Commission (PNGOC) is establisimei@uthe Constitution and Organic
Law to combat corruption through oversight of theatlership Code. It does not have a role to
investigate cases of corruption for criminal pragEmn or proceeds of crime action. The Leadership
Code sets out the responsibilities of office, siyewy that leaders must not place themselves in a
conflict of interest' and that they are obliged to disclose their assetsincomes and prohibiting
certain functions for leaders. The Leadership Cddénition of leader covers mainly ministers,
members of national and provincial legislaturesminers of local level governments, constitutional
office holders, heads of national and provincigbattments and ambassadors. There are about 600
leaders and offices to which the Leadership Cogdiesp

66. The Ombudsman Commission is entitled to investigatéde range of official bodies, initiate
investigations, respond to complaints, questionisitats and consider defects in law. The
Commission is composed of three members appointgdeoOmbudsman Appointment Committee,
chaired by the Prime Minister and consisting of thader of opposition, the Chief Justice, the
Chairman of Public Service Commission and the Omair of the appropriate Permanent
Parliamentary Committee. Although the PNGOC hasnbeery vocal against corruption, its
efficiency is impeded by its lack of resources.

67. Officials and civil society note that there is anvieonment of impunity, where case of large-
scale corruption and misappropriation of public dsnappear to take place largely without
consequences. The Freedom House 2010 Country RepoRNG indicates that senior officials
generally avoid investigation by claiming executpsvilege or parliamentary immunity and have
occasionally silenced accusers through defamatidnlibel suits”> Recent moves to undermine the
power of the Ombudsman Commission, for examplestitate the lack of leadership to support
processes where parliamentarians and senior déficiee called to account for abuse of public
finances.

68. In addition, through efforts of bodies such ashtexlia Council and certain Non-governmental
organizations, the public has become a more vatat & the fight against corruption.

69. Government efforts to fight corruption include tNational Anti-Corruption Strategy 2010-
2025, which was being finalized at the time of gdmesite visit. The aim of the Strategy is to assist
and support PNG to be more transparent and acddardad bring its legislation into line with the
UN Convention Against Corruption.

70. Transparency of markets is affected by verticagration of securities exchange, key market
intermediaries and businesses in high-risk sedtmisding forestry, in PNG. In view of the rapid
growth experienced in the past few years in thaurstges market, the Securities Commission is
lacking important supervisory, oversight, regulgtand licensing authority to effectively monitorcan

14 Section 11-27 of the Constitution
15 Freedom House 2010 Country Report on Papua Newe@yi
http://www.freedomhouse.org/inc/content/pubs/fiw/inountry_detail.cfm?year=2010&country=7896&pf
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control risks, serve as advocate of the interelstheogeneral public, protect the rights of investo
enforce disclosure requirements in the interespubfic transparency and enforce integrity stanslard

1.2. General Situation of Money Laundering and Financingof Terrorism

71. The majority of proceeds of crime stem from corimpiand fraud practices.

Corruption

72. Corruption is one of the main sources of illegabgeeds in PNG, especially related to
misappropriation of public funds through fraudulesimpensation claims as well as linked to the
extraction industries and related licensing proegss

73. PNG faces very serious risks of ML from proceeddafiestic corruption (misappropriation of
public funds), which is at an extreme level. PN@xperiencing rapid economic growth, very large
scale foreign investment and an escalating crirte ¥&hile the FIU is building its capacity, theee i
no clear political level commitment to ‘follow threoney’ to tackle corruption and other crimes, and
no demonstrated commitment to regulate and sume®ML/CFT obligations by financial sector
regulators, which severely hampers the authoritibgity to tackle financial aspects of corruption.

74. Misappropriation of government funds occurs usinogegnment payments which are generally
placed through the banking sector in PNG and usqulitichase real estate, vehicles, distributed in
cash or moved offshore. Misappropriation also hgsificant effects on delivery of the most basic

government services. For example, a 2009 RepahieoPNG Ombudsman Commission reported that
the education sector had misused US$13.3 millioallwcated funds, and that the European Union
requested the return of $61 million provided faadieer training and the purchase of library and text
books™®

75. Fraud against the government is currently the ramgtificant financially motivated crime in
PNG. In April 2008, the Auditor General of PNG eded a report indicating that approximately $318
million annually is likely to have been stolen byt officials in recent yeaf$.This together with
recent intelligence indicates that the PNG goveminlikely to be losing a not insignificant share
of budget revenues directly due to corruption, drand abuse of official office. Much of the frawd i
reported to be committed with the collusion of pesswithin the government departments, and the
national press is aggressive in reporting uponetltases when they are brought out into the open.
Given the common use of commercial bank accoumtgdoernment administrative purposes, it is
quite likely that the misused funds are procesbedigh one or more of the commercial banks in
Papua New Guinea.

16 Freedom House 2010 Country Report on Papua Newe@ui
http://www.freedomhouse.org/inc/content/pubs/fiw/inountry_detail.cfm?year=2010&country=7896&pf

1" papua New Guinea 2010 Country Brief, EStandardsrftoFinancial Standards Foundation, at page 11;
http://www.estandardsforum.org/system/briefs/30§inal/brief-Papua%20New%20Guinea.pdf?1268430660
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76. Many of the fraud cases involving government offisiare linked to Land Compensation,
where the perpetrators identify a portion of lahdtthas had some legal dispute or compensation
claim attached to it, obtain paperwork in relattornthe compensation claim and use that to loosely
base their claim for compensation from the govemtriEhe perpetrators often seek assistance from
persons who purport to be acting for the landhalderd sign the paperwork to provide a veneer of
legitimacy and plausible deniability for the goverent employees involved in the process. The
perpetrators then obtain assistance of personkenDepartment of Lands to process paperwork
pertaining to the compensation claim and take thpepvork from the Department of Lands to
identified facilitators in the Department of FinendOnce the cheque is drawn the perpetrators
distribute funds to all persons involved in theestle — often by cheque but sometimes by cash. This
method was used in an offence that ultimately teduh the successful restraint of K3.5 million in
June 2010.

77. Some fraudulent compensation claim cases alsoviavishudulent claims against the State
loosely based upon some ‘event’, for example ag@l being burnt down, a person being shot etc.
These events will be used as a trigger for claigasrest the State despite the fact that the villags
burnt down by a rival clan and not by police af aflthe person who was shot was, again, shot by a
rival clan and not by police. Similarly roads buittross customary (clan owned) land are often used
as a trigger because any number of people can elaine sort of affiliation with a piece of land and
claim “compensation” as a result of damage dontand when roads are built. The fraud is then
perpetrated through collusion of persons withinevaht government departments paying out
“compensation” for claims against the State thatreaver heard in court.

78. Other fraud schemes often involve construction qutsj, feasibility studies or development
contracts, in which the perpetrators register apaomg with the company registry administered by the
Investment Promotion Authority (IPA) that has a meathat would indicate something to do with
construction/ feasibility study / development / Mmandum of Agreement. They then open a bank
account in that company's name, seek the assistahae facilitator in a relevant government
department and submit a tender or project planigdjn or paperwork suggesting that they act on
behalf of the landowners. The perpetrators themiokthe relevant government approvals for the
payment/awarding a contract/awarding the funds dewelopment of an agricultural project/
approving the “feasibility study”. The perpetrattingn rely on the assistance from a facilitatothim
department of finance, treasury or provincial goweent and have a cheque drawn and all of the
‘facilitators’ are paid, to complete the fraud.

79. The least sophisticated fraud method requiringleéhst amount of involvement from officials
from different departments is the sale of governnassets, in which the perpetrators are typically i
positions of trust in places like hospitals, PNGvBpetc., with access to resources such as medical
supplies or equipment and identify a potential buge the stock or equipment belonging to the
government. The perpetrator then diverts the sapgi equipment to the buyer and receives payment
from the buyer. The stock is then written off bg herpetrator as lost or stolen.

80. Due to weak anti-corruption safeguards and fasegarowth in the private sector there is a
significant amount of alleged bribery underlyingntractual agreements between resource owners

21



and resource developers.

81. Corruption is also a serious issue in party pdlitithere are several cases where party leaders
negotiated with foreign business entrepreneurs d@m dinancial support to fund their political
campaigns against, for example, concessional logeking or export permits, pending a successful
election.

Illegal logging

82. There are strong indicators of large scale corompind illegal logging in the forestry sector in
PNG, which result in large-scale proceeds of criméch is confirmed by the authoriti€SNGOs
estimate that a large majority of all logging preetn PNG is illegal, mainly due to the lack ofqsr
and informed consent by traditional landowners faildres by authorities in PNG to enforce existing
laws covering the sector, including managemeninabér concessions. The logging sector includes a
network of over 40 private ports for export. Cdpador supervision is weak for logging
concessions, extraction and export activities, ) and the operation of ports. Monitoring some
aspects of the sector is contracted to an indepeniied party verification / certification company
The logging sector in PNG is characterized by wattintegration, with key foreign companies
operating in the sector controlling road constugtimedia outlets, financial services, private port
and major infrastructure projects across PNG. Légaheworks to identify illegal logging, and to
prosecute those involved and ‘follow the money'énaet met with a great deal of success.

[llicit drug production and trade

83. PNG is increasingly considered an emerging risktfanshipment of drugs and other illegal
goods en route to Australia. Australian Custom&atities have identified significant risk associate
with limited capacity in border control and the sgace of organized crime groups. PNG relies on
assistance from Australia to deter illegal crossdbo activities primarily from Indonesia, including
illegal narcotics traffickiny.

84. PNG is reported to be a major cannabis consumer.ZDB3 UNODC Pacific Profile reported
there were at least one million cannabis usersNG Rnd up to 350,000 daily users. Over the last
decade, health officials, the media, law enforcenmfficers and researchers have all reported
increased drug use, especially of cannabis, de8iftlte systematic data collection to support this
view. Trends toward increased use are often meddwyrarrest reports, while the PNG delegate at
the 2006 Pacific Drug and Alcohol Research NetW®RARN) meeting noted a rapid increase in the
number of people admitted to mental health servigés cannabis-induced psychosis from 2000 to
2004, with close to 100 in 2004 alone cited asdicator of the trend.

18 Freedom House 2010 Country Report on PNG citesuaiM2009 Report by the PNG Ombudsman
Commission that the government failed to accountdps of millions in the sales of mining and laggrights.
http://www.freedomhouse.org/inc/content/pubs/fiw/icountry _detail.cfm?year=2010&country=7896&pf

9 Madonna Devaney, Gary Reid, Simon Baldv@ituational analysis of illicit drug issues andpesses in the
Asia-Pacific region (2006), report prepared for #estralian National Council on Drugs
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85. In early 2008, 40 kilograms of dried marijuana test for Madang, final destination possibly
overseas, was seized as part of a 24-hour crackdottre Eastern Highlands. PNG police believed
the 17 individuals detained were part of a majorijona syndicate.

86. In January 2009 the media reported on a seizurd®M@ police of US$250 million in
counterfeit notes and a quantity of powder suspeittdoe methamphetamine or cocaine. In addition,
10 kilograms of marijuana were seized. Furthermdrénas been estimated that there are 7500
injecting drug users in PNG.

87. International Narcotics Control Board prevented ithportation of 12 tons of ephedrine and
pseudoephedrine into PNG in 2002.

Armstrafficking

88. There are indications that arms trafficking is aaes issue in PNG, although firm figures were
not available. It is clear that small arms useelatively common in inter-ethnic violence, as wadl
robbery and urban crime.

Human Trafficking and Sexual Exploitation

89. The UNHCR’s 2010 Trafficking in Persons Repbstates that PNG is a source, destination,
and transit country for men, women and childrerjesztbd to trafficking in persons, specifically
forced prostitution and forced labour. Women anittobn are subjected to commercial sexual
exploitation and involuntary domestic servitudefficked men are forced to provide labour in
logging and mining camps. The report further stéias government officials facilitate traffickingb
accepting bribes to allow illegal migrants to erter country or ignore victims forced into
prostitution or labour, by receiving female traffieg victims in return for political favours, ang/ b
providing female victims in return for votes.

90. Domestic trafficking of women and children for tipeirposes of sexual exploitation and
involuntary domestic servitude also occurs.

91. PNG does not fully comply with the minimum standafdr the elimination of trafficking
PNG's efforts to remedy this issue are not cleathesUNHCR Report indicates that significant
efforts are lacking, however, there have been teefarts over the past 12 months to develop, in
partnership with the International Organisation fbtigration, new legislation criminalising
trafficking in persons and people smuggling. Theent legal framework does not contain elements
of crimes that characterize trafficking and the gyovnent lacks victim protection services or a
systematic procedure to identify victims of traffitg. In addition, PNG has yet to ratify the UN

2 United States Department of StaFeafficking in Persons Report 2010 - Papua New @aii4 June
2010, available at: http://www.unhcr.org/refworldéid/4c1883cf2d.html [accessed 17 March 2011]
21 :

Ibid.
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Convention on Transnational Organised Crime, adopt the 2000 UN Trafficking in Persons (TIP)
Protocol.

Raobbery and urban crimes

92. PNG has a high crime rate. Carjacking, armed rabbeand theft are problems particularly in
and around major cities such as Port Moresby, Mamint Hagen, and Goroka. The lack of jobs and
difficulty of policing urban areas encouraged tle@elopment of "rascal gangs".

93. The UNODC 2010 International Statistics on Crimed a@riminal Justice ranks PNG's
indicator on robbery rate at the median - highasir€le.

Money laundering typologies and trends

94. Authorities note a number of ML methods relatingptacement in banks and other financial
institutions, investment in real estate, investmanhigh-value vehicles, redistribution to Wantok
groups, use of lawyers, etc.

95. The authorities do not have a clear understandinbeomethods and trends of laundering the
proceeds of those offences committed in PNG, foicwhhe profits are generated in another
jurisdiction (e.qg. illegal logging, illegal fishing

Attractiveness of Papua New Guinea for Money Launding

96. Despite the fact that PNG has an unsophisticatehfial sector, which makes it difficult to
move foreign funds through the sector, proceed+geimg crime tends to often translate into
domestic ML as commercial banks are used mostedfitine in fraud schemes.

97. In addition, the lack of effective and appropriajevernance, the low capacity of law
enforcement and regulators and the general lackmpliance further renders PNG vulnerable to ML
and related financial crimes.

Terrorism situation in Papua New Guinea

98. The risk of terrorism financing in the country @w? and thus poses a minimal threat in the
country. Regional assessments of risks from temorand TF conducted by regional organizations
indicate relatively low risks amongst Pacific Isdlanincluding Papua New Guinea. According to the
local authorities, no TF cases have been reportddtected to draw statistics or experience from.

2 gee e.g. the UK Foreign and Commonwealth Offidetp(//www.fco.gov.uk/en/travel-and-living-
abroad/travel-advice-by-country/asia-oceania/pamwa-guinea “There is a low threat of terrorism”. Other
reports cite that although the conditions are sashto be conducive to terrorism, noting the “genera
lawlessness” in the Southern Highlands, there argraups operating with terrorism as their primtagtic.
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1.3. Overview of the Financial Sector

99. In PNG, the financial sector is small and largejented to serve the formal sector and
provides little reach to the very large informalral and self-employed segments of the population.
Approximately 85 percent of the adult populatiotgiat 3.9 million) lacks access to the formal
sector. Around 600,000 people are included in tmmél financial system. However, these numbers
are growing as financial service providers seekdmand their services.

100. National authorities indicated alternative methoflpayments services in the country are being
developed. Consequently, and despite the factthieae is so far no specific legislation regarding
electronic treatment of payment instruments, thekB# PNG (BPNG) monitors new electronic and
mobile payment services and systems entering thiketnand commits itself to working with the
service providers and other stakeholders to deviilepnecessary legal and regulatory regime that
will enable new, innovative and interoperable elmtc payment systems to be introduced to the
market®®

101. Two thirds of financial sector assets are helddwy flomestically incorporated banks, three of
which are subsidiaries of foreign banking groupsthésrized Superannuation Funds (ASFs) represent
the next largest share of assets, two of which datai and represent the longer term oriented
institutional investors. Other deposit takers ie florm of finance companies, savings and loans
institutions and microfinance operators are alllsinasize and in aggregate. The insurance sestor i
constituted by a moderately dynamic non-life insgeasector and a nascent life sector. PNG has a
small stock exchange, operating under Becurities Act 1997%and licensed by the Securities
Commission. There is no dematerialization or cdimaon of securities within a Central Securities
Depository.

102. Despite rapid growth in recent years, PNG'’s finahsystem remained stable and avoided any
direct impact of the recent global financial crissénce 2000, a favourable external environment and
the introduction of financial sector reforms aft@rcrisis through the 1990s provided a strong
foundation for financial sector expansion. Totakficial sector assets have increased to K23 billion
as of March 2010 from K9.5 billion at the end oD80with banking sector assets comprising about
65 percent of the total.

103. A ‘financial institution’ is defined under sectidh of thePOCA The definition is conduct-
based and therefore any person who engages in diwtyastipulated therein is considered as a
financial institution for purposes dhe POCA The Interpretation Act of 197%lefines a ‘person’
under section 3 to include a legal person.

104. The Banks and Financial Institutions Act 200Bavings and Loans Societies Act 199fe
Insurance Act 200@nd theSuperannuation (General Provisions) Act 2afige the BPNG, as the
central bank, the authority to license variousdfinial institutions’ to carry out prescribed adtas
pursuant to those enabling laws.

% Bank of Papua New Guinea, Press Release, Staterlenent on Electronic and Mobile Payments Sesic
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Structure of Financial Sector, 2009

Proportion
Number of Total O.f Totgl Authorized/Registered /
L Financial
institutions assets Regulated by
Sector
Assets
Commercial Banks 4 gﬁi)r? 65% Central Bank
Finance Companies 8 K.6.62 2% Central Bank
million
Savmg_s a_nd Loans 21 K.7.30 3% Central Bank
Institutions million
Microfinance Institutions 2 K12 0 <1% Central Bank
million
Authorized Superannuation approx. 0
Funds 7 K5 billion 21% Central Bank
Non-life Insgrance 18 K.l'.179 5% Insurance Commission
Companies billion
Life Insurance companies 4 K_1_72 1% Central Bank
and brokers million
Stockbrokers 2 PoMSX
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DNFBP Sector

Legislation Authorized/Registered by
Casinos Gaming Control Act 2007 National Gaming and Control
Board
Lawyers Lawyers Act 1984,awyers Trust PNG Law Society
Account Regulation 19%nd
Professional Conduct Rules 1989
Accountants Accountants Act 1996Accountants | Accountants Registration Boarg

Regulation and Practice Regulation
1998,

Dealers in precious meta
and precious stones

alCentral Banking Act 20Q@entral
Banking (Foreign Exchange and
Gold) Regulation 2000

Central Bank

Real Estate

Companies Act 199Tvestment
Promotion Act 1992

IPAZ®

Financial Activity by type

of Financial Institution

AML/CFT
P e Financial Financial regulator
Financial - o Commercial names
Activity Activity Institution and_
supervisor
Deposit- Licensed or Banks Australia & New Zealand
Taking authorised to Banking Group (PNG) Ltd, Bank
Institutions accept or collect South Pacific Ltd, Maybank FIU
deposits from (PNG) Ltd, Westpac Bank (PNG)
the public. Ltd
Licensed AGC (Pacific) Ltd, Credit
Financial Corporation Finance Ltd, First
Institutions | Investment Finance Ltd, Finance
Corporation Ltd, Heduru Moni
Ltd, Kina Finance Ltd,Pacific FlU
Capital Ltd, PNG Home Finance
Ltd, PNG Microfinance Ltd,
Nationwide Microbank Ltd,
Resource Investment Finance Litd
Savings & Authorised tc Savings & Alekano, Air Niugini, CBO, East| FlU
Loans accept or collect Loan New Britain, Financial & Private

% There are no specific laws on this but the legjmteindicated provides the general power to that2é Bank

to authorize such dealings.

% The legislation mentioned will apply only if perssbodies involved in real estate register withl & or
incorporate a company. Otherwise it remains unigdl




Societies deposits and | Societies Lae City Council Employees,
give out to its Nasfund Contributions, Ailan,
members Mining and Petroleum SLS, PNG

Cocoa Growers & Producers,
PNG Power Staff, PNG Ports
Corporation SLS, PNG
University of Technology, Police
& State Services, PTP, Sepik
Savings, Teachers, Water board
Staff, Federation of Savings and
Loan Societies, Nambawan
Savings & Loan Society.

Life Insurance | Authorised to Life Kwila Insurance, Life Insurance

Business conduct life Insurance Corp (PNG), Pacific MMI
insurance Companies | Insurance, Capital Life Insurance FIU
business Company.

Life Aon Risk Services, Asia Pacific
Insurance Insurance Brokers, Marsh (PNG)
) FIU
Brokers Kanda International Insurance
Brokers & Risk Consultants

Superannuatio| Authorised to | Superannuati| National Superannuation Fund,

n conduct on Funds Nambawan Super, Defence Force
activities as Retirement Benefit Fund, OTML =
specified under Superannuation Fund, Sios
the Workers Ritaia Fund, Aon
Superannuation Master Trust PNG.

Act.
Investment Kina Funds Management, BSP
Managers Capital, National Capital. FIU
Fund Aon Consulting (PNG), Kina
Administrator | Investment & Superannuation FlU
S Services, SWRF Administration
IP Wealth Management.
Securities Stockbroking Members of | present members of POMSX are
Trading the POMSX | BSP Capital Limited and Kina FIU
Securities Limited

Bureau of Money changers Best Nation Investment Ltd,

Currency Betta Rates Ltd, Usaha Jaya Ltd.  FIU

Exchange

Special Post PNG in

Licence of partnership with FIU

Overseas Western Union

Remittances
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Banking Sector

105. The banking sector is licensed and supervised ®B®PNG, PNG’s central bank. Since 2000,
when sector wide reforms were introduced, bankiegtas assets experienced an almost eightfold
increase reaching more than K15.5 billion from 26®@March 2010. The domestically owned Bank
of South Pacific (BSP) is the largest, followed dnbsidiaries of two Australian banks, ANZ and
Westpac, and a subsidiary of the Malaysian banklgliak. In addition, there is a state-owned, non-
deposit taking National Development Bank, which Hastorically had a primary function of
providing accessible credit to people in rural areat currently is somewhat dormant with assets of
percent of total banking assets.

Non-bank Financial Institutions (NBFI) regulated by Bank PNG

106. NBFIs regulated and supervised by Bank of PNG elfinance companies, savings and loans
institutions and microfinance institutions. Thetse holds more than K7 billion in assets.

Authorized Superannuation Funds (ASF)

107. BPNG supervises and licenses entities engagedp@raanuation pursuant to section 7 of the
Superannuation (General Provision) Act 200bie ASFs are the largest NBFIs, holding more than
70 percent of total non-bank financial assets. Agndhe seven licensed ASFs, Nasfund and
Nambawan stand out with almost K2 billion and K8ido in assets respectively (together holding
approximately 87 percent of total ASF assets). ASirderms of assets size, are followed by the
savings and loans societies, insurance compamiekiding general, life, and broker), and finance
and microfinance companies.

Securities

108. The Securities Commission has licensed one stockamge, Port Moresby Stock Exchange
(PoMSX) which operates as the SRO for stock brokimgs. The securities market in PNG includes
listed securities (regulated by PoOMSX), governmigonds and superannuation services which are
regulated by the BPNG and insurance securitiestwdnie regulated by the Insurance Commissioner.

109. The Securities Commission is established pursuarthé Securities Act 1997. The legal
powers, functions and authorities of the SecurifB@mmission are not clear in the Act. The
Commission exercises no public supervisory or r@guy function over the POMSX There is no clear
power for the Commission to withdraw the licenseapproval of the stock exchange even as a
regulatory penalty for non-compliance or misusee T®ecurities Commission has no powers to
directly instruct or sanction brokers or regulatekbsure or licensing requirements.

110. 19 entities are listed on the POMSX. Domestic Maf&apitalization of securities listed on the
PoMSX was K109.5 billion at the end of 2010. Thekeacapitalisation showed a 118% growth year

on year.

111. Only members of the POMSX may offer stock brokimgvies. At present there are two
members of the POMSX, BSP Capital Limited and K8gurities Limited. These two entities also
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own the POMSX.

Insurance sector

112. BPNG regulates and licenses the life insuranceseader the terms of theéfe Insurance Act
2000 The life insurance market is very small and stagnwhile the non-life insurance market is
more substantial and growing in real terms. Totakg premiums in 2008 stood at K271 million for
the non-life sector and K20 million for the lifecser. Insurance density (premiums per capita) in
PNG is US$16 ranking 77th in the world and insueapenetration (premiums as a percentage of
GDP) stand at 1.7 percent ranking 76th in the world

113. General insurance companies are regulated by thednce Commissioner’s Office under the
terms of thelnsurance Act 1995The scope of products offered in the generalramste sector
indicates that the sector is not generally vulnier&buse in ML schemes.

Remittance

114. In addition to remittance companies working as &géor licensed banks in PNG, there are
three authorized remittance companies conductingigo remittance and one domestic remittance
service through the Post Office. BPNG regulatedttante under th€BA.

Foreign Exchange

115. Two BPNG licensed money changers were operatitigedime of the onsite visit.

1.4. Overview of the DNFBP Sector
Casino sector

116. PNG has plans to establish one casino and intendsder for possible licensees in 2011. The
casino will be licensed and regulated underGagning Control Act 20Q7The authority responsible
for administering this sector, the National Gamé@ontrol Board, has introduced in its licensing
and regulatory requirements tROCArequirements of STR and CDD. This will take effetien the
casino starts its activities.

Real Estate sector

117. The Real Estate sector in PNG, especially in Pastdgby, is growing with the increasing
demand for accommodation and the rapidly risingealf real estate in PNG. Real estate companies
are incorporated and registered under the IPA. Meweaccording to the authorities, there is no
obligation on the part of those persons to registeperties for rental purposes, so not all retdtes
activities are regulated.

Dealers in precious metals and precious stones

118. Gold dealing activities in PNG were de-regulated987, enabling all residents to buy and sell
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gold within the country. For export purposes, @rige must be obtained from the Central Bank
before gold of any form can be exported overseagold export license is valid for only one (1) year
and may be renewed through a renewal applicatidghadCentral Bank. This applies to all precious
metals unless it is declared otherwise by the @eBtnk.

Trust and company service providers (TCSPSs)

119. The regulatory framework for trusts and companyviser providers includes th&rustees
Companies Actl966 the Trust Accounts Act 195&and theCompanies Actlt is not clear that
independent TCSPs are operating in PNG under Statges.

Lawyers, Notaries and Accountants

120. According to the authorities, lawyers are regulabgdthe Lawyers Act the Professional
Conduct Rulesas well as other applicable legislation. Lawyers also regulated by theawyers
Trust Account ActThe Assessment team was unable to meet with aheassociation during the
onsite, despite repeated attempts. Serious conearesraised in the report of the Commissions of
Inquiry into the Finance Ministry regarding the laslon of a significant number of lawyers in
fraudulent claims against the state and misappatpn of public funds.

121. Accountants are regulated under a regime basedherAd¢countants Act 199@énd the
Accountants Registration and Practice Regulatio88L9

1.4. Overview of commercial laws and mechanisms governinegal persons and
arrangements

122. The Investment Promotion Authority (IPA) establidhender thelnvestment Promotion Act
1992is responsible for administering the company tegipertaining to the establishment of legal
persons or arrangements. The relevant codes torélation and registration of legal persons are the
Associations Incorporations Act 1966d theCompanies Act 1997

123. In addition theLand Groups Incorporation Agirovides for legal recognition of the corporate
status of certain customary and similar groups,thadconferring on them, as corporations, the power
to acquire, hold, dispose of and manage land.

124. Any person may incorporate a company under Gloenpanies Acin accordance with the
incorporation requirements, which are that thereukh be a name for the company, one or more
shares, one or more shareholders and one or nrectats.

125. Similar requirements for Associations and Busin@ssups can be found in the respective
Regulations. The name of shareholders, directoesilmers and the other information indicated at the

time of the incorporation must be updated if ne@gsby the entity.

126. At the time of the on site assessment about 75;06tpanies and over 5000 associations were
registered with the company registry.
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1.5. Overview of strategy to prevent money laundering at terrorist financing
AML/CFT Strategies and Priorities

127. Although PNG has some of the relevant laws on AMEYGand the appropriate organizations
to administer and implement these laws, there ispexific policy or strategy for combating ML or
terrorist financing. It is not clear that AML/CHias been built into the agenda to combat corruption
Nonetheless, according to the authorities, onéhefseven pillars of the government’s Vision 2050
provides for a broad ‘Security and Internationalaflens’ objective that may provide the gateway for
the government to develop appropriate and moretadgolicies on AML/CFT.

128. The most important Act to guide AML policy is tHeOCA adopted in 2005POCA
criminalizes ML, creates some basic obligations #AWIL preventative measures by financial
institutions and sets out detailed proceeds of eripowers and procedures. An FIU has been
established in the police.

129. The authorities indicate that the draft NationatiATorruption Strategy 2010-2025 (which is
part of PNG’s implementation of the UN Conventiogatnst Corruption) prioritizes international
crime cooperation in all its facets as a meansitb corruption.

130. To date, according to the PNG authorities, a cgeti from the DJAG, the OPP, the Police,
the FIU and Customs assume both a strategic andypole regarding AML/CFT implementation

given their respective portfolios. In particulahetLegal Policy & Governance Branch of DJAG
continues to pursue AML/CFT as one of its core oespbilities, which is aligned with the DJAG’s

overall Corporate Plan.

131. According to the authorities, new initiatives mag tbeveloped after this evaluation process.
This would include measures aiming at coordinatisgbsequent mutual evaluations and
implementing MER recommendations. A submissiorei®ie cabinet regarding the establishment of
a committee on AML/CFT and international coopenatio

The institutional framework for combating money laundering and terrorist financing
Ministries

Ministry of Finance

132. The Finance Ministry is responsible for administgrthePublic Finance (Management) Act
1995 which establishes the Consolidated Revenue Fuadwhich forfeited proceeds of crime are
paid and used for other government purposes.

Ministry of Justice and Attorney General (DJAG), including central authoritiesfor international
co-operation

133. DJAG is the central authority for international pecation and plays a leading role
coordinating AML/CFT measures across government.
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134. The Minister responsible for internal security raedt (Police) administers thkSA which
addresses terrorism and TF issues. This may oveitipthe Department of Prime Minister and
National Executive Council and DJAG.

Ministry of Foreign Affairs

135. Ministry of Foreign Affairs serves as diplomatic teaay for international cooperation,
development assistance, treaty arrangements aeirecUNSCRs.

Ministry responsible for the law relating to legalpersons and arrangements

136. The Minister for Trade, Commerce and Industry sponsible for providing policy advice to
the IPA regarding the implementation of the legistamentioned above.

Committees or other bodies to co-ordinate AML/CFT ation

137. PNG authorities have made a submission to the NE€stablish a Committee on AML/CFT
and international cooperation. There is also a imgrgroup between the FIU, BPNG and compliance
staff of the four commercial banks.

Criminal justice and operational agencies
TheFinancial Intelligence Unit (FIU)

138. The FIU is established within the National Fraud amti-Corruption Directorate of the Police.
In addition to its classical FIU functions, the PR@J has a role to supervise and ensure compliance
and pursue investigations of ML.

Law enforcement agencies including police and other relevant investigative bodies

139. The Police is responsible for enforcing court osdand conducting investigations into profit
generating crime. The National Fraud and Anti-Gption Directorate is responsible for
investigating all fraud and corruption matters imtthg ML and other profit generating crime.
Various units of the police, including Interpol, OGnd the Drug Squad have AML/CFT roles.

Prosecution authoritiesincluding specialized confiscation agencies

140. The OPP is responsible for representing the Statprosecution of ML/FT offences and
representing a requesting country in extraditioocpedings. It is also responsible for proceedings
under thePOCA and other criminal laws, practices and procedurekiding the Leadership Code
that may be applicable to ML/FT predicate offend®shree person unit specialized in proceeds of
crime has been established within the OPP . Cominptioceedings are undertaken by the Police
Prosecutors..

Customs service

141. The Papua New Guinea Customs Service cooperathstetBPNG, Police and Interpol in
implementing AML/CFT measures under customs powaadsfunctions.
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Specialized drug agencies, intelligence or securipgervices, tax authorities

142. The National Narcotics Control Board and the Natldntelligence Organization have powers
under their respective laws and directives to ifgnprovide surveillance and detect ML/FT
activities.

143. The Internal Revenue Commission (taxation) has peweder relevant laws which may be
complimentary to AML/CFT controls.

Task forces or commissions on ML, FT or organizedrane

144. The Transnational Crime Unit (TCU) is a multi-aggnanit which is responsible for
investigating various predicate offences. Actiwtage undertaken jointly by the FIU and TCU..

Financial sector bodies

145. BPNG, as the Central Bank is responsible for aighmy the licensing of financial institutions
including banks, NBFIs and life insurance companies

146. The Office of the Insurance Commissioner is an peaelent regulator for the general
insurance industry and is under the Departmentrefrice & Treasury.

147. The PoMSX is a self regulatory organisation. lidgensed by, but not regulated or supervised
by the Securities Commission. The Securities Comimnis has very limited financial sector

supervision. The PoMSX is in private hands. Onlymhers of the POMSX may offer stock broking

services. At present there are two members of tMIX, BSP Capital Limited and Kina Securities

Limited. These two entities also own the POMSX.

148. The Stock Exchange is authorized to make its ovesriexclude from membership those of
poor character and integrity, suspend or disciphirenbers, monitor compliance with and enforce its
rules, and adopt listing rules. It does not appiegtrthe POMSX is not subject to any effective faim
public oversight, supervision or regulation whethdh respect to integrity standards or operational
risk of the securities settlement system.

DNFEBP and other matters

149. The National Gaming & Control Board is responsifide regulating the gaming industry,
including the proposed casino.

150. The Law Society, the Accountants Registration Boamt the Institute of Chartered
Management Accountants are responsible respectioelhe regulation and supervision of lawyers
and accountants but neither group is being mordtéaecompliance with AML supervision so far.

Supervisor or other competent authority, or SRO, fo DNFBP

151. These DNFBPs are not, so far, supervised by compeighorities or SROs with regard to
AML/CFT compliance.
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Mechanisms relating to non-profit organisations (NMs)

152. NPOs are not supervised with regard to AML/CFT climmge. Registration requirements are
very limited and these organizations are not sugpedvor controlled. NPOs benefit from a tax
exemption and there are some controls for transpsirand accountability set down by the tax
authorities.

Overview of policies and procedures

153. There is no mechanism pertaining to a risk basedsament in place yet. However, the local
authorities acknowledge the need to have one gherturrent uniform application of the CDD and
STR requirements und®XOCA

154. According to the authorities, there are microfirmmtstitutions in PNG established primarily to
provide banking services to the people who hawgudar income or are unable to meet the CDD
requirements and high banking fees of the commiebaiaks. Authorities indicated they wish to
develop a mechanism to have such clients provideesmeans of identification for purposes of the
POCA but to a lesser extent than the one requiredhdypanks.
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2. LEGAL SYSTEMAND RELATED INSTITUTIONAL MEASURES

L aws and Regulations

2.1. Criminalization of Money Laundering (R.1 & 2)
2.1.1. Description and Analysis

Legal Framework:
155. The offence of ML and the penalties applicable hasen laid down in theOCAss 34 and 35.

Criminalization of Money Laundering (c. 1.1—Physichdand Material Elements of the Offence):

156. Section 34 of th®OCAcriminalizes ML, subsection 2 of which reads dfes:

“A person engages in money- laundering if the perso
(a) engages, directly or indirectly, in a transactihat involves money, or other property, that

the person knows, or ought reasonably to knowetprbceeds of crime; or

(b) receives, possesses, disposes of or bring®appoa New Guinea money, or other
property, that the person knows, or ought reasgrtalénow, to be proceeds of crime; or
(c) conceals or disguises the source, existenterejdocation or control of money, or other
property, that the person knows, or ought reasgrtalénow, to be proceeds of crime.”

157. Section 35 (1) criminalizes negligent money lauirdgr
“A person who receives, possesses, conceals, @gispd®r brings into Papua New Guinea
money, or other property, that may reasonably kpestted of being proceeds of crime is
guilty of an offence.
Penalty: If the offender is a natural person —a 60 K10, 000.00 or imprisonment for 2
years, or both; If the offender is a body corporatdine of K50, 000.00”

158. Sub-sections (b) and (c) of section 34 broadlyutitonot literally- mirror sub-sections b(i) and
a(ii) respectively of the definition of ML in artee 6 (1) of the Palermo convention. For sub-section
(a) the defining element of th&ctus reusis that the perpetrator “engages in a transactibat
involves proceeds of crime. Whilst there may be esaioubt as to whether that covers the same
actions as “conversion or transfer” of proceedsrvhe as covered under sub-section (a) of article 6
(1) of the Palermo convention it was explained byrary authorities that this is actually possilhig t
broadest definition of all the different acts engassing any action in relation to proceeds of crime
Though there is an argument to be made that engagina transaction is narrower than the
“conversion” of proceeds since the former wouldemo require two parties whereas the latter does
not, the practical implication of that difference insignificant. The wording is thus considered
adequate.

159. In addition theCriminal Codecontains a provision at section 410 for the raogioffence
which reads as follows:

“A person who receives any thing that has beenimddsby means of—
(a) any act constituting an indictable offence; or
(b) any act done at a place outside Papua New & tiirat—
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() if it had been done in Papua New Guinea wowldehconstituted an
indictable offence; and
(ii) is an offence under the laws in force in thage where it was done,
knowing it to have been so obtained, is guilty ofime.

Penalty: Subject to Subsection (2), imprisonmenafterm not exceeding seven years.”

The Laundered Property (c. 1.2):

160. ML concerns the money or property that constitygesceeds of crime. Under section 1 of
POCA property includes “money and all other propergal and personal including an enforceable
right of action and other intangible or incorporpedperty”. According to section 10, “proceeds” are
wholly or partly, directly or indirectly deriveddm the underlying offence. The fact that the teom t
be defined “property” contains in the definitioretbame term does not add clarity and leaves the
guestion of what exactly property means. The aittesrindicated it incorporates anything of value,
making reference to the definition of propertylie Criminal Codewhich states “property” includes
every thing, animate or inanimate, capable of béwegsubject of ownership. The further clarificatio
offered by “real and personal including an enfobtearight of action and other intangible or
incorporeal” does generally appear to encompassahe assets as the definition of property in the
Palermo convention. Thus, for practical purposks, dffence extends to any type of property that
directly or indirectly represents the proceedsrife.

Proving Property is the Proceeds of Crime (c. 1.2)1

161. There is no requirement that there be a conviadfoany person of the crime that constitutes
the predicate for ML. It was explained by the auties that thePOCAwas based on the Australian
POCAthat similarly does not require a conviction todide to convict someone for ML. For serious
offences thePOCA explicitly allows for property to be designatedbgeeds in the absence of a
conviction for an offence.

The Scope of the Predicate Offences (c. 1.3 andlad)

162. The ML offence covers all proceeds of crimes. Tdrentcrime is not defined iROCA The
authorities explained that crime was intended taibéerstood within the ordinary meaning of the
term as covering all offences. Given the subsedioents on proceeds of indictable offences as being
subject to confiscation (see below under 2.3) iild@ppear that indeed the legislator’s intenti@sw
to define money laundering in reference to suchrafés - defined in section 3 as those for which the
penalty is at least one year. However, criminal@ions are generally to be interpreted striclliye
term crime is defined in th€riminal Codeas one of the three categories of offences- tegetith
misdemeanours and simple offences. It is not furtleéined with reference to e.g. a certain threghol
of penalties. The criminalization of the differéypes of conduct in th€riminal Codeand elsewhere

is set out in the table below.

37



FATF Categories of predicates

Provisions under statutes in Papua New Guinea

Participation in an organized
criminal group

Criminal Code — section 8

Terrorism, including FT

Internal Security Act 1993 section 3

Trafficking in human beings and
migrant smuggling

Criminal Code ss218,219, 220, 221, 222, 351 & 353
Migration Act 46

Sexual exploitation, including
sexual exploitation of children

Criminal Code — Part IV, Division 2A & 2B
Criminal Code —s214

lllicit Trafficking in Narcotic Drugs
& Psychotropic Substances

Dangerous Drugs Act952 —s3 and 4
Customs Act 1954ss151 and 160

lllicit arms trafficking

Firearms Act 1978

lllicit trafficking in stolen and other
goods

Criminal Code — s380

Corruption and bribery

Criminal Code (Part lll, Bin 2 s61-s62, S87-97, Part I,
Division 3 $599-116, Division 555119 -120)

Fraud

Criminal Code — ss175, 176, 181, 241, 242, 382,5407, 408,
Part VI, Division |, Subdivision F,G & , 434,
482,PartVI,Division 4,Subdivision A

Counterfeiting currency

Criminal Code (Part Il viion 7)
Central Banking A¢tBanks & Financial Institutions Act
Central Bank (Foreign Exchange & Gold) Regulatid®@.

Counterfeiting and piracy of
products

Criminal Code — s477
Trade Marks Act 1978 ss75, 76, 77, 80
Trade Marks Regulation 1979

Environmental Crime

Environment Act 2000 ss11, 12, 13, 44, 45, 49, 73, 74(6),
77(2)- (5), 80, 81, 87, 88, 95, 102, 104, 107, 108, 112, 114,
115, 121, 122, 123, 130, 131.

Murder, grievous bodily harm

Criminal Code ss2989,2300, 315, 319

Kidnapping, illegal restraint and
hostage — taking

Criminal Code — ss220, 221, 350, 351, 353, 354

Robbery or theft Criminal Code- s386 s387 , s372

Smuggling Customs Act 1952 s31, 149, and 150 Gustoms (Amendmer
No. 10 of 2005) Act
Criminal Code — ss68, 69, 77

Extortion Criminal Code — ss88, 391

Forgery Criminal Code Part VI, Division 3ss462-487
Trade Marks Act 1978 s40

Piracy Criminal Code —s81,s82 & s83

Insider trading and market
manipulation

Companies Act 1997 ss118, 123, 126 & 413(2), 127(6)

Securities Act 199%Part VI, ss102, 108 & 111.

163. The scope of the human trafficking offence andahmas trafficking offence are very narrow
and the PNG authorities are currently consideriradt degislation introducing full coverage of human

trafficking offences.
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Extraterritorially Committed Predicate Offences (c. 1.5):

164. The POCAdoes not include any provisions on the extrataidtity of the underlying offence.

If it is to be understood as a “crime” within theeaming of theCriminal Codethen the ML offence
would only apply to crimes committed within thertery of PNG. However, the authorities argued
that the wording in sub section (b) “brings into ®Nnoney or property (...) proceeds of crime”
shows that the legislator's clear intention wag tleaime” could also refer to conduct committed
outside of PNG. That does appear the most reasomabting of that clause- although there is a
possibility that this refers to the situation inielhthe crime is committed within PNG but the pr®fi
are located abroad (e.g. a fraud perpetrated frithinlPNG targeting foreigners).

Laundering One’s Own lllicit Funds (c. 1.6):

165. The POCA does not address self-laundering explicitly bwe #uthorities indicated nothing
would prevent laying a charge against a persotbdédh the predicate offence and the laundering of
the proceeds thereof.

Ancillary Offences (c. 1.7):

166. The Criminal Codesets out the ancillary offences. Sections 509-&ttempt), 7 (enabling,
counselling, aiding, procuring), 8 (offences contedtin prosecution of a common purpose) and 10
(accessories after the fact) are ancillary offeraggdicable to all offences under PNG law including
the offence of ML as set out in tROCA

Liability of Natural Persons (c. 2.1) and The Ment&dElement of the ML Offence (c. 2.2):

167. The offence as set out above, applies to one ar aththe proscribed dealings with money or
other property in circumstances where the persomv&ror ought reasonably to know that the money
or other property is proceeds of crime. Accordinglyerson who knowingly engages in the ML
activity (assuming that this means that they knbevproperty is proceeds of crime) commits a ML
offence.

168. The fact that the mental state of a person camfeeréd from objective factual circumstances
is confirmed by case law:
“The state of mind when a person applies propertyg guestion of fact for the trial judge to
determine on all the facts presented before hinad vihen the judge considers the facts on how
the property was applied, he uses the ‘ordinarpdsteds of reasonable and honest people’
test”. (State-v-Ramoi [1993] PNGLR 390 at 392 palika J)

169. The offence of ML applies to persons who “oughsoesbly to know” the property is proceeds
of crime. This phrase expressly allows the knowdedfjthe defendant to be inferred or attributed to
him or her from the circumstances of the case.

Liability of legal persons (c. 2.3) and parallel dminal, civil or administrative proceedings (c.
2.4):

170. Under thelnterpretation Act 1975 person’ includes (a) a corporation sole (b) dypolitic or
corporate. Therefore, the ML offence under B@CAwhich refers to a ‘person’ also includes ‘legal
person’.
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171. In addition sub-section (3) of section 34 makedieitpeference to the penalty to be incurred
for ML “if the offender is a body corporate”.

172. There are no administrative penalties available genalizing legal persons for money
laundering undelPOCA However, there is nothing precluding a criminabggcution for ML,
concurrent with a civil confiscation proceeding andhe POCA or for example an administrative
forfeiture under th€ustoms Act 1951

Sanctions for ML (c. 2.5):

173. The penalties for persons, both natural and ldgahd guilty of ML, are either deprivation of
liberty (for natural persons) or a fine or bothr(f@tural persons). Section 34 (3) provides:
“A person who engages in money —laundering is guoiltan offence.

Penalty: If the offender is a natural person —a 60 K100, 000.00 or imprisonment for 20
years, or both; or

If the offender is a body corporate —a fine of K5000.00.”

174. And for negligent MLin accordance with section 35:

“Penalty: If the offender is a natural person +& fof K10, 000.00 or imprisonment for 2
years, or both;

If the offender is a body corporate —a fine of K600.00.”

175. Section 19 of the Criminal Code explicitly providést a person liable to imprisonment for life
or for any other period, may be sentenced to irprigent for any shorter term, thus allowing for a
lower sentence where that is appropriate.

176. The deprivation of liberty imposed under @CAfor ML offenses are similar or more severe
to those of other countries in the region (Philiygs 7-14 years, Malaysia — 7 years; Australia: 5-25
years; Indonesia — 5-15 years, Singapore — 7 y&haesland, 1 to 10 years) and more severe than for
other crimes under PNG law. As such they may bsidened dissuasive- and proportionate given the
possibility to impose a lower sentence to take iatwount the circumstances of the offence.
Considering that so far there has been no conwid¢tioML it is difficult to establish the effectiness

of the sanction regime. Concerning the fines, & i K100,000 (approx US$38,750)for natural
persons and K500,000 (approx 193,750 USD) for coiesanay be considered on the low side when
compared to the prison terms, particularly givemfbssibility for the court to apply either a j@iim

or a prison sentence. Given the wide spread natumrruption and the amounts involved, it is
unsure whether such a term is considered dissuasive

Statistics (applying R.32)

177. There is currently one case in which a charge e Baid for ML. This is the first case
charging ML. In addition there has been one coafisa, non-conviction based, involving ML of
K1.3 million.
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Analysis of effectiveness

178. Considering that so far no convictions for ML hdeen obtained it is not possible to evaluate
the effectiveness thereof. The mission was inforofashe charge having been laid for ML in a fraud
case. That case is still ongoing.

179. Considering the substantial amount of proceedsrgetkin PNG particularly through the very
widespread misappropriation/embezzlement of govenrfunds, the numbers of cases of ML are
very low. Investigative authorities should develteir capacity to “follow the money” and
investigate ML offences in parallel with prediaiffences.

2.1.2. Recommendations and Comments

180. Not all categories of offences contained in the FAi$t “designated categories of offences are
currently criminalized under PNG law to a suffidignvide extent- notably human trafficking and
arms trafficking, both of which are prevalent i tierritory of PNG. Moreover it is not sure to what
extent those not designated “crimes” in so manyd&avould constitute predicate offences for ML.
Though it appears to have been the intention ofetislator to include crimes committed abroad -as
explicitly provided for under the receiving offendbat is not explicit in the ML offence.

181. Authorities should consider amending the curremvigion on ML in thePOCA to make
reference to “proceeds of unlawful activity” rathdwan proceeds of crime. Unlawful activity in
section 3 should be amended to make referenceitwintable or foreign indictable offence.

182. In addition authorities should comprehensively @niatize arms trafficking and trafficking in
human beings and include those offences as prediff&nces.

183. The FIU and other investigative and prosecutongharities should enhance their focus on the
proceeds of unlawful activity, rather than concatiig solely on the unlawful activity itself (see

further under 2.7) and charge ML offences in aflesainvolving significant profit generating crime.

184. To ensure credible investigations of ML, additioredources should be made available to the
FIU and other investigative agencies for dealinthwiL investigations as a matter of priority.

185. Authorities should increase the fines for ML soytls@e commensurate with the prison terms
and dissuasive given the amounts of proceeds gedera

2.1.3. Compliance with Recommendations 1 & 2

Rating Summary of factors underlying rating

R.1 PC * Uncertainty as to the applicability of the ML offento certain categories
of offences not defined as crimes and to foreigmes

* Not all categories of offences- arms traffickingdamuman trafficking-
currently criminalized under PNG law

» Effectiveness not demonstrated
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R.2 PC » Effectiveness of sanctions not demonstrated
» Fines not proportionate or dissuasive

2.2. Criminalization of Terrorist Financing (SR.II)
2.2.1. Description and Analysis

Legal Framework:

186. The ISA sections 2, 3 and 6 are relevant to thanfimg of terrorism and terrorist
organizations.

Criminalization of Financing of Terrorism (c. 1.1) :

187. Section 2 of théSAdefines terrorism as:
“the use of violence for political ends or any wdeviolence for the purpose of putting the
public or any section of the public in fear”.

188. Section 3 of the ISA reads as follows:

“A person who—

(b) practises, encourages, supports or advocadesitorism, is guilty of an offence.
Penalty: A fine not exceeding K100,000.00 (US$38)7& imprisonment for a term
not exceeding 14 years, or both.”

189. Section 8SAreads as follows:
“(...) a person who—
(b) aids, assists or supports (whether financiadlptherwise) a proscribed organization;
or
(c) solicits or invites aid, assistance or supgatiether financial or otherwise) for a
proscribed organization; (...)
is guilty of an offence.
Penalty: On summary conviction, a fine not excegditi0,000.00 (US$3,875) or
imprisonment for a term not exceeding seven yesrisoth.”

190. Under the Constitution ( s158(2)) in interpretitg taw, the courts ‘should give paramount
consideration to the dispensation of justice.’ tagbice, the courts have used this provision tdyapp
broad discretion in their interpretation of the lawThe courts approach issues of statutory
interpretation by reference to a number of sourgeduding the cultural context of Papua New
Guinea. The authorities indicate that a ‘fair dibéral’ interpretation of the term ‘support’ would
includeanytype of material support by any means, be it dioeéndirect and that it would cover both
the provision and the collection of such supporguably it does, but it is not certain.

191. Concerning the terrorist act, section 3 only makésrence to supporting “terrorism”. Article 2
(2) (b) of the Convention on the Suppression offimancing of Terrorism defines a terrorist act as
“(...) intended to cause death or serious bodilyrinjio a civilian (...) when the purpose of
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such act, by its nature or context, is to intimédatpopulation, or to compel a government or an
international organization to do or to abstain frdoing any act”.

192. The wording of the definition of terrorism IlBA mentions “the use of violence (...) for
political ends”. Authorities explained that ever ttiireat or the intention to use violence would be
covered and as such would cover acts “intendingcaase death or serious bodily injury”.
“Intimidation of the population or compelling thegernment or international organization to act or
abstain” is covered by “political ends (...) and ‘4ng the public in fear”.

193. Terrorism as defined itSA does not cover the acts constituting an offenitieimvthe scope of
and as defined in the treaties listed in the anieexhe Convention on the Suppression of the
Financing of Terrorism, six of which have beenfiedi by PNG.

194. Section 6 mentions explicitly that it is an offentme support- financially or otherwise- a
proscribed organization and includes an explidiénence to soliciting support (ie collection of él;

as under article 2 of the FT Convention). An orgation can be declared a proscribed organization
by the Head of State when it is engaged in or erag@s terrorism.

195. There is no criminalization of providing support &m individual terrorist. Although the
authorities argue that this would be covered bydhgport for the terrorist act- this would not be
wholly adequate. The “financing of the individuarrorist” is useful precisely to cover those
situations in which a link with an act cannot babkshed.

196. Support is referenced together with “encouragey, @¢r.advocates” and should thus be read to
refer to material as opposed to verbal support ke covered by encouraging or advocating.
Authorities explained that such support is not fédiin any way- covering the widest array of
support both from legal and illegal sources.

197. Sections 3 and 6 criminalize “support” to terrorisviihether that support is directed to any
particular act or any subsequent act takes placetisclevant.

198. Attempt and ancillary offences are covered undeCttiminal Code(see above under 1.7) and
applicable to all offences under PNG law include thupport of terrorism and proscribed
organizations.

Predicate Offence for Money Laundering (c. 11.2):

199. The support of terrorism and of a proscribed orggtion qualify as offences, whereas (see
under 1.3) ML refers to “proceeds of crime”. Comsidg the available penalties for both offences, it
is highly likely that they qualify as crimes.

Jurisdiction for Terrorism Financing Offence (c. 11.3):

200. There is no reference to territoriality in th8A and hence the general provisions of the
Criminal Codeare deemed to apply. Section 12 of @rdminal Codeprovides that where offences

are of such a nature that they comprise severalegits and only some of those occur in PNG then
the person liable for those is guilty of an offenuethe same kind, and is liable to the same
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punishment, as if all the subsequent elements efoffence had occurred in PNG. Thus for the
support for terrorism offence to apply it is notassary that the subsequent terrorist acts take pla
within PNG.

The Mental Element of the FT Offence (applying c. 2 in R.2):
201. The discussion on the mental element for ML abgg@ies to the terrorism financing offence.

Liability of Legal Persons and Sanctions (applying. 2.3, c. 2.4 & c. 2.5 in R.2):

202. As noted earlier under tHaterpretation Act 1975 person’ includes (a) a corporation sole (b)
a body politic or corporate and thus the word ‘paisn thelSA covers legal persons. Penalties for
the support of a terrorist act amount to a fineto K100,000 (US$38,750) and a prison term of 14
years and for support of a terrorist organizatidime up to K10,000 (US$3875) and prison term of 7
years or both. In addition under section 8, theegoment may issue an exclusion order against a
person excluding him from all or certain parts d&fGterritory. Finally under section 23, the court
may, in addition to imposing the relevant penatiyder the forfeiture to the State of any money, or
property, which the court considers had been usedas intended to be used for the purpose of
terrorism or by or for the benefit of the proscdmganization. Based on the variety of sanctions a
the length of the prison terms, the sanctions fimonk under PNG law for the FT offence is
considered to provide for proportionate, dissuasive effective sanctions.

Analysis of effectiveness

203. So far no prosecutions for support of terrorismehbgen conducted. It should be noted that at
present the risk of terrorism in PNG is very low.

2.2.2Recommendations and Comments

204. In view of the deficiencies identified above, PN@harities should criminalise the financing
of an individual terrorist. Whilst the assessmeazgnt is prepared to follow the authorities in their
broad interpretation of the tersupport it would nevertheless be preferable that it belenaxplicit in
thelSAthat support for terrorism includes the collectiari funds for terrorism. In addition terrorism
should be defined so as to explicitly incorpordte acts listed in the UN instruments mentioned in
the annex to the FT Convention.

2.2.3. Compliance with Special Recommendation Il

Rating Summary of factors underlying rating

SR.II PC » Definition of support unclear
« Coverage of “terrorist act” not sufficiently wide
« Financing of individual terrorist not criminalized
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2.3. Confiscation, freezing and seizing of proceeds ofime (R.3)
2.3.1. Description and Analysis

Legal Framework:

205. PNG law has both a conviction and a non-convicbased confiscation regime laid down in
part 3 of thePOCA ThelSA contains provisions for the forfeiture of terroniselated offences. The
confiscation regime in the Act was modelled on thestralian Proceeds of Crime Act
(Commonwealth) 2002.

206. Key provisions in relation to the confiscation magiare:

» Section 38 - Restraining orders based on suspiofoan indictable offence (charge /
conviction based);

» Section 39 - Restraining orders based on suspdfiarserious offence (civil / non-conviction
based);

» Section 42 - Exclusion from restraining orders;

» Section 58 - Conviction based forfeiture of tainpedperty;

» Section 59 - Non-conviction based forfeiture oftra@ised property upon proof of a serious
offence;

» Section 71- Automatic forfeiture or restrained prdp upon conviction for a serious offence;
e Sections 77 and 78 — Protection of the interesisrafcent third parties.

Confiscation of Property related to ML, FT or other predicate offences including property of
corresponding value (c. 3.1):

207. Conviction based confiscation is provided for intgm 58 of thdeOCAwhich provides that:
“(1) The Court must make an order that propertyciigel in the order is forfeited to the State
if —

(a) the Public Prosecutor applies for the orded; an

(b) a person has been convicted of 1 or more iablietoffences; and
(c) the Court is satisfied that the property tespecified in the order is tainted property.

(2) The Court may make an order that property $igelcin the order is forfeited to the State
if —

(a) the Public Prosecutor applies for the orded; an

(b) a person has been convicted of 1 or more iabietoffences; and

(c) Subsection (1)(c) does not apply; and
(d) the Court is satisfied that the property taspecified in the order is tainted property.”

208. The apparent contradiction between the compulsorfigcation provided for under sub-
section (1) and the discretionary confiscation med for under sub-section (2) was explained by
authorities with reference to tliustralian Proceeds of Crime Awathich contains a similar provision
but distinguishes between the compulsory confispadf proceeds and the discretionary confiscation
of instruments. That distinction is lost in thicsen since it makes reference to “tainted progerty
which according to section 3 covers:

“(a) proceeds of an offence;
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(b) property used in, or in connection with, thencaission of an offence;
(c) property intended to be used in, or in conmectiith, the commission of an offence”

thus covering both proceeds and instruments. Tidusimn between the two subsections is of no
consequence for compliance with R 3 however.

209. The term proceeds is defined in section 1B8OCAwhich reads:
“(1) Property is proceeds of an offence if —
(a) it is wholly derived or realised, whether ditgor indirectly, from the commission of the
offence; or
(b) it is partly derived or realised, whether dilgor indirectly, from the commission of the
offence, whether the property is situated withimotside Papua New Guinea.
(2) Proceeds of an offence includes —
(a) property into which any property derived origsal directly from the offence is later
converted or transformed; and
(b) income, capital or other economic gains deriwerkalised from that property since the
offence.”

210. Regarding the confiscation of equivalent valueiead®1 provides that:

“If the Court is satisfied that a forfeiture orddrould be made against property of a person,
but that the property, or any part of it or inteéri@st, cannot be made subject to such an
order, and, in particular —
(a) cannot, with the exercise of due diligencefdomd; or
(b) has been transferred to a third party in cirstamces that do not give rise to a
reasonable inference that the title or interestinassferred to avoid the forfeiture of the
property; or
(c) is located outside Papua New Guinea; or
(d) has been mingled with other property that cabealivided without difficulty, the
Court may, instead of ordering the property, paihterest to be forfeited, order the
person to pay to the State an amount equal toahe wf the property, part or interest.”

211. Section 58 makes reference to indictable offenoffer(ces with a maximum term of at least
one year imprisonment) -thus covering both ML, désm financing and predicate offences. The
property to be confiscated must be tainted propéhntys covering both proceeds and instruments. The
definition of proceeds covers all property derivaicectly or indirectly from the crime, including
income and other benefits regardless of whetheipthperty is held by third parties (discussed in
more detail below). Section 81 provides for cordtim of equivalent value.

Provisional Measures to Prevent Dealing in Propertysubject to Confiscation (c. 3.2) and Ex
Parte Application for Provisional Measures (c. 3.3 :

212. Section 38 deals with provisional measures antdg@ktent relevant reads as follows:
“(1) The Court must order that —
(a) property must not be disposed of or otherwesatdvith by any person;
(b) property must not be disposed of or otherwisatdvith by any person except in the
manner and circumstances set out in the order,
(c) the Public Prosecutor applies for the orded an
(d) a person has been convicted of, or has beegeadhavith, an indictable offence, or it is
proposed that he or she be charged with an indéecti#fence;

(...).
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(2) The order must specify, as property (..) amy nore of the following —
(a) all or specified property of the suspect;
(...)
(c) specified property of another person (...) tBadtibject to the effective control of the
suspect;
(d) specified property of another person (...) teagainted property.

(3) The application for the order must be suppobedn affidavit of a police officer stating —
(a) if the suspect has not been convicted of aictaiole offence —that the police officer
suspects that the suspect committed the offenck; an
(b) if the application is to restrain property gberson other than the suspect —that the police
officer suspects that:

(i) the property is subject to the effective cohtibthe suspect; or
(ii) the property is tainted property; and
(c) the grounds on which the police officer holde suspicions.”

213. The restraining order is very wide covering bothted property- whether under control of the
suspect or of a third person and all property afirter the control of the suspect- thus also enguri
security for possible subsequent payment of a papupenalty order. According to section 40(2) a
restraining order may be made ex parte.

Identification and Tracing of Property subject to Confiscation (c. 3.4):

214. Investigative tools to assist law enforcement aviged for undelPOCA including search
warrants for tainted property (section 113), prdigncorders (property-tracking documents) (s.153)
search warrants (property-tracking documents) 9.1%onitoring orders (s.161) and disclosure of
government information (section 164). These ingagive powers may only be used where the police
have been authorised to do so by a magistraterétefe is made to part 2.6 (¢ 28.1) concerning the
powers of law enforcement for a more in depth disian and to the deficiencies noted there in the
powers to search and seize property.

Protection of Bona Fide Third Parties (c. 3.5):

215. Section 77 oPOCAprovides as follows:

“(1) If an application is made for a forfeiture erdagainst property, a person who claims an
interest in the property may apply to the Courfpleethe forfeiture order is made, for an
order under Subsection (2).

(2) If a person applies to the Court for an ordeowd the person’s interest in property, the
Court must make an order declaring the naturenésted value (as at the time the order is
made) of the person’s interest if the Court iss$iatil —

(a) that the applicant was not involved in commgtan offence in relation to which
forfeiture of the property is sought, or a forfegwrder against the property was made;
and
(b) if the applicant acquired the interest whenafter, the offence was committed — that
the applicant acquired the interest:
(i) for sufficient consideration; and
(i) without knowing, and in circumstances suchasto arouse a reasonable
suspicion, that the property was, at the time efabquisition, proceeds of an offence
or property used, or intended to be used, in aoimection with the commission of
an offence.
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(3) If a forfeiture order has already been madérnsgaroperty, a person who claims an
interest in the property may, within 6 months staron the day when the order is made,
apply to the Court for an order under Subsectigri (2

216. Similarly, under section 42 a third party may apiolyexclusion of property from a restraining
order if it can be shown that the property in gioestioes not constitute proceeds or instruments of
the relevant offence. These sections adequatetggirthe rights of third parties allowing for aiata

up until 6 months after the confiscation order vgasied.

Power to Void Actions (c. 3.6):

217. Under section 170 (Order to declare a transactmd)yan application may be made to the
court to declare the whole or a part of a transactbid if the purpose of the transaction was tieale
the objects oPOCA “Defeating the objects” dPOCAIs a broad formulation and thus provides for
discretion of the court in determining whether tddvan action. The declaration may not be made if a
third person, unconnected to the relevant offecggiiged an interest in the property in good faitd a
for sufficient consideration.

Additional Elements (Rec 3)—Provision for a) Confisation of assets from organizations
principally criminal in nature; b) Civil forfeiture ; and, ¢) Confiscation of Property which
Reverses Burden of Proof (c. 3.7):

218. As noted above in the introduction, tR®CAalso provides for confiscation of property in the
absence of a conviction. According to section 2®@art must order a restraining order in relation to
either property belonging to or under the contifoh @erson of whom there are “reasonable grounds
to suspect” he has committed a serious offenceameeds of that offence held by a third party.

219. If the court is satisfied that the person did emgagconduct constituting the serious offence,

the property is confiscated. Subsection 1 of seci® makes it clear that there need not be a findin

as to the commission of a particular offence armbsction 3 of section 59 states explicitly that the
raising of a doubt as to whether the person engagéte conduct constituting a serious offence is
not sufficient to avoid a confiscation order. Clgahen a confiscation order can be made on the
balance of probabilities in the absence of a cdioric The conclusions above in relation to the

making of an equivalent value pecuniary penaltyeohd the rights of third parties apply equally to

non-conviction based confiscation unéCA

Statistics (applying R. 32)

220. PNG's first restraining order was obtained in Nobem2009. So far in total 4 restraining

orders have been issued (2 conviction based, 2caoviction based) involving conspiracy to

defraud, theft, official corruption, misapproprati obtaining goods by false pretences and ML with
a total of approximately K5.2 million. One non-castion based confiscation order worth K1.3

million has been issued involving conspiracy to rdefl, obtaining by false pretences,

misappropriation and ML. One of the conviction lhsestraining order was obtained on 17
November 2010 (while the assessment team was in) PNt related to 4 charges, 2 each for
obtaining goods by false pretence (s.404(1) (a)raisdppropriation contrary to section 383A (1)(a).
The property concerned is worth about K800,000.
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Analysis of effectiveness

221. Considering the substantial amount of proceedsrgeekin PNG particularly through the very
widespread misappropriation/embezzlement of govemrfunds, the numbers of confiscations and
the use of both criminal and civil confiscation yiglons are very low. In addition their overall
confiscation rate for instruments of crime is lomith few cases of such confiscation reported to the
assessment team.

2.3.2. Recommendations and Comments

222. Confiscation is at the heart of an effective AMIgiree the ultimate aim of which is to deprive
criminals of their ill gotten gains. Findings ofgmiries and analysis by key agencies lead the BIU t
estimate that between 25% and 50% of the governimeddet may be lost to corruption and the
evidence for such behaviour abounds and is not teaficid. As part of their anti corruption agenda
and a wider strategy on combating ML, PNG authesighould:

» Ensure relevant agencies, particularly the FIU #edNational Fraud and Anti Corruption
Directorate, are sufficiently resourced to be ablgather that evidence and follow up on it
by mounting investigations and bringing chargesufing on the money flows and ensuring
their return to the public purse.

» Develop the capacity of investigative and prosetaitauthorities to “follow the money” and
take proceeds of crime action whenever investigatipredicate offence.

2.3.3. Compliance with Recommendation 3

Rating Summary of factors underlying rating

R.3 PC « Deficiencies in tracing powers
« Lack of demonstrated effectiveness and use ofahéscation provisions

2.4. Freezing of funds used for terrorist financing (SRII)
2.4.1. Description and Analysis

Legal Framework:

223. There is currently no framework for freezing teisbrelated assets under UNSCRs. Section 23
of the ISA provides for confiscation of property upon conwatiof the offences of supporting
terrorism, or property used by or on behalf of or the benefit or assistance of the proscribed
organization (see under 2.2).

Freezing Assets under UNSCR 1267 (c. lll.1):

224. There is currently no system in place to implemdMSCR 1267. It is not clear that the
Foreign Ministry passes on UNSCR lists from the PR&manent Mission in New York to
competent authorities in PNG that may ultimatelyrbsponsible to implement the requirements of
UNSCR 1267.
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Freezing Assets under UNSCR 1373 (c. I11.2):

225. Under thelSAthe Head of State, acting upon advice may deearerganization a proscribed
organization if he is of the opinion that it is eggd in, or is likely or about to be engaged in or
promoting or encouraging, or is likely or abouptomote or encourage, terrorism.

226. There is no system under PNG law providing for fheezing of funds belonging to
organizations designated as terrorist.

Freezing Actions Taken by Other Countries (c. 111.3:

227. In view of the lack of a domestic system for deaiggn and freezing assets, there is no system
for consideration of requests made by other coemtri

Extension of c. 1ll.1-11.3 to funds or assets conlled by designated persons (c. I11.4):
228. There is no system for freezing funds controlleglpscribed organization.

Communication to the Financial Sector (c. Ill.5) aml Guidance to Financial Institutions (c.
[11.6):

229. The lists are not being communicated to the fir@rszctor. There is no obligation on financial
institutions or others to freeze funds belongingdsignated entities.

De-Listing Requests and Unfreezing Funds of De-Lietl Persons (c. Ill.7) and Unfreezing
Procedures of Funds of Persons Inadvertently Affeed by Freezing Mechanism (c. 111.8):

230. Under thelSA a person affected by the designation as a prastidbganization may lodge an
appeal.

Access to frozen funds for expenses and other purpes (c. 111.9):
231. This criterion cannot be discussed in the absehaesgstem of freezing terrorist funds.

Review of Freezing Decisions (c. [11.10):
232. This criterion cannot be discussed in the absehaesgstem of freezing terrorist funds.

Freezing, Seizing and Confiscation in Other Circumgnces (applying c. 3.1-3.4 and 3.6 in R.3,
c. 111.11)

233. As set out under section 2.3, the relevant criterider Recommendation 3 apply to terrorism

financing cases. In addition section 23 of t8& provides for the confiscation of funds or property,

which the court considers had been used or weeaded to be used for the purpose of terrorism or
by or on behalf of or for the benefit of a prosedlorganization. At the time of the on-site, thesze

no proscribed organizations.

Protection of Rights of Third Parties (c. 111.12):
234. Reference is made to the discussion under ¢ 3.6.
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Enforcing the Obligations under SR Il (c. 111.13):

235. In the absence of a system for freezing assets@ielp to entities designated by the UN
Security Council or proscribed by the Head of Sthig criterion cannot be discussed.

Analysis of effectiveness

236. No organization has ever been proscribed undedShe In practice the banks do conduct
checks against the lists when using other commibreigailable databases that include the names on
those lists.

2.4.2. Recommendations and Comments

237. PNG authorities (Ministry of Foreign Affairs and pflementing agencies) should develop and
implement policies and procedures to implementétevant UNSCRs.

238. PNG authorities should establish the legislatieanfework ensuring the immediate freezing of
funds belonging to persons or entities designatetuUNSCR 1267 and ensuring the distribution of
the lists of persons and entities so designatedhgrfinancial institutions. The obligation for fincial
institutions to freeze should be enforceable bgrfirial supervisors.

239. In addition ISA should be amended to ensure the freezing of alktasbelonging to
organizations declared proscribed, including ailetgprocedure for de-listing requests, to enable

designating individuals as terrorists and to emrdahg scope of the terrorist offence.

240. Under both systems procedures should be providedafiowing access to funds for
humanitarian purposes.

2.4.3. Compliance with Special Recommendation Il

Rating Summary of factors underlying rating

SR.II NC * There is currently no system in place allowing floe freezing of UNS(C
designated persons and entities

» The domestic system for designation does not peofad the freezing of
assets of entities so designated

* No directions given to financial institutions toedk for matches with the
1267 consolidated list
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Authorities
2.5. The Financial Intelligence Unit and its functions R.26, 30 & 32)

2.5.1. Description and Analysis

RECOMMENDATION 26

Establishment of FIU as National Centre (c. 26.1):

241. In May 2007, pursuant to s13 of tROCA PNG established a FIU within the Police. Section
14 of thePOCAstates that the functions of the FIU are:

€) to receive ‘cash transaction reports’ (CTR#grinational funds transfer (IFT) reports
and ‘suspicious transaction reports’ (STRs) isdwedash dealers under ss 23 and 24
of the Act); and

(b) to refer such reports to an authorised offiaed

(© to compile statistics and records, make reconttagons arising out of any
information received, issue guidelines to cashatsand advise the Minister; and

(d) to identify training requirements and providaining for cash dealers about
transaction record —keeping and reporting obligeti@and

(e) to consult with any relevant person, institotar organisation in exercising its
powers or duties; and
)] to conduct investigations for the purposeshef Act.

242. The FIU is therefore authorized to receive CTR,,lBfd STR reports. TheOCA further
provides that “a cash dealer that has reportedresaction in accordance with this Division must, if
requested to do so by the FIU, give the FIU anthirrinformation that it has about the transaction”
(s 24(4)). However, theOCA does not deal with analysis of reports receivethfcash dealers or
with the dissemination of intelligence derived fréhese reports. The FIU advise that the ability to
analyze and disseminate information is implied fritie statutory functions and general purpose of
the FIU.

243. A function of the FIU, contained in s 14(b) of tROCA is to refer reports to an authorized
officer. Further, the powers of the FIU to inspgcemises of a cash dealer (s15), to apply for
enforcement orders (s18), and powers relating gpisious currency movements (ss31 — 33) are
specifically restricted to authorized officers. Tteem “authorized officer” is defined in s4 of the
POCA which states
“the Commissioner of Police may authorize in watia police officer who is a member of the
FIU to perform functions under Division 1 of Part(RIU functions, including supervisory
powers), or a police officer to perform functionsder Division 3 of Part 2 (tainted cross
border currency) of the POCA”.

On 16 October 2007 the Commissioner of Police sueritten notice authorizing the named police
officers listed in that notice to carry out the étions of an authorized officer.

244. The function of the FIU (set out in s 14(b)) toerefeports to an authorized officer, leads to an
element of uncertainty as to whether a member efRiJ who is not an authorized officer may
nonetheless be involved in the analysis of STRGHR reports made by cash dealers.

52



245, Cash dealers send STR, IFT and CTR reports toltthdoy email in Excel spreadsheets. These
reports are then copied into a master spreadshdehi is used to manage the information held by
the FIU. At the present time all STR reports thetéhbeen sent to the FIU, numbering approximately
1000, are managed under the one spreadsheet. G Bmeports are also managed in excel, with
monthly reporting numbers averaging about 30,0@8sictions. The current tools of the FIU for

management of information restrict that unit's ipilto effectively analyse and disseminate

intelligence analysis. FIU has limited capability capacity to receive, store and to analyze the
financial information.

246. The FIU advised that they have provided very lichidésssemination of financial intelligence to
police, due largely to the unit's belief that thisuld not be acted upon. An overall lack of trustl a
integrity within police, and concerns with the leeé corruption is also a factor in the low levdl o
dissemination.

Guidelines to Financial Institutions on Reporting IR (c. 26.2):

247. In 2007 the FIU issued detailed STR Guidelinesankis. The guidelines are intended to assist
cash dealers and their staff in identifying ancorépg suspicious transactions, and include adeite
identifying suspicious activity, how and when repaare required to be made, the form to be used,
and the statutory protections and obligations upaking a suspicious transaction report.

248. Draft STR guidelines have been prepared for NBlaigyers and accountants, and at the time
of the on-site visit these drafts had been dissat@thto those sectors for consultation, but had not
been issued.

249. Included with the STR Guideline is a comprehen$§VdR reporting form in excel format to
assist with electronic reporting. The reporting péate covers a description of unusual/suspicious
events or transactions, transaction details, thatity of persons conducting transactions, detsfils
beneficiary accounts (the account into which theneyowas deposited or received), details of
remitting account (the account from which money wathdrawn or sent), and the details of the
person reporting. The STR reporting template atsbutes guidelines for understanding the STR
reporting obligations, examples of five types ofraption as set out in the PNG National Anti-
Corruption Strategy, and a list of ‘red flags’ teldto proceeds of corruption. The ‘red flags’ eefl
the immediate priority to identify cases of coriopt

250. In addition to the formal guidelines, the FIU hasnanthly working group meeting with
compliance officers of the four commercial bankd®MG and the BPNG, and this forum has been
used to provide more detailed guidance on reposirggicious transaction activity.

Access to Information on Timely Basis by FIU (c. 28-4):

251. Section 52 of th@anks and Financial Institutions Act 20P@ovides that information obtained
and maintained by a commercial bank must be kepfidential and that it is an offence to disclose
such information unless it is disclosed under ‘catsipn and obligation’ of law. However, a cash
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dealer that has reported either an STR or CTR rifustjuested to do so by the FIU, give any further
information that it has about the transaction (824OCA). It is an offence punishable by a fine of
K50,000 or imprisonment for 5 years, or both, fazagh dealer to fail without reasonable excuse to
comply with a request by the FIU pursuant to s R4T4is provides a statutory basis for access by th
FIU to bank information associated with an STR ®RC

252. Although the POCA has provision for police, including staff withimet FIU, to obtain
production and monitoring orders, and search wésréncluding for foreign offences), there was no
indication that these powers had ever been usetlPDCA (Division 5 of Part V) also has provision
for the Minister to direct the person in chargeaofjovernment agency to disclose, either to the
Minister or to a nhamed police officer any documentnformation that is in his possession, control,
or within access of that person (s1BQCA).

253. Officials advised the evaluation team that staffthe FIU will commonly obtain a search
warrant issued by a Magistrate pursuant to s G@Search ActL977for further information, and that
this has the advantage of providing access to &mwiahge of banking information than would be
covered by, for example, the request process wsitigd) ofPOCA

254. The FIU has no electronic access to administratifermation held by other Government
agencies in PNG, but instead must make specificastg for this directly to the agency concerned. A
combination of the limited number of databases wilPNG and limited staffing within agencies can
lead to delays in receiving responses when reaquestformation.

255. At the present time the FIU appears unable to ad@esinformation based on the present tax
secrecy legislation (s9Tax Acj, although this has not been tested before thetoGCompany
formation and other company relating informatiorhedd by the Investment Promotions Authority
(IPA), but again, there is no on-line access te thiormation, and the FIU has experienced extreme
difficulty obtaining information from the IPA, both terms of delays and in relation to the quatbity
company information available.

256. Immigration arrival cards with passengers declaratiof cash are not made available to the
FIU.

257. The FIU is located within the National Fraud andiAorruption Directorate of Police, and as
such has access to police information. However eff@uation team was informed that there is no
functioning intelligence system or information dsae within Police, meaning that the FIU has
severely restricted access to any form of law eeforent information. This extended, for example, to
there being no criminal history database.

Dissemination of Information (c. 26.5):

258. ThePOCA(s14) sets out the functions of the FIU, but haseference to the dissemination of
financial information to domestic authorities forvéstigation of ML or FT. In addition, tHeOCA
has no restrictions or impediments that controlube or dissemination of information gathered from
STR and CTR reports.
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259. The FIU advised the evaluation team that basedheretbeing no legal impediment in the
POCA they are able to disseminate information to mf\agencies. No statistics were available on
the level of dissemination to government agenaeatvestigation of ML or FT, although indications
were that very little, if any such disseminatiotinigractice occurring.

Operational Independence (c. 26.6):

260. Section 13 of th&OCA establishes the FIU as a unit within the Policewgver, thePOCA
has no further provision relating to the commaraht®l or operational independence of the FIU.
Based on the FIU having been established in thieqgahe operational independence of that unit is
subject to the provisions of tiolice Act 1998

261. Section 8 of théolice Actprovides that the Governor-General in personés@bmmandant of
the Police Force, but then states that the Comnmaitndes no power of command, control or direction
of the Force. The role of the Governor-Generalamms of being the Commandant of Police is
unclear. The Commissioner of Police, appointed uséleof thePolice Act has ultimate authority to
command and control the Police, and except asasiged for in thePolice Actor by any other
enactment, no person who is not a member of thiegpblas any power of command within that
agency (s5Police Ac}. In the sense that the FIU is a statutory em#hablished within the Police, it
would appear to have sufficient operational indeleexce and autonomy from undue influence from
outside of the Police.

262. However, under theéPolice Actthe Head of State, acting on the advice of theiodat
Executive Council, may remove the Commissioneralice from office if this is considered to be in
the interest of the State (s9(5)(Fplice Ac}. Similarly, where the Commissioner, after inquiiy
satisfied that a member of police has failed totmeasonable standards of performance or ability,
the Commissioner may dismiss that member from thieef (s55,Police Ac}, and thePolice Act
further states that no pension shall be payabk nreember who is dismissed from the force (s 101,
Police Ac).?® Therefore the overall operational independencé¢hefPolice from undue influence
seems uncertain, which in turn raises concerns thighoperational independence of the FIU from
undue influence or interference.

263. A further concern is that the FIU has no formalppeoved structure and continues to be
significantly under-resourced. Formal approvalh&f National Fraud and Anti-Corruption Directorate
structure by the Department of Personnel Managerti@RM) is a prerequisite to being able to
advertise positions, and to attract staff, inclgdirpon promotion, into the FIU. Although systemic
corruption and large scale misappropriation of goreent funds are the priority for the FIU, there
appears to be little commitment from the PNG gorreant towards ensuring the longer term viability
of that unit, and this in turn may lead to an eoninent where there is potential for undue pressure

interference to arise.

% During the on-site visit by the evaluation teanPpua New Guinea Prime Minister in fact removed th
Commissioner of Police from office.
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Protection of Information Held by FIU (c. 26.7):

264. The POCA has no provision for the protection or dissemoratdf information by the FIU.
There is a general provision in tRelice Actrelating to secrecy of police records (s 1Ralice Ac},

but this is of limited effect, stating simply thacords shall not be shared outside of police srflas
some special reason it is proper to make theséahlaior a court orders these to be made available.
The Police appear to have no form of security diaasion in place, and information that is helddan
disseminated by the FIU is not subject to seculagsification or control.

265. The FIU is located within the National Fraud andiAPorruption Directorate premises, which
is a standalone police building that is occupiely dny that Directorate. Access to these premises is
restricted and access to the FIU office is furthestricted to authorized persons. However, the
physical security measures in place are minimal,any person inside the building would be able to
access the FIU work area.

266. Information is stored on a server within the Flicd# and computers in the office have shared
access to this. STR and CTR information is storeBlxcel form, with files backed up to an external

hard drive, and this is also retained within the Bffice. Access to information is via individuald

in and password, but the information is otherwist subject to any additional security measures or
offsite back-up of records.

Publication of periodic reports (c. 26.8):

267. The FIU has yet to publish an ‘annual report’ omitr document, although a ‘Fraud
Methodology Report’ was provided by the FIU to tianks in September 2010. There have been no
other reports published.

Consideration to joining the Egmont Group (c. 26.90):

268. The PNG FIU has commenced the process of applynd&Egmont Group membership, with
the assistance of AUSTRAC. The initial responsenfrilie Egmont Group pointed to legislative
changes that would be required before the memligersigjuest could be proceeded with. Once the
process for membership has been further advanecBIth will look to establish clear processes for
the exchange of intelligence consistent with then&ugt Group statement of purpose and principles.

269. The PNG FIU pursues an open policy of informatigohainge with other FIUs in keeping with
the Egmont Principles of Information Exchange. Hig has faced some problems in other regional
FIUs not agreeing to share information, citing moembership of Egmont as a barrier to cooperation.

Adequacy of Resources — FIU (R. 30.1)

270. The FIU suffers from an acute lack of resourcegeidorm its many functions including those
envisaged under R.26. The internal structure fog@lernment agencies in PNG must be formally
approved by the DPM. The power was subsequentgdédd to respective departmental heads, in
the FIU’s case the Commissioner of Police. The Casioner of Police would therefore have the
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power to staff the FIU. In 2007 police changed sitructure of its then Fraud Squad, to create a
National Fraud and Anti-Corruption Directorate € U is one of four units within this Directorate.
This was an internal change by Police and the fbstracture of the Directorate has yet to be
approved by the DPM. This continues to have a mietntal impact on the proper resourcing and
therefore the operational capability of the FIU.

271. When established in 2007 the FIU had seven fuletstaff (and an establishment strength of
nine staff) — the Commissioner’'s gazette noticd®fOctober 2007 appointed the seven named FIU
staff as authorized officers, including a Chiefdestor as the head of the unit. The FIU currengly h
three staff (and a member of the Australian FedeRddice seconded to the unit), with a Detective
Senior Sergeant as the officer in charge. Until streicture of the Fraud and Anti-Corruption
Directorate is approved by the DPM, police are lméd advertise and permanently fill the officer in
charge position. Similarly, no new or existing stedin be promoted in the FIU and this in turn
impacts on the ability of the FIU to attract newfktin addition, the FIU has no operating budget f
the forthcoming yeaf’

272. The current resourcing situation means that theigluhable to fulfil its statutory role of both
FIU and AML supervisor. The seconded AFP officéthim the FIU provides significant assistance
to the FIU in its core functions of analysis, regidn and investigations.

Professional standards and training — FIU (R. 30.3)

273. All Police staff are subject to the professionalnstards obligations of the Police, and also to
the public officials code of conduct issued underRublic Service Management A&IU staff are
part of the Criminal Investigations Division of &, and include two senior, experienced police
investigators. The FIU staff are aware of the rezaents to maintain high levels of confidentiality
and professional conduct.

274. FIU staff have received various training on ML d&f@, including Australian Mutual Legal
Assistance Training and training provided by AUSTRAthe Australian FIU). FIU staff have
attended international training programs, includiBG related training workshops, and analyst
training has been delivered on-site to FIU membdersddition, a member of the Australian Federal
Police has been permanently attached to the Fié¢sinne 2009.

Statistics (R.32)

275. The FIU was unable to provide statistics concertiregFIU activities.

27 At the time of the on-site visit water supply ketFraud and Anti-Corruption Directorate buildiragtbeen
stopped because police had failed to pay outstgndaier charges.
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Effectiveness

276. The FIU has very dedicated and competent staff, ian@ceiving highly valuable financial
reporting information from the banking sector. Thé& significant potential for this unit to make a
valuable contribution to law enforcement and alsoftnancial sector integrity in PNG, but at prdsen
the lack of resources (particularly in terms off$tarevent this potential from being realized.

2.5.2. Recommendations and Comments

277. Delays by the Commissioner of Police in formalizthg structure of the National Fraud and
Anti-Corruption Directorate, and also therefore gtreicture of the FIU, are a significant impediment
to the ability of the FIU to develop and to fulti$ statutory function.
» Establishing a formal structure within this Direetie should be a priority for the PNG
government.

278. The FIU has inadequate resources, including irgefit staff numbers and a lack of
information technology, to undertake its curremdiions of receiving, analyzing and disseminating
financial intelligence, not to mention the curréMIL supervisory functions that are in addition to
this.
e The current resourcing of the FIU should be revidard a commitment given to ensuring
that this situation is urgently addressed.

* The FIU should implement a suitable data managemrethtanalysis system to support the
analysis function.

279. Currently, the FIU has both the financial inteliige and AML/CFT supervisory role.
Although it has the expertise to carry out theriitial intelligence role, it does not have expereeoc
adequate human resources to comprehensively sepeash dealers.
* It is recommended that the lead AML/CFT supervisaig be taken on by the relevant
prudential supervisory agencies for each of tharfimal sectors.

280. The current statutory arrangements for removal aice from office and the impact of this
(including, for example, the consequential losay pension entitlements), creates a potential for
undue influence on or interference with the FlUpmjice. Security of employment is fundamental to
ensuring that staff can address high priority fraundl anti-corruption issues facing PNG without
interference.
e The FIU should be protected from undue influencg iaterference, through some form of
independent review process so that staff will reubfairly or improperly dismissed from
police when properly preparing financial intelligenor conducting investigations.

281. Although systemic corruption and large scale misapation of government funds are the
priority for the FIU, there appears to be littlemmmitment from the PNG government towards
ensuring the longer term viability of that unitdathis in turn may lead to an environment whereghe
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is potential for undue pressure or interferencarise.
» The Government should support the independent tiperaf a well resourced FIU as part
of a national strategy to combat corruption anaopirofit driven crime.

282. ThePOCAdoes not currently provide statutory controlstietato the storage, access, analysis
or dissemination of financial information held tetFIU.
» Improved statutory and operational controls arelireg to ensure that this information is
effectively protected from misuse.

283. A number of reasons were provided by the FIU ferléck of dissemination of financial
intelligence within police, including their beli¢fat such information would not be acted as police
only responded to complaints, and very limitedanses were provided of dissemination to other
agencies. However, a primary function of the FIUaogprovide relevant investigative agencies with
financial intelligence to support the investigatwfmML, FT and predicate offences.
» The FIU should, as a matter of priority, seek tesuga dissemination of financial
intelligence to relevant agencies, and to retadtistics on this.

284. The FIU at present has inadequate access to gogatragency information, including through
a lack of formal arrangements that identify an adrprocess for access to information, and a lack of
information technology capability. This severelyilis the extent of analysis of financial informatio
by the FIU.

e The FIU should have adequate access to governre&hirtiormation.

e Formal arrangements between the FIU and relevaencigs, including the IRC and the
IPA, should be entered to clarify the process fmeas to information.

285. The FIU presently has limited statistical infornoaticoncerning its AML/CFT activities.
Ready access to such information would assist lied-demonstrate effectiveness, and better enable
feedback and typologies reporting.
« The FIU should establish a process for collectidncomprehensive statistics on its
activities.

286. In September 2010 the FIU provided banks with amepn ML typologies. An annual report
may also include typology information regarding ML/ trends or activities to help raise greater
awareness of these activities.
» However, as a priority, the FIU should consider amual report on its AML/CFT
activities, and this may include information onffitg and resources, key priorities, and
objectives for the FIU.

287. The FIU should look to extend the number of form@morandum of understandings that it
has, particularly with other Pacific Islands Foramember countries (the FIU has entered an MOU
with the Solomon Islands FIU) and other key regidtis.
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288. The FIU should continue to pursue the applicat@mfiembership of the Egmont Group.

2.5.3. Compliance with Recommendation 26

Rating

Summary of factors relevant to s.2.6 underlying owall rating

R.26

NC

Insufficient resources for FIU to fulfil its statuty function

Lack of dissemination of financial intelligenceitwestigative or other
agencies

Inadequate statutory controls on storage, use @sdrdination of financial
information reported to the FIU

Inadequate access to wider government agency iatowm

FIU does not have industry knowledge, capacityeat@ expertise for
AML/CFT supervisory role

Potential for undue influence of FIU staff

Inadequate statistical information concerning AMENCactivities within
FIU

Insufficient public reports on AML/CFT statistidgpologies or trends
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2.6. Law enforcement, prosecution and other competent dhorities — the framework for the
investigation and prosecution of offences, and faronfiscation and freezing (R. 27 & 28)

2.6.1. Description and Analysis

RECOMMENDATION 27

289. The Royal Papua New Guinea Constabulary (Polic®N&'s national police force and the
primary law enforcement agency in Papua New Guihe&jng jurisdiction for criminal offence
investigations involving ML, TF and all predicatéfemces (including the offence of supporting
terrorism). The Commissioner of Police, appointadar s9 of théolice Act has ultimate authority
to command and control the Police, and except asagided for in thePolice Actor by any other
enactment, no person who is not a member of thiegpblas any power of command within police
(s5,Police Ac}.

290. Police prosecutors are responsible for prosecusihigoffences that are proceeded with
summarily. Police also lay charges upon indictmentd are responsible for the committal
proceedings, but once a matter is referred for thien the OPP will take responsibility for layittge
indictment and the subsequent prosecution (se#ses25 of the Criminal Code)]. The OPP is at
present part of the DJAG, although proposals amegtedvanced to create an independent OPP. The
OPP is also responsible for proceeds of crime, extrddition proceedings and provides assistance to
mutual assistance requests.

Designated agency to ensure ML, FT and predicate feihnces are properly investigated (27.1)

291. The POCA establishes the FIU within the Police, and asdatieis unit is located within the
police National Fraud and Anti-Corruption DirectiaaSection 14(d) of theOCA provides that one
of the functions of the FIU is to conduct investigas for the purposes of the Act, which includes t
offence of ML (s34,POCA. ML is a serious offence and police have authaiit investigate all
serious offences under Papua New Guinea law. Haweté(d) of thdeeOCAappears to have created
an expectation within police that sole respongipifor ML investigations rests with the FIU. And
hence, there appears to be little or no indicatiai Police generally were aware of the offence of
ML or that Police outside of the FIU were carryiogt any investigations of ML activities. There
have been no convictions for ML and while referewes made to one charge of ML possibly having
been laid, no details about this case were availabl

292. Similarly, there was no indication that Police @dé of the FIU) had an awareness of or had
initiated proceeds of crime investigations.

293. The FIU advised of having referred five proceedsrihe matters to the OPP, including the
restraint of a house valued at K400,000 (US$155,080d another valued at K550,000
(US$200,000), the successful forfeiture of banld&i(of approx K1.3million), and the civil forfeitr
proceedings in the amount of K3.4million (still bef the court at the time of the onsite visit). The
National Fraud and Anti-Corruption Directorate redéel two matters to the OPP. The OPP took
conviction based restraint action in both cased-dbruary 2010 the OPP established a specialist
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‘Proceeds of Crime Unit" within the OPP, with theention to develop specific expertise on proceeds
of crime matters. This is a very positive developtrfer PNG, and although reliant on investigations
being referred to the OPP, having this expert déipawill help to ensure matters are properly
prosecuted. The OPP has worked very closely wghRitJ, including on the three proceeds matters
referred to above.

294. However, the FIU has a serious lack of resourdelas just three staff (and an Australian
Federal Police adviser), but has the financialligence and the AML supervisory functions, as well
as the function of conducting investigations foe thurposes of th®OCA Given, amongst other
things, the level of systemic corruption and misappation of government funds within PNG, the
FIU currently has an impossible task with the reseslit is given.

295. In terms of recommendation 27, and the ‘proper’estigation of ML, FT and predicate
offences, the capability and capacity of policesprgs the most significant issue. Very little
information was available to the evaluation teamnosoning overall police law enforcement
activities, resources or priorities. Th®lice Actrefers to there being an Annual Report on Police
activities, but no such report was available. Thees uncertainty as to the total number of police
(thought to be approximately 4,508)While there appears to be no criminal history tireo law
enforcement database, and a lack of electronithar dorms of specialist investigative capabilitye
greatest concern was the apparent level of mistvitein police and across other agencies. This in
turn seriously impedes the ability to obtain infation, assistance or agency cooperation for serious
crime investigations. The overall impression wasanfinability to effectively investigate serious
predicate offences.

Ability to Postpone / Waive Arrest of Suspects or &zure of Property (c. 27.2):

296. There is no statutory authority to allow Policeptustpone or waive the arrest of a person, or to
delay the seizure of the money for the purposeéeftifying persons involved in the commission of a
serious offence. However, there is also no law tevent police from doing this. As in most
jurisdictions, police in PNG have a discretion wiegtand if so, when, to arrest any person. Siryilarl
there appears to be no impediment to Police allgwmoney or other items to carry on in the postal
system to their destination, for the purpose ofiifging who the intended recipient is.

Additional elements

Special Investigative Techniques, cooperation, onformation on ML and FT (27.3-6):

297. Police advised that in practice they have limitgecsalist investigative techniques available for
serious crime investigations. Instead, relianqadsed on more general investigative procedurels suc
as gquestioning and search warrants. Police do fabtexample, have electronic surveillance or
undercover policing capabilities. Similarly, polideave yet to establish either a permanent or

% During the on-site visit government budget annemments in the media stated that the police budgst w
K256.7 million.
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temporary group to specialize in proceeds of criaithough there is a National Fraud and Anti-
Corruption Directorate within the Criminal Invesiign Division of police. There have been no joint
investigations undertaken in PNG.

RECOMMENDATION 28 (investigative powers)

Powers of production, search and seizure (c 28.1)

298. Police have general powers of search and seizur¢héinvestigation of serious offences,
including ML, FT and predicate offences.

299. The search powers contained in tROCA are of limited effect for general criminal
investigation purposes. Sections 15 — 18 of BG&CA provide inspection powers for the FIU to
undertake its supervisory role for AML/CFT purpasdswever, these provisions do not include an
ability to search for and seize evidence for theppses of criminal investigations. Similarly, ss+3
127 of thePOCA relate to obtaining and executing a warrant tacteéor tainted property, and the
subsequent management of this property. Pursuagi34, Police may obtain a production order
relating to any ‘property tracking document’, batarmation obtained under a production order may
not be used as evidence in criminal proceedingssigthe person (s156(1)). Section 159 enables
police to apply for a search warrant, but agais thionly for the purpose of locating a ‘property
tracking document’. The provisions for monitoringlers (s161 — 16 0CA relate to information
about transactions conducted through an accour@l(%), POCA), and there appears to be no
restriction on the use of this information in cnirai proceedings.

300. The general search and seizure powers for Polieecansolidated in th&earch Act 1977
which is stated to apply, notwithstanding the psavis of any other law, to any search whether by or
under this Act or any other law (s8garch Agt The search warrant provision in tBearch Act
enables police to enter any named premises orleelicsearch for and seize evidence of an offence.
However, there is no legal obligation on any persmrassist Police, to produce information or
documents, or to respond to questions. The gesermth warrant power is outdated and does not
provide the range of measures to effectively ingas¢ ML, financing of terrorism, and underlying
predicate offences.

Power to take witness statements (28.2):

301. Members of police, including the FIU, are able tket withess statements for use in
investigations and prosecutions of ML, FT and otliederlying predicate offences, and in related
actions.

Recommendation 30 (Law enforcement and prosecuticauthorities only)
Adequate structure, resources, etc (police and FILBO0.1):

302. The internal structure for all government agenaieBNG must be formally approved by the
DPM. In 2007, Police changed the structure of lient Fraud Squad, to create a Fraud and Anti-
Corruption Directorate — the FIU is one of four tanivithin this Directorate. This was an internal
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change by Police and the formal structure of thre@orate has yet to be approved by the DPM. This
continues to have a detrimental impact on the propeourcing and therefore the operational
capability of the FIU. [refer 2.5 for further commen FIU resources]

Professional standards and training — FIU (R. 30.3)

303. All police are subject to the professional standastlligations of the Police, and also to the
public officials code of conduct issued under hblic Service (Management) Act 199lice have
received little or no training on ML, FT or proceeaf crime investigations.

Statistics (R.32)

304. Police and the FIU provided very limited statistid@formation. There has been one ML
investigation, but no ML prosecutions in PNG. A rhen of proceeds of crime actions have been
taken.

Effectiveness

305. The overwhelming level of systemic corruption amsingovernment agencies leads to a lack
of trust and consequently impedes information sigartooperation and assistance, within police and
between agencies. In addition, fR@®CAstates that it is a function of the FIU to invgate offences
under that Act, including ML, and police see théJFRs responsible for ML investigations. This
undermines effectiveness of investigation of ML.

2.6.2. Recommendations and Comments

306. Due to lack of trust between agencies and the @ofiew that the FIU is responsible for ML
investigations, police have taken no action tddtet ML investigations, training or awareness rajsi
within Police. There has been no ML prosecutionBNG.
 PNG must take positive steps to clearly identifg amnticulate the police responsibility to
investigate ML, and Police should actively pursuke ilvestigations.

307. Production order and search warrant provisionh@POCA are limited to property tracking
documents and are not available for the criminegéstigation of ML, FT or predicate offences. The
search warrant provided for in tBsarch Act 197% limited to entry, search and seizure, and lmas n
obligation upon the person searched in terms ofiging information or assistance (e.g. access to
computers, disclosure of documents, etc).
e PNG should update what are outdated search wapawers, to ensure police have
effective statutory powers to investigate ML, fioang of terrorism and underlying
predicate offences.
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2.6.3. Compliance with Recommendations 27 & 28

Rating Summary of factors relevant to s.2.6 underlying owall rating

R.27 PC » Uncertainty over responsibility for investigatingpney laundering
« Very limited money laundering investigations or ggoutions

» Systemic corruption undermines police ability togerly investigate ML o
FT

R.28 PC POCApowers unduly restricted
« Search Acpowers outdated and limited in application
» Effectiveness not demonstrated

2.7.  Cross Border Declaration or Disclosure (SR.IX)
2.7.1. Description and Analysis

Legal Framework:

308. The legal framework relating to the declarationd@closure for cross border movement of
currency in PNG is based on a combination of faredgchange regulations (contained in GRA
and theCentral Bank (Foreign Exchange & Goldegulation 2000 and customs enforcement
powers that are used to enforce prohibited oriotstt import and export of goods (contained in the
Customs Act 195andCustoms Prohibited Exports Regulation 1968 addition, thd®OCAincludes
provision for restraint and seizure of currencthatborder where this is shown to be tainted ptgper

Mechanisms to Monitor Cross-border Physical Transpdation of Currency (c. 1X.1):

309. The following comments relate only to currency (baotes or coins), as there is no reference
in cross border regulations relating to bearer tiagle instruments (BNI) as defined by the
Interpretative Note to SR IX.

310. Section 80 of th€BAempowers the making of regulations for the cordfdbreign exchange,
including regulations regarding the taking or sagddf currency (both PNG and foreign currency)
into or out of PNG (s 80(2)(d) & (g)). Section 8J{(R enables regulations to be made to introduce
penalties for the breach of those regulations. Waner of making those regulations and the
prescribed penalties are provided under s 97 B

Export of currency

311. Section 7(1) of theCentral Bank (Foreign Exchange & Gold) Regulatidd0@ makes it an

offence to take PNG currency or any foreign curyeaat of PNG unless it is authorized by the
Central Bank. The penalty is prescribed under eec83(2) which is a fine of K100, 000
(US$38,750) or ‘an amount equal to 25% of the tetle of the funds or property involved.’
Whichever of these penalties is the greater wilplgpor alternatively a default penalty of
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imprisonment for a term not exceeding five yeatisprovision also serves as the basis under which
customs officers use their powers of search, seiand detention under tkustoms Acto assist the
Central Bank in enforcing that regulation.

312. A second provision has also been made in respdekinfy currency out of PNG, contained in
the Customs (Prohibited Exports — 2008 Budget AmendgheRéegulations 20Q7restricting the
taking of currency in excess of K20,000 (US$7,750)ut written authority of the BPNG, or an
authorized dealer of foreign exchange.

313. The Outgoing Passenger Card has a requiremeigdiogse PNG currency or Foreign currency
equivalent, in line with the Central Bank (Foreigrchange & Gold) Regulations, but the legal basis
for inclusion of this requirement on the passerngeds is uncertain. No information was available on
the number of reports that were made — indicativese that no such reports have in practice been
made, and no cross border currency reporting ornmdition is provided to the FIU.

314. PNG reported one case involving a breach of theidar exchange reporting requirements,
involving a failure by an individual to disclose tfoe Central Bank the removal from PNG of PNG
currency in excess of K50,000 (US$19,375). Theviddal travelled to Australia and on arrival made
a currency disclosure. In this case PNG authorgl#ained information from Australia via a mutual
assistance request (i.e. the incoming passengéracal cross boarder movement physical currency
form from Australia). When the person returned KGR he was prosecuted for having failed to make
a currency disclosure, he was convicted and ordergay a fine of K100,000. However, there was
no other information or statistics on sanctionsliagpor enforcement action on cross border currency
reporting.

Import of currency

315. The Customs Personal Effects Regulation 1983) provide that a passenger is required to
make a declaration of an amount as specified byt#mdral Bank. PNG advise that the Central Bank
has specified this amount to be K20,000 (US$7,#(preign currency equivalent, and this is the
amount that is set out on the immigration arrivaaidcfor incoming passengers. Again, the legal basis
for inclusion of this requirement is unclear andpimactice no information or reporting from this
mechanism is made available to the FIU.

316. Under theCustoms Actt is an offence to breach a regulation. Secti88 af that Act sets out
the fine for making a false declaration, and sl & 165 provide for other penalties that may be
imposed.

317. However, where a person indicates they have inr thessession currency in excess of
K20,000, this has no apparent consequence, as ithere further information required from the
person — PNG has no ‘border cash reporting’ formimilar mechanism. Officials indicated that such
a person would be expected to seek Central Bantoeplpto import this amount of currency, but
were uncertain of how this might be achieved ircpica, and indications were that the person would
be likely to proceed through the border unimpeded.
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318. There are no controls in place for sending or réagicurrency or BNI via the postal service or
in containerized cargo.

Request Information on Origin and Use of Currency €. 1X.2):

319. In the event of a failure to declare currency icess of the indicated amount, or a person
making a false declaration regarding the carrigguoency across the border, PNG officials advise
that a customs officer has various powers undediSigion C (General Powers) & D (Powers of

Arrest) of the Customs Act. These powers includ&ls(tovering the production of documents and
other information regarding seized items) and ssa6B 136 (covering the power to question). A
person is not required to answer questions fronustoens officer if the answers would tend to

incriminate that person (s136(8ustoms Agt

Restraint of Currency (c. IX.3):

320. Section 31 of thePOCA provides that an “authorised officer” may seizal atetain any
currency that is being imported into or exporteshfrPNG if -
“The amount is not less than the equivalent of KB,qUS$1937) or a higher amount
prescribed by regulation for this paragraph; and
there are reasonable grounds for suspecting ttsatainted property.”

321. Section 32 further provides that currency detaineder s 31 may not be detained for more
than 24 hours after it is seized. However, a meggestmay order its continued detention for a period
not exceeding 3 months from the day it is seizBdaiisfied that there are reasonable grounds for
suspecting the property is tainted property, asdc@ntinued detention is justified while either its
origin or derivation is further investigated, ornsteration is given to the institution (in PNG or
elsewhere) of criminal proceedings against a pefsoran offence with which the currency is
connected. A further order to detain the currenay tme made for up to 2 years.

322. The term “authorized officer” is defined in tlROCA and, for the purposes of Division 1 of
Part 2, means a police officer who is also a membéhe FIU and who is authorized in writing by
the Commissioner of Police. Presently there arg tmmb people in PNG who are authorized officers
for the purposes of tHeOCA

323. The above provisions apply only to currency andhoioextend to BNI.
324. In addition, a customs officer may seize any thimgnd on a person as a result of a search
conducted under s125(1) that would afford evidenite respect to a contravention of any Customs-

related law; or that are goods the importation xpoetation of which is prohibited, controlled or
regulated under th€ustoms Acbr any other Act of Parliament.
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Retention of Information of Currency and Identification Data by Authorities when appropriate
(c. 1X.4):

325. Other than the information contained on the immntigraarrival card, which is indicative only
of there being an amount of currency in excess 20,800 (US$7,750), there is no information
available to be retained by Customs.

Access to Information by FIU (c. IX.5):

326. The FIU advised that they do not receive infornrafimm Customs concerning cross border
transportation of cash or BNI.

Domestic Cooperation between Customs, Immigrationral Related Authorities (c. 1X.6):

327. While there is cooperation between Customs, Imrigmnaand related authorities in terms of
border management issues in general, there isdicaiion that this extends to issues related to the
implementation of SR IX.

International Cooperation between Competent Authoriies relating to Cross-border Physical
Transportation of Currency (c. IX.7):

328. PNG Customs has established a central liaisont pdgthin the Intelligence Section of the

organization. It is from this office ‘requests famformation’ are sent to and received from
international counterparts. The reason it is maieth by the intelligence section is so that the
information used is for official purposes and atlse privacy and confidentiality of the information

are maintained.

329. PNG Customs is also affiliated to world bodies like World Customs Organisation (WCO),
Asia Pacific Economic Cooperation (APEC), Regiolmélligence Liaison Office (RILO) and the
Oceania Customs Organisation (OCO) through whonueslg can be forwarded. Membership to
these organizations enables Customs administratioester into MoUs regarding the exchange of
information. There are standard reports that an¢ theough designated websites which are used to
gather statistics and then later disseminated tolmee countries including the Customs Enforcement
Network Communication (CENCOMM).

330. Information related to ML and FT can be sent to aeduested from other Customs

administrations through the Customs secured websiteh as the CENCOMM. As an organizational
strategy and consistent with the WCO SAFE Framesvark Standards, the PNG Customs is
embarking on Customs to Customs partnership antb@gsto industry partnership in securing the
global trade by utilizing intelligence-driven ddois making and risk assessment without impeding
too much on international trade. Doing so resultsvierall promotion of socio-economic growth.

331. All of the above mechanisms will be called upondachange of information relating to cross
border transportation of currency as and whenitfilsmation is available.
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Sanctions for Making False Declarations / Disclos@s (applying c. 17.1-17.4 in R.17, c. IX.8)

332. Section 7(1) of theCentral Bank (Foreign Exchange & Gold) RegulatiodOQ creates an
offence to take PNG currency or any foreign curyeaat of PNG unless it is authorized by the
Central Bank. The penalty for removing PNG or fgrecurrency from PNG without Central Bank
approval, prescribed under section 33(2) of thentral Bank (Foreign Exchange & Gold)
Regulations 20Q0s a fine of K100,000 (US$38,750); or ‘an amoeqgtial to 25% of the total value
of the funds or property involved, whichever ofsbgenalties is the greater will apply’. Alternatiyv

a default penalty of imprisonment for a term nateeding five years will apply.

Sanctions for Cross-border Physical Transportatiorof Currency for Purposes of ML or FT
(applying c. 17.1-17.4in R.17, c. 1X.9):

333. There is no specific provision relating to crossdeo transportation of currency for purposes of
ML or FT.

Confiscation of Currency Pursuant to UN SCRs (appling c. II1.1-111.10 in SR 1lI, c. 1X.11):

334. There is no provision for the confiscation of cag in the cross border situation based on
UNSCRs.

Notification of Foreign Agency of Unusual Movemenbdf Precious Metal and Stones (c. IX.12):

335. As indicated, the PNG Customs has various intesnatinetworks and connections, and these
are intended to enhance the mutual exchange afrogsintelligence information. In the event of the
detection of an unusual shipment of gold, precimetals or precious stones, customs would
cooperate with the relevant foreign customs semdansure the appropriate action is taken.

Safeguards for Proper Use of Information (c. 1X.13)

336. The general public service requirement of safegngrgovernment information and data under
the Public Service (Management) Act 19@d the General Orders apply. For instance, B)5f(
that Act states that it is a disciplinary offence & public servant who, except as authorized én th
course of official duty, does or divulges, directty indirectly, any confidential information
concerning public business or any matters of whiglhas official knowledge.

Training, Data Collection, Enforcement and Targetirg Programs (c. 1X.14):

337. There appeared to be no such programs in placl@ P

Supra-National Approach: Timely Access to Informatbn (c. IX.15):

338. There appeared to be no information collected amirng SR IX, including by supra-nationals.

Statistics (R.32)

339. No statistics on the collection of cross border&ncy reports were available from PNG.
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Adequacy of Resources — Customs (R.30)

340. The PNG Customs appears to be well structuredgendrally to have adequate resources to
fulfil its role. There is a structured training maydn place and staff are subject to standards of
professional conduct, including confidentiality. TRNG Customs Service Plan 2010-2012 sets out
the core functions of the Customs Service, whiahluies border security, community protection,
trade facilitation and revenue collection. PNG ©uost Officers carry out the functions of
immigration, including at Jackson’s Internationalprt, Port Moresby. Customs have an overall
staff of approximately 500, with 19 customs stadigervicing both land and sea entry points.
Increased resources would help improve effectivenas the issues regarding cross border currency
reporting are to do with a lack of legal framewddk allow enforcement, rather than a lack of
resources. If the legal requirement was in pladoen PNG Customs would be well placed to manage
implementation of this. Training in ML and FT isquéred to raise general awareness of Customs
staff.

2.7.2. Recommendations and Comments

341. The legal framework for cross border currency répgris focused on foreign exchange
control and is not designed for responding to MU &T risks. There is provision in tRREOCAthat
deals specifically with seizure and detention ofrency at the border, but this is restricted to
currency that is suspected to be tainted property.

342. PNG should develop and implement a comprehensistesyfor the declaration or disclosure
for cross border transportation of cash or BNIéeping with the FATF standards.

2.7.3. Compliance with Special Recommendation IX

Rating Summary of factors relevant to s.2.7 underlying owall rating

SR.IX NC * No AML/CFT border currency reporting system in gac

« No information available to FIU concerning crossdas currency
movements

* No statistics available on reports made under goreurrency controls

* No training for border enforcement staff on SRIXteyns
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3. PREVENTIVE MEASURES —FINANCIAL INSTITUTIONS

3.1. Risk of money laundering or terrorist financing

Risk

343. AML/CFT preventative measures included in fR®CA 2005 cover the range of financial
institutions required by the international standartlowever the government is introducing the
implementation of those requirements on a stagsi k@mmencing with the banking sector. Other
sectors do not yet seem to be aware of their didigge under thé®OCA The FIU, as the regulator
underPOCA 2005, has prioritized the banking sector for atitmplementation oPOCA preventative
measures. This prioritization reflects the low levef resources of the regulator and the highdasris
for ML in the banking sector in PNG. The prioritiman of the banking sector does not reflect a
proven low risk of ML and TF in other sectors in ®NThe FIU is taking steps to support
implementation beyond the banking sector in theingmmonths.

344. PNG has not given directions to financial institas in relation to low risk scenarios. The FIU
has given guidance to banks on high risk categafesustomers to guide the implementation of
CDD measures and account monitoring. This is reftbin Section 3.2 and 3.4 below.

345. It should be noted that the scope of products effen the general insurance sector indicates
that the risk of ML through insurance schemeskislyito be low.

Regulatory approaches in Papua New Guinea

346. PNG does not appear to have an established regulatactice of administrative rule making

and enforcement beyond the primary statutes, despiious financial sector laws providing for the
issuance of standards through enforceable directiod regulations. As is set out below, despite rul
making powers in th®OCA and sector-specific statutes, regulatory autlesritiave not taken up

these powers to issue rules.

347. PNG’s approach to regulation does not appear toingtide statutes or regulations which

provide tools for administrative enforcement byenor monetary penalties. Enforcement of laws,
regulations and other rules appear to rely on fzgnconditions (administrative), civil actions and

criminal prosecution with penalties to be appligdthe courts. Authorities were unable to provide
any examples, even beyond the financial sectaegidlations in PNG which are enforceable through
administrative financial or other penalties, or rapées of enforcement of civil penalties by the
courts.

348. There is a need to develop administrative regulati@king and enforcement powers, with

appropriate checks and balances, which would affevregulator to issue administrative sanctions
that include fines and other monetary penalties.
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Law / Regulation / Other Enforceable Means

349. Part 2 of thd?OCAsets out the regime of AML/CFT preventative measwperating in PNG.

350. The POCA provides that the Head of State, acting on advitgy issue regulations necessary
to give effect to the Act. This has not yet occdriEhe Central Bank and other regulatory autharitie
in PNG have powers to issue enforceable regulatams directions, although this has not yet
occurred in relation to AML/CFT measures.

351. Section 14 of th& OCAgives the FIU, as the AML/CFT regulator, poweissue guidelines to
cash dealers. These guidelines are not enforcebitdeFIU does not have clear powers to introduce
enforceable regulations or other measures to stippplementation of theOCA

352. The FIU has prepared a number of guidelines on CBIR reporting and record keeping
under s14 of th®?OCA These are intended to add practical examplesgaide institutions to
implement their obligations under tR®OCAwithout creating new obligations. Two Guidelines/é
been issued after consultation with the bankingoseEour others have been drafted and are with the
relevant sectors for consultation ahead of thaimgessued by the FIU. None of these Guidelines are
enforceable and do not represent ‘other enforceablens’ in the meaning of the FATF Assessment
Methodology as they do not create new obligatibisvever these guidelines may have legal value
by making explicit a number of implicit primary éfphtions contained ifPOCA and thus would
likely carry some weight with a court considerihg extent of the legal obligations under F@CA

In general, these Guidelines are not taken into@tcwhen determining ratings for R5 to R8.

Guidelines Issued to Banks

Guidelinesissued by the FIU under S.14 of the POCA
Title Date of Covered Notes
preparation Sectors
Guideline 1 — Suspicious 2007 Banks Covers ‘cash dealers’, but
Transaction Reporting only sent to banks
Guideline 2 - Customer Due 2007 Banks Covers ‘cash dealers’, but
Diligence and Record Keeping only sent to banks

Draft Guidelines

Draft Guidelines prepared by the F1U

Guidelines for NBFIs — STRs, CDD and record keeping

Due Diligence in relation to Government Chequesa§rRents

Guidelines for Accountants — STRs, CDD and recambing

Guidelines for Lawyers — STRs, CDD and record kagpi
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3.2. Customer due diligence, including enhanced or redied measures (R.5 to 8)
3.2.1. Description and Analysis

353. Legal Framework: Th®OCAsets forth CDD and recordkeeping requirementsNs For all
cash dealers. Cash dealers are defined in sectbthePOCAas:

a) a financial institution; or
b) a person who carries on a business of an insuign @rsurance intermediary; or
c) aperson who carries on a business of a secutliti@er or a futures broker; or
d) a person who carries on a business of dealingadiquis metals and stones; or
e) a person who carries on a business of collectiolgliing and delivering cash as part
of a business of providing payroll services; or,
f) an operator of a gambling house, casino or lot@ry;
g) atrustee or manager of a unit trust; or
h) a trustee, administrator or investment managersofpgrannuation scheme, other
than a closed —end scheme; or
i) anotary; or
j) aperson who carries on a business of dealingairesgate or high value items
including antiques; or
k) a person who carries on a business of underwritirage issues and participation in
such issues; or
I) a person who carries on a business of providing —
i) advice to undertakings on capital structureustdal strategy and related
guestions; and
i) advice and services relating to mergers ancptirehase of undertakings; or
m) a money —broker; or
n) a person who carries on a business of providintfgior management and advice; or
0) a person who carries on a business of safekeepthgdministration of securities; or
p) a person who carries on a business of providinditoreference services; or
g) a person who carries on a business of providing @agtody services; or
r) alegal practitioner when acting for a client ifirmncial or real estate transaction, to
the extent that he or she receives funds in theseanf his or her business, for
deposit or investment or to settle a real estarstction; or
S) an accountant, to the extent that he or she rexéivels in the course of his or her
business for deposit or investment; or
t) any other prescribed business.

354. The BPNG is authorized under s5 of tBanks and Financial Institutions Act 20Q0
encourage and promote sound practices in relatiopradential matters by financial institutions.
Section 27 of the Act authorizes the BPNG to igsuglential standards for the institutions under its
supervisory authority. Pursuant to s8(1)(c) of tentral Bank Act 2000the Bank of PNG is
authorized tosupervise and license banks, credit and other dinhrservices. BPNG licenses,
authorizes and supervises:

« Banks (including Microfinance Banks)

e Savings and loan societies

e Currency exchanges

e Money remitters

* Finance companies

» Life insurance companies
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« Life insurance brokers

e Superannuation funds

» Superannuation investment managers
e Superannuation fund managers

355. To date, the BPNG has issued no enforceable régugabr prudential requirements related to
CDD obligations or encompassing the principles als& Core Principle 18 (abuse of financial
services).

356. The BPNG’s authority to monitor compliance with CDabligations of the financial
institutions under its supervisory authority is é@dson its general prudential authority under the
Banking and Financial Institutions AcPursuant to this authority, BPNG has begun basigitoring

of compliance with CDD obligations of some finahdiestitutions during on-site inspections. Banks
operating in PNG have confirmed that inspectionorepreceived from BPNG following on-site
inspections generally include some recommendatifors improving compliance with AML
obligations.

357. The BPNG lacks authority to impose administratine$ or penalties for non-compliance with
any prudential standards, AML/CFT internal cont@juirements, or CDD obligations. Pursuant to
ss14 and 15 of thBFIA, BPNG may impose conditions on a license, varyeepke a license if a
financial institution under its supervisory authyffiails to comply with obligations under the licen
agreement.

358. Sections 54-55 of th8FIA permit the BPNG to impose civil or criminal pemedt upon a
financial institution which can only be enforcedairgh court proceedings. Following Supreme Court
decisions calling into question the BPNG’s abitibyprosecute directly, BPNG now seeks the OPP’s
assistance to take forward prosecutions to enfemoetions through the courts.

359. To date, no administrative fines, penalties, advdicensing actions have been imposed upon
any financial institution in PNG for non-complianadth any AML/CFT obligations. Nor have any
civil or criminal actions been initiated againsydimancial institutions for non-compliance.

360. Section 5 of thdnsurance Act 199%lesignates the Insurance Commissioner as thdabffic
responsible for administration of thiasurance Act The Act also empowers the Insurance
Commissioner to grant and revoke licenses of imsufeokers and loss adjusters (ss17-19), require
filing of returns or reports to be filed by insusgbrokers or adjusters (s29), carry out inspestand
investigations (ss34 and 38), issue directivedbfeaches of provisions of the Act (s35), and approv
internal written control procedures of insurerspkers and loss adjusters (s47). Although the
Insurance Commissioner has powers to audit, iryesti and inspect licensees, there are no
provisions in thdnsurance Actelated to AML/CFT or CDD obligations. Due to laok resources
and perceived low risk, the Insurance Commissios hat taken steps to implement AML/CFT
controls in the insurance sector. The Insurancer@issioner is planning to review tihesurance Act

in late 2011, and intends to reflect AML/CFT colgronder an updatddsurance Act

361. The Securities Commission is established and aa#wipursuant to th8ecurities Act 1997
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and began to operate in 2008. The Securities Cosionigloes not have any powers to supervise or
regulate the securities sector, nor license playershe securities sector except for the Stock
Exchange (s20). The Securities Commission doeshawé a clear power to sanction the Stock
Exchange and no powers to set rules or monitor Gange with AML or CDD obligations under the
POCA

Customer | dentity

362. Reliable official documentation to identify persomsd legal entities is a major challenge in
PNG due to the fact that a significant portionhef population lives in remote villages and ruralaar
where access to financial services is not commosoine small villages, literacy is a challenge, and
some people lack birth certificates and records raagt not know the date of their birth. Many of
these small villages are not reached by state cyvivhich normally provide certain official
documents that can confirm identity of personssase of these villages are not connected to a
national road network.

363. With rapid growth in the financial services sectogny people who have never had access to
financial services are being reached, however, nanthese people still do not have access to
modern forms of identity documentation. The FIU hesognized this challenge and has provided for
alternative possibilities of identity verificatido ensure that most of the population, includingsth

in remote and rural areas will be able to produmeuchentation that will enable financial institutson

to be able to reasonably confirm identity in thestrreliable methods currently available.

364. Similar challenges exist with respect to productioh official and reliable identity
documentation for legal entities. Although all canjes must register in accordance with procedures
stipulated in th&€ompanies Acthe company registration infrastructure whicmanaged by the IPA
also faces challenges. Although the IPA maintairsmputer database which contains company
records (registration, certificates of incorporatietc), this information is not available onlinedanot

all information has been entered into the electralzsitabase yet (envisaged completion: June 2011).
The systems for maintaining and updating compampross is manual and inefficient, and thus
presents obvious challenges for those requireahfiaree company registration obligations and those
who need to independently verify company records.

Prohibition of Anonymous Accounts (c. 5.1):

365. Section 36 of th@OCAprohibits the opening of an account with a casiiedtén a false name.
This provision does not expressly prohibit the dpgrof, nor maintenance of anonymous accounts.
Although s20 oPOCArequires cash dealers to verify each customeestity, this requirement does
not go far enough to prohibit the existence of aot® in anonymous form, nor does it require the
conversion of anonymous accounts to those in widiehtity is accessible.

When CDD is required (c. 5.2):

366. POCA s20(1) requires cash dealers to verify customentity documentation when (a)
entering into a business relationship or (b) cagyut a transaction. PursuanR@CAs24(2), aside
from identity documentation, no further informatiabout the customer or the transaction is required
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to be collected unless there are reasonable graonsisspect that the transaction may be relevant to
an investigation or prosecution. AlthouB®CAs20(1) requires collection of some CDD information
in advance of doing business, it appears thatrdgjgirement can be eroded BQCAs24(2) and the
'reasonable excuse' exception set fortRATCAs20(6).

367. TheCDD and Recordkeeping Guideline 208laborates on the CDD requirements and guides
cash dealers to satisfy themselves as to the demtify of the customer when (a) entering into a

continuing business relationship with a customaer,imthe absence of that relationship, when

conducting a transaction of K10,000 (US$3,875);whgn carrying out an electronic funds transfer

of K10,000; (c) when there is a suspicion of a Mfence; or (d) when there are doubts about the
reliability or accuracy of the customer identificat information previously obtained.

Identification measures and verification sources (5.3):

368. Section 20(1) of th€OCA sets forth the obligation of cash dealers to Satleemselves with
respect to the identity of customers. Section 2@#)ges a cash dealer to require that customers
produce identity documents such as (a) a birthficatte, passport or other means of identification
approved by the FIU or (b) for a body corporatecepy of its certificate of incorporation.

369. The CDD and Recordkeeping Guideline 20provides guidance for alternative means for
verifying customer identity. Although the provisiowof this Guideline are not enforceable, the two
lists of possible (Category A and Category B) idgrtocuments assist implementation.

370. Section 14 of th€DD Guidelinesets forth identity documents for identifying natupersons.

It provides a wide array of officially verifiableoduments (Category A — Official Documefistwo

of which can be sufficient to meet the identityuggment for a natural person. If two “Category A”
are not available, one document from Category A, taro reference letters from Category B letters
can suffice in combination to meet the identity uiegments. If no Category A documents are
available, then 3 (Category B) reference lettegsagceptable.

371. This provision further requires that one identipcdment should contain photo identification,
however, authority is given to cash dealers to wahis requirement in their discretion where they
are satisfied the person’s identity is adequatehfied through other means.

372. The CDD guidelinerecognizes that in PNG many individuals may notehpassports or birth
certificates, or even know the exact date of thath. Although not all the listed documents would
constitute official, reliable, and independent seudocuments, in the context of PNG, this wideyarra
of alternatives is an adequate balance betweerorrabkeness in ensuring reliability of identity
documentation, while allowing for the potential engion of financial service to people in unbanked
areas of the country.

2 Bulleted items 13 and 14, however are not docusaent
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373. The CDD Guideline encourages the use of a risk-based approach &s aakere official
identity documentation is not available. Bankerdidated they systematically use a risk-based
approach in circumstances where official identitgc@iments are not available by imposing
transaction limits on the accounts where ther@ysdmubt or uncertainty.

374. Section 15 of theCDD Guideline suggests that identity of unincorporated busiresse
associations, or self-employed persons can belisstadh by verifying identity of the person with the
largest share of the business in accordance wihsttme rules of verifying identity of natural
persons.

375. Sections 16 - 18 of th€DD Guideline suggests that a corporate body should provide a
Certificate of Incorporation issued by PNG or tlwgrnment of another country, together with the
following information of each authorized signatofg) full name and any other names used; (b) date
and place of birth; (c) permanent address or PQ Bboccupation; and (e) signature.

Identification of Legal Persons or Other Arrangemetts (c. 5.4):

376. Section 20(3) oPOCArequires cash dealers to take reasonable measuassertain whether
a person is acting for another when opening anwcor executing a transaction. Section 20(4)
requires cash dealers to establish the identityeo$ons for whom or for whose ultimate benefit the
client is acting. Section 20(4), however is subject “reasonable excuse” exception provided in
s20(6), which does not appear to be clarified dindd. Section 22 of th€DD Guidelinereiterates
the POCArequirement.

377. Cash dealers are required to ascertain whethéerg @ acting on behalf of another (or others),
and further require that the identity of the prpie{s) is documented. These provisions do not declu
a requirement for the cash dealer to obtain evielefidhe existence of authority for the agent tb ac
on behalf of the principle(s), nor do they requinat identity documentation is obtained for both
agent and principle(s).

378. Section 20(b) of th€OCAIs elaborated by ss16-18 of t6®D Guidelinewhich sets out that

a Certificate of Incorporation/Registration is stiffnt identity documentation for companies. There
is no requirement to further verify the legal stator existence of the legal person(s) or
arrangement(s) by other means, like in the caseustfs.

379. Although s15 of theCDD Guidelinecalls on cash dealers, in the case of unincorpdrat
businesses or associations, to establish iderttihatural persons who are the partner, proprietor o
owner with the largest share of the business, ghisision does not necessarily reach all potential
parties that might hold power or influence overative decisions, or, for example, trustees in the
case of trusts, or directors or managers in the oa$egal entities. There is also no requirement f
cash dealers to document the legal form, the itjenfiofficers, directors or managers, director, or
obtain proof of the legal instrument setting fotfile power to bind the legal person or arrangement.
Therefore these requirements do not meet intemealtistandards.
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Identification of Beneficial Owners (c. 5.5; 5.5.% 5.5.2):

380. Although s20 of th&OCAsets requirements for CDD and ss15 -18 ofGBd® Guidelineset
forth some steps for ascertaining and documentegtity of customers (natural and legal persons),
there is no clear requirement to ascertain thetiiyeof the beneficial owner. Section 20 (2)ROCA
requires the cash dealer to ascertain whethereatds acting on behalf of another, but there is no
requirement to ascertain or document the idenfitthe beneficial owner, understand the ownership
or control structure, or identify the person(s) wéxercise ultimate and effective control. These
requirements do not meet the international starsdfrddentification of beneficial ownership.

Information on Purpose and Nature of Business Rel&nship (c. 5.6):

381. There is no binding obligation on financial institms to obtain information on purpose and
nature of business relationship or the purposenttich accounts are to be used. The obligation to
collect CDD information undePOCA s21(2)(a) is limited to “name, address and ocdapator
where appropriate, the business) or principal agtigf each person.” The obligation to obtain
information to understand the purpose for whichabeount is established (in order to understand the
types of transactions expected to flow throughabeount) appears to be lacking. This provision is
also subject td?OCA s21(6) which provides a legally ambiguous “readtm@&xcuse” exception to
this obligation. Without this information, a financial institutioradks sufficient information to
understand the expected transaction profile ofctieomer, which is necessary to know what types
and volumes of transactions would be normal fordient. Without the ability to clearly understand
the expected transaction profile of a customes ftot possible to monitor for unusual or suspisiou
transactions.

382. In practice, banks in PNG indicated that due to &kmountry AML/CFT requirements or group
standards, and for purposes of assessing crekliinriending, banks obtain information on the type
and nature of the client’s intended use of accourdtsvever, it is not clear that sufficient CDD
information of this type is collected regardingediis that do not make use of loan products or
services. In PNG, this would be a very large portbthe banking customer base.

383. The only provision which requires inquiry into tharpose of the business relationship, or the
nature / purpose of the funds in the account if@e24(2) of thePOCA However, this information

is only required to be obtained after a suspictoaissaction that may be relevant to the investigati
or prosecution of a serious offense is detectedrdfbre, the CDD provisions IBROCAdo not meet
the requirement for this international standard.

384. Some NBFIs may collect CDD information for purposdésassessing credit risk, but it is not
clear that this information would be sufficienténable staff to identify “usual” transactions, whic
must be understood fairly clearly in order to idigntnusual or suspicious transactions. Furthethsu
information may not be documented by cash dealersclients that do not involve lending
instruments or other credit facilities. Therefdle requirement to obtain sufficient CDD informatio
on each client to understand the nature and pumfabe business relationship is not met.
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Ongoing Due Diligence on Business Relationship ®.7; 5.7.1 & 5.7.2):

385. Neither thePOCA nor other related laws or regulations contain abiigation to conduct
ongoing due diligence throughout the nature andseoaf a business relationship. Section 24 of the
POCAonly requires that cash dealers enquire into thipgse of a transaction or origin of funds after
a determination that the transaction may be refmtech investigation or prosecution and an STRis t
be filed. There is no requirement to undertakeewsi of transactions, or ensure data, documents or
information collected pursuant to the CDD processpdated. This does not meet the international
standard.

Risk—Enhanced Due Diligence for Higher Risk Custonms (c. 5.8):

386. No provisions in th&OCA nor in other relevant law, or regulation or otbaforceable means,
set forth any obligation to distinguish higher rigkstomers from other clients.

387. Section 19 of th€DD Guidelineencourages cash dealers “to perform additionabmer due
diligence measures for higher risk categories dftamer, business relationships or transactions.”
Section 20 defines enhanced due diligence asstapleshing the source of a customer’s wealth and
funds; and (b) conducting regular and on-going nawimg of the customer’s transactions.

388. TheCDD Guidelineissued pursuant to s21 BOCAsets forth examples of high risk customers
which include: (a) Politically Exposed Persons; h)non-resident customers — especially customers
who are from countries or regions or industries netee high amount of crime is known to exist; (c)
Customers that work in certain industries or octiopa where crime is known to exist, and provides
a few examples (e.g., where earning potential gh lind is subject to controls or permits, like
mining, forestry or fishing; casinos; real estagergs; dealers in precious metals or stones; aja le
professionals and accountants). Other examplesgbfrisk categories include (d) non face-to-face
customers and (e) legal persons or arrangements.

389. In view of the seriousness of the domestic corampsituation in PNG, the FIU has developed
draft guidance to mitigate risks in relation to agipropriation of public funds. The dr&uideline on
Due Diligence in Relation to Government Cheques Ragmentddentifies high-risk situations and
measures to conduct enhanced CDD to mitigate thisks. In its final form, it is intended to
elaborate on the legal obligations in P@CAat ss.19-20, rather than create new legal prawssiat

the time of the onsite visit the Guideline was iaftiform. The Guideline intends to require finaici
institutions to conduct enhanced due diligence fieed@cepting any cheque drawn on any government
account for processing and payment, initially abtive threshold of K2,000,000 (US$774,000).
Examples of the draft requirements include:

» At least two officers of the financial institutionust approve in writing acceptance of
such cheque and document that there is no evid#ricaud.

» Check the business of the payee company, to igdtgiissets, number of employees,
previous projects, company accountant and persapscantrol the company.

» Examine the company accounts to identify whethercttmpany has a transaction history
consistent with legitimate business.
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» Check the directors to ensure against adversenadtiarelation to previous
offences/suspicious transactions, conflicts ofrege negative media reports or criminal
connections of the director.

» Examine any previous payments received from govemiwith particular focus on how
funds were disbursed.

» Examine the documentation provided and ensurehkgbayment complies with the
Public Finances (Management) Act of 19Phblic Finances (Management) Regulation
of 1996 the Central Supply & Tenders Board Good Procurgrtanual, the Finance
Management Manual and the relevant Departmenttnas and any other applicable
legislation or guidelines.

» Examine the financial affairs/accounts of publicvs® employees who were involved
with the payment at any stage.

» Screen the transaction against the FIU suspicransaction listing, PEP list and high
risk persons lists to identify whether the direstand associates are inappropriately
involved.

Risk—Application of Simplified/Reduced CDD Measuresvhen appropriate (c. 5.9):

390. None of the current laws, regulations or other exdable means permit application of reduced
or simplified CDD measures when appropriate.

Risk—Simplification / Reduction of CDD Measures redting to overseas residents (c. 5.10):

391. None of the current laws, regulations or other exdable means permit application of reduced
or simplified CDD measures to customers resideanisther country.

Risk—Simplified/Reduced CDD Measures Not to Apply Wwen Suspicions of ML/TF or other
high risk scenarios exist (c. 5.11):

392. None of the current laws, regulations or other sxgable means permit application of reduced
or simplified CDD measures.

Risk Based Application of CDD to be Consistent witlGuidelines (c. 5.12):

393. TheCDD Guidelineissued pursuant to s21 BOCAsets forth some examples, as guidance of
high risk customers.

Timing of Verification of Identity—General Rule (c. 5.13):

394. Although POCA s20(5) requires cash dealers to establish custateatity before executing
the transaction, or reject and report the transaatihen identity cannot sufficient be establishbis
requirement is significantly eroded PYDCAs20(6) which provides a ‘reasonable excuse’ exwept
to the following requirements:

« confirming identity when entering into relationslipexecuting a transaction [s20(1)];

e ascertaining if person is acting on behalf of aapfs20(3)];

« confirming identity of person or beneficiary for e client is acting [s20(4)]; and

* rejecting and reporting transactions to the FILD{5J].
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As there is no objective definition of the “reasblieaexcuse” exception, it requires interpretatign b
those who must implement as well as authorities simuld monitor compliance, and this will allow
inconsistent interpretations which result in abuse.the law creates the ambiguity as to when, or
under what circumstances customer identity mustdtablished, the “reasonable excuse” exception
can undermine the customer identity requirements.

Timing of Verification of Identity—Treatment of Exc eptional Circumstances (c.5.14 & 5.14.1):

395. No provision in law, regulation or other enforceabieans provides for the possibility of delay
in verification of customer identity.

Failure to Complete CDD before commencing the Busass Relationship (c. 5.15):

396. Section 20(5) of thd?OCA states that cash dealers must not proceed withrsdction if
satisfactory evidence of identity is not producetdiess directed to do so by the FIU. Cash dealers
must also report such attempted transactions t&ithe

397. Section 20(6) of the>OCA indicates that a criminal penalty can be impod€80(000 for
persons (US$19,375); K250,000 (US$96,875) for legatities) if a cash dealer fails without
“reasonable excuse” to comply with the customentitie provisions. However, the FIU has no legal
power to monitor compliance with this requirement.

Failure to Complete CDD after commencing the Busirgs Relationship (c. 5.16):

398. No law, regulation or other enforceable means regquterminating a business relationship
when CDD requirements are not fulfilled.

Existing Customers—CDD Requirements (c. 5.17):

399. No law, regulation or other enforceable means reguicash dealers to apply CDD
requirements to existing customers or within ameframe.

Existing Anonymous-account Customers — CDD Requireants (c. 5.18):

400. No law, regulation or other enforceable means reguicash dealers to perform CDD
requirements on existing customers, including armanys or fictitious accounts.

RECOMMENDATION 6

401. The rising level of corruption in PNG is widely andenly acknowledged in the public media
(both local and international), by government offis as well as civil society and the general publi
This indicates that domestic PEPs represent aamated high risk customers.

Foreign PEPs—Requirement to Identify (c. 6.1):

402. ThePOCAhas no specific requirements for implementatiorisif management procedures for
PEPs. Section 21 of theDD Guidelinementions PEPs as an example of a high risk custome
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Section 20 of this Guideline requires cash dedlersstablish the source of wealth for high risk
customers, and conduct regular and ongoing mongoof the transactions of high risk customers.
These provisions do not make any distinction betwiegeign or domestic PEPs, rather they are
simply defined as individuals entrusted with proemn public functions. This definition may cover

both foreign and domestic PEPs, but to date, ne leas exists on this issue.

403. There is no requirement in law, regulation or othaeforceable means to take any steps to
undertake to identify foreign PEPs at account opeor screen beneficial owners for PEP status.
Nor is there any obligation to screen the cliergtebfor clients that might have become a PEP.

404. Banks operating in PNG, however, use software syst® identify foreign PEPs as clients or
beneficial owners and regularly screen the cliesebfor clients who might have become PEPs.

Foreign PEPs—Risk Management (c. 6.2; 6.2.1):

405. No laws, regulations or other enforceable meansimeagash dealers to obtain management
approval to open an account or continue an eskegiusiness relationship when a client or
beneficial owner has been identified as a foreigR.P

406. However, some subsidiaries of foreign banks hapaisticated systems in place which require
management approval prior to opening an accouat fofeign PEP, identifying a foreign PEP as a
beneficial owner, or continuing a relationship watlslient that has become a foreign PEP.

Foreign PEPs—Requirement to Determine Source of Wéth and Funds (c. 6.3):

407. Section 20 of th&€DD Guidelineguides cash dealers to take reasonable stepsataigis the
source and wealth of funds of higher risk customarsl section 21 provides that PEPs are an
example of a higher risk customer. These provisamsot distinguish between foreign or domestic
PEPs.

408. In discussions with banks, local subsidiaries ahedoreign owned banks indicated they have
implemented systems to query the source and webftreign PEPs.

Foreign PEPs—Ongoing Monitoring (c. 6.4):

409. Section 20 of theCDD Guideline guides cash dealers to conduct regular and ongoing
monitoring of transactions of higher risk custom&msction 21 provides that a PEP is an example of a
higher risk customer. These provisions do not migtish between foreign or domestic PEPs, and no
official interpretation or case law is availabletbe issue.

410. In discussions with local subsidiaries of foreigwned banks, some indicated they have
implemented systems to conduct enhanced and ongmimitoring of transaction activity of foreign
PEPs.

Domestic PEPs—Requirements (Additional Element c..5):

411. Section 21 of th&€€DD Guidelinedefines PEPs as individuals entrusted with promtipeblic
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functions and does not distinguish between foreigdomestic PEPs. However, the FIU encourages
banks to treat domestic PEPs as high risk custgraads has sent to all banks a list of officials of
PNG which the FIU considers to be entrusted witinpnent public functions.

Domestic PEPs—Ratification of the Merida Conventior{(Additional Element c. 6.6):

412. PNG is party to the UN Convention Against Corrupt{tdNCAC).

413. The FIU has developed draft guidance to mitigatksrin relation to misappropriation of public

funds involving domestic PEP. The draft Guidelime Bue Diligence in Relation to Government

Cheques and Payments is discussed in section 8& time section on enhanced CDD in high-risk
situations.

RECOMMENDATION 7

414. All four commercial banks and one finance compapgrating in PNG maintain correspondent
banking relationships. In practice, the three coneiak banks which are subsidiaries of foreign
banks, rely on their group headquarters to establi®l maintain correspondent banking institutions.
The one locally incorporated bank appears to purgeenational standards in the absence of binding
obligations in PNG.

Requirement to Obtain Information on Respondent Ingitution (c. 7.1):

415. There are no laws, regulation or prudential requéets issued by the BPNG which require
financial institutions or cash dealers (as defiiredPOCA to implement risk control measures in
regard to correspondent relationships, nor gathfermation about any respondent businesses to
determine the reputation, quality of supervisionwdrether it has been subject to a ML or TF
investigation or regulatory action. In fa®@0OCA s20(8) clearly states that the CDD requirements
contained inPOCA do not require production of any evidence of idgnif the applicant is a cash
dealer.” Although there is no mention of corresprtdbanks, nor is “applicant” defined, this
provision appears to emphatically state that neriratl control procedures at all are necessary with
respect to correspondent banks. This is not camigtith required preventative measures concerning
correspondent banks.

Assessment of AML/CFT Controls in Respondent Instittion (c. 7.2):

416. There are no requirements for cash dealers toroltaiopy of any respondent institution’s

internal AML/CFT controls or assess for their admryuor effectiveness. However, some of the local
subsidiaries of foreign banks have such interngluirements in place. Banks without foreign

ownership and which are not subject to stricter AGIET controls are not obligated under laws of
PNG to collect such information, nor share thiginfation with correspondent institutions.

Approval of Establishing Correspondent Relationshig (c. 7.3):

417. There are no requirements for internal managemamioaal prior to the establishment of new
correspondent relationships. Banks operating in RiiEated that their corporate internal control
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procedures require this as a result of home couly/CFT obligations. However, no PNG bank
could recall establishing any new correspondeatimiships in the past few years.

418. The BPNG informed the Evaluation Team that priorN&P approval is required before
financial institutions may establish new corresptdelations. Most banks in PNG were unaware of
this requirement and the Evaluation Team was urtalfied it in any law, regulation or other type of
directive. In practice, license application fornexjuire listing correspondent banks as part of the
license application process.

Documentation of AML/CFT Responsibilities for Eachinstitution (c. 7.4):

419. There is no requirement in law, regulation or otbaforceable means obligating financial
institutions to document the respective AML/CFTpassibilities of each other with respect to their
correspondent relationship.

Payable Through Accounts (c. 7.5):

420. There are no payment systems which allow for treticsas that operate as payable through
accounts.

RECOMMENDATION 8

Misuse of New Technology for ML/FT (c. 8.1):

421. There are no laws, regulations or other enforceatdans to require financial institutions to
have policies or procedures in place to mitigatksriof ML/TF through misuse of technologies.

Risk of Non-Face to Face Business Relationships &2 & 8.2.1):

422. There are no laws, regulations or other enforceatdans requiring financial institutions to
have policies or procedures in place to addressifgpaisks associated with non-face-to-face
transactions or relationships.

423. The BPNG has issued a press rele&atément of Intent on Electronic and Mobile Paytmen
Servicesdated 27 May 2010) which recognizes that eleatrand mobile payments and alternative
methods of payment services have been introducd®Ni@ recently. This press release welcomes
these new developments yet recognizes the needilemde operating these services with high
standards of safety, security and cost-effectivenas well as adequate consumer protections. The
press release encourages providers of such setaigaset with BPNG to outline plans and enable
the BPNG to understand the implications of the pobslon the retail payments system.

Analysis of Effectiveness
424. While POCA requirements are binding on all financial instios, in practice they are only

being implemented in the banking sector and by pgbst office remittance agents. In addition,
credible supervision of CDD requirements has notaken place in the sector which is applying the
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POCA (ie banks). The BPNG admitted that no fines orgiteas of any kind have ever been assessed
against a bank in PNG for non-compliance with atlAor CDD requirements.

425. Financial institutions face serious challenges émducting CDD and related preventative
measures in a society with a large informal seatorruption issues and proliferation of crime. In
addition, there are significant challenges withntity systems for natural persons and poor
transparency of legal persons.

426. There are only four licensed banks in PNG, threatath are foreign owned, and thus subject
to stricter AML/CFT obligations, and one local bank

427. Provisions in thd?OCA show significant gaps in relation to the scope depth of CDD and
related preventative measures. Beyond B@CA there are very few enforceable AML/CFT
obligations to which the banks are subject undeGR&lv, regulation or other enforceable means in
the areas of CDD/ Know Your Customer (KYC), or gitiing risks with respect to high risks clients
or accounts, including PEPs, or new technologies.

428. In practice, the banks appear to follow much higstandards than mandated by PNG laws
with respect to CDD/KYC, high risk clients and tsantions, including PEPs, and new technologies,
in order to preserve their reputation in the gldiahking arena, and because stricter obligatioms ar
imposed by home supervisors or supervisors indiati®ns in which a subsidiary may be located.

429. Although the FIU is taking pro-active steps (preypian of a draftGuideline in Relation to
Government Cheques and Paymgris stem the misappropriation of the state budgem
corruption, it is clear that there remains a laékcapacity, resources and policy-level inertia to
effectively use AML prevention measures to enhaaffectiveness of current efforts to reduce
corruption.

430. The absence of onsite inspections to monitor canpké withPOCA provisions together with
the lack of clarity in the FIU’s authority to comttuinspections undermines effectiveness of
mandatory CDD requirements.

431. TheCDD and Recordkeeping Guideline 2063ued by the FIU make a commendable attempt
to meet some of the international CDD/KYC standaxdd higher risks related to client categories
and transactions, but none of these are enforceattecan non-compliance be penalized. Therefore
these measures are ineffective.

432. Although POCAs20 obliges cash dealers to establish the ideatitlient before executing a
transaction, and reject the transaction and rdpatte FIU if identity is not sufficiently estalied,
POCA ss20(6) and 21(1) allow for an (undefined) “readma excuse” exception. This exception
invites potential for abuse, not only forcing thagieo must comply to guess what exactly it means
(and how it will be enforced), but also impedes #pdity of any authority to objectively monitor
compliance. Additionally, such ambiguity createssk of legal challenge to the obligation on the
grounds of excessive vagueness.
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433. The authority of the FIU (or other supervisory autity) to monitor compliance with all CDD
requirements is not clearPOCA s15 appears to give the FIU authority to inspdicd@cuments,
records, etc. HowevdtOCAs15(2) limits FIU compliance monitoring authorttycompliance with
reporting obligations rather than compliance withAML/CFT internal control obligations, many of
which include CDD requirements. As a result, coampte monitoring and enforcement are not likely
to be effective.

434. Given these legal ambiguities together with thék latresources of the FIU to undertake the
limited compliance monitoring stated ROCASs15, it is unclear how compliance can be effebtive
ascertained or non-compliance can be sanctioned.

435. The requirement for prior written approval of t@entral Bank to engage in correspondent
bank relations is an ineffective control on tratigecrisks with respondent banks. This measure does
not effectively prevent financial institutions froemgaging in unauthorized correspondent relations,
nor have any sanctions been imposed for non-congaiaFurther POCA s20(8) states in rather
absolute and unequivocal language that no CDD alsnbr requirements apply to counterparts which
are cash dealers.

3.2.1. Recommendations and Comments

436. There is an absence of enforceable regulation®dspuirsuant to legislation, which leaves
critical gaps in the framework of preventative meas required to effectively implement
international AML/CFT requirements, and in partesuCDD requirements.

437. All financial institutions should be alerted of thebligations under theOCAand required to
commence CDD and other AML/CFT controls in keepiith their legal obligation.

438. Ensure that CDD obligations are implemented throegdfective, risk-based supervision,
regulatory and monitoring systems by adequatelyuegd supervising agencies.

439. PNG should include the following obligations onralporting parties in law or regulation:

*  Prohibit opening and maintaining anonymous accounts

* Improve requirements for when CDD measures mushiertaken.

« Improve customer identity verification requirememtarticularly for legal persons.

* Require financial institutions to identify benefitbwners of corporations, and other
forms of legal persons and arrangements.

« Require financial institutions to conduct on-goihge diligence of customers because
customers which are honest today may turn to cahantivities in the future.

440. PNG should issue enforceable instructions to:

» Require collection of CDD information and data lsattfinancial institutions have a clear
understanding of the expected transaction profiustomers, in order to be able to
identify usual transactions which is necessaryetattle to identify suspicious
transactions.

» Clarify requirements for obligatory enhanced dumeince measures.
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» Require financial institutions to apply CDD obligats which meet international
standards to existing customers on a risk senditigts, and stipulate a deadline for full
compliance.

441. Clarify or eliminate the “reasonable excuse” exipto CDD requirements iROCAss20(6)
and 21(1) to ensure concrete CDD obligations, dliolg when an exception would apply. This is
necessary to clarify cash dealers’ internal contitdigations, and to enable supervisory officias t
effectively enforce the CDD requirements in a wiagttis predictable, rather than discretionary, and
easily subject to abuse.

442. PNG should issue enforceable instructions to recalirreporting parties to:
* Implement risk management systems to determineh&het potential customer, a customer
or the beneficial owner is a PEP.
« Obtain senior management approval for establisbirginess relationships with a PEP.
» Take reasonable measures to establish the soureeealfth and the source of funds of
customers and beneficial owners identified as a. PEP
« Conduct enhanced ongoing monitoring on PEPs.

443. PNG should consider modifyifrgOCAs20(8) which affirmatively states that no duegdifice
measures are necessary when the client/counteipaat cash dealer. PNG should also issue
enforceable instructions to require those instingi pursuing cross-border correspondent banking and
other similar relationships with relevant reportjpeyties to:

« Gather sufficient information about a respondestitation to understand fully the nature of
the respondent’'s business and to determine fronlighukavailable information the
reputation of the institution and the quality ofpswvision, including whether it has been
subject to an ML or FT investigation or regulatagtion.

» Assess the respondent institution's AML/CFT comtr@ind ascertain that they are adequate
and effective.

e Obtain approval from senior management before ksitélg new correspondent
relationships and document the respective AML/C&Sponsibilities of each institution.

444. PNG should issue enforceable instructions to recalirreporting parties to:
« Take such measures to prevent the misuse of temjinal developments in ML or FT
schemes.
» Take measures to mitigate risks associated withfaceto-face business relationships or
transactions.
* Manage the risks to effective CDD procedures thaedrom non-face-to-face customers.
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3.2.2. Compliance with Recommendations 5 to 8

Rating

Summary of factors underlying rating

R.5

NC

Many CDD requirements are not enforceable

Prohibition against anonymous accounts establishoremaintenance of
anonymous accounts is absent.

Requirements regarding establishing and verifyitemtity, as well as the
form of CDD requirements of different types of pars (ie. trustees,
directors, etc.) and documenting powers of legedqes and arrangements
are deficient and vague.

There is no clear or enforceable requirement totifiebeneficial owners,
understand the ownership/control structure, or tstded who ultimately
exercises effective control over a legal persoarmngement.

There is no requirement to obtain documentatiaimiberstand the nature o
purpose of the business relationship.

No requirement to conduct on-going due diligence.

There are no enforceable provisions to ensure damga with enhanced du
diligence measures for higher risk customers.

Requirements to conduct CDD prior to account oggpinexecuting
transactions are not enforceable.

No enforceable requirement obliges cash dealeappty CDD measures to
existing customers, or accounts which may be anoogm

Effective implementation of CDD measures has nenliested through
comprehensive supervision.

R.6

NC

There is no requirement to identify foreign PEPs.

No requirement for senior management approvaltibésh a business
relationship with a foreign PEP.

No requirement to take reasonable measures tolightéie source and
wealth of foreign PEPs.

No provisions require ongoing monitoring of trart&ats of foreign PEPs.

R.7

NC

There are no laws, regulation or other enforceatdans which require
financial institutions to: implement risk controkwsures for correspondent
relationships, nor gather information on respondelationships or to obtain
a copy of any respondent institution’s internal M@ET controls or assess
them for effectiveness.

There is no requirement in law, regulation or otlefiorceable means to
document the respective AML/CFT responsibilitiecofrespondent
relations.

R.8

NC

There are no laws, regulations or other enforceaiglans to require financis
institutions to have policies or procedures in plaxmitigate risks of ML/TH

through misuse of technologies.
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3.3. Third Parties And Introduced Business (R.9)
3.3.1. Description and Analysis
Legal Framework:

445. There are no obligations in law, regulation or otlkmforceable means related to CDD
requirements with respect to third parties andoohiced business. The CDD obligations which are
stated in thePOCA and the FIU Guideline o€DD and Recordkeepingpply directly between
financial institutions and all customers for whdmeyt execute transactions.

446. Foreign banks in PNG have indicated that theirrirgk controls require them to follow
requirements based on international standards wdiiehimposed by home supervisors. The local
bank has internal control procedures which requaoepleting CDD measures on all customers
directly.

447. No CDD requirements have been implemented in imagsasecurities or other NBFI sectors.

3.3.2. Recommendations and Comments

448. In the absence of an obligation which holds repgrentities solely responsible for collecting
CDD information on each customer with whom theyvjte services, PNG should provide for
comprehensive controls in the case of reliancentarinediaries or other third parties.

449. Require institutions relying on agents or brokersitain CDD information to obtain from the
agent or broker full CDD information upon request awithout delay in cases where insurance
companies or securities companies rely on ageribsoders to provide financial services directly to
clients, where general client files are physicatigintained by the agent or broker, rather thamet t
corporate headquarters.

450. The legal framework must also require that the nfiai@ncial institution takes steps to ensure
that the agents and brokers have adequate CDDotaefjuirements in place and that they are

subject to supervision and prudential regulation.

3.3.3. Compliance with Recommendation 9

Rating Summary of factors underlying rating

R.9 NC |« Lack of clear obligation which holds reporting ¢éeg solely responsible for
full compliance with all elements of CDD with regpéo each customer,

» lack of AML/CFT regulatory controls on the operatiof third parties.
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3.4. Financial Institution Secrecy or Confidentiality (R.4)

3.4.1. Description and Analysis

Legal Framework:

451. The (identical) financial secrecy provisions canftiend in s83 of theCBA and s52 of the
BFIA Section 2 of these identical provisions prevehts disclosure of protected information or
documents. Protected information or protected denisare defined as information
“produced under or for the purposes of this Actl @ontaining information relating to the
affairs of any person other than a document thatah@ady been lawfully made available to
the public.”

Inhibition of Implementation of FATF Recommendations (c. 4.1):

452. The POCA requires reporting entities to submit disclosurds financial data, identity
information and other relevant information concegnfinancial activities of customers pursuant to
the suspicious transaction reporting obligatiodsthd cash threshold reporting obligation (s23).

453. Under s83(6) of th€BAand s52(6) of thBanks and Financial Institutions Act 2000is not
an offence if the disclosure of protected informator the production of protected information is
made under compulsion or obligation of law.

454. The FIU has confirmed that it has received STRs@nRs from all banks operating in PNG,
and has had no problems in obtaining additiondbfolp information concerning additional facts or
data upon request. Bank secrecy provisions do inbibit implementation of the FATF
Recommendations.

Effectiveness

455. As yet the BPNG does not appear to have been ghafiormation with the FIU concerning
compliance monitoring of banks under supervisiotis Linclear whether this relates to bank secrecy
or inter-agency cooperation issues.

3.4.2. Recommendations and Comments

456. Due to the unclear legal framework regarding fuoni of all authorities with AML/CFT
responsibilities, the legal basis for informatidragng is uncertain (see also ss 6.3 and 6.5 ef thi
report).
. Clarify the legal frameworks for disclosure and réfia of information between all
authorities with AML/CFT responsibilities.

3.4.3. Compliance with Recommendation 4

Rating Summary of factors underlying rating

R.4 LC Unclear legal framework for disclosure and shadhmformation
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3.5. Record keeping and wire transfer rules (R.10 & SR.Y)
3.5.1. Description and Analysis

Legal Framework:

457. Key obligations for record keeping are set outaw las required under the FATF standard.
Section 2 of thePOCA addresses reporting and record keeping obligatidnsash dealers and
sanctions for non-compliance with those obligatiofise definition of cash dealers in tROCA
results in the widest range of financial institasdeing included in record keeping requirements.

458. Record keeping obligations in tHeOCA refer to the retention of ‘documents’. Section 3
provides a very wide definition of a ‘document’ toean a record of information in any form,
including:

(a) a written or printed thing, including a map, plgraph or drawing;

(b) a record that is kept in electronic form, inchugliany record that can be accessed in Papua

New Guinea;

(c) a photograph;

(d) a disk, tape, film sound —track or other thingvimch sound or other data is embodied,;

(e) a film, negative, tape or other thing in whickisual image is embodied.

459. The FIU has issue@uidelines on CDD and Record Keepitogbanks under s14 of tRROCA
This is only intended to serve as guidance and doesreate any additional obligations in relation
record keeping.

460. The FIU has also developed a dr&ftideline on Due Diligence in Relation to Governtmen
Cheques and PaymenfBhis guideline gives useful directions on retemtdf CDD documentation
and documents obtained during verification of cop activity and profile as well as documenting
decisions of transaction monitoring. The Guidelimage issued, will not be binding.

Record-Keeping & Reconstruction of Transaction Recals (c. 10.1 & 10.1.1):

461. Section 19 of thé®OCA defines minimum retention periods for documentscdunt opening
documents must be kept for 7 years after the dagnwthe account is closed. Deposit box opening
documents must be kept for 7 years after the dagnvthe person ceases to use the deposit box. In
any other case, records must be kept for 7 yeaes #fe day when the relevant transaction took
place.

462. Section 21 sets out a provision for record keepimighout minimum retention periods for
records that are to be kept by cash dealers. Thgatibn requires, in the absence of a reasonable
excuse to the contrary, a cash dealer to esta#tidhmaintain records of all transactions of attleas
K200 (US$77); or equivalent in foreign currency gméscribes the details of what a transaction
record must show. Section 21(3) makes it clear ithdbes not limit any other obligation of a cash
dealer to keep documents.

463. Section 28 sets out the circumstances when cadbrslese to retain records. The section
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covers the minimum retention periods discussed e@lfor a financial transaction carried out by a
cash dealer, including, but not limited to, operimglosing an account, operating an account, using
deposit box, transferring funds telegraphicallyeinational funds transfers and making a loan.

Section 28(2) sets out a number of exceptions torce keeping requirements, including (a) not
requiring documents to be kept for a single deposidit, withdrawal, debit or transfer of an ambun
of less than K200.00 (US$77); or (b)a document ithabt a document given to the cash dealer by or
for a customer; and need not be retained to preserecord of the financial transaction concerned.

464. Recordkeeping provisions foundOCAS28 require cash dealers to maintain documends “th
relate to a financial transaction carried out by tdash dealer.” In view of the requirements of the
international standards (ie., to keep transactemonds from 5 years of the date the transaction is
executed; and to maintain other KYC documents Bsyisam the time the relationship with the client
has ended), thé€?OCA provisions lack clarity as to whether customerntidg documents are
considered transaction records (maintained for gherter duration) or as KYC-type documents
(maintained for the longer period). This ambiglésds to uneven implementation and enforcement.

Record-Keeping for Identification Data, Files and @rrespondence (c. 10.2):

465. The s21 provision for record keeping addresses C&idrds, but unlike s28 it does not set
minimum retention periods for records that areddbpt by cash dealers. The obligation requires, in
the absence of a reasonable excuse to the conrasgish dealer to obtain and maintain identity
documents in accordance with s20. Section 21 spaltyf mentions retaining a copy of the evidence
obtained for identification, including occupaticaagdress, etc. It also calls for records of document
used for verification of identity, the nature adrisactions, etc.

466. None of the sections in th®OCA clearly covers a requirement to retain business
correspondence.

Availability of Records to Competent Authorities ina Timely Manner (c. 10.3):

467. The law enforcement agencies experience delaysgandrally access financial information
through the use of a search warrant, though thistidegally required.

468. Section 28(3) requires documents to be kept ondfilicr or in a way that makes retrieving
them, or the information in them, reasonably pcatiie.

469. The Central Bank further requires authorized ingtihs, as a risk management requirement, to
have two different locations as back up sites doestlata for business continuity in the event of an
unexpected event.

Obtain Originator Information for Wire Transfers (a pplying c. 5.2 & 5.3 in R.5, c.VII.1):

470. Section 22 of th€ OCArequires any cash dealer that initiates an eleicttoansfer of K10,000
(approx. US$3,875) to include full information bktoriginator including:
* Name of the originator
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« Originator’'s account number or unigue reference lmem
» Originator's address or customer identification iem

Inclusion of Originator Information in Cross-Border and Domestic Wire Transfers (c. VII.2):

471. Section 22 of th€ OCAmakes no distinction between domestic or crossdyonite transfers,
therefore the provision is equally applicable téhbdomestic and cross-border transfers.

Maintenance of Originator Information (“Travel Rule ") (c.VII.4):

472. There is no provision requiring intermediaries aedeficiaries in the payment chain to ensure
that all originator information that accompaniesiee transfer is transmitted with the transfer.

Risk Based Procedures for Transfers Not Accompaniely Originator Information (c. VII.5) :

473. PNG has not adopted risk-based procedures for tvdaresfers not accompanied by originator
information. All banks interviewed indicated thatginator information is always included in cross-
border wire transfers, because whenever this irdtion is missing, transactions are always returned
with a request to supply complete originator infatimn. Banks confirmed that in practice their
internal control rules require they provide fuliginator information on all wire transfers.

474. There is no obligation under PNG law requiring figial institutions to consider restricting or
terminating a business relationship with finandrtitutions that fail to meet requirements under
SRVII.

Monitoring of Implementation (c. VI1.6):

475. The requirements of SR VIl that are in place in P&l@ not being effectively monitored for
compliance. Pursuant to its general prudential iy authority, the BPNG has begun to monitor
banks’ compliance with theOCAAML obligations related to wire transfers. Supsiwh has not yet
taken place with the NBFIs and post office on théie transfer business. The depth of monitoring
and supervision that is going on is not sufficigrdbcumented. To date, the BPNG has not yet
imposed any sanctions for non-compliance with aMLAobligations on any financial institutions in
PNG.

Application of Sanctions (c. VII.7: applying ¢.17.1- 17.4):

476. The penalty for non-compliance with tROCArequirement is a fine of K50,000 (US$19,375)
for natural persons or imprisonment for two yeasd for a legal entity the fine is K250,000
(US$96,875). To date, no penalties have been ingdposeany PNG banks for non-compliance with
SR VIl or any other AML obligations.

Effectiveness

477. In practice, it seems clear that banks are roytikekeping records for at least 7 years and
usually longer. The situation with non-bank fina@nstitutions is less clear.
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478. The absence of comprehensive AML/CFT supervision thg BPNG and Securities
Commission means that it is not possible to conftlrat record keeping obligations are being
implemented across the financial sector. This undes effectiveness.

479. In the absence of specific requirements for finalnicistitutions on how to deal with incoming
wire transactions that lack originator informatidris not possible to ascertain compliance regaydi
financial institutions which are intermediariesbeneficiaries of such wire transfers.

480. Comprehensive supervision of SR VII requirementgdking. Although banks state that they
comply with SRVII requirements in accordance witteit internal controls, it is not possible to
confirm overall compliance, which undermines effieaess.

3.5.2. Recommendations and Comments

481. ThePOCAshould include a clear obligation to retain resasfibusiness correspondence.

482. As the international standards require separat®rdsc maintenance time periods for
‘transaction records,’ as opposed to ‘other tymé<ZDD documentation (ie., identity and other KYC
documents), it is necessary to clearly distinguisbse 2 categories of documents to eliminate
confusion on the required maintenance period fop@ses of implementation and compliance
monitoring.

483. PNG should ensure that comprehensive AML/CFT sugierv is undertaken across the
financial sector to ensure implementation of redaeping and SR VII requirements.

484. Requirements for including full originator infornia in wire transfers should be obligatory as
a general rule, to wire transactions equal to eatgr than K3,000 (US$1,162.50), whether sent as an
out-going transfer, received by a beneficiary bask an incoming transfer, or received as an
intermediary bank.

485. There should be an obligation for financial ingtdns to implement a risk-based approach in
dealing with incoming wire transfers which lack faiént originator information from financial
institutions fail to meet SR VIl obligations.

3.5.3. Compliance with Recommendation 10 and Special Rewonendation VII

Rating Summary of factors underlying rating

* Business correspondence is not clearly cover&O@Aobligations

R.10 PC  Ambiguity in the law on the distinction between wheaonstituteg
‘transaction records' and what constitutes 'otfientcfile documentation
will lead to ineffective implementation and unevemforcement of records
maintenance requirements.

« Alack of supervision across the financial secteamns that effective
implementation cannot be confirmed.

94



SR.VII PC » POCArecord keeping requirement does not cover retemtiavire transfer
transaction data received by an intermediary bhakdoes not contain full
originator information

« Obligations concerning a risk-based approach far fimancial institutions
should deal with wire transfer transactions lacKuigoriginator
information when received by beneficiary banksaiking.

» Lack of supervision across the financial sectormsehat effective
implementation cannot be confirmed.

3.6. Monitoring of Transactions and Relationships (R.11& 21)
3.6.1. Description and Analysis

RECOMMENDATION 11

Legal Framework:

486. There are no provisions for monitoring of transawdi under th®@ OCA

487. The two Guidelines issued by the FIU under s14hefROCA guide financial institutions to
conduct scrutiny of any transactions undertakercigtomers to ensure that the transaction being
conducted is consistent with the institution’s kieage of the customer, the customer’s business and
risk profile. The Guidelines also guide cash dealkr establish and maintain records of the
transactions. These Guidelines were addressetidasdl dealers but were in practice only sent¢o th
banks. The Guidelines are intended to add practkamples and guide institutions to implement
their obligations under thtOCAwithout creating new obligations.

Special Attention to Complex, Unusual Large Transdions (c. 11.1):

488. There are no specific requirements under the culleavs, regulations or other enforceable
means for financial institutions to pay speciatatiton to all complex, unusual large transactiamnsl
all unusual patterns of transactions, which havappmarent economic or visible lawful purpose.

Examination of Complex & Unusual Transactions (c. 1.2):

489. Financial institutions are also not required toreixe as far as possible the background and
purpose of any such transaction and to documeintfihdings.

Record-Keeping of Findings of Examination (c. 11.3)

490. According to the authorities, all licensed/authedz institutions are required to keep
information for a period of seven years. Howevieer¢ are no specific formal requirements relating
to retention of findings of transaction monitorimg, required under the international standards.
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RECOMMENDATION 21

Special Attention to Countries Not Sufficiently Apdying FATF Recommendations (c. 21.1 &
21.1.1):

491. Financial Institutions in PNG are not specificalbguired to pay special attention to countries
not or insufficiently applying the FATF recommeridas in the process of customer identification.

Examinations of Transactions with no Apparent Econmic or Visible Lawful Purpose from
Countries Not Sufficiently Applying FATF Recommenddions (c. 21.2):

492. There is no obligation to examine transactions withapparent or visible lawful purpose from
such jurisdictions. This requirement is only indthg mentioned in theGuideline on CDD and
Record Keepingssued by the FIU under s14 of tROCA where ‘high risk customerisare notably
defined as from countries or regions or industries where athggnount of crime is known to exist.

Ability to Apply Counter Measures with Regard to Cauntries Not Sufficiently Applying FATF
Recommendations (c. 21.3):

493. The current legal regime does not provide for tpplieation of counter-measures regarding
countries which are known not to (or insufficiefthpply the FATF recommendations.

Analysis of Effectiveness

494. The absence of clear requirements inRECAfor financial institutions to monitor customers’
transactions is inconsistent with the internaticstahdards.

495. Interviews of commercial foreign banks revealedt ttteey employ various measures for

monitoring customers’ accounts and transactionsctonplex or unusual transactions or unusual
patterns of transactions. This is in response ¢ir throup policies, which reflect home supervisor
requirements. In 2010, the FIU has received 532s5aR reported by the banks. This indicates that
banks to some extent had effective monitoring messin place.

496. There was no indication that NBFI conduct any sysiiic monitoring of customers’
transactions.

3.6.2. Recommendations and Comments

497. In order to achieve compliance with the internadiostandards and effective AML/CFT
measures, the authorities should issue enforceaplgations:

. Requiring that financial institutions pay specitieation to all complex, unusually large
transactions, and all unusual patterns of trarmastiwhich have no apparent economic or visible
lawful purpose.

. Requiring financial institutions to examine asdarpossible the background and purpose of any

such unusual transactions; to document their figglend to keep these findings available for
competent authorities for at least five years.
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498. The authorities should also establish means tanmfinancial institutions of concerns about
weaknesses in the AML/CFT systems of other countiigd to enact countermeasures against such
countries.

3.6.3. Compliance with Recommendations 11 & 21

Rating Summary of factors underlying rating

R.11 NC * There are no provisions for monitoring of transawdi under th@ OCA

« Financial institutions are not required to pay $leattention to all complex,
unusually large transactions, and all unusual psttef transactions, which
have no apparent economic or visible lawful purpose

« Financial institutions are not required to exarrasdar as possible the

* background and purpose of any such transactiag¢aoment their findings
and to keep these findings available for compedatitorities

« Other than the banks, there is no implementatianarditoring measures in
the non-bank financial sector

R.21 NC » No requirement to give special attention to tratieas with persons in
countries that do not sufficiently apply FATF Recuoendations

* No obligation to examine transactions with no appaor visible lawful
purpose from non-compliant jurisdictions

* No effective means to inform financial institutiomsestablish counter-
measures

3.7. Suspicious Transaction Reports and Other ReportingR.13-14, 19, 25 & SR.IV)
3.7.1. Description and Analysis

RECOMMENDATION 13 & SRIV
Legal Framework:

499. Section 24 of thée?OCArequires cash dealers to report suspicious tctinsa in relation to
serious offences as set out below:

“24. Cash dealers to report to suspect transactions
(1) This section applies to a cash dealer thapiarty to a transaction.

(2) If the cash dealer has reasonable groundssfgestithat information that it has concerning
the transaction may be relevant to the investigatio prosecution of a person for a serious
offence, it must —

(@) take measures to find out —
® the purpose of the transaction; and
(i) the origin of the funds; and
(i)  where the funds will be sent; and
(iv) the name and address of the person who wi#ike the funds; and
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(b) give a report of the transaction, in accordamitk Subsection (3), to the FIU
within 3 working days of the time that the cashldedirst becomes aware of the

transaction.
(3) A report required by Subsection (2)(b) must —
€) be given in writing or in a manner approvedhsy Minister; and
(b) include the particulars about the transacti@ntioned in Subsection (2)(a)
and Subsection (3); and
(© include any prescribed particulars; and
(d) include a statement of the grounds on which ¢hsh dealer holds the
suspicion; and
(e) be signed or otherwise authenticated by thie dealer.

(4) A cash dealer that has reported a transacticmccordance with this Division must, if
requested to do so by the FIU, give the FIU anyhfur information that it has about the
transaction.

(5) A cash dealer that fails without reasonablaisgdo comply with Subsections (2) and (4)
is guilty of an offence.”

500. Section 3 of th&OCAdefines key terms in tHeOCA including a serious offence:
“serious offencemeans —

€) an indictable offence for which the maximum glgnis death or imprisonment for 3
years involving —

0] unlawful conduct constituted by or relatingSection 34; or

(i) unlawful conduct by a person that causes dntiended to cause a benefit to
the value of at least K10, 000.00 for that persoammther person; or

(i) unlawful conduct by a person that causesisointended to cause, a loss to
the State or to another person of at least K10,0000r

(b) an indictable offence specified in the Regoladi

501. The POCA sets out definitions of a number of key terms rgporting and record keeping
obligations, including reporting STRs. Section Eissout that a ‘transaction’ includes a proposed
transaction.

Requirement to Make STRs on ML and FT to FIU (c. 13 & IV.1):
Covered ingtitutions

502. Section 14 of th€ OCAsets out that one of the FIU’s functions is toeree STR reports from
cash dealers. Under s24, the obligation to fil&@R with the FIU is mandatory on all cash dealers.
As discussed in section 3.1 above, the definitibnash dealers in theOCAresults in all financial
institutions being covered by the obligation and stope of coverage of reporting institutions is in
keeping with the international standards. In poagtonly the banking sector has been made aware of
the POCA obligations and received guidance to report STRs.STR reporting is taking place
beyond the banking sector.
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Scope of obligation

503. ThePOCAsets out an obligation for filing an STR when alcdealer has reasonable grounds
to suspect that information that it has concertirggtransaction may be relevant to the investigatio
or prosecution of a person for a ‘serious offendghder thelnterpretation Act 1975 ‘person’
includes (a) a corporation sole and (b) a bodytipatir corporate and thus the word ‘person’ in the
POCA covers legal persons. The formulation of informati‘relevant to the investigation or
prosecution’ is very wide and would include funtattare the proceeds of a criminal activity. The
definition of a ‘serious offence’ at s3, howeveoed not include the proceeds of all offences trat a
required to be included as predicate offences uRdebommendation 1. For example, arms trafficking
and human trafficking are not comprehensively ceger

504. Under s3, the definition of ‘serious offence’ apeso be intended to apply a threshold
approach to cover predicate offences, however thgimg of the clause raises some confusion and
may be a drafting error. Under s3, the definitidn'serious offence’ clause (a) defines a serious
offence as an indictable offence for which the mmaxi penalty is death or imprisonment for 3 years
involving (i) unlawful conduct constituted by orating to s34, which is the ML offence. It appears
that the lawmakers meant 3 years or more. Althatrghinal law is to be interpreted strictly, given
that the death penalty was also mentioned, thiddnvioaply that the provision was intended to cover
offences with a scale of penalties ranging betwgegrears and death.. The international standard
requires coverage of all serious offences as paesficand, at a minimum, coverage of all 20
categories of designated offences. The FATF stangiavides for a number of ways to achieve this.
It is apparent that all categories of offencesiaciided in the definition of serious offences aligh
arms trafficking and human trafficking are not as gomprehensively criminalised.

505. In the definition of serious offence, clauses {(pgind (a)(iii) are an inclusive disjunction and,
in addition to the 3 year penalty threshold, effedy result in setting a monetary threshold of
K10,000 (US$3,875) for a serious offence that isratated to ML.

506. The definition of ‘serious offence’ at s3 providésr including a more comprehensive
definition of a serious offence, however, at tinegtiof the onsite visit, regulations had not besnead
under thePOCATto include coverage of any other offences and waiof monetary thresholds for
suspicion of collection of funds to support tersani Urgent issuance of a regulation to rectify the
definition of serious offence would clarify the peoof obligations to report an STR.

Test for suspicion (objective / subjective)

507. The STR reporting obligation at s24 is an objectigset of suspicion. Through the STR
Reporting Guidelines and guidance included on th® $eporting form template, the FIU has
provided additional objective criteria for formingasonable suspicion.

STRs Related to Terrorism and its Financing (c. 12):

508. The obligation at s24 of tHROCA covers information that may be relevant to thesgtigation

or prosecution of a person for a ‘serious offenddiis is wide enough to oblige a cash dealer to
report suspicion of legitimate funds used for ficiag of terrorism or in preparation for another
serious offence. As noted previously (section 2h&ye are some deficiencies in the definition of
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terrorism financing.

509. Guidance has not been provided to support objectiteria for forming reasonable suspicion
of terrorism financing.

Attempted Transactions and no Reporting Thresholddr STRs (c. 13.3 & IV.2):

510. Section 19 of th€OCA defines that a ‘transaction’ includes a proposaddaction. This has
the effect of applying the whole STR reporting ghtion at s24 to attempted transactions for both
ML and FT.

511. The definition of a ‘serious offence’ at s3 of tA®CA has the effect of placing a threshold of
K10,000 (US$3,875) on STRs for FT when terrorisidsl do not also involve ML. There are no
monetary thresholds in relation to reporting suspiof ML.

Making of ML and FT STRs Regardless of Possible InMlvement of Tax Matters (c. 13.4, c.
IV.2):

512. Involvement of tax matters in ML or FT schemes wionibt be grounds to stop STR transaction
reporting. There are a range of indictable taxrafés under the definition of serious offence and
reasonable grounds to suspect a tax offence waglget the STR reporting obligation.

Additional Element - Reporting of All Criminal Acts (c. 13.5):
513. N/A

RECOMMENDATION 14
Protection for Making STRs (c. 14.1):

514. Section 30 of the?OCA sets out a comprehensive protection from liabildy cash dealers
from any action, suit or proceeding for making @ar¢ to the FIU. This covers STRs, CTRs,
international funds transfers and any additionfdrimation requested by the FIU and provided by the
cash dealer. The safe harbour protection is extetalea cash dealer and an officer, employee or
agent of a cash dealer, acting in the course ofn@on’s employment or agency.

Prohibition Against Tipping-Off (c. 14.2):

515. Section 25 of thd?OCA sets out a prohibition against a cash dealer atisw) information
relating to STRs. This covers the corporation andfficer, employee or agent of the cash dealer,
requiring that they not disclose any informatioonfrwhich a person could reasonably be expected to
infer that the suspicion had been formed or thairtformation had been given to the FIU. Section 25
provides dissuasive criminal sanctions for tippfgin the case of individuals, with natural person
liable to criminal sanction of —a fine of K50,0009$19,375) or imprisonment for 5 years, or both.
The sanction for a body corporate is less propoati® or dissuasive, because it is limited to a dihe
K250,000 (US$96,875).

516. Section 37 of thePOCA sets out an addition prohibition against tippindg afd sets out
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additional penalties for prejudicing investigatidnsdisclosing information:
A person who —
(a) knows or suspects that a report is being pegpar has been sent to the FIU; and
(b) discloses information or another matter; and
(c) knows or has reasonable grounds to suspecdibelbsing the information or matter is
likely to prejudice an investigation of an offence,possible offence, of ML, is guilty of an
offence and liable to a fine of K10,000 (US$3,8@6)mprisonment for 2 years, or both.

Additional Element—Confidentiality of Reporting Staff (c. 14.3):

517. There are no laws or regulations or measures torerikat the names and personal details of
staff of the financial institutions that make anRsare kept confidential by the FIU.

RECOMMENDATION 19
Consideration of Reporting of Currency TransactionsAbove a Threshold (c. 19.1):

518. PNG requires all cash dealers to report cash tctines above a threshold of K10,000
(US$3,875) as well as inbound and outbound intemal transfers above K10,000 executed by
electronic funds transfer. This is set out in deta$23 of thdPOCA

519. While this obligation has been in force on all cdshlers since 2005, the FIU only developed a
reporting format for CTRs in late 2009 and only ganstructions to the banking sector to report
CTRs since early 2010. NBFls and other reportingigmdo not seem aware of their obligations and
have not been further instructed or guided to e@dRs, despite the obligation in tROCA While

a significant number of CTRs and IFT reports aréndpereceived across the banking sector,
compliance is not consistent between all banks.

Additional Element—Computerized Database for Currercy Transactions Above a Threshold
and Access by Competent Authorities (c. 19.2):

520. CTR reports are maintained in a computerized foithimwthe FIU and are available to the FIU
for AML/CFT investigation purposes.

Additional Element—Proper Use of Reports of Curreng Transactions Above a Threshold (c.
19.3):

521. Systems for reporting CTRs are subject to stritégeards on the same basis as STRs within
the FIU. The obligations on tipping off in tR®CAas discussed at Recommendation 14 above apply
equally to STRs, CTRs and international funds fiem®ports.

Guidelines for Financial Institutions with respectto STR and Other Reporting (c. 25.1)

522. The FIU has issued comprehensive guidelines tstalsanks to implement and comply with
the STR reporting obligatiorGuideline 1 orSuspicious Transaction Reportimgas issued to banks
in 2007 which comprehensively guides banks to ifieaind report STRs. Th&uideline on STRs

addresses how to identify STRs, how to report Sikbkred flag indicators of suspicion.
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523. Included with theGuideline on STRis a comprehensive STR reporting form in excenfatrto
assist with electronic reporting. The reporting péate covers a description of unusual/suspicious
event or transaction, transaction details, identfy person conducting transaction, details of
beneficiary account ( the account into which theneyo was deposited or received), details of
remitting account (the account from which money wéthdrawn or sent), and the details of person
reporting.

524. The STR reporting template also includes guidelif@sunderstanding the STR reporting
obligations, examples of five types of corruption set out in the PNG National Anti-corruption
Strategy, and a list of ‘red flags’ related to meds of corruption. The ‘red flags’ reflect the
immediate priority to identify cases of corruption.

525. The FIU has prepared a dr&uideline on Due Diligence in Relation to Governimgheques
and PaymentsThis guideline reflects the priority on combatithg proceeds of corruption through
the banking sector and while it does not create olghigations, it does provide guidance on high risk
scenarios and makes explicit a number of implidithary obligations contained IROCA The draft
Guideline provides further in-depth guidance oncpical implementation of the CDD obligations
included in thePOCAIn the context of accepting government chequesparydents, including ‘red
flags'.

526. In its present draft form, théuideline on Due Diligence in Relation to Governin€heques
and Paymentgloes not reiterate the need to file an STR whdimamncial institution identifies a
suspicion or is unable to complete CDD. This shdgdectified as a matter of priority.

Feedback to Financial Institutions with respect tcSTR and Other Reporting (c. 25.2):

527. Limited feedback is provided to banks on STR répgrand has not yet been provided to other
financial institutions. The FIU holds monthly wonki group meetings with compliance officers of the
commercial banks, which are the only institutidmat the FIU expects to report STRs. These working
group meetings are an excellent opportunity fodfeek and information sharing and should be
encouraged.

528. The FIU has also produced a summary of typologiedf. in PNG based on STRs received,
which has been shared with the banks as feedback.

529. Discussion with the banks indicates that thererieed for further feedback from the FIU to the
banks.

Statistics (R.32):

530. Although thePOCA came into force in 2005, no STRs were reported @008. Since that
time STRs have only been received from the bankegior. During 2010 the FIU received 1049
STRs.
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Table: Suspicious Transaction reports (section 24)

Year Banks Other institutions Total
2005

2006

2007

2008 94 94
2009 348 348
2010 1049 1049
TOTAL 1491 1491
Table: CTR reports — cash above K10,000 (section ZB)(a))

Year Banks Other institutions Total
2010 350245 350245
TOTAL

Table: International funds transfer reports — (secton 23 (1)(B & c))

Year Banks Other institutions total

Inward Outward | Inward | Outward Inward outward
2009
2010 8021 28995 8021 28995
TOTAL | 8021 28995 8021 28995
Effectiveness

531. PNG has a large and rapidly expanding economy witheasing depth and diversity of
financial markets. There are very significant mofiews in PNG and conditions of very high crime
and extreme corruption provide an important contelRen considering the effectiveness of STR
reporting regime. While thBOCA formally requires all financial institution in PNt8 report STRs,
the FIU has only given further instruction and guide to the four commercial banks to report STRs.
Typologies of laundering the proceeds of large esgaiblic sector corruption in PNG consistently
indicate direct placement in the banking sectod s is the basis for prioritisation on combating
proceeds of corruption through the banking settaugh STR reporting.

532. It is apparent that the STR reporting regime israfi@nal within the banking sector in PNG.
The absence of a binding obligation to actively iwnunusual transactions undermines the
effectiveness of implementing the STR reportingigailons, however it is apparent that the banks
operating in PNG do implement transaction moni@rsystems. This is either in response to home
supervisor requirements for foreign subsidiaries,iro response to more stringent group-wide
compliance measures in the case of a locally irmatpd bank with foreign branches. This also
reflects the recognition by most banks of the emrdevels of government sector corruption and
vulnerability of the banking sector.

533. All banks in PNG are reporting STRs, although itnist clear that this is yet at a rate

commensurate with rates of crime and corruptioantdiscussion with the FIU, it is clear that STRs
provided by the banks generally do indicate suspi@f ML and include high-value information
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which is used for analysis and preliminary invesdiign by the FIU and, in some cases, dissemination
to other police units.

534. The STR reporting regime is deficient outside af bHanking sector, where STR reporting is
non-existent. This undermines the effectivenesthefSTR reporting regime. The lack of effective
implementation beyond the banking sector refleloes gevere lack of resources in the FIU, as the
AML regulator, to guide and ensure compliance wlithse obligations outside of the banking sector.

535. The lack of resources of the FIU prevents it fromsessing AML/CFT compliance,
effectiveness of internal controls or reportinguiegments of banks and other financial institutions

3.7.2. Recommendations and Comments

536. PNG should issue regulations under B@CAto enhance the definition of serious offence to
bring the STR reporting obligation into line withet international standards. This should include
coverage of predicate offences and reporting ofsadlpicions of TF, regardless of any monetary
thresholds.

537. Authorities should:
» Extend implementation of the STR reporting provisito non-bank financial institutions
» Clarify the definition of serious offence to regulhishable byt least3 years”.
* Issue STR reporting guidelines to cover NBFls
» Commence supervision of cash dealers to ensureli@zomog with STR reporting obligations
to ensure effective implementation.
» Provide further feedback to cash dealers on STRagport more effective implementation.

538. The draft Guideline on Due Diligence in Relation to Governm@meques and Payments
should be extended to all financial institutionsl aould reiterate the need to file an STR when a
financial institution is unable to satisfactorilproplete CDD and chooses to not continue with a
transaction or relationship. This should be restifas a matter of priority.

539. Once resources are available, further feedbackldhmai provided from the FIU to reporting
institutions to support improved reporting.

540. Once further resources are available, the priatitn of STR reporting on government sector

corruption should be expanded to other high-riskka@s, including proceeds from illegal logging,
fraud, drug trafficking, arms trafficking, humaifficking and other crimes prevalent in PNG.
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3.7.3. Compliance with Recommendations 13, 14, 19 and 2&iferia 25.2), and Special
Recommendation IV

Rating

Summary of factors underlying rating

R.13

PC

The scope of predicate offences covered by the I€pRrting obligation
does not fully cover human trafficking and armsficking

Scope of implementation — direction only given tanking sector tg
implement STR obligations

Lack of effective implementation among institutiasther than banks

The rate of STR reporting, even amongst the bamdies not reflect th
extreme levels of profit driven crime in PNG.

D

R.14

LC

Taking into account the corruption environment #mal lack of effective
supervision of the obligation, effectiveness carb@tonfirmed.

R.19

R.25

PC

Guidance and feedback only given to banks
Guidance for NBFIs remains in draft form
Guidance for STRs does not address TF

This is a composite rating

SR.IV

PC

Scope of implementation — direction only given tanking sector tg
implement STR obligations

There are gaps in the definition of TF
There is currently a monetary threshold on the mtampof suspicion of FT

involving legitimate funds
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I nternal controls and other measures

3.8. Internal Controls, Compliance, Audit and Foreign Branches (R.15 & 22)
3.8.1. Description and Analysis

RECOMMENDATION 15

541. At the time of the onsite visPOCA controls were implemented in the banking sectat an
Postal Service. Regulators have not made NBFIgeawfitheir obligations to implement internal
AML/CFT controls pursuant to theOCA despite the existence of the legal requiremerglboash
dealers in PNG.

Legal Framework:

542. Section 26 and 27 of tHROCA sets out obligations for cash dealers to establighmaintain
internal controls:

“26 (1) A cash dealer must establish and maintatiernal procedures —

(a) to identify persons to whom an employee isfort any information that comes to the
employee’s attention in the course of employmemd, that gives rise to knowledge or
suspicion by the employee that another persongagad in money —laundering; and

(b) to enable any person identified under Paragfapto have reasonable access to
information that may be relevant to deciding whethdficient basis exists to report the
matter to the FIU; and

(c) to require the identified person to report thetter to the FIU, if he or

she decides that sufficient basis exists to do so.

27 (1) A cash dealer must establish and maintaérrial procedures —

(a) to make its employees aware of domestic lawsitaimoney —laundering, and the
procedures and policies established and maintdigédunder this Act; and

(b) to train its employees to recognise and hahtlldransactions.”

543. Both ss26 and 27 have criminal sanctions for nanptiance of K50,000 (US$19,350) or 5
years imprisonment or both for natural persons; k2,000 (US$96,750) for a body corporate.

Establish and Maintain Internal Controls to PreventML and FT (c. 15.1, 15.1.1 & 15.1.2):

544, Section 27 of thePOCA requires financial institutions to establish andimain internal
AML/CFT procedures. The obligation is limited to kireg employees aware of domestic AML laws
and training on identifying STRs. Section 27(1l)ifaplies a requirement for wider procedures for
internal procedures to make employees aware ofakk dealer's own procedures and policies Given
the general nature of the obligation at s27(1) #medpoor wording of s27(2) it appears that STR
reporting is covered, but CDD obligations are Iesar.

545. There is a clear obligation IROCA s26 requiring cash dealers to designate a congglian

officer as the person responsible to whom an enagldy to report suspicion of ML and to report
those matters considered an STR. The obligatiors do¢ require the compliance offer to be at a
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management level.

546. Section 26(b) provides for the compliance officehave reasonable access to information to
determine whether the information may meet thedtah STR.

547. BPNG has indicated that it expects entities licdnseder the BFIA to have internal policies,
procedures and controls, including for AML. BPNGirates that in the case of banks, onsite
supervision includes checking whether or not thekbaas AML policies and controls. This is not
evident for other sectors.

548. In practice, most commercial banks appear to haseurced AML/CFT compliance functions
to combat the serious ML risks in PNG to a levaleding the requirements in tROCA In some
cases the compliance officer is not at a managetagat and may not have access to all relevant
information within the bank.

549. The post office has appointed a compliance offibet it is not clear that they have direct
access to all the information required to carrytbig function.

Independent Audit of Internal Controls to Prevent ML and FT (c. 15.2):

550. There is no clear obligation on banks or otherrfaial institutions in PNG to have adequately
resourced internal audit functions to test compgiamwith AML/CFT controls within the financial
institutions. In practice, the commercial banksegpto include AML/CFT as part of their internal
audit.

Ongoing Employee Training on AML/CFT Matters (c. 153):

551. POCAs27(b) requires cash dealers to maintain intggnatedures for training employees to
recognise and handle ML transactions. While poadyded, this appears to relate to STR reporting.
Employee training requirements do not clearly edtém CDD, tipping off, record keeping and the
like.

552. The FIU has conducted training workshops with baitkparticular compliance and front-line
staff on AML/CFT concerns. Banks are conductindgpduse training for their staff on a wider range
of AML measures than required under the Act.

Employee Screening Procedures (c. 15.4):

553. BPNG requires integrity screening of employees atlythe level of fit and proper controls
over directors and executives. There are no reqp@ings for screening and integrity checking to
ensure high standards when hiring employees.

554. Given the situation of crime in PNG, financial itgions implement a number of controls to
ensure integrity of new staff. A number of finarndiastitutions noted that they face significant
challenges with the integrity of employees and dtgefrom internal fraud. Some banks employ
reserve constables with certain police powers &ntifly cases of internal fraud. Such special
constables are empowered to arrest persons, lagehand conduct summary prosecutions.



RECOMMENDATION 22

Application of AML/CFT Measures to Foreign Branches & Subsidiaries (c. 22.1, 22.1.1 &
22.1.2):

555. A number of locally incorporated financial institirts from PNG have foreign branches or
subsidiaries. These include a bank, a finance eognpnd others.

556. Under theCompanies Act 199@ny foreign branch or operation incorporated dsaach or
subsidiary of a PNG company is considered as gatieoentity and required to comply with PNG
laws. AML/CFT obligations on cash dealers in B@CAthus apply to any branch or subsidiary of a
PNG institution as well as the laws of their hastiratry.

557. No instructions have been given to PNG financiaiiiations to ensure that their foreign
branches or subsidiaries apply AML/CFT measuresistant with PNG'’s requirements.

558. There is no requirement on PNG financial institagido pay particular attention to ensure that
their branches and subsidiaries in countries widch not or insufficiently apply the FATF
Recommendations are applying PNG AML/CFT requiretsien

559. There is no obligation on PNG financial institutaio apply the higher standard in cases where
the minimum AML/CFT requirements of the home andthmuntries differ. In practice, the locally
incorporated bank recognises that the AML/CFT nesraénts of foreign host jurisdictions’ are more
stringent than those in PNG and seeks to apply #@oss the group.

Requirement to Inform Home Country Supervisor if Fareign Branches & Subsidiaries are
Unable to Implement AML/CFT Measures (c. 22.2):

560. There are no requirements in PNG for financialifagons to inform the regulator in PNG
when a foreign branch or subsidiary is unable teeole appropriate AML/CFT measures when
prohibited by local (i.e. host country) laws, regidns or other measures.

Effectiveness

561. The lack of coverage of AML/CFT controls beyond thanking sector undermines
effectiveness of internal controls.

562. The depth and scope of the requirements for inktermiatrols is lacking. The relatively high
levels of internal control by the banks are a testiladopting best practice and pursuit of group
standards. Foreign group standards are significdndglher than local standards. In the case of one
locally incorporated institution, local group stands have been set to meet the requirements of the
host country for their branches and subsidiartereby resulting in higher standards being apptied
PNG. In this case significant resources are beppdied to support a strong compliance function and
cooperate with the FIU on reporting STRs.

563. Controls over foreign branches have not yet be¢imglace.
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564.

565.

3.8.2. Recommendations and Comments

Financial institutions should be required to:
establish and maintain AML/CFT procedures, poligied controls to cover, inter alia, CDD,
record retention, the detection of unusual andisiggs transactions and the reporting
obligations.
develop appropriate compliance management arrangsmecluding the designation of an
AML/CFT compliance officer at the management level.
ensure compliance officers have access to necesgamnation to vet unusual and
suspicious transactions
maintain an adequately resourced and independdiitfanction to test compliance
(including sample testing) with AML/CFT proceduresjicies and controls.
establish ongoing employee training across alveeieelements of AML/CFT
Financial institutions should be required to puplace screening procedures to ensure high
standards when hiring employees.

Regulators should require PNG financial institusioo:

ensure that foreign branches or subsidiaries aplgll/CFT measures consistent with PNG’s
requirements.

pay particular attention to ensure that their bnascand subsidiaries in countries which do
not or insufficiently apply the FATF Recommendati@are applying PNG AML/CFT
requirements.

apply the higher standard in cases where the mmiANML/CFT requirements of the home
and host countries differ.

3.8.3. Compliance with Recommendations 15 & 22

Rating Summary of factors underlying rating

R.15 PC * Implementation of internal controls has occurregolnel the banking sector|

and post office.

* No requirement to establish and maintain compretesML/CFT
procedures, policies and controls.

» Develop appropriate compliance management arrangsiriacluding the
designation of an AML/CFT compliance officer at thanagement level.

* No requirement for well resourced and independedit dunction to test
AML/CFT compliance.

* No requirement for screening new employees to ensigh standards whe
hiring employees.

« Limited supervision has not been undertaken toetffsttiveness of
implementation and this is only in the banking sect

—

R.22 NC * No obligations on foreign branches or subsidianieBNG financial

institutions to apply AML/CFT measures consisteith?NG’s
requirements.

* No obligations to apply the higher standards of ANIET obligations in
cases where the home and host country differ.




3.9. Shell Banks (R.18)
3.9.1. Description and Analysis
Legal Framework:

566. Neither thePOCA 2005 the CBA) nor theBFIA addresses the licensing of shell banks or
prohibits relationships with shell banks.

Prohibition of Establishment Shell Banks (c. 18.1):

567. There is no clear prohibition of the establishmainshell banks in PNG, although in practice
banking licenses are not provided to shell banks.

568. Section 10 of th®FIA sets out the process of applying for a bankingnise. The BPNG has
issued application forms and documentary requirésnfen a banking license pursuant to that section.
Neither theBFIA or the Application for License Forms include auiegment for details of physical
presence in PNG or mind and management locatedwitiG.

569. All four banks operating in PNG have a physicakpree in the country with meaningful mind
and management located within PNG. As such, thexena shell banks licensed or authorised to
operate as banks in PNG.

Prohibition of Correspondent Banking with Shell Barks (c. 18.2):

570. There are no legal or supervisory requirementslacepthat directly prohibit licensed banks
from dealing with shell banks in other countries.tihe time of licensing a bank, the BPNG requires
the institutions to seek prior written approvaksgiablish correspondent banking relationships. BPNG
does consider the reputation and bona fides ofespandent bank, but indicates that it would not
permit correspondent relationships with a shelkban

Requirement to Satisfy Respondent Financial Instittions Prohibit of Use of Accounts by Shell
Banks (c. 18.3):

571. There are no legal or supervisory requirementddnepthat require banks to satisfy themselves
that their respondent institutions are not in aespondent banking relationship with a shell bamk.
fact, POCAs20(8) unequivocally states that no CDD/ident#guirements apply to counterparts who
are “cash dealers.” Such provision enhances thethiat financial institutions may inadvertently
execute transactions with a shell bank.

3.9.2. Recommendations and Comments

572. PNG should issue binding rules or obligations omksan PNG to:
* Prohibit the formation and operation of shell baimkBNG
» Prohibit banks in PNG from entering into or maintag correspondent relationships with
shell banks

» Satisfy themselves that respondent institutionsatén a correspondent relationship with a
shell bank.
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3.9.3. Compliance with Recommendation 18

Rating Summary of factors underlying rating

R.18 NC * No clear legal requirement for banks to have aighypresence in the
country

* No prohibition from banks in PNG entering into oaimtaining
correspondent relationships with shell banks

* No requirement for banks to satisfy themselvesrdspondent institutions
are not, themselves, in a correspondent relatipnsith a shell bank.

Requlation, supervision, guidance, monitoring and sanctions

3.10. The Supervisory and Oversight System—Competent Auttrities and SROs. Role,
Functions, Duties, and Powers (Including SanctiongR. 23, 29, 17 & 25)

3.10.1. Description and Analysis

573. There are four regulatory and supervisory autlesitperating in PNG that have some role in
supervising AML/CFT obligations. The FIU is the prduthority clearly authorized in tHeOCAto
monitor compliance. Other regulators rely on brogu®vers in sector specific laws and regulations
to monitor and enforce compliance. Sector spegfiovers of regulators beyond the FIU are not
clearly available to enforce the requirements sefrothePOCA

The FIU as AML/CFT regulator

574. Section 15 of the®?OCA authorizes the FIU to monitor compliance of cagalers with
reporting obligations underss23 (General Reportfgigation) and 24 (Cash Dealers to Report
Suspect Transactions) of the Act, however the rodniy authority does not extend to CDD
requirements in theOCA

575. Section 14 of th®OCAprovides a function of the FIU to issue guidelitesash dealers. This
power does not extend to creating new obligatiam the guidelines are not clearly enforceable.
Section 178 of thé>OCA provides authority to issue regulation. This eaalthe FIU or another
agency to develop regulations for the Head of Statting on advice, to issue. These should be
necessary or convenient to be prescribed for gigffect to this Act.

Bank of PNG

Banking and Financial I nstitutions

576. Pursuant to s8(1)(c) of theBA the BPNG is authorized to supervise and liceresaking,
credit and other financial services as empowereithisyAct or by any other law of PNG.

577. The BPNG has various powers to license, regulatesapervise banks and NBFIs under the
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BFIA. The functions of the Central Bank under BidA are to:

. promote the general stability and effective workafghe financial system in PNG

. License financial institutions

. supervise the licensed financial institutions

. promote, encourage and enforce proper standaisndiict and sound and prudent business
practices amongst Authorized Institutions

. suppress or aid in suppressing illegal, dishonderabimproper practices of Authorized
Institutions.

Lifeinsurance

578. BPNG supervises and licenses entities engageckififehinsurance sector, pursuant to s12 of
theLife Insurance Act 2000rhe functions of the Central Bank under the Actude:
» licensing of life insurance companies
» supervising compliance with the provisions of it and any prudential standards
» promoting, encouraging and enforcing proper statglaf conduct and sound and
prudent business practices in the life insurandastry
» evaluating the effectiveness of carrying out thasetices
e suppressing or aiding in the suppression of illegainproper practices within the life
insurance industry.

Superannuation

579. BPNG supervises and licenses entities engaged perannuation pursuant to s7 of the
Superannuation (General Provision) Act 200e functions of the Central Bank under the is Ac
include:

» licensing of trustees, investment managers and ddinainistrators

e supervising compliance with the provisions of i and any prudential standards

» promoting, encouraging and enforcing proper stadwlaf conduct and sound and prudent
business practices in the superannuation industtyding the issue of prudential standards

» evaluating the effectiveness of carrying out tharsetices

» suppressing or aiding in the suppression of illegaproper practices within the
superannuation industry

I nsurance Commissioner - General Insurance

580. Section 5 of thdnsurance Act 199%lesignates the Insurance Commissioner as thdabffic
responsible for administration of thesurance ActThe Act empowers the Insurance Commissioner
to:

e Grant and revoke licenses of insurers, brokerd@swadjusters (ss17-19)

» carry out inspections and investigations (ss3438)d

e issue directives for breaches of provisions ofAbe(s35)

» petition for winding up business of licenses inssi(g60)

581. These powers vest in the Insurance Commissioneesot® supervise and license players in
the insurance sector. The Insurance Commissioncatéd within the Department of Finance and
Treasury.
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582. Section 74 of thénsurance Actives powers to the Head of State to issue radgukto serve
the Commission. Although the Insurance Commissidraer authority to issue directives (s35) with
respect to breaches of the Act or to require campk with its provisions or other forms of ruld® t
Act does not authorize the Insurance Commissiomaanforce compliance by direct imposition of
penalties. As a result penalties may only be eefbtry a court.

583. No provisions in thénsurance Actet forth any AML obligations of players in thesimance
industry, nor do any provisions authorize the lasge Commissioner to monitor compliance with
AML obligations. The only authority in this regaisl delegated to the FIU which under s14 of the
POCAIis responsible for monitoring compliance with dogpus transaction and threshold reporting
obligations.

Securities Commission

584. The Securities Commission is established and agtitbpursuant to th8ecurities Act 1997
Although the Commission was established in 1997 gpetated to issue one license at that time for
the POMSX, practically it only began to operat008. The legal powers, functions and authorities
of the Securities Commission are not clearly oresgly listed in the Act, but are set forth asdwf:
“ ... the Commission shall have all such powersm@sreasonably necessary or expedient to
enable it to carry out its functions and duties.”

585. The functions of the Securities Commission underAbt are as follows:

» to approve a body corporate as a stock exchan@g (s2

» to receive evidence (s8)

* release information (s9)

» take evidence for an overseas commission or bdd) (s

* employ experts (s11)

e bring cases to court (s12)

» inspect books, papers, documents or records remganabney or property managed,
supervised, controlled or held in trust by issupremoters (s92)

» bring actions in the public interest for those lgator violating insider trading prohibitions
(section 111)

586. The Commission exercises no public supervisory egulatory function over the Stock
Exchange, other than to approve its operation usg@@r Pursuant to s21 the Commission has veto
power over amendments to Stock Exchange rules.eTiseno clear power for the Commission to
withdraw the license or approval of the stock exg®aeven as a regulatory penalty for non-
compliance or misuse. Regulations may be develbgdtie Stock Exchange and issued by the Head
of State with regard to the securities sector (uiiog prescribing offences in respect of the
contravention of or non-compliance with any regoled made under this Act; and providing for
such other matters, not inconsistent with the Astare contemplated by or necessary for giving full
effect to the provisions of the Act and for its duministration (s137).

587. The Securities Commission has no powers to diréatiruct or sanction brokers or regulate

disclosure or licensing requirements which seveliglits the capacity of the Commission to protect
rights of investors and ensure the sector opematsintegrity and in the interests of the general
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public.

588. The Stock Exchange is authorized to make its oviesriexclude from membership those of
poor character and integrity, suspend or disciphirenbers, monitor compliance with and enforce its
rules, and adopt listing rules. It does not appieatrthe PomSX is not subject to any effective fafm
public oversight, supervision or regulation whethgh respect to integrity standards or operational
risk of the securities settlement system. As alteguis further not clear that activities or arto
involved in trading on the Stock Exchange are stihbje any form of integrity standards, or that the
Stock Exchange is operating in the interests ofjeeral public, or even safety and soundness.

589. The Securities Actcriminalizes stock market manipulation (s95), éatsading and market
rigging (s96), false statements in relations tousées (s97), fraudulent inducement (s98), insider
trading (s102) and provides for civil (s100) andminal liability (s108) for violations. The
Commission has powers to pursue cases of thesecefeincluding taking prosecutions and pursuing
litigation in the courts.

Competent authorities - powers and resources: Desigtion of Competent Authority (c. 23.2);
Power for Supervisors to Monitor AML/CFT Requirement (c. 29.1); Authority to conduct
AML/CFT Inspections by Supervisors (c. 29.2); Powefor Supervisors to Compel Production of
Records (c. 29.3 & 29.3.1); Adequacy of Resourcessupervisory Authorities (R.30)

590. ThePOCAsets forth various AML/CFT obligations of cash ldes, which include:
» Verifying customers identity (s20)
» Establish and maintain customer records (s21)
* Including originator information on wire transf¢e22)
» Cash threshold reporting obligations (s23)
e Suspicious transaction reporting obligations (s24)
» Confidentiality obligations (s25)
* Maintain internal reporting procedures (s26)
e Training (s27)
» Recordkeeping (s28)
* Maintain a register of original documents relea@29)

591. The FIU is responsible, pursuant to s15R®CA for monitoring compliance of reporting
entities with suspicious transaction and cash toldsreporting requirements. THOCA does not
give the FIU authority to supervise or monitor cdiance with any other AML obligations under
POCA Section 16 provides that the Commissioner ofdeofhay authorize the FIU to go onsite to
any cash dealer for the purpose of inspectiontassat s15.

592. The POCA does provide, at s14, a role for the FIU to erdocompliance with AML/CFT
preventative measures including CDD, record keepimgj internal controls through investigation of
offences relating to breaches of the preventatibbigations. While this may imply a role in
supervising those requirements, the narrowly ddfiseope of inspection powers at s15(2) — which
limits inspections to compliance with reporting wegments - undermines this more inclusive
reading.
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593. The FIU is also authorized under tROCA (ss15 and 16) to compel production of documents
and enforce penalties for non-compliance, but fmhSTR/CTR reporting requirements.

594. The FIU currently consists of three staff membersj lacks capacity to carry out its core
functions of receiving, analyzing and disseminatiegorts of suspicious transactions, let alone
supervisory and enforcement roles.

595. The BPNG is beginning to assume a role in supeyi?\ML/CFT preventative measures
under its broader mandate of ‘safety and soundrédsie financial sector. Under tis-IA, BPNG

has the power to promote, encourage and enforgepstandards of conduct and suppress or aid in
suppressing illegal, dishonourable or improper tiwas of Authorized Institutions. This language
appears to attempt to provide a legal basis to rteide the function of supervision, regulation and
enforcement of AML/CFT obligations for the entitiesder its supervisory power. At present there is
no BPNG prudential standard or requirement relédedML/CFT. Since 2008 BPNG has begun to
include AML/CFT elements in its supervision of bah&perational risk and has taken steps to advise
banks on how to improve compliance WREDCA The only apparent enforcement mechanism at the
BPNG's disposal to sanction non-compliance by faianinstitutions with AML/CFT obligations
would be limiting, imposing additional requirementsrevoking licenses.

596. There is no clearly designated authority to monitompliance with the CDD and record
keeping requirements set forth in tROCA s80 or 21 as s15 ofPOCA limits FIU authority to
monitor compliance with only s23 (General ReportiDgligations) and s24 (STR reporting). The
criminal penalties for non-compliance with thesgquieements would be enforced by the FIU or
police and public prosecutors and sanctions woaldgplied through the courts on conviction. There
is no clearly designated authority to monitor campte with internal AML/CFT control obligations
which are not reporting obligations.

597. Section 54 of th&FIA sets forth penalties for violation of provisionstbé law. However, the
BPNG lacks authority to impose administrative fifiesnon-compliance with provisions of the law
or prudential standards. Section 56 of this law §@mth provisions concerning prosecutions androthe
actions. These provisions indicate that fines agwhfiies may only be enforced in civil or criminal
court.

598. BPNG officials acknowledged that when instancesafi-compliance are identified through
the on-site inspections, only a report is senth® financial institution recommending that the
deficiencies be corrected, and no other sanctioesapplied. BPNG officials stated that financial
institutions are required to report remedial adiom the BPNG within a certain timeframe, and all
institutions under its supervision always take apgate action to remedy all deficiencies.

599. The Supervision Department of the BPNG has 30 sthff supervise financial institutions.
There are 4 units under the Banking Supervisionattepent made up of: (1) Banks and Finance
Companies Unit; (2) Savings and Loans Societies; Y8) Policy and Licensing Unit; and Micro
Finance Unit.
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600. The Banking Supervision Department is responsitdi€ensing and supervision of 4 banks,
11 finance companies, 22 savings and loans saxjidtieurrency exchanges including the post office
(Post PNG). The Supervision Department of the BRig@ears to be relatively adequately resourced.
It should be noted that while the financial sectérBPNG is relatively small, further capacity
building and training is still needed as the finahsector is widely predicted to rapidly expandtie
coming years.

601. There is not yet supervision of new technology prtsl such as mobile banking services. The
BPNG is short on capacity and experience to superhe entities that are already providing these
services in the jurisdiction. However, the BPNGriseting with service providers in an effort to
understand the features and risks of these seraiwg$s working to build supervision of these new
services.

602. The Superannuation and Life Insurance Departmenh®BPNG has 11 staff. Its units are
made up of the Life Insurance Unit, the Superananatnit and the Policy Unit. The Superannuation
and Life Insurance Department is responsible foersing and supervision of 4 life insurance
companies, 4 life insurance brokers, 6 superansnditinds, 3 investment management companies,
and 4 fund administrators. Given the small sizahef superannuation and life insurance sector in
PNG, the supervisory unit appears to be suitablffest and resourced.

603. The Insurance Commission appears to have sufficoampacity for the supervision and
licensing functions it currently undertakes. Them@uissioner understands the risks and threats of
AML in the sector and believes the Commission stidwdve a role in supervision and monitoring
compliance to mitigate them.

604. The Securities Actmposes no AML obligations on players in the siias sector, nor does it
empower the Securities Commissioner to monitor d@mpe of securities players with AML
obligations under thPOCA Only the FIU is authorized under tROCAto monitor compliance of
reporting entities in the securities sector witls@cious transaction and cash threshold reporting
obligations under theOCA

Sanctions: Powers of Enforcement & Sanction (c. 24); Availability of Effective, Proportionate

& Dissuasive Sanctions (c. 17.1); Designation of #wority to Impose Sanctions (c. 17.2); Ability
to Sanction Directors & Senior Management of Finanal Institutions (c. 17.3): Range of
Sanctions—Scope and Proportionality (c. 17.4)

605. Regulatory authorities having a role in AML/CFT reeees in PNG include the FIU, BPNG,
Insurance Commission and the Securities Commission.

606. A limited range of sanctions is available under B@CA to address breaches of AML/CFT
requirements. The only sanctions available inRECAare civil and criminal penalties which relate
to breaches by all covered cash dealers. In additiee BPNG and Insurance Commission appear to
be able to exercise their supervisory sanctionspamekrs for breaches BIOCArequirements as part
of broader licensing provision. Sanctioning powessociated with licensing conditions are not
clearly available to the Securities Commission.
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607. While some sanctions are available for breachégMif/CFT obligations in PNG, they are not
effective, proportionate and dissuasive and dopmovide a useful range of graded sanctions, as
administrative sanctions are not available, exéaplicensing actions, and there is no evidencé¢ tha
any form of administrative sanctions have ever bepplied for AML/CFT violations by any
supervisory authority.

Criminal sanctions

608. A range of criminal sanctions are available inB@CAand the various sector specific statutes
issued to license and regulate those sectors. @lner PNG, enforcement of criminal sanctions
would be a matter for the court to determine follmyvinvestigation by the FIU, the Police or a
regulatory authority and prosecution by OPP betbeecourts. These criminal sanctions would be
decided by the courts on the same standard of pother criminal offences in PNG.

609. Sanctions in th€OCAfor offences in relation to requirements for CDBcord keeping, STR
and CTR reporting, granting access to competetoaities, tipping off and some internal controls
extend to a fine of K50, 000 or imprisonment foyears, or both, for natural persons and a fine of
K250, 000 (US$96,750) for bodies corporate.

610. The sanction for maintaining an anonymous accaifgss than those other offences, being 2
years jail and/or a K10,000 (US$3,870) fine forumak persons and a fine of K50,000 for
corporations.

Possible future provisions

611. The BPNG, as the central bank, has regulatory powet allows it to issue regulations for
AML/CFT preventative measures and sanction non-damge with those regulations. THEBAt
provides a regulation making power under s97 amwiges for sanctions for offences against the
regulation of fines up to K500,000 (US$193,750anramount equal to 25% of the total value of the
funds or property involved and/or a term not exdasgdive years. The same Act provides for the
Central Bank Governor to issue Directives which arieninally enforceable with a fine up to
K500,000 (US$193,500 and/or five years imprisonmeot undefined offences under the Act, the
same penalties apply, and where the offence isafridinuing nature a further default penalty of a
fine not exceeding K5,000 (US$1,938) per day faheday after conviction that the person continues
to commit the offence.

612. The BFIA, Superannuation Actnd Life Insurance Actall provide parallel provisions for
similar regulation making powers and however breadb such regulations is an offence that may be
prosecuted either summarily or on indictment witmglties not exceeding K100,000 (US$38,750)
and/or up to two years imprisonment.

613. The Central Bank is empowered to prosecute sumimadyindictable offences set out in the
above Acts. There appears to be conflicting caseola the ability of regulators to prosecute these
offences.



614. Thelnsurance Act 199and theSavings and Loan Societies Act 19&l/e a range of offences
with criminal sanctions, but these are generathitkd to very low monetary amounts and no penal
provisions for regulatory breaches or contravemtiohregulations. Th8ecurities Actloes not have
clear regulation making powers.

Civil Sanctions

615. Section 18 of thé?OCA provides for the FIU to pursue a civil sanctionotigh the court to
gain orders to enforce compliance with obligationder thePOCA If a cash dealer appears to have
failed to comply with an obligation under Part 4dffitating investigation and preserving property),
an authorized officer may apply to the Court foraader against the cash dealer or any officers or
employees in such terms as the Court thinks negessanforce compliance with the obligation. The
court may order financial penalties to be deterihibg the court in an instance where the cash dealer
or officer or employee fails, without reasonablewese, to comply with the original court order.

616. Section 172 of theOCAindicates that in proceedings before the courélation to the?OCA
which are not a prosecution, the court will decigieestions of fact on the balance of probabilities.
This would support the FIU or another body takingl @ction in relation to breaches of AML/CFT
preventative measures by a financial institution.

617. Although both the FIU and other supervisory autiesi may apply to the court for
enforcement of civil sanctions, no civil sanctidre/e been employed to address any issue of non-
compliance with AML/CFT obligations.

Possible future civil sanctions

618. The CBA BFIA, Superannuation Act and Life Insurance Adit contain parallel provisions
allowing the BPNG to commence a civil action agamperson for any form of civil relief which is
available in respect to the matters constitutingf@nce under their respective Acts.

Administrative sanctions

619. PNG lacks a range of proportionate and dissuagiveirastrative sanctions. As discussed in

section 3.1 PNG's approach to regulation does ppéar to yet include statutes or regulations which
provide for administrative enforcement by fines monetary penalties. Enforcement of laws,

regulations and other rules is only available tgfoadministrative penalties based on conditions on
licenses actions, like curtailing or withdrawing lafense. Authorities were unable to provide any
examples, even beyond the financial sector, oflegigms in PNG which are enforceable through

administrative financial or other penalties.

620. The POCA does not contain any administrative sanctions dsisé the FIU or any other
regulatory authority to take direct action to remedses of non-compliance.

621. Each of the sector regulators, with the exceptibthe Securities Commission, have powers

under their sector-specific acts to sanction by whaplacing conditions on a license, or ultimately
withdrawal of license in extreme cases. These adtritive powers may be available in cases of
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non-compliance of license holders with a legal gdtion under another Act, including tROCA

622. Under s14(f) of th?OCAthe FIU has a function to conduct investigatiomsthe purposes of
the Act. In addition to the ML offence, this woutttlude investigating the various offences setiout
the POCAfor breaching regulatory requirements.

623. In addition, for criminal sanctions under tROCA it is expected that the FIU, BPNG and
Insurance Commission, would be able make a contgiaithe police for a regulatory offence to be
investigated and prosecuted before the courtschiminal sanctions under tHgFIA, the BPNG is
able to directly enforce criminal provisions thrbugrosecuting summary and indictable offences
directly before the courts.

624. As mentioned above, the FIU is the designated aityhfor taking civil action to enforce
compliance withPOCA provisions through courts pursuant to s18 ofRRECA For other regulatory
violations, it would be a matter for the variougukators to take actions in the courts. However, no
evidence of imposition of civil sanctions was proeld.

625. The BPNG, Office of Insurance Commissioner and 8t&esi Commission are able to directly
apply their administrative sanctions relating toditions of license and ultimately withdrawal of
license.

626. The POCA does not clearly set out whether the sanctions ash alealers available in the
POCAalso relates to the directors and senior manager8ention 171 of theOCAsets out how the
state of mind of a person may be established inAitteand clearly indicates that offences in the
POCAmay be applicable to natural and legal persons.

627. The range of available sanctions is not broad ap@rtionate. BPNG has used written
warnings with instructions to comply with specifitstructions, but these are not accompanied with
daily fines for noncompliance, as there appears tim legal basis exists for imposition of
administrative penalties.

628. Under current arrangements, it is not clear if BPdtGother authorities can impose remedial
measures other than monetary penalties for non-stange with POCA obligations, including
ordering regular reports from the institution om tmeasures it is taking, barring individuals from
employment within that sector, replacing or resinix the powers of managers, directors, or
controlling owners, imposing conservatorship ouspgnsion.

629. The FIU is limited to criminal penalties where dfence is committed.

Market entry: Fit and Proper Criteria and Prevention of Criminals from Controlling
Institutions (c. 23.3 & 23.3.1); Licensing or Regtsation of Value Transfer/Exchange Services
(c. 23.5); Licensing of other Financial Institutiors (c. 23.7):

630. The BPNG is authorized to license banks and othan€ial institutions pursuant to s8(1)(c) of
the CBA Pursuant to ss2-3 of tf&avings and Loan Societies Act 198% BPNG is authorized to



supervise and license savings and loan societiestioBs 7-23 of theSuperannuation Act 2000
empowers BPNG to license superannuation fundsstment managers and fund administrators. The
BPNG issues licenses to life insurance companie&ebs and dealers pursuant to ss12-28 of itee
Insurance Actof 2000. The BPNG is authorized to license curyeaxchanges pursuant to the
Currency Exchange Aeind the Post PNG pursuant to Bast Services Act.

631. The BPNG is responsible for prudential supervisioh all financial entities under its
supervision, in accordance with s7(b) of CRA.

632. Section 10 of theBFIA sets forth the licensing requirements for bankhe requirements
include a ‘fit and proper’ test, elaborated in Stile 2 of the Act, which requires application dfta
and proper test to directors and chief executi@etedule 2(3) permits the BPNG to give regard to
the previous conduct and activities in businesfinancial matters of the directors or chief exeaeiti
in question and, in particular, whether there i @vidence that he has:

(a) committed an offence involving fraud or othehdnesty or violence;

(b) been engaged in or been associated with aagdial loss due to dishonesty;
incompetence or malpractice in the provision ofdr@g business, insurance, investment or
other financial services or the management of caomegeor against financial loss due to the
conduct of discharged or un-discharged bankruptcies

(c) been engaged in any business practices appgearthe Central Bank to be deceitful or
oppressive or otherwise improper (whether unlawfuiot) or which otherwise reflects
discredit on conducting banking business;

(d) engaged in or associated with any other busipesctices or otherwise conducted one’s
self in a way to cast doubt on competence and sjualpinent.

633. The language of the above provision indicates ar claderstanding by the BPNG of measures
to prevent criminals from owning or controlling dincial institutions. Although it is not clear thibe

fit and proper test applies to majority sharehaddemanagers or beneficial owners, banks
acknowledged that the BPNG applies the fit and @rapiteria in practice to directors and executive
officers as it frequently requests additional infation and documentation in respect of these office
and in rare cases may reject an applicant for position. It is therefore the perception of bartkatt
the BPNG takes these requirements seriously.

634. The BPNG is required to apply a similar fit andgmeptest as that applied in the case of banks
for licensing of insurance companies, agents aoldss. The fit and proper test applied in the cdse
these life insurance professionals, including efficand directors of applicant companies, is st fo

in Schedule 2 of thé&ife Insurance Act 2000This test includes identical criteria with respex
character fitness as that used for banks. Sectioof the Act stipulates that a license shall ordy b
granted to an applicant that satisfies the CeBtaalk that it meets the stated criteria, and Scleegul
of this law sets forth fit and proper criteria aslvas criteria for character fitness.

635. Superannuation Act 200€ontains identical fit and proper character fimesovisions as the
banking law.
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636. There are no requirements in thesurance Act 1995covering general insurance, that
consideration be given to character fitness, or graminal record in the licensing requirements.

637. There are no requirements in t&&curities Actor other law or regulation which require
character fitness or criminal background checkestrey of applicants for securities sector licenses
(stock exchange, brokers, or dealers), or majosityers, directors or managers of applicant entities

638. Currency Exchanges are licensed and prudentialjyersised by the BPNG. Currency
exchanges are licensed in accordance with siniilanél proper standards and criteria to which banks
and other financial institutions are subject.

639. Money remitters (Moneygram, Western Union) condheir operations pursuant to existing
banking licenses, but their transactions are psmzbsand settled through their own settlement
systems rather than the operational systems dfdh&s, so there is no effective surveillance by the
licensee banks over the clients or transactiowiactf money remitters.

Ongoing supervision: Regulation and Supervision dfinancial Institutions (c. 23.1); Application
of Prudential Regulations to AML/CFT (c. 23.4); Moritoring and Supervision of Value
Transfer/Exchange Services (c. 23.6); AML/CFT Supeftision of other Financial Institutions (c.
23.7); Guidelines for Financial Institutions (c. 251):

640. PNG has not ensured that financial institutions sargject to adequate AML/CFT regulation
and supervision to effectively implement AML/CFRstlards. The full range of financial institutions
operating in PNG are legally subjectR@OCArequirements, however only the banks are effegtivel
regulated or supervised or aware of their requirégme

641. The BPNG has, over the past several years, sulahaenhanced the quality and frequency of
on-site supervision of entities for which it hasugential oversight responsibilities. This was
confirmed by several of the supervised institutjoarsd it was also indicated that BPNG conducts
joint supervisory inspections with supervisors eighbouring jurisdictions to cover branches located
outside the country. This supervision is beginrimgclude AML/CFT elements set out in tROCA

as part of the module on operational risk. The lidetd scope of this supervision is not yet at the
level required to effectively monitor compliancethwithe POCA Further, serious ambiguities in
legislative articulation of important AML/CFT obBgions appear to create unnecessary challenges
for reporting entities and supervisory officialsuioderstand what exactly constitutes compliance and
what would be considered inadequate compliance.

642. The Insurance Commission appears to have an adepuatential supervision system in place
to oversee development of the insurance sectottheuteed for improvement in the legal framework
for implementing AML/CFT obligations in players dfie sector is urgently needed, as well as
improving the system for regular compliance motitgr The Insurance Commissioner needs
adequate legal authority to supervise implememtatiod compliance of AML/CFT obligations
throughout the sector as well as adequate toodmforce compliance and penalize non-compliance
without recourse to courts.
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643. The securities sector appears to be completelygutated and in view of the grave risks of
criminal activity in this sector the entire supsoiy regime needs vast improvement. No AML/CFT
controls are in place, and an appropriate supewismthority needs legal power to enforce
obligations to implement AML/CFT controls throughahie sector, monitor compliance and penalize
non-compliance.

644. Currency exchanges are licensed and prudentialpersised by the BPNG. However,
implementation of AML/CFT obligations in this sectoas not yet been undertaken, due to lack of
designated authority to supervise and monitor ca@npé of AML/CFT obligations.

645. Money remitters operating separate to commerciakb¥are authorized by BPNG, but do not
yet undergo effective supervision or compliance itooimg for AML.

646. Money remitters (Moneygram, Western Union) operptegsuant to banking licenses of
licensed banks, their transactions, however, atepnocessed through the operational system of
banks, therefore banks do not have any surveillamee their operations. Money remitters indicated
that they follow strict internal AML/CFT policieshich they believe meet international standards.
However, there is no effective supervision or cdemule monitoring of Money remitters.

647. The BPNG indicated that money remitters are giv@NB authority to operate by “Letter of
Approval” rather than any formal licensing proceSenditions of this authority are contained in each
approval letter. However there is no specific ratpry criteria which stipulates conditions to bet me
on the basis of which authorization to operate wdnd granted.

Effectiveness

648. Imprecise or ambiguous legislative provisions foportant AML/CFT preventative measures
including internal controls impede clear understagdby reporting entities of requirements for
compliance. This is likely to hinder effective muming, perpetuate uneven application of the
standards.

649. While the FIU is the only agency clearly authorizedmonitor and enforce compliance with
AML/CFT controls, the FIU consists of three stafemmbers and lacks capacity to undertake the
supervisory functions delegated to it unB€@CA let alone its core functions of receiving, analgz
and disseminating reports of suspicious transastion

650. Since 2008, the BPNG has been including compliamaeitoring of AML/CFT obligations in
on-site inspections for banks. However, the legalid for supervision, regulation and compliance

monitoring of financial institutions under supeiwis of the BPNG is unclear.

651. Neither the Insurance Commission nor the Secur@@smission is empowered to regulate or
monitor compliance with AML/CFT obligations of etigis under their supervisory jurisdiction.
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652. Effective, proportionate and dissuasive criminaljilcor administrative sanctions are not
available in PNG. The focus on criminal sanctiondarmines effectiveness. To date, no sanctions in
any covered sector have been imposed for non-carmg@iwith any AML/CFT obligations.

653. AML/CFT supervisory practice is not establishedPiNG and the lack of supervision of any
covered sector up until now undermines effectivenes

654. Even in the absence of proportionate sanctionsFtblelacks capacity to enforce compliance
through the criminal sanctions due to severe regoapnstraints. Prosecuting a criminal sanction
would be resource intensive and should be resdoratie most severe breaches.

655. In the absence of a regime of administrative finbere is some practice of PNG regulatory
authorities issuing a notice to an entity whichinidreach of a regulatory offence and negotiating a
settlement for the breach prior to the matter beimgrged and prosecuted, although generally only in
the context of summary offences. It is not cledhi$ practice has been pursued by BPNG, Securities
Commission or the Office of the Insurance Commissio

656. Although there exists provisions for fit and progereenings and character fitness screenings
in the BFIA and theSuperannuation Aavhich are applied when considering granting oériges or
approval of executive officers and directors, ihat clear if these provisions are applied to nigjor
shareholders, managers and beneficial owners ditapts for licenses.

657. Neither thelnsurance Actnor the Securities Actcontain provisions on character fitness
screenings in the licensing of entities that opeiathose sectors.

658. There are significant risks from vertical integoati of securities exchange, key market
intermediaries and businesses in high-risk sedtmisding forestry, in PNG. In view of the rapid
growth experienced in the past few years in thauritges market, the Securities Commission is
lacking important supervisory, oversight, regulgtand licensing authority to effectively monitordan
control risks, serve as advocate of the interelstheogeneral public, protect the rights of investo
enforce disclosure requirements in the interespubfic transparency and enforce integrity stanslard

659. Prudential supervisory authority is not being udmd financial supervisory officials to
effectively implement or monitor compliance with Ahbbligations.

660. The supervisory, regulatory and licensing/regigirategime applicable to money remitters is
not clear and does not appear in law or regulatidrerefore, the degree of AML supervision,
regulation and compliance monitoring is not cleat how penalties are imposed for any kind of
non-compliance.

3.10.2. Recommendations and Comments

661. The scope of implementation of regulation and stipin is limited to the banking sector.
* Implementation of AML/CFT obligations and assodihteegulation, supervision and
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monitoring should be rolled out to other reporta@gtors beyond the banking sector. This
should be prioritized on the basis of a risk-basgglroach.

662. Significant gaps in the legal framework for supsing all preventative measures should be
comprehensively addressed including:
e establish a clear statutory basis for supervisimmnitoring and enforcement of all
AML/CFT preventative measures, beyond STR/CTR ripgr
« apply prudential regulations to those institutimubject to the Core Principles which are
also relevant to AML/CFT purposes. These shoultugw (i) licensing and structure; (ii)
risk management processes to identify, measurejtonamd control material risks; (iii)
ongoing supervision and (iv) global consolidatepesuision.

663. Ensure the Securities Commission has an adequggkflfamework to engage in supervision,
regulation and oversight of the securities market.
 Ensure the Securities Commission has adequate huwanan financial resources to
effectively supervise and regulate the sector.
e The Securities Commissioner should be given enlthrregulatory, supervisory and
sanctioning powers and adequate resources to @dveapital market intermediaries in
comprehensive supervision, including for AML/CFT.

664. The designation of the FIU as the sole superviaatiiority under th€ OCAis not matched by
adequate resources and capacity to perform théidunnc
» Given the lack of resources in the FIU, all reguistshould be empowered by statute
and/or regulation to supervise, monitor and enfaamapliance with AML/CFT measures.
* While the FIU is the only clearly designated sujmamy authority forPOCA provisions,
ensure that the FIU has adequate staff to perftrfiumnction as regulator/supervisor under
thePOCA

665. There is a need for greater involvement by seqteciic regulators in the production of
regulatory guidance for each sector. This wouldrowp the regulatory guidance within each sector
as supervisory authorities have a deeper undeistaofi the financial services and products as well
as how these may be abused by criminals.
» Existing supervisory authorities should directinhtibute to the FIU issued sector-specific
guidance on effective implementation of preven&ativeasures.

666. The ability of the BPNG to manage financial sectizks and enforce compliance with
AML/CFT obligations under its prudential authorisydeficient, as this power is currently with the
FIU.
» Greater cooperation between the FIU and BPNG azatet regulatory powers of both are
recommended to coordinate AML/CFT supervision.
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667. Enhance procedures and specialist capacity for ANFI/ supervision across all supervisory
agencies, including:

» Develop supervision manuals for AML/CFT supervisadrall relevant sectors.

* Increase training and skill development for supmmy staff in all relevant agencies.

668. Address gaps in AML/CFT controls with licensingfiofancial institutions:
« Ensure that fit and proper criteria, including dnal background checks, are applied to
managers, majority shareholders and beneficial svoiefinancial institutions.
» Clarify the licensing or registration requiremeatsd regulatory regime to which money
remitters are subject, including the fit and prajest to which they are subject.

669. Address risks associated with vertical integratioh securities exchange, key market
intermediaries and businesses in high-risk seatolgding forestry, in PNG. In relation to sancison
» Ensure effective, proportionate and dissuasive indimand administrative sanctions are
available
« Ensure supervisors have authority to impose adiritiige (including monetary) penalties
without resort to the courts
e Clarify by regulation that BPNG is designated tglement administrative sanctions for
breaches of theOCA
« Ensure that sanctions are applicable to directoid senior management of financial
institutions for breaches of AML/CFT requirements.
* Implement available sanctions to support improvegmmiance with AML/CFT
obligations.

3.10.3. Compliance with Recommendations 17, 23, 25 & 29

Rating Summary of factors underlying rating
R.17 NC . Effective, proportionate and dissuasive criminal administrative

sanctions are not available

. It is not clear that the FIU, BPNG or Securities@woission are
designated to implement administrative sanction®\fdL breaches

. It is not clear that sanctions are applicable tealors and senior
management of financial institutions

. Effectiveness has not been demonstrated

R.23 NC . Legal basis for supervision and monitoring comp&@awith AML/CFT
obligations beyond reporting obligations is unclear

. Existing laws and regulations are not clear wittpezt to which
supervisory authorities are responsible for momitpcompliance with AML
obligations in financial sector entities.

. Although the BPNG applies fit and proper critersaagpart of licensing
procedures with respect to entities under its stigien regarding executive
officers and directors, this is not done with respe majority shareholders,
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managers or beneficial owners.

With respect to the insurance sector, a fit ang@reest is applied to
executive officers and directors of insurance camgs brokers and loss
adjusters, but not in respect of AML/CFT concemsrisure that criminals or]
their associates are prevented from owning or ogngppositions of influence
in entities in this sector.

There is no public supervisory authority that isp@nsible for licensing
capital market intermediaries.

Supervisory and licensing framework for money réenit does not exist
in enforceable law or regulation, or other enfobleaneans.

Money remitters are not subject to effective coampdie supervision with
respect to AML obligations.

Although on-site inspections by BPNG of banks hiaeen conducted to
monitor compliance with AML obligations, no on-sitespections have yet
been conducted in any other entities subject to Adtlligations, and no
sanctions for non-compliance have been imposed.

R.25 PC At the time of the onsite, limited guidelines haakh issued by authoritie
in respect of AML/CFT requirements, but these hadheen extended to
NBFls
This is a composite rating
R.29 NC Supervisory authorities lack adequate powers toitmoand ensure

compliance by financial institutions.

There are no provisions in law, regulation or otgfiorceable means
giving supervisors adequate powers to superviggjate, monitor complianc
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or impose penalties for non-compliance with AMLightions.
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3.11. Money or Value Transfer Services (SR.VI)
3.11.1. Description and Analysis (summary)

670. In addition to remittance companies working as &géor licensed banks in PNG, there are
three authorized remittance companies conductingigo remittance and one domestic remittance
service through the post office.

Legal Framework:

671. Section 80 of th&€BA provides for the authorization of money transfgergs by the BPNG.
Section 80 provides that regulations made undero$@fie CBA may cover the control of foreign
exchange, appointment of authorized dealers irignrexchange and the taking or sending out of the
country of currency, prescribed securities andlitee The section also provides for setting offence
provisions in addition to those available at s97.

672. The Authorization for remittance companies is giasna certificate of an authorized dealer in
foreign exchange who is given permission to conderiittance.

673. On 1 June 2007 the BPNG issued requirements urdfetitted ‘Requirements for Foreign
Exchange Dealer License for Authorized Non-BankwahRcial Institutions.” This covers licensing
and operating requirements.

674. Section 14 of th®ostal Services Adets out arrangements for money orders and parstats.
Under this section, Post PNG may make arrangenfenthe issue and payment of domestic and
international money orders and postal orders andhi® accounting for, and remittance of, moneys
required for that purpose. The domestic remittasyetem through the postal service (Salim Moni
Kwik) is authorized directly under theostal Services Act.

Designation of Registration or Licensing Authority(c. VI.1):

675. Remittance services operating within PNG registéh BPNG and are provided a Letter of
Authority from BPNG to conduct remittance businass foreign exchange dealer.

676. The IPA also registers commercial remittance congsaaof this type of companies under the
Companies Act 1997 his is done prior to their registration with tRENG.

Application of FATF Standards (applying R.4-11, 1315 & 21-23, & SRI-IX)(c. VI.2):

677. Remittance agents are covered by all relevant@ectdf thePOCA as they fall within the
definition of a cash dealer.

Monitoring of Value Transfer Service Operators (c.VI.3):

678. BPNG has commenced onsite supervision for remitacempanies for compliance with
foreign exchange regulations, but this has notgeered AML issues.



List of Agents (c. VI.4)
679. The BPNG indicates that it maintains a list of dgexf remittance dealers.

Sanctions (applying ¢c. 17.1-17.4 in R.17)(c. VL.5):

680. Sanctions available in tHROCAare equally applicable to all cash dealers, inodemittance
companies. Please see the discussion at sectioridd.further details.

681. Revocation of License is available to regulatorsaasanction. Failure to comply with the
prudential and compliance requirements of @A theBFIA, the Central Banking Regulatipand
foreign exchange controls may constitute a breawth esult in the revocation of the Foreign
Exchange Dealer license.

Adequacy of Resources

682. The FIU and the BPNG lack adequate resources foduating onsite supervision, issuing
guidance, etc.

3.11.2. Recommendations and Comments

683. PNG authorities should ensure that:
» remittance service providers implem&@CAprovisions
« effective guidance is provided to remittance serymviders
* supervision of remittance providers should inclddidl /CFT compliance
« effective sanctions should be used to support sigien of the sector

3.11.3. Compliance with Special Recommendation VI

Rating Summary of factors underlying rating

SR.VI PC . No adequate regulation or supervision of remittgorosiders
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4. PREVENTIVE MEASURES—DESIGNATED NON-FINANCIAL BUSINESSESAND
PROFESSIONS

4.1. Customer Due Diligence and Record-keeping (R.12)
4.1.1. Description and Analysis

Legal Framework:

684. DNFBPs, with the exception of TCSPs, are subjethdéosame CDD in theOCAas entities in
the prudentially regulated sectors. They are de\ist

» Verifying customers identity (s20)

» Establish and maintain customer records (s21)

* Including originator information on wire transf¢e22)

e Cash threshold reporting obligations (s23)

» Suspicious transaction reporting obligations (s24)

» Confidentiality obligations (s25)

* Maintain internal reporting procedures (s26)

* Training (s27)

» Record keeping (s28)

* Maintain a register of original documents relea@29)

CDD Measures for DNFBPs in Set Circumstances (Appigg c. 5.1-5.18 in R. 5 to DNFBP) (c.
12.1):

685. Implementation of the CDD requirements set forthth@POCAhave not commenced at all in
any DNFPB sectors in PNG. DNFBPs have not beerfiemtof their obligations under tHeOCA
beyond gazettal of the Act.

686. The abovePOCA provisions contain specific penalties for non-campte, which the FIU is
authorized to enforce through a formal criminaliactin court. Neither the respective supervisory
authorities for each DNFPB sector nor the FIU ispomsible for compliance monitoring of
obligations for CDD, record keeping, internal colgr wire transfers, etc.

687. The FIU has issued @uideline onCDD and Record Keepingrhis Guideline provides no
specific guidance on implementation of CDD requieats tailored toward the unique business
practices of the DNFPB sectors. The FIU is curgeintithe process of drafting Guidelines for lawyers
and accountants, but as of November 2010, nonéédex formally issued.

688. The FIU is only authorized undBXOCAto monitor compliance with reporting obligatioasd
currently lacks capacity to undertake this obligiati Further, no transaction reports have been
received by the FIU from any DNFPB sectors.



CDD Measures for DNFBPs in Set Circumstances (Appigg Criteria under R. 6 & 8-11 to
DNFBP) (c.12.2):

689. The situation for DNFBPs to implement AML/CFT reguments covering R.6 and 8-11 is the
same as financial institutions. See section 3.2iébails.

Effectiveness

690. The POCA obligations extend to DNFBPs, however there isam@reness in the DNFBP
sectors and no implementation of the requirements.

4.1.2. Recommendations and Comments

691. The basic AML/CFT legal framework in PNG shouldrhedified to effectively:
» Ensure all CDD requirements pursuant to internatistandard are mandatory, assessable
and enforceable obligations of all DNFBPs
» Ensure requirements consistent with internatioteaddards are adopted to require DNFBPs
to mitigate risks in relation to:

- PEP customers and transactions
- new technologies and non-face-to-face transactions
- transactions involving intermediaries a&hitd parties

» Ensure all DNFBPs are subject to record keepinmgatibns and are required to give special
attention to transactions which are unusually lacgenplex and appear to lack lawful or
economic purpose.

» Ensure DNFBPs are subject to effective supervisieguilation and compliance monitoring
in respect of all AML/CFT.

» Ensure an authority with sufficient capacity casuis Guidelines specifically tailored to
DNFBPs and provide feedback when necessary on imgsl&ation issues.

4.1.3. Compliance with Recommendation 12

Rating Summary of factors relevant to s.4.1 underlying ovell rating

R.12 NC Although DNFBPs are subject ROCAobligations, no AML obligations have
yet been implemented in any DNFPB sectors.
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4.2. Monitoring transactions and other issues (R.16) (gpying R.13-15, 17 & 21)
4.2.1. Description and Analysis

Legal Framework:

692. All obligations for monitoring, STR reporting, imt&al controls and sanctions included in the
POCAare applicable to the DNFBPs present in PNG, thighexception of TCSPs. See section 3 and
4.1 above for description of tHEOCArequirements and the extent to which they meetratenal
standards.

693. Implementation of the STR requirements set fortthmPOCAhhas not commenced at all in
any DNFPB sectors in PNG. DNFBPs have not beerfiembtof their obligations under tHeOCA
beyondgazetting of the Act.

694. There are no provisions to implement Recommendaioim thePOCA or any other statute or
regulation in PNG.

Suspicious Transaction Reporting and tipping off/ste harbour (R.16)

695. Section 24 of thePOCA requires that cash dealers are to report suspidiamsactions in
relation to serious offences. See section 3.7 alfmvan analysis of the STR reporting obligations
which apply equally to DNFBPs. Sections 25 and BthePOCAset out prohibitions against a cash
dealer disclosing information relating to STRs. Seetion 3.7 for details of the obligations which
apply equally to DNFBPs.

Internal control requirements for DNFBP (applying R.15)

696. Section 26 and 27 of tHROCA sets out obligations for cash dealers to estallighmaintain
internal controls. See section 3.8 for a discussibrthese obligations which apply equally to
DNFBPs.

697. TheGaming Control Actloes not add significant internal control obligas to assist in future
AML/CFT measures in that sector.

Effectiveness and Statistics (R.32)

698. PNG has a large and rapidly expanding economy witheasing depth and diversity of
financial markets. There are very significant mofiews in PNG and conditions of very high crime
and extreme corruption. While tiROCAformally requires all DNFBPs in PNG to report STR®
FIU has only given further instruction and guidate¢he four commercial banks to report STRs.

699. Typologies of laundering the proceeds of largeesgaiblic sector corruption in PNG includes
use of legal professionals and other intermedianghe DNFBP sector. Given the prioritization on

combating proceeds of corruption there is a neéactade STR reporting amongst these sectors.

700. The lack of effective implementation beyond the Kiag sector reflects the severe lack of
resources in the FIU, as the AML regulator, to guathd ensure compliance with those obligations
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outside of the banking sector.

4.2.2. Recommendations and Comments

701. Authorities should ensure that obligations for ntomng, STR reporting, internal controls and
sanctions are included in tR®OCAare applicable to the DNFBPs present in PNG.

702. DNFBPs should be notified of their obligations undie POCA and supported in
implementing those provisions through support oOSR

703. The FIU should be adequately resourced to takehnrégulatory and supervisory task for
DNFBPs and the subsequent increase in STRs received

704. Although there are no casinos licensed in PNG asemt, authorities should prepare
enforceable AML/CFT regulations and practical gliftes to ensure that when the planned casino is

licensed under th&aming Control Actt is not able to be abused for ML in PNG.

4.2.3. Compliance with Recommendation 16

Rating Summary of factors relevant to s.4.2 underlying owall rating

R.16 NC « While all DNFBPs present in PNG are covered byllepéigations in the
POCA they do not appear to be aware of the reportirigternal control
requirements and are not taking steps to impleitient obligations.

* There is no effective implementation in any DNFReter.
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4.3. Regulation, Supervision, and Monitoring (R.24-25)
4.3.1. Description and Analysis
Legal Framework:

705. The only AML/CFT requirements applicable to DNFBiPe set forth in theOCA See section
3.10 for details.

706. Neither designated supervisory authorities nor 8R0Os are tasked with responsibilities for
oversight, supervision, regulation or monitoringngiance of AML/CFT obligations of DNFBPs.
The FIU is authorized to monitor compliance witpaging requirements of all DNFBPs, but has no
authority for monitoring compliance with other AMibligations of DNFBPs set forth in tIROCA

Regulation and Supervision of Casinos (c. 24.1, 241, 24.1.2 & 24.1.3):

707. The legal framework for supervision and regulatafncasinos is set forth in th&aming
Control Act 2007 This Act is quite comprehensive in setting fagiming activities that are allowed,
and designates the Gaming Control Board as thengape and licensing authority empowered to
regulate the gaming sector throughout the coufting extent of regulatory detail contained in this
Act indicates there is a good understanding ofrrthks with regard to criminal risks endemic in
casino and gambling activities.

708. Section 40 of thesaming Control Actsets forth licensing procedures and requiremdnts.
prohibits any more than one casino license to batgd within the first 10 years of the Act becoming
effective. Section 47 of this law contains prouwsiaegarding suitability of character as among the
criteria for consideration by the Gaming ControlaBbin making decisions on granting of licenses.
Although s49 authorizes the Gaming Control Boarddoduct investigations into the background of
applicants, no provision expressly prohibits a gersor persons who are directors, managers or
beneficial owners of an entity applying for a caslicense from obtaining a PNG casino license that
has a criminal background.

709. Currently, no casinos operate in PNG, as no cadiawse yet been licensed. Officials of the
Gaming Control Board have stated that over the pagtral years they have dedicated significant
time and resources to shutting down illegal gangisigiblishments. Several raids on these a few years
ago appear to have a sufficiently deterrent eftectthere has been a significant reduction in the
number of new illegal gambling establishments beletgcted.

710. There is however, a significant building constroitiproject in the centre of Port Moresby
which the public understands to be constructiowlwdit will be the first casino. However, the Gaming
Control Board has stated that no licenses for castmve been granted, nor have any legal or
enforceable agreements been entered by any pprtigsising the granting of a casino license, as no
invitations or tenders for casino license applmatibeen made public.

711. The Gaming Control Board is presently occupied wétulating the lotteries and consolidating
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a tax and audit system of bookmakers. Bookmakerdieensed by the Gaming Control Board but
report to the Internal Revenue Commission for a@ngliand tax purposes.

Monitoring Systems for Other DNFBPs (c. 24.2 & 24.2).

712. Compliance monitoring of AML/CFT obligations of DIBPs, limited to reporting obligations,
is delegated to the FIU rather than designatedrsigoey authorities or SROs. The FIU consists of
three persons and lacks capacity to undertake @ more functions, and therefore has not
undertaken any compliance monitoring activitieany of the DNFPB sectors.

713. It is not clear whether powers available to SROir@wa role in overseeing the professional
conduct of lawyers and accountants are able taisarnthe conduct of their members for breaches in
relation to requirements under tROCA

Guidelines for DNFBPs (applying c. 25.1):

714. There have been no specific Guidelines issued pgrsisory authorities, SROs or the FIU

with special focus on AML obligations or DNFBPs. €lfrIU has issued in 2007, more general
Guidelines on CDD and Record Keepiagd aGuideline on Suspicious Transaction Reporting

which are general in nature and applicable to gflorting sectors. Draft guidelines have been
prepared by the FIU for lawyers and accountants.

715. DNFBPs in PNG could benefit greatly from awarengésing and training programs to
increase awareness of the AML obligations to whiehy are subject. However, the FIU lacks
capacity for this kind of outreach due to limitexbources. Issuing AML Guidelines by designated
supervisory authorities with input from the indivad DNFPB sectors would go far to raise awareness
and understanding of entities and professionalshése sectors about implementation of AML
obligations.

Adequacy of Resources — Supervisory Authorities fobDNFBPs (R.30)

716. Under the current regime which delegates sole ppwksupervision and enforcement of AML
obligations of all DNFPB sectors to the FIU, addggqueapacity and resources are not available for
effectively undertaking the steps necessary faratiffe implementation of AML requirements in the
DNFPB.

4.3.2. Recommendations and Comments

717. AML supervision, regulation and compliance monitgriof the DNFPB sector is not effective.
Serious attention by policy level officials is neddo consider a system which can be more effective
within the PNG environment, and dedicate resout@eagrious improvements in the legal framework,
supervision, regulation, and compliance monitorilge legal framework needs improvement to
enable supervisory enforcement of AML/CFT obligatiothroughout the DNFPB sector and the
ability to monitor compliance and enforce penaltied fines in instances of non-compliance.

718. Although there are no casinos licensed in PNG atant, authorities should prepare for
regulation, supervision and monitoring of casirmenforce comprehensive AML/CFT obligations in
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the sector to ensure that the casino which wilicensed under th&aming Control Actt is not able
to be abused for ML in PNG.

719. PNG should conduct a risk analysis to identify tdag¢egories of DNFBPs which should be
given priority to enforce AML/CFT requirements.

720. Discussions should be undertaken with the regidatord SROs of the DNFBP sectors to
determine the extent of their role in monitoringdansuring compliance and to raise awareness of
AML/CFT obligations on each sector. Given the exiedy heavy workload of the FIU, the
government should closely consider which agencylshbe responsible for AML/CFT supervision
of DNFBP sectors.

721. AML/CFT guidance should be issued for each of tiFBP sector to reflect specific ML/TF
risks in each sector.

4.3.3. Compliance with Recommendations 24 & 25 (criteria 2.1, DNFBP)

Rating Summary of factors relevant to s.4.3 underlying ovall rating

R.24 NC | Although DNFBPs are subject ROCAobligations, no AML obligations
have yet been implemented in any DNFPB sectors.

* No DNFBPs are subject to any supervision, regulatiocompliance
monitoring for AML obligations.

R.25 PC » Guidelines for DNFBPs have been prepared, but remairaft form.

e This is a composite rating
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4.4, Other Non-Financial Businesses and Professions—ModeSecure Transaction
Techniques (R.20)

4.4.1. Description and Analysis

Other Vulnerable NFBPs (applying R. 5, 6, 8-11, 135, 17 & 21 c. 20.1):

722. PNG has included financial businesses and professtmat may be vulnerable to ML. Under
the POCA lotteries and gambling are included in the ligtcash dealers covered by AML/CFT
obligations.

723. The POCA provides a clear mechanism to include other bgsi® as reporting parties in the
future. The definition of a cash dealer at s3()vas the government to prescribe any business as a
cash dealer for the purposes of STR reporting, @b other AML/CFT controls.

724. During the onsite visit, authorities identified ttisks of ML through purchase of high-value
vehicles in PNG. At present dealers in high-valabigles are not included in the definition of cash
dealers.

Modernization of Conduct of Financial Transactions(c. 20.2):

725. The Government of PNG, through BPNG, is pursuinguenber of strategies to encourage
more modern and secure techniques for conductimgndiial transactions and include a greater
portion of the population in the formal financigtsteem. BPNG is working to improve payment
systems, including electronic and mobile paymeetvises through the PNG National Payments
System Development Policy, launched in late 2009.

726. Limited electronic and mobile payments instructiared alternative methods of payments
services have recently been introduced in PNG. fifiscts increased penetration of mobile phones
and improvement in telecommunication infrastructu¢éose to 80% of the population is within
wireless coverage areas.

727. BPNG is monitoring new electronic and mobile paymservices and systems entering the
market and has indicated that it is consideringilieggry approaches to develop a bank-led model of
mobile phone banking and remittance. This is likelyinclude interoperable electronic payment
systems. In 2010, BPNG publicly called for any ptitd providers of electronic and mobile
payments systems to meet with the BPNG and ouittieie plans.

4.4.2. Recommendations and Comments

728. PNG should consider inclusion of motor vehiclesleiesaas reporting parties, given the noted
risks for ML through investment in vehicles in PNG.

4.4.3. Compliance with Recommendation 20

Rating Summary of factors underlying rating

R.20 C This recommendation is fully observed
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5. LEGAL PERSONSAND ARRANGEMENTS & NON-PROFIT ORGANIZATIONS

5.1. Legal Persons—Access to Beneficial Ownership and 6ol Information (R.33)
5.1.1. Description and Analysis

Legal Framework:

729. Under PNG law the relevant codes for the creatioth egistration of legal persons are the
Associations Incorporations Act 19&éthd theCompanies Act 1997n addition theLand Groups
Incorporation Actprovides for legal recognition of the corporatatiss of certain customary and
similar groups, and confers on them, as corporsfitinee power to acquire, hold, dispose of and
manage land. At present the Registrar of Compaisieoonducting a final public consultation to
amend theCompanies Acto provide the IPA with the authority to imposearadistrative sanctions
and allowing for online registration of companies.

Measures to Prevent Unlawful Use of Legal Persons.(33.1):

730. At present, PNG relies on a system of central teglien to gather and obtain information on
the natural persons controlling and owning compaaie associations. The Office of the Registrar of
Companies (the Registrar) is responsible for reggish of both companies and associations and for
carrying out the enforcement powers and functidrib® Registrar. Both are administratively located
with the IPA.

Companies

731. Under sl11 of th€ompanies Ach company requires at least one issued share and a
shareholder, having limited liability for the oldiions of the company and one or more directors.
Articles of association/constitutional documents mot a legal requirement. Transfer of shares is
done by entry of the name of the transferee irstiae register held by the company. It is a
requirement of th€ompanies Adhat before a company can exist as a legal eittityust first be
registered with the Registrar of Companies. Ini®#Hence under th€ompanies Adior companies

or persons to conduct business without proper tregjisn. Foreign companies or any company which
has foreign shareholding, directorship, managemeabntrol must apply for certification within 30
days of registration of the company in PNG bef@eying on business.

732. To register with the Registrar a proposed directorsecretary of the company must file,
amongst others:

« Name of proposed company.

» Address of registered office.

» Address for service.

» Director(s) including consent form containing namedress and date of birth

» Shareholder(s) including consent containing nanteess and (for natural persons) date of

birth



And, where relevant
» Company secretary(s) including consent form coiriginame, address and date of birth

» The constitution of the company.

733. Changes of shareholders or directors must be edtiio the Registrar. Failure to notify is
punishable by a fine of up to K5000 (US$1,937).

734. Submission of false information to the Registrgpusishable by a fine of up to K200,000 and
a prison term of up to 5 years.

735. Every year a company is required to file an anme#flirn containing amongst others the
company’s financial statements, activities undentakand any changes in shareholders, directors or
company secretaries.

736. A foreign enterprise wishing to conduct businesBMNG may either register itself or decide to
establish a subsidiary under PNG law. An applicatiiust be made for a formal certificate under the
Investment Promotion Act 1992 foreign enterprise is a business entity whigtwholly owned or
that is 50 percent or more owned or controlled maghaged by non-citizens. All foreign companies
incorporated or registered under fBempanies A¢tmust apply within one month for Certification
under IPA. If shareholders of the foreign comparey matural persons, for each individual, a CV or
Personal Profile, a police clearance report, a aifpy passport and a Bank reference or statement
from a bank in PNG or overseas must be submitfetelshareholders are corporate bodies, then the
following are required:
» Latest financial statement for the shareholding gamy/ultimate holding company;
» Register of shareholders and directors of the coiepdtop ten if listed on a stock
exchange);
» Register of shareholders and directors of the alénmolding company (top ten if listed on a
stock exchange);
» Copies of Certificates of Incorporation.

737. Where there is a substantial change in ownershim@&nterprise, the enterprise must notify the
IPA within 14 days from the date of change. Failiwr&lo so will result in a penalty of up to K2000
(US$775).

738. These requirements apply where the change in owipershareholding or beneficial
ownership or control in a company is more than &@ent in any year or represents a change of more
than 25 percent in the ownership of the enter@iséom the date of certification. It is an offerfoe

a foreign enterprise to operate without an IPAifieate. A penalty of up to K100,000 may be
imposed or a default penalty fine of up to K10,000s also an offence for a person to make a
statement or furnish information that is false dsleading in a material particular. A fine of up to
K50,000 (US$19,375) may be imposed.

739. If companies fall to file annual returns or do sabmit notices required within 18 months after
they are due the Registrar may remove the compémoiesthe registry.
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Associations

740. Under theAssociation Incorporation Adt is possible to incorporate an association. €tee

no formal requirements for an association othemthihe appointment of a public officer.
Incorporation is a prerequisite for any associatiéshing to acquire, hold or dispose of property.
Materially for incorporation, an association mayyogoursue certain purposes (providing recreation or
amusement, or promoting commerce, industry, arfense, religion, charity, pension or
superannuation schemes or other objects usefhbtodmmunity) and is not allowed to pay any sum
in the nature of dividend to its member. Any poksibrofits have to be applied towards its stated
goal.

741. An application for incorporation of an associationst specify:
» the name of the association;
» the objects and purposes of the association;
» the place or places where the association was ftband is carried on; and
» the full name, address and occupation of the agmiic

742. The application for incorporation shall include thdes that relate to the association. The
Registrar has adopted model rules for associatibhs. Registrar may refuse to incorporate an
association that has opted not to follow the modiels if the Registrar is of the opinion that thkes
adopted do not comply with th&ssociations Incorporation AcSeveral matters, specified in the
Schedule to the Act, are required to be coverethénrules such as the name, the objects and
purposes, qualifications (if any) for membershiptlé association and the names, constitution,
membership and powers of the general committeedbafananagement or other governing authority
of the association (the committee). Any alterationthe rules or objects and purposes must be
notified to the Registrar within one month. Failue do so is punishable by a penalty of K40
(US$15).

743. The public officer is a natural person who ordilyarésides in PNG. He may hold any position
in the association except auditor. Failure to gdtie Registrar of the appointment of a publicasfi
is punishable by a fine of K20 (US$7).

744. The committee must have the financial affairs ef élssociation audited at least once every 12
months. Failure to do so is punishable by a pemdlg40 (US$15).

745. Associations must register with the tax authoritege able to benefit from advantageous tax
treatment (0%).

746. Where the Registrar has reasonable cause to bdiavan incorporated association has ceased
to exist or that the transactions or nature ofraoriporated association are or is such that inbgsor

has ceased to have, the prescribed qualificationdntorporation, the Registrar may cancel the
incorporation of the association.

747. At the time of the onsite visit there were approxiely 75,000 companies and 5000
associations.



I ncorporated Land Groups

748. Finally under the ILG Act, thRegistrar of Incorporated Land Grougl.Gs) may recognize a
customary group of persons as an incorporateddamap, by issuing to it a certificate of recognitio
The register contains copies of all certificatesuésto ILGs. An ILG requires a constitution which
sets out, amongst others:

» the name of the group;

the qualifications for (and disqualifications, ifya from) membership of the group;

the title, composition, membership and mannemppbintment of the committee or other
controlling body of the group; and

» the manner in which the group acts.

749. An ILG may:

» acquire, hold and dispose of customary land ardgiim or in respect of customary land, in
the manner (if any) and to the extent (if any)wa#d by custom;

» acquire, hold and dispose of other land and rights in respect of other land;

« use and manage the land, or enter into agreenmrttssf use or management of it;

» borrow money or accept property on credit for theppses of the preceding provisions of
this subsection; and

« distribute any product of the land or any profitisiag out of the use or management of it.

750. A person who wilfully provides false information ke to the registrar is guilty of an offence
punishable by a penalty of a fine not exceeding K20S$77) or imprisonment for a term not
exceeding six months.

Access to Information on Beneficial Owners of LegdPersons (c. 33.2):

751. Although legally law enforcement and other authesitshould be able to access the files held
by the registrar and swiftly obtain the companyords, in practice it is a cumbersome process and
police have been using search warrants in ceraéesc This is not a requirement though and in
practice the registrar has required that a letterréquest of information be sent before providing

information from the registry. Currently the papessed registration is being converted to an

electronically held database. It is envisaged thiattransition will be completed by middle 2011.

Prevention of Misuse of Bearer Shares (c. 33.3):
752. The only shares that a company incorporated und& Bw can issue are registered shares.

Analysis of effectiveness

753. If the system worked as it is supposed to, themast cases it would be possible to identify at
least the persons ultimately owning a company alsb, abarring complicated contractual

arrangements, the persons controlling the legadgmer That is to say in most cases it would be
possible, in theory, to identify the beneficial awnThe only exception is where a foreign company
(or a PNG company owned by a foreign companysafiowned by another company in which case
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the registry would not have any information on #iereholders (and thus ultimate owners) and
management of those companies.

754. Practitioners who make use of the information cioweid in the registry indicated that it was
frequently incomplete and out of date. Moreover,l&wv enforcement agencies it frequently takes a
long time to get a response: as a matter of pectiot of law, the IPA has required that law
enforcement send a letter before it can providerination to them. To facilitate information
exchange it has concluded an MoU with the InteR@atlenue Commission.

755. The authorities indicated that in relation to comipa, PNG nationals are often paid to provide
nominee services to assist foreigners circumventaluirements of the IPA Act or the formalities as
registering as an overseas company. Thus a higlheuaf apparently national companies are in fact
foreign companies, yet no indication is given o thominee function of the nationals acting as
shareholders and thus, no truthful information fwm real owners of the companies is available in the
register. In some cases a domestic company, asego individual, will be asked to front.

756. On associations, hardly any checks are ever caotédn the persons exercising control and
again frequently the information contained in tlgister is inaccurate. The penalties for the piomis

of incorrect information or other non-compliance aery low. In two cases the Registrar cancelled
the incorporation of an association. There are nzages in which an association will in fact be
making profits but such cases are only discoveyeacbident, no structural review is ever undertaken
of the associations’ finances, neither by the IRAly the tax authorities.

757. Authorities indicated that it was impossible to ckhe¢he accuracy of information supplied to
the registry. They are aware that frequently tHerimation is incorrect but their resources are too
limited to cope with the current situation. In caisghere no information has been supplied to the
Registrar for a long period of time, those compamiél be de-registered, about 4,000-5,000 per.year
In addition the Registrar frequently undertakesoacagainst companies or their directors that have
not fulfilled their duties under theompanies Adhitiating legal action against them for failucepgay
annual returns (169 cases so far) or other breattmegever, frequently companies will disappear or
deregister following an incident involving them pmb reappear under a different name (but with the
same people in control) soon thereafter. The Regidtas no powers to impose administrative
penalties for failure to comply with tH@ompanies A¢tthe penalties mentioned are imposed by the
Courts.

758. Finally there is a lot of abuse of the ILGs. Fraglyiea smaller group of people within a
customary group represents itself as the “primavgear” of the land and receives all the benefits for
the use of the land for itself rather than for lemefit of the entire group, abusing its trustesitjum,
assuming it was ever was given one in the firstgld@here are many instances of a smaller group of
people acting as such without the consent of ttgeetagroup. Because the groups are often registered
far away from the lands in question verificationoféen difficult, but suffice it to say here thduet
concept of “primary owner” itself is non-existedtll customary held land is held on behalf aif
members of the group, not of a few. Currently theme bill whose purpose is to amend thé& Actto
ensure all ILG funds are received in a bank acchetd on behalf of the entire customary group,
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which is regularly audited.

5.1.2. Recommendations and Comments

759. The Registrar of Companies should consider wayahith law enforcement authorities be
granted more immediate access to company informatio

760. Authorities should consider amendif@ompanies Actto allow for the imposition of
administrative fines by the Registrar in cases ihictv companies do not comply with their
obligations to provide information to the Registrar

761. Authorities should consider ways to prevent comgsfaissociations controlled by persons
involved in companies previously deregistered fitmeing registered and to ensure a PNG national is
not fronting on behalf of a foreigner, whether kgquesting further information from those
individuals or conducting checks against historieadords in the Company Registry. In addition
particularly the activities and financial statengenf the associations should be subjected to more
scrutiny.

762. To allow the Registrar to undertake more thorougé diligence and take action in respect of

the natural persons related to companies and asi®od registered, authorities should consider
substantially increasing resources of the IPA. fisuee a greater degree of compliance penalties for
registering inaccurate or false information in exf associations and ILGs need to be increased.

763. Authorities should consider submitting the amendseof the ILG Act as proposed to
Parliament to ensure more equitable use and disimib of the profits yielded by land held by

customary groups to all members of the group.

764. Authorities should ensure to gather information tbe natural persons that are significant
shareholders of foreign companies that are shatef®ln companies registered in PNG.

5.1.3. Compliance with Recommendations 33

Rating Summary of factors underlying rating

R.33 PC « Access to the information held by the registryumbersome
« Information in the registry often unreliable
» Limited effectiveness adEompanies AcindAssociation Act

« Beneficial ownership information not available irases of foreign
corporate shareholdings
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5.2. Legal Arrangements—Access to Beneficial Ownershipral Control Information (R.34)
5.2.1. Description and Analysis

Legal Framework:
765. No specific Act applies.

Measures to Prevent Unlawful Use of Legal Arrangenmgs (c. 34.1) and Access to Information
on Beneficial Owners of Legal Arrangements (c. 34)2

766. Under PNG law it is possible to establish a truslar common law, but there are no specific
statutory provisions that govern them.

767. Several trusts have been established for publiatetg purposes and are governed by enabling
statute.

768. Authorities and practitioners indicated that alttjout is possible to establish trusts for private
purposes they believed such use was extremelyelinithey did not know of the establishment of
any private trust in PNG. There is no obligatiomegister them.

769. In the event that a trust would be established pidvate purposes, the service provider
employed, e.g. a lawyer, would not be under anjgatibn to collect information on the settler, or
beneficiary. General investigative powers would &yailable to obtain certain information from
financial institutions or service providers.

5.2.2. Recommendations and Comments

770. Although the authorities indicate that there areprivate trusts registered in PNG, there is no
procedure for gathering information on beneficiavnership information on private trusts.
Authorities should establish a process to ensweetls systematic collection of beneficial owngpshi
information on trusts, e.g. by requiring those fhrafessionally act as trustees (lawyers and oxtiers
collect all relevant information on the settler ahd beneficiary.

5.2.3. Compliance with Recommendations 34

Rating Summary of factors underlying rating

R.34 PC |+ No procedure for gathering information on settlotsstees and
beneficiaries of private trusts
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5.3. Non-Profit Organizations (SR.VIII)

5.3.1. Description and Analysis
Legal Framework:

771. At present there is no comprehensive legislaticaling with NPOs as such. Since all NPOs
are associations th&ssociations Incorporation Ags applicable by virtue of their legal form. There
are no laws in PNG regulating fundraising and egfiare by NPOs. PNG does not currently have
any central coordinating mechanism or specificqgyald regulate and monitor the NPO Sector.

772. The IPA registers these organizations, primarilgemthe Associations Incorporation Act
1966 Christian associations with at least four heddttilities or a health worker training school
recognized by the Nursing Council or the MedicabBbmay also be registered under @Gteistian
Health Services of PNG Act 2Q0Ihere are no formal requirements for an associaither than the
appointment of a public officer. Incorporation ip@requisite for any association wishing to aaguir
hold or dispose of property. Materially for incorption, an association may only pursue certain
purposes (providing recreation or amusement, ompting commerce, industry, art, science,
religion, charity, pension or superannuation scheareother objects useful to the community) and is
not allowed to pay any sum in the nature of divitiém its member. Any possible profits have to be
applied towards its stated goal.

773. An application for incorporation of an associationst specify:
» the name of the association;
» the objects and purposes of the association;
» the place or places where the association was ftband is carried on; and
» the full name, address and occupation of the agmiic

774. Declared associations receive an income tax exemptider Section 25(a) of tihecome Tax
Act

775. At the time of the onsite visit there were approxiety 5000 associations in PNG, and the
evaluation team was informed that their numbeuwuisently increasing sharply.

776. The requirement for NPOs to declare the type abiégtconducted by the organization during
the registration process is not formally followegt Bny monitoring mechanism to verify the
consistency of NPOs activities with their initiabdared purpose and there is therefore no clear
overview of respective NPOs’ activities in PNG.

777. It was also pointed out to the evaluators during thission that a growing number of
associations do not focus on their initial clainwaject and are in reality created with the intent t
collect funds for a different purpose, especiatiyrémote rural areas. Thus, the absence of a clear
registration and monitoring process of non-profigamizations and of a central coordination
mechanism undermines the transparency of theinding and expenditures.
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Review of Adequacy of Laws & Regulations of NPOs (&111.1):

778. To date, no review of adequacy of laws and reguiatof NPOs has been conducted.

Outreach to the NPO Sector to Protect it from Terraist Financing Abuse (c. VIII.2):

779. At the time of the on-site mission, no effectivdreach or awareness had been undertaken with
a view of protecting the sector from ML and tersamifinancing abuses has been done yet.

Supervision or Monitoring of NPOs that Account for Significant Share of the Sector’s
Resources or International Activities (c. VIII.3):

780. Authorities do not formally supervise the NPO secamd verify what information they
maintain.

781. No study has been conducted to establish which NE©Osunt for a significant portion of the
financial resources under control of the sector arglibstantial share of the sector’s international
activities.

Information maintained by NPOs and availability to the public thereof (c. VIII.3.1):

782. No effective follow up has been made by the regisin authority to monitor NPOs activities
and to determine whether they are operating witheir initial or alleged scope of activities.

783. The IPA has no specific powers of supervision fellty registration. For example, the
Registrar cannot conduct on-site missions to vewifigther associations are acting within their state
purpose and NPOs registered under the Associdtiaosporation Act are not required to maintain a
list of their members. The only requirement for NP&fter registration is to declare a change of
name, under section 9 of thssociations Incorporation Acand to notify the registrar of the
appointment of any public officer (section 14).

784. In addition, tax authorities also require resouraad expenses details from NPOs but they
have informed the assessment team that no onesifecations are conducted.

785. Some non-profit organizations are represented withé main forum for dialogue between the
Government and civil society, the Consultative lempéntation and Monitoring Council (CIMC). The
CIMC was established by the National Executive Giluaifter the National Economic Summit of
February 1998. Working through the CIMC, the Goweent has established the Informal Sector
Committee, including representatives of governnagat nongovernment organizations. However, the
effectiveness of the CIMC's activities have beempared by the lack of a clear, up-to-date, and well
documented description of the constraints to infdreector activity. Therefore, the committee
initiated the formulation of the review. Data celied by the CIMC are publicly available and
accordingly could function as a source of informaton a number of NPOs, however this does not
include any information regarding funds or owngpsimd it is not possible to asses as to what degree
the active NPOs of PNG are represented by the Ctigani
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Measures in place to sanction violations of overdigrules by NPOs (c. VIII.3.2):

786. There are currently no specific and systematicsight rules supervising NPOs. Consequently,
there cannot be any attached measures in plaeattien violation of it.

787. Theoretically, according to section 34 of the Asations Incorporation Act,

“where the Registrar has reasonable cause to betieat an incorporated association has
ceased to exist or that the transactions or natfues incorporated association are or is such
that it has not, or has ceased to have, the pbescrijualifications for incorporation, the
Registrar may send by registered post to the peapmearing by any notice lodged in the
office of the Registrar to be the public officertb& association, a notice requiring him, within
a period of one month from the date of the notioesatisfy the Registrar that the association
has not ceased to exist or has ceased to havedberiped qualifications for incorporation, as
the case may be”.

However, the absence of systematic monitoring oDBIRctivities makes this provision difficult to
put into practice.

Licensing or registration of NPOs and availabilityof this information (c. VIII.3.3):

788. The IPA registers these organizations, primarilygemthe Associations Incorporation Act
1966 more occasionally under thehristian Health Services of PNG Act 2007 the National
Volunteer Service Act 1990 here are no formal requirements for an associatither than the
appointment of a public officer. An application foicorporation of an association must specify the
name of the association, the objects and purpdstn @ssociation, the place where the association
was formed and is carried on and the full nametesddand occupation of the applicant.

789. Practitioners who make use of the information cioweid in the registry indicated that it was
frequently incomplete and out of date.

Maintenance of records by NPOs, and availability tappropriate authorities (c. VIII. 3.4):

790. NPOs are not required to maintain and make availafbrmation to appropriate authorities.

Measures to ensure effective investigation and gathing of information (c. VIII.4):

791. Although legally law enforcement and other authesitshould be able to access the files held
by the registrar and swiftly obtain the associaioacords, in practice it is a very cumbersome
process and requires a search warrant issued byra €or law enforcement agencies it frequently
takes a long time to get a response from the IP4,a8 a matter of practice, not of law, the IPA has
required that law enforcement have a search wabeifore it can provide information to registered
associations.

Domestic cooperation, coordination and informatiorsharing on NPOs (c. VIII.4.1-3):

792. There is no mechanism of cooperation, coordinatiomformation sharing on NPOs. In this
regard, the creation of the Consultative Implem@miaand Monitoring Council (CIMC) in 1998 can
be seen as a first initiative from the governmentreate a coordination mechanism.
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793. Moreover, it has been indicated to the evaluatoring the on-site visit that the government
was planning to launch a cooperation and informmatibaring system within the fifth Pillar of its
“Vision 2050”.

Responding to international requests regarding NPOs points of contacts and procedures (c.
VII.5):

794. International cooperation has not been demonstiateshard to NPOs.
5.3.2. Recommendations and Comments
795. The assessors recommend that, authorities should:

» Undertake a review of the adequacy of existing lamg regulations that relate to non-profit
organizations with a view to enhancing transpargncy

» Take effective measures to ensure proper regstrafi NPOs and ensure they are easily
accessible to the appropriate authorities;

» Enact measures requiring NPOs to maintain and rmae&iéable to appropriate authorities,
sufficiently detailed records of domestic and intgional transactions to verify that funds
have been spent in a manner consistent with theoparand objectives of the organization;

» Create an effective integrated information gathleeend sharing system;

» Develop a lasting central coordination mechanistwéen NPOs;

» Carry out outreach with the NPO sector with a vieyprotecting the sector from abuse for
criminal purposes;

» Take effective steps to promote supervision anditmang of those NPOs which account for
a significant portion of the financial resourceslenthe control of the sector;

5.3.3. Compliance with Special Recommendation VIl

Rating Summary of factors underlying rating

SR.VIII NC * No effective registration of NPOs

* No review of the adequacy of existing laws and l&tipns that relate to
non-profit organizations that can be abused for FT

* No effective monitoring mechanism for NPOs inclglthe registration
of NPOs and the ability to monitor sources of fuf@sNPOs.

* No measures in place to sanction violations of gigét rules by NPOs

* No outreach or awareness raising




6. NATIONAL AND INTERNATIONAL CO-OPERATION
6.1. National Co-Operation and Coordination (R.31 & R. 2)
6.1.1. Description and Analysis

Legal Framework:

796. There is no specific legislation dealing with AMIFT related domestic cooperation.

Mechanisms for Domestic Cooperation and Coordinatio in AML/CFT (c. 31.1):

797. There are significant challenges for interagenaypewoation in setting AML/CFT policy and
coordinated implementation of existing AML measur€hkere is little evidence of political level
commitment to inter-agency cooperation to suppifecéve AML/CFT implementation.

798. While coordination within agencies in the Law angbtice Sector is relatively good (for
example between DJAG, RPNGC and OPP), cooperatimh amordination with and between
Departments and agencies outside that Sector r@ffeegulators, IRC, Foreign Affairs, Customs
etc) has not been well supported. This is evidemgesignificant gaps in coordination leading ugsthi
assessment and an absence of information sharergaaignificant period.

799. There is no mechanism in place specifically for dstit AML/CFT cooperation and
coordination. However, there are various structurgdr-agency mechanisms in place in PNG for
cooperation and coordination between agencies eratipnal law enforcement and policy matters.

800. For example, police host the TCU, which is a jagency office involving police, customs,
fisheries and immigration, and reflects a modelt thas been established in ten Pacific Island
countries, the Solomon Islands TCU being the mestmtly established. The PNG TCU is located at
the police training college at Bomana and at thetof the on-site evaluation had three police staff
assigned to the unit. However, at the time of thesite visit no other agency had staff assigneti¢o
TCU, and the level of interagency cooperation witthie TCU was unclear.

801. Other arrangements include the Customs Servicet Jojiency Group (JAG), involving
Immigration, Police and Fisheries, which meets mignto discuss customs border enforcement
related matters. Memorandums of understandingrapdaice between police, customs and fisheries
that include exchange of information. This foruneslmot yet address AML/CFT issues.

802. The Department of Prime Minister hosts the OffifeSecurity Coordination and Assessment
(OSCA) which provides secretariat services to traidwial Security Advisory Council (NSAC),
chaired by the Prime Minister. Any security issaash as AML/CFT are discussed by the Council.

803. In addition to the NSAC the Department of Prime istier and DJAG co-chaired the

development of PNG’s draft ‘National Anti-Corrupti®trategy’. It previously provided the Director
of the National Anti-Corruption Alliance (NACA), buhat position and NACA itself is funded by
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AusAID. The Commissioner of Police chairs NACA, fBkief Ombudsman is the Deputy Chair, and
a large number of government senior executivesnambers of this alliance. AML/CFT is within the
scope of the group’s role given its responsibiiityinvestigating corruption.

804. There is no formal, ongoing inter-agency policy heatsm in place concerning the
development and implementation of policies andviies to combat ML and TF. Officials advised
that a close relationship exists between the DX, other agencies, especially the FIU, Police and
the OPP.

805. The DJAG has drafted a cabinet proposal to establidational Coordination Committee. This
submission has already been put forward to Calboretonsideration. Once it is established it will
serve as a conduit under which relevant agencikarticipate and develop policies and strategies
on AML/CFT. The Committee will be co-chaired by ti®JAG and Treasury. Although this
Committee is forthcoming, the DJAG has used itdiaibn with the APG as the primary point of
contact to coordinate AML/CFT matters domesticallyhis has included the facilitation of
International Crime Cooperation Workshops whichngigantly served as an awareness of the
respective roles and responsibilities of agenareteims of AML and International Cooperation.
These awareness programs have included agenciesasucustoms, Immigration, Internal Revenue
Commission (Tax Office), the IPA, Central Bank, T@dd even some DNFBPs such as the Law
Society and the Society of Accountants. Hence, Dig\@ken as the coordinating agency on these
matters which include the Mutual Evaluation.

Recommendation 30 — Resources (Policy Makers)

806. Within the DJAG the Legal Policy and GovernancerBta(LPG) is responsible for AML/CFT
policy advice to the PNG Government. This includdsice on international legal obligations arising
from UN Conventions and proposals for PNG to ratifigse. The LPG is also responsible for
domestic policy coordination of cross—agency resperio AML/CFT, and has advanced proposals to
the NEC for establishing a formal AML/CFT Nation&loordination Committee. In addition,
departments in PNG are responsible for draftingslder enactment, and therefore the LPG is
responsible for all AML/CFT legal drafting. The LR&responsible for the development of policy on
AML/CFT, drafting the Cabinet submissions, explanatmemorandum and the drafting instructions
for the Legislative Drafting Council. The LPG magsest in drafting bills if specifically instructda
the Minister. These bills will serve as draftingtimictions when forwarded to the Legislative Drajti
Counsel.

807. Although support is provided to the LPG from vasoagencies for developing AML/CFT
policy, the lion’s share of the workload rests wittat group. With just six staff, this is a large
commitment, and there is a case for additionaluess to support the important role of the LPG.

808. The FIU has a significant role to play in inter-agg coordination on regulatory issues. The
severe staff shortages make this role impossibéeh@eve. Inter-agency coordination between BPNG
and the FIU is needed.



Measures to review the effectiveness of systems faymbating ML and FT (applying R.32):

809. PNG has not undertaken a review of the effectiveinésystems for combating ML and FT in
the country.

6.1.2. Recommendations and Comments

810. There are mechanisms in place in PNG to enable-agency coordination. However, the
overwhelming level of systemic corruption amongsvernment agencies contributes to a lack of
trust and consequently impedes information shamoegperation and assistance, within police and
between agencies. Establishing formal arrangemtvats set out agreed processes will help to
improve access to information and coordination keetwagencies.

811. The formal AML/CFT Coordinating mechanism shoulddpproved by the National Executive
Council and established as soon as possible.

812. PNG should undertake a national AML/CFT risk assesg and use this and the findings of
this assessment to develop and implement AML/CFIlicips and activities to address national
priorities and establish an appropriate coordimatiechanism.

813. Inter-agency coordination between all relevant agenshould be improved.

6.1.3. Compliance with Recommendation 31 & 32 (criterion 2.1 only)

Rating Summary of factors underlying rating

R.31 pc | No formally established AML/CFT coordinating comtaé

*  Alack of effective mechanisms for coordinatingidties between
regulatory agencies

»  Lack of inter-agency coordination of competent atitkes involved in
AML/CFT has undermined effectiveness

»  Effectiveness not demonstrated

R. 32 NC |* Inter-agency coordinating mechanisms have not bsed to review the

effectiveness of the national AML/CFT system orgular basis
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6.2. The Conventions and UN Special Resolutions (R.35 &R.I)
6.2.1. Description and Analysis

814. At the time of the on-site mission, PNG had nofifiestt the Vienna Convention or the Palermo
Convention.

Ratification of AML Related UN Conventions (c. 35.), CFT Related UN Conventions (c. I.1) or
implementation of UN SCRs relating to Prevention ad Suppression of FT (c. 1.2):

815. At the time of the on-site mission, PNG had naifiest the Vienna Convention or the Palermo
Convention. It does have some legislation dealiity e production and sale of drugs laid down in
theDrugs Act PNG acceded to the UN Convention on the Supmnessdithe Financing of Terrorism
on September 30, 2003.

816. As yet there is no legislation to implement UN SCR§7 and 1373. There is no process by
which the lists of designated entities and persorer UNSCR 1267 are sent from the PNG mission
at the UN to PNG authorities and thus for dissetionaof those lists amongst relevant public
agencies and private institutions in PNG. Thera igrocess for designating an organization as a
proscribed organization under tHsA

Additional Element—Ratification or Implementation of Other relevant international
conventions (c. 35.2):

817. PNG signed and ratified the UN Convention againstr@ption on the 16th of July 2007 and
will be amongst one of the first parties to thatwention to be evaluated under the newly estaldishe
evaluation mechanism.

6.2.2. Recommendations and Comments

818. PNG should become party to the relevant UN conweastiwithin the shortest possible
timeframe and establish a mechanism for givingotfle UNSC 1267 and to complement the
domestic designation process with a freezing mashafor the entities so designated. Reference is
made to the comments made in the relevant seatidthe report, 2.1-2.4 and 6.3 and 6.4.

6.2.3. Compliance with Recommendation 35 and Special Reconendation |

Rating Summary of factors underlying rating
R.35 pc | Viennaand Palermo conventions not ratified andulbt implemented
SR.I NC * No procedure for distribution of 1267 lists

» Domestic designation process deficient
* Weaknesses in implementation of TF Convention.
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6.3. Mutual Legal Assistance (R.36-38, SR.V)
6.3.1. Description and Analysis

819. Mutual legal assistance (MLA) is governed by thevisions of theACMA (MACMA) and by
ss128-152 oPOCAand is applicable to all foreign countries regingsassistance or to whom PNG
requests assistance. PNG has not so far conclugechatual legal assistance treaties with foreign
countries. The provision of assistance is not digil upon the conclusion of any treaty between a
requesting country and PNG.

Widest Possible Range of Mutual Assistance (c. 3%.1
820. The types of legal assistance that may be provideér MACMA include:

a. taking evidence (ss13 and 14)

b. the production of documents and articles (ss131&hd

c. requesting search warrants (ss 21 and 47)

d. requesting restraining orders (s 48)

e. transferring persons in custody for testimony treotpurposes or arranging for the travel
of any person to the requesting country for thgpse of giving evidence voluntarily (s33)

f. enforcing foreign forfeiture or foreign pecuniargmalty orders (s41)

on behalf of a requesting state. In addition tHfdng sections undePOCAare relevant to certain
types of assistance available unti&CMA

g. Section 128 on the search for and seizure of thim®perty (instruments used or
intended for use in an offence and the proceeds afffence)
h. Section 134-138 applying for restraining orders

821. Section 5 states thAdACMA does not limit the provision of international atsihce to the
assistance provided for unddACMA. Therefore, although the service of documentoierplicitly
provided for, such assistance would be availableetpuesting countries, considering how limited
such assistance is in comparison to other assesexpticitly provided for.

822. Requests for assistance und&CMA in a criminal matter must be made to the Minigter
Justice or a person authorized by the Ministeet®ive requests by foreign countries (s7). A refques
must be in writing and must include a descriptibthe nature of the criminal matter and a statement
setting out a summary of the relevant facts and liemluding the maximum penalty for each criminal
offence and a description of the purpose of theigsjand of the nature of the assistance being
sought (s7).

Provision of Assistance in Timely, Constructive andeffective Manner (c. 36.1.1):

823. As yet the practice under this MACMA is very limitésee below under effectiveness) but the
structure of thé\ct is geared towards being cooperative and praogidissistance where possible. The
assistance to be provided is not limited to theéstmsce mentioned in thRIACMA and does not

require a treaty before providing assistance. Rriatinality is an optional rather than a compulsory
ground for refusal. To facilitate timely action thMinister may authorize a person to deal with the
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requests on his behalf. The LPG of DJAG is resjbag$or processing the requests, though it has not
yet been formally authorized by the Minister unbi#&CMA LPG indicated that it would encourage a
requesting country to submit an informal requegrgo the filing of the formal request to ensunatt
when that formal request is submitted, it can baltdeith as promptly as possible. According to
foreign liaison officers stationed in PNG, PNG is the whole cooperative when asked to provide
informal assistance and generally makes everytdffassist in the most efficient way possible.

No Unreasonable or Unduly Restrictive Conditions oMutual Assistance (c. 36.2):

824. According to section 9, assistance must be refbgethe Minister if the request relates to a
political offence, the request is believed to becdiminatory, providing assistance would prejudice
PNG's sovereignty or the request relates to amo#ior which the person concerned has already
been acquitted or has undergone punishment.

825. According to section 10 the Minister may refuseequest when the foreign offence had it
occurred in PNG would not have constituted an aesccording to PNG law, ie dual criminality is a
discretionary ground for refusal.

826. These grounds for refusal are not unduly restictivnature. PNG does not require a treaty to
be able to provide assistance. As noted dual caliynunder MACMA is a discretionary, not a
compulsory ground for refusal.

827. The commencement of judicial proceedings or a atiori is not required for investigative
steps such as obtaining a search warrant, butrairésg order may only be obtained in PNG at the
request of a foreign country if criminal proceedifgave commenced or are “about” to commence in
the requesting country (SA8ACMAand 138P0OCA.

Efficiency of Processes (c. 36.3):

828. Upon receipt of a request, the Minister will fordat to the LPG who will draft a letter of
acknowledgment, indicating that the request is dpeimnsidered and providing the action officer for
purposes of liaison. LPG will then advise the Mimisof the nature/substance of the request and
whether it can be executed or not, taking into antthe optional and mandatory grounds for refusal.
Assuming those do not pose impediments, LPG thesiders the request in light of the checklist of
what should be contained in an incoming requesthdfe is a need for further information the
requesting country can forward those changes/additilirectly to LPG without the need for another
formal request. The request is then processedeadant agencies such as the OPP and police will
be involved for purposes of obtaining evidence,rcapplications and executing judicial orders for
purposes of the request. LPG would be responsitslevferall coordination and the items requested
would then be forwarded to the Minister, certifatt then formally sent to the requesting country.

829. The LPG encourages informal communication prigh®request so appropriate advice can be
given to the requesting country on making a requ@stfar however, the process exists in theory only
since it is yet to be applied in practice. A hamob@s currently being developed to document this
process.
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Provision of Assistance Regardless of Possible Ifvement of Fiscal Matters (c. 36.4):

830. There is nothing iMACMA that would preclude assistance solely on the kaddise possible
involvement of tax matters. In fablACMA explicitly indicates that “criminal matters” indes
“criminal matters relating to revenue (includingadon and customs duties”).

Provision of Assistance Regardless of Existence ®&crecy and Confidentiality Laws (c. 36.5):

831. A request for mutual legal assistance cannot baseef on the grounds of laws that impose
secrecy or confidentiality requirements on finahéiestitutions or DNFBPs. Banking secrecy or
confidentiality cannot be raised to object to acleavarrant or a production order undéACMA

Availability of Powers of Competent Authorities (applying R.28, c. 36.6):

832. The competent authorities can use their existinggme to search, seize and restrain property
and to access information to provide legal assigtdo requesting jurisdictions. As previously noted
these powers are limited (see section 2.6).

Avoiding Conflicts of Jurisdiction (c. 36.7):

833. If ever a conflict arose between jurisdictions, thkevant authorities of PNG (most likely the
Police, OPP and DJAG) would consult with the retjingscountry in order to establish which venue
is the most appropriate. No formal mechanism existwever, authorities consider that informal
mechanisms would work adequately.

International Cooperation under SR V (applying c. $.1-36.6 in R. 36, c. V.1):
834. The answers given are equally valid for terrorigmaricing cases.

Dual Criminality and Mutual Assistance (c. 37.1 & 3.2):

835. As noted dual criminality undéevIACMA is an optional, not compulsory ground for refusal.
has not been tested in practice yet, this imphas in theory even e.g. foreign forfeiture ordessld

be executed in PNG in the absence of dual crintinahiough in practice that is not likely. Oddlpy f
restraining orders upon foreign request url&CA (to which sections 47 and 48ACMA refer)
there is a requirement for dual criminality sinbe tentral term of reference there is the “foreign
indictable offence” which is defined as an offengwler foreign law that would have constituted a
crime under PNG law had it been committed withinGPiérritory. In the absence of practice it is
difficult to ascertain how restrictively it woulcekapplied, but given that in principle it is possitp
provide even compulsory measures in the absengeabfcriminality, it may be assumed that for less
intrusive measures dual criminality will not be u@gd in practice.

836. The dual criminality test for “foreign indictabldfence” is based on conduct; categorization or
denomination do not impose an impediment in thgdure.

Requests for Provisional Measures and Confiscatiom;quivalent value (c. 38.1 and 38.2):

837. UnderPOCAandMACMA, a search warrant may be issued for “tainted ptgpan relation to
a foreign indictable offence and it can be restdior seized. “Tainted property” is defined as
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proceeds of and instruments used or intended feriusan offence. As explained, since this is in
relation to a foreign indictable offence this elstai- conduct based- dual criminality test.

838. As far as forfeiture orders are concerned, se@ibof MACMA enables the enforceability of a
foreign forfeiture order or foreign pecuniary pdpabrder, thus allowing for the confiscation of
property of equivalent value. No provisional measuare available to restrain/seize property of
equivalent value.

Coordination of Seizure and Confiscation Actions (¢38.3):

839. As noted above, PNG can take action on requestdving seizure and confiscation actions of
other countries but no specific arrangements fardioating such action are in place since no such
case has arisen so far .

International Cooperation under SR V (applying c. 3.1-38.3 in R. 38, c. V.3):
840. The answers given are equally valid for terrorigmaricing cases.

Asset Forfeiture Fund (c. 38.4):

841. PNG is currently considering establishing an aksétiture fund. Currently under tHeublic
Finance (Managemen)t Aall public monies are to be paid into the Consdbd Revenue Fund
(CRF). Section 76 oPOCA authorizes the Commissioner of Police to dispdsang property that
has been forfeited to the State and have the pisce&id into the CRF. This includes other liquid
proceeds i.e. money that has been forfeited as #klimonies in the CRF are used to sustain the
country’s budget.

Sharing of Confiscated Assets (c. 38.5):

842. The MACMA allows the Minister to enter into an arrangemeith\a foreign country to share
with that country the property or amount forfeimdpaid under a foreign forfeiture order or foreign
Pecuniary Penalty Order (Section 44). In additiomelation to ordinary forfeiture orders obtairzg
the Public Prosecutor under tROCA in proceedings conducted in PNG, a foreign countgy
apply to have its interests as a third party reamghby the court, if the foreign State has anrege
in the forfeited property (sections 77 and 78).

Additional Element (R 38) — Recognition of ForeigiNon Criminal Confiscation Orders:

843. The provisions in relation to enforcement of foreigpnfiscation orders apply equally to both
conviction and non-conviction based confiscatioteos.

Statistics (applying R.32):

844. So far there has been one request for mutual éesgédtance from Australia.

15¢



Analysis of effectiveness

845. PNG has received its first mutual assistance rédums Australia this year. The request was
made through the diplomatic channel and then catvéy the DJAG. To date the request has been
acknowledged and DJAG is in the process of havimprapriate agencies obtain the
information/evidence required. A setback in obtainthat information on a timely basis may be
resource availability at the time and the courtcpss. Since this is the first incoming request unde
theMACMA, DJAG has facilitated a discussion of the Act’plagation and other operational aspects
amongst the OPP and TCU. This assisted the stalarisoin formulating a work plan to serve as a
template/precedent for future MLA requests which t&en be processed effectively and on a timely
basis.

846. In addition PNG made a successful MLA request testfalia. The matter concerned the
smuggling of more than K10,000 to Cairns in breafcthe threshold stipulated under BBA PNG
obtained the relevant ‘Incoming Passenger Dectaratind the Cross Border Currency Movement
forms from the Customs authorities through a forMaA request. That information was used in a
PNG court where the offender was convicted andredd® pay a fine of K100,000.

6.3.2. Recommendations and Comments

847. Authorities should consider concluding mutual legssistance treaties with relevant countries.
Consideration should be given to authorizing LP@airs7 oMACMAto receive MLA requests.

848. Authorities should consider introducing provisionaasures for property of equivalent value.

849. Consideration should be given to devising a meamarfor determining the most appropriate
venue for prosecuting a case which is dealt witkdiffgrent jurisdictions.

6.3.3. Compliance with Recommendations 36 to 38 and SpetRecommendation V

Rating Summary of factors relevant to s.6.3 underlying owall rating

R.36 PC » Deficiencies in the scope of the ML offence

e Limited investigative measures

* No consideration given to devising a mechanismdftermining the mos
appropriate venue.

» Little demonstrated effectiveness

R.37 LC » Little demonstrated effectiveness

R.38 LC * Range of provisional measures upon foreign requastomplete

* No demonstrated effectiveness

SR.V PC « Deficiencies in the scope of the FT offence

e Limited investigative measures

* No demonstrated effectiveness

—
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6.4. Extradition (R.37, 39, SR.V)
6.4.1. Description and Analysis

850. The Act governing the conditions and process fdraghition is theExtradition Act 2005The
Act distinguishes between requests made by Pdslfiand Forum (Forum countries) and non-forum
countries, basically with a lower standard of ewitiry requirements for Forum countries. To date
PNG has not concluded any extradition treaty witbraign country.

Money Laundering as Extraditable Offence (c. 39.1):

851. An ‘extradition offence’ is defined under sectiofl)/(a) of theExtradition Actas an offence
against a law of the requesting country, for whiteh maximum penalty is death or imprisonment for
a period of not less than 12 months and the corttiaticonstitutes the offence, if committed in PNG
would constitute an offence in PNG for which theximaum penalty is death or imprisonment for a
period of not less than 12 months. Since the maximpenalty for ML is 20 years, it constitutes an
extraditable offence (always assuming the maximemafiy in the requesting country is more than
12 months). As can be seen from the definitiondiln criminality test is conduct based.

852. The extradition regime is laid out in th&tradition Act The request must be in writing and
directed to the Minister and relate to an extraditbffence (which is an offence against the laws of
both the requesting country and PNG that has anmimi penalty of 12 months gaol). For Forum
countries, the requesting country must now prodhbeeoriginal arrest warrant issued in that country
after which the Magistrate must issue a surrendextradition warrant if the person consents to the
extradition. In the absence of consent the Madestmaust issue a surrender warrant (ss15-21). The
OPP presents that warrant to the courts in PNGe fit endorsed as a PNG warrant (s12). For non-
forum countries more supporting documents is reguas provided under s32. For all countries the
Minister has the final say with regard to surreimga person.

Extradition of Nationals (c. 39.2):

853. According to s51 of thé&xtradition Actthe Minister may refuse to extradite a persontmn t
grounds that he is a PNG citizen, but in that dhgeperson may be prosecuted- if the Minister
considers there is sufficient evidence, in whickeche is taken to have engaged in the conduct in
PNG so that that th€riminal Codeand the Criminal processes of investigation, &émrgsand
prosecuting the person will apply.

Cooperation with requesting country (c 39.3)

854. Under s51 the Minister must consider whether tiegraifficient evidence in PNG to prosecute
the person. Under s5@f MACMA the Minister may request a foreign country to taekelence or
produce documentation for a defendant where suicleree is considered necessary. Sections 52-60
provide for the admissibility of foreign evidendgevidence is located in another country apantrfro
the requesting country then a MLA request und&CMA can be made by PNG.

Efficiency of Extradition Process (c. 39.4):

855. So far no persons have been extradited to foretgmtcies under th&xtradition Act The
conditions applicable are not overly burdensomis tiot clear how the courts will deal with possibl
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future appeals under thextradition Act PNG received one request for extradition in 2266, but
ultimately the person was transported out of PNGhaygovernment before extradition proceedings
which were before the courts could be completedjite effect the request. In September 2006,
Australian authorities made an extradition requed®NG in relation to an Australian national who
was transiting through PNG. The person was theestilgif an Interpol Red Alert Notice seeking
assistance in apprehension of the person. A coplyeoRed Alert Notice was forwarded to PNG by
Australia with a request for provisional arrest gieg extradition. Police made an arrest on thaisbas
and the accused was granted bail. Australia maftenaal request for extradition via diplomatic
channels to the Public Prosecutor. The Public Rrdee applied for an arrest warrant and as the
person did not appear before the court a subseguezst warrant was issued under the Extradition
Act. The Court's provisional warrant of arrest lieggi the arrest and detention of the accused tit awa
Extradition Proceedings, but he was transportebBNG by the government while this matter was
before the court¥,

Statistics (applying R.32):
856. So far there have been no cases of extradition.

6.4.2. Recommendations and Comments

857. The Extradition Act and the processes describeithelo not give rise to any comments.

6.4.3. Compliance with Recommendations 37 & 39, and SpetiBecommendation V

Rating Summary of factors relevant to s.6.4 underlying owall rating
R.39 LC * No demonstrated effectiveness
R.37 LC * No demonstrated effectiveness
SR.V PC * No demonstrated effectiveness

%0 papua New Guinea, Defence Force Board of InquéydR, 13 December 2006, 16 March 2007.
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6.5. Other Forms of International Co-Operation (R.40 & R.V)
6.5.1. Description and Analysis

Recommendation 40 and Special Recommendation V

Legal Framework:

858. There is no privacy legislation in PNG and no gahlegal impediment to prevent competent
authorities from providing the widest range of cexgtion to their foreign counterparts. There are
various arrangements, including membership of ma#onal organisations, through which a wide
range of international cooperation is able to bevigled. PNG’s participates in the South Pacific
Leaders Forum, and as part of this forum in the2lB@niara Declaration on Law Enforcement

Cooperation, the 1997 Aitutaki Declaration and 2080 Biketawa Declaration and subsequently the
Nasononi Declaration. This forum has centred onrawgd international cooperation, especially
amongst forum member countries. Each of these geraants is intended to express the Forum
member’s collective commitment to responding tousiég challenges, including the adverse effects
of globalisation such as transnational crimes, anthwful challenges to national integrity and

independence.

Widest Range of International Cooperation (c. 40.1)

859. PNG is able to provide both formal and informal meaf international cooperation across a
range of competent agencies, although this ahditestricted by the limited amount of information
held centrally by competent authorities, and algoth®e environment of corruption and levels of
mistrust amongst agencies, which in turn affects itidividual willingness to cooperate or share
information. In addition, there are specific legtsle restrictions on access to or disclosure dadae
types of information that will impede internationaboperation (e.g. s 83 (Secrecy of banking
information),CBA; s 9(6) (Secrecy of income tax informatiomgcome Tax Act 1959

FIU

860. Officials advised that the FIU has entered into emmorandum of understanding with the
Solomon Islands FIU for the purposes of informasbaring arrangements.

861. ThePOCAdoes not explicitly empower the FIU to share infation with foreign counterparts.
The POCA has no restrictions or impediments that contrel tise or dissemination of information
gathered from STR and CTR reports.

862. The FIU advised the evaluation team that they d&le o share information with foreign
counterparts since there are no legal conditiongding so in thé?OCA No statistics were available
on the level of information sharing with foreign urerparts. The FIU staff indicated a clear
willingness to share information.

863. In its role as AML/CFT regulator / supervisor, theare no clear enabling provisions in the
POCA or other statutes to enable sharing of informatigtih foreign regulators. The FIU would be
able to enter into arrangements with the BPNG aecufties Commission to make use of their



established channels for international cooperation.

864. Resource constraints within the FIU may affectahdity of the FIU to negotiate and enter into
bilateral agreements with foreign FIUs and AML/Ciefulators.

Law enforcement

865. In 1976 the Police was admitted as a member of Itibernational Criminal Police
Organisation (Interpol), and in 2002 was connedtaugh SPEXNET and the 1-24/7 Interpol
network, via the Interpol regional office in CantzerThe Interpol National Central Bureau Konedobu
(PNG) now has access to the various Interpol databand electronic network of communications
with all Interpol member countries.

866. Police to police requests are facilitated throulgh Interpol network, and in addition, the
PNG Interpol office provides information to the Ingration service and other agencies.

867. Police to police memorandum of understanding owrmftion sharing entered with the
Australian Federal Police. In addition, the Austnal Federal Police have police liaison officers
located at the Australian High Commission in Podrdsby, whose role is to facilitate cooperation
and assistance between the PNG police and the AFP.

Bank of PNG

868. The CBA gives BPNG very wide range of powers to enter ei@mngements to cooperate
very widely with other regulatory bodies, wheth@PNG or with other foreign counterparts. Section
92 of the Act makes it clear that these cooperaigmements can relate to any law which has a role
for BPNG .

869. The Governor may enter into agreements with otbgulatory bodies or authorities, whether
in PNG or not for the purpose of assisting the Goeeor the Central Bank to carry out its functions
under this Act or any other laws.

870. Agreements under s92 would include issues coveyethdBFIA and other sectoral laws
coming under the BPNG s purview which may be useslupervise for and enforce compliance with
the POCA Section 92 indicates that as a practical mather,Central Bank shall make agreements
conditional on being ‘authorized by regulation dredtion’. The CBA gives the Governor direct
power to make directions (s.98) and for the Headswite (on advice) to issue regulations. The
Central Bank Governor may, by instrument in writgige such directions as necessary or convenient
to be prescribed by directions for carrying ougiming effect to this Act.

Securities Commission

871. Section 10 of theSecurities Actprovides that the Commission has wide discretion t
cooperate with foreign counterparts on the basisa aequest and use its extensive powers of
information collection at s8 to collect informatioand evidence to be shared with foreign
counterparts. Section 8 extends to a wide rangspetial powers for information and evidence
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collection, ranging from orders to produce recomigger premises, attend hearings, mandate them to
answer questions and not disclose that they hasedsd a hearing.

872. Section 9 gives the commission sole discretionelease information gathered under s8
powers and s10 expressly provides that they maycdikected for and shared with foreign

counterparts:
Commission may take evidence for overseas Comonissi body:
(1) Where any securities commission or exchangethar body in any other country

with functions corresponding to those of the Consiis, requests the Commission to inquire
into any matter related to the functions of thatusities commission or exchange, or other body,
the Commission may subject to Subsection (2), vedei evidence any statement, document,
information or any other thing that in the Comnusss opinion is likely to assist the
Commission in complying with a request.

2 The Commission shall not comply with a requester Subsection (1) unless the
Commission is satisfied that compliance with thguest will not substantially affect the
performance of its other functions under this Act.

3) The Commission may exercise the powers sehdbéction 8, and the provisions of
that section shall apply, as far as they are apiplés in relation to a request under this section.
4) Evidence taken by the Commission under thiiaemay be transmitted to the

securities commission or exchange or other bodyluwse behalf the request was made in such
manner as the Commission thinks fit.

Provision of Assistance in Timely, Constructive andeffective Manner (c. 40.1.1):

873. Where international arrangements between agenc&snaplace, assistance in a timely,
constructive and effective manner is able to bevideml, for example, the Police is a member of
Interpol; the Customs Service are a member of theaBia Customs Organization and the World
Customs Organization. Both networks provide systamt processes for exchange of information.
However, where an agency is not aligned internatiprunder a formal arrangement, assistance will
depend on requests between domestic agenciestt{e.golice Interpol office being requested to
access company records), in which case assistaageot be available in a timely, constructive and
effective manner. No information was provided tpmurt effectiveness under this criteria.

Clear and Effective Gateways for Exchange of Information between Counterparts (c. 40.2):

874. Examples of existing gateways include Interpol'?4l7 network access, and the

Transnational Crime Unit Pacific TCU intelligencetwork access. The Customs Service is also
linked through various international counterpaigamizations, and this includes clear networks for
exchange of information. However, further exampdésnternational gateways for the prompt and

constructive exchange of information between capate agencies are limited.

875. The Securities Commission is a member of IOSCO.
876. The Office of the Insurance Commission is a mendfethe International Association of

Insurance Supervisor (IAIS) and is in the procdssdopting their “Insurance Core Principles” (ICP),
including ICP 28 relating AML/CFT. The Office oféhinsurance Commission is working towards
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signing the IAIS Multilateral Memorandum of Undensting (MMOU) with its counterparts to
ensure easy sharing of information with one another

877. The BPNG is also a member of the IAIS, which assigth sharing information with other
life insurance regulators. BPNG is not yet a signato the MMOU on information sharing.

Spontaneous Exchange of Information (c. 40.3):

878. There was no information provided to indicate thdntaneous exchange of information is
occurring between PNG institutions and their corpags in other countries. However, the legal
framework will generally allow for this to occur.

879. Enabling provisions for the Securities Commissimicdoperate with foreign counterparts are
very extensive and clearly provide for the Comnaisdio exchange information spontaneously and
upon request, and in relation to both ML and theéeulying predicate offences.

880. There is no limitation on the scope of agreemerlichtvBPNG may enter into under the
Central Bank Act which would block exchanges obmfiation spontaneously and upon request, and
in relation to both ML and the underlying predicaffences.

Making Inquiries on Behalf of Foreign Counterparts (c. 40.4):

881. There is no legislative impediment to this occugriprovided that coercive powers are not
required, and provided that sufficient resourcesaamailable.

FIU Authorized to Make Inquiries on Behalf of Foreign Counterparts (c. 40.4.1):

882. Although there is nothing in the Act to specifigainable the FIU to conduct enquiries on
behalf of foreign counterparts, officials advisattthere is no legal impediment to this, and that t
would be simply a matter of having sufficient resmms to respond to requests in a timely manner.
This is also the reasoning underlying the conclusibthe memorandum of understanding entered
with the Solomon Islands FIU.

Conducting of Investigations on Behalf of Foreign Gunterparts (c. 40.5):

883. Similarly, investigations can be conducted on biebfforeign counterparts, provided that
these do not require the use of coercive powerghich case the provisions of tMACMA would

be called upon and require a formal request fois@sge. In the case of the securities sectos it i
clear that the Securities Commission could condhwetstigations on behalf of foreign counterparts.

No Unreasonable or Unduly Restrictive Conditions orexchange of Information (c. 40.6):

884. Any conditions would be determined on a case bg t@sis. A common condition would be
reciprocity and a prohibition on third party disslme without prior consent, which conditions do not
appear disproportionate or unduly restrictive.
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Provision of Assistance Regardless of Possible Ifvement of Fiscal Matters (c. 40.7):

885. The secrecy provisions contained in theome Tax Actvould prevent the sharing of tax /
fiscal information regarding individuals, but thd®es not imply that the provision of assistance is
conditional upon the fact that fiscal matters mayrvolved.

Provision of Assistance Regardless of Existence ®&crecy and Confidentiality Laws (c. 40.8):

886. Assistance by way of providing information would lbeited in these circumstances, but if
the matter was sufficiently serious, then the Mifen€e may provide a means of reviewing the
existence of domestic offences under which an tiyetson could be managed.

Safeguards in Use of Exchanged Information (c. 40:9

887. PNG does not have a privacy code, but the geneatat rapplicable to the protection of
information held domestically by agencies appligsadly to information that is passed to an agency
from an international counterpart.

SPECIAL RECOMMENDATION V

Cooperation under SR V (applying c. 40.1-40.9 in R10, c. V.5):

888. All of the above arrangements pertaining to recommhaéion 40 apply equally to
investigations of terrorist activities, includingritorist financing.

Statistics (R.32)

889. No statistics were available to demonstrate effectmplementation of agency to agency
international cooperation.

Effectiveness

890. Competent authorities in PNG demonstrate a willesgn to cooperate with foreign
counterparts. There are various mechanisms in plbitateral and multilateral agreements) for
information sharing and cooperation on regulatéegal and law enforcement matters that support
effective AML/CFT implementation.

891. A key impediment faced by Papua New Guinea is irmipedts to information sharing by
other FIUs. The PNG FIU has faced challenges inivétg cooperation from strategically important
FIUs in the region, despite agreeing to enter MtmJs. This undermines effectiveness, although it
beyond the control of PNG.
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6.5.2. Recommendations and Comments

892. Within the Pacific Forum countries there is a netwof cooperation under the various
leaders declarations, and this should be furtheeldped, including by the FIU and financial sector
agencies entering memorandum of understandingsRaitlific Forum countries.

893. Regulatory authorities should ensure that theirarajements and mechanisms for
international cooperation with foreign counterparts able to address AML/CFT issues

894. While there are established mechanisms for law reafoent and customs to provide
informal assistance, the domestic situation in FN@edes domestic cross agency cooperation and
therefore impacts on the effectiveness of thessbbshed mechanisms. Any measures to address the
domestic environment will assist with internatiotealel cooperation.

895. The FIU should pursue further international coofpena including additional agreements for
information sharing with strategically relevant Bl the region.

896. The government should ensure the FIU has adequatearh resources to undertake the
necessary work to negotiate and enter into bilaggeeements with foreign FIUs and AML/CFT
regulators and that secrecy and confidentialityslad® not impede the cross border sharing of
information.

897. Law enforcement agencies should ensure that INTHR&®@ other channels for police
to police cooperation are effectively used to suppth/TF investigations.

898. Customs and tax authorities should ensure thatdheble to effectively share information
with foreign counterparts on AML issues.

899. Financial sector supervisors appear to have tre leggis for providing informal assistance,
but the effectiveness of this remains untested.

900. BPNG should become a party to the IAIS MMOU to siswiith sharing information with
other life insurance regulators.

6.5.3. Compliance with Recommendation 40 and Special Reconendation V

Rating Summary of factors relative to s.6.5 underlying ovall
rating
R 40 LC « [Effectiveness not demonstrated
SR.V PC Effectiveness not demonstrated
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OTHER ISSUES

7.1 Resources and Statistics

Rating Summary of factors relative Recommendations 30 an82 and underlying
overall rating

R.30 NC « The FIU has insufficient resources to carry otinincial intelligence
function, let alone its supervisory role under f@CA

* The Securities Commission has a severe lack ofiress for fulfilling its
regulatory functions

R.32 NC « There is an overall lack of meaningful statistecstipport operational or
policy related AML/CFT activities in PNG

7.2 Other relevant AML/CFT measures or issues

901. PNG presents several features that constitute &b risk and important challenges in the
design and implementation of an effective AML/CEgime.

902. PNG continues to face pervasive corruption. Officend civil society note that there is an
environment of impunity, where case of large-scalguption and misappropriation of public funds
appear to take place largely without consequend®scent moves to undermine the power of the
Ombudsman Commission, for example, illustrate #uk lof leadership to support processes where
parliamentarians and senior officials are calleddoount for abuse of public finances.

903. There is an absence of political level commitmeniniplement effectively an AML system
that can be used to go after corruption. In additconstituting a significant ML risk, this sitian
creates structural weaknesses which may impedeffinetiveness of the AML/CFT regime.

7.2.2 Recommended Action
904. Authorities should ensure national counter-corauptefforts include strategies to address

structural weaknesses which pervasive corruptiorgbrto the effectiveness of the AML/CFT regime
and complete an ML/TF risk-assessment of PNG.
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TABLE 1.RATINGS OF COMPLIANCE WITH FATF RECOMMENDATIONS

Forty Rating Summary of factors underlying rating®
Recommendations
Legal systems
1. ML offense PC Uncertainty as to the applicability of the ML offanto certain
categories of offences not defined as crimes arfioréign
crimes
Not all categories of offences- arms traffickingldruman
trafficking- currently criminalized under PNG law
Effectiveness not demonstrated
2. ML offense— PC Effectiveness of sanctions not demonstrated
mental element Fines not proportionate or dissuasive
and corporate
liability
3. Confiscation and PC Deficiencies in tracing powers
provisional Lack of demonstrated effectiveness and use ofdhéiscation
measures provisions
Preventive measures
4. Secrecy laws LC Unclear legal framework for disclosure and shadghg
consistent with the information
Recommendations
5. Customer due NC CDD requirements are not enforceable
diligence Prohibition against anonymous accounts establishoren

maintenance of anonymous accounts is absent.
Requirements regarding establishing and verifyimmtity, as
well as the form of CDD requirements of differeypds of
persons (ie. trustees, directors, etc.) and doctingepowers of
legal persons and arrangements are deficient aneeva
There is no clear or enforceable requirement totifie
beneficial owners, understand the ownership/costrakture,
or understand who ultimately exercises effectiveticd over a
legal person or arrangement.

There is no requirement to obtain documentatiamiderstand
the nature or purpose of the business relationship.

No requirement to conduct on-going due diligence.

There are no enforceable provisions to ensure danga with
enhanced due diligence measures for higher rigomess.
Requirements to conduct CDD prior to account oggom
executing transactions are not enforceable.

No enforceable requirement obliges cash dealeappty CDD
measures to existing customers, or accounts whighlra

31 These factors are only required to be set out whemating is less than Compliant.
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anonymous.
Effective implementation of CDD measures has nenkiested
through comprehensive supervision

Politically
exposed persons

NC

There is no requirement to identify foreign PEPs.

No requirement for senior management approvaltbésh a
business relationship with a foreign PEP.

No requirement to take reasonable measures tdishtéie
source and wealth of foreign PEPs.

No provisions require ongoing monitoring of trartgats of
foreign PEPs.

Correspondent
banking

NC

There are no laws, regulation or other enforceatdans which

require financial institutions to: implement ristrtrol measures

for correspondent relationships, nor gather infaiomeon
respondent relationships or to obtain a copy ofraspondent
institution’s internal AML/CFT controls or assebgin for
effectiveness

There is no requirement in law, regulation or othefiorceable
means to document the respective AML/CFT respditgsi of
correspondent relations.

D

New
technologies &
non face-to-face
business

NC

There are no laws, regulations or other enforceaiglans to
require financial institutions to have policiesppocedures in
place to mitigate risks of ML/TF through misuse of
technologies.

Third parties
and introducers

NC

Lack of clear obligation which holds reporting ¢éies solely
responsible for full compliance with all elementsG®D with
respect to each customer,

lack of AML/CFT regulatory controls on the operatiof third
parties

10.

Record-
keeping

PC

Business correspondence is not clearly cover&DGA
obligations

Ambiguity in the law on the distinction between wha
constitutes 'transaction records' and what conasitother client
file documentation will lead to ineffective implentation and
uneven enforcement of records maintenance requiresme

A lack of supervision across the financial secteans that
effective implementation cannot be confirmed.

11.

Unusual
transactions

NC

There are no provisions for monitoring of transatsi under the)
Proceeds of Crime Act

Financial institutions are not required to pay sglesttention to
all complex, unusual large transactions, and alkual patterns
of transactions, which have no apparent economigsiile
lawful purpose

Financial institutions are not required to exanasdar as
possible the background and purpose of any sunkacdion, to
document their findings and to keep these findaggilable for
competent authorities

Other than the banks, there is no implementatianariitoring
measures in the non-bank financial sector

12.

DNFBP-R.5,

NC

Although DNFBPs, with the exception of trust andngany




6, 8-11

service providers, are subjed®@CAobligations, no AML
obligations have yet been implemented in any DNEE®&ors.

13. Suspicious
transaction
reporting

PC

The scope of predicate offences covered by the 1I8pB&rting
obligation does not fully include human traffickingd arms
trafficking

Scope of implementation — direction only given &mking
sector to implement STR obligations

Lack of effective implementation among institutiasther than
banks

The rate of STR reporting, even amongst the batdes not
reflect the extreme levels of profit driven crinmeHNG.

14. Protection &
no tipping-off

LC

Taking into account the corruption environment grellack of
effective supervision of the obligation, effectiess cannot be
confirmed.

15. Internal
controls,
compliance &
audit

PC

Implementation of internal controls has occurregone the
banking sector and post office.

No requirement to establish and maintain comprehens
AML/CFT procedures, policies and controls.

Develop appropriate compliance management arrangsme
including the designation of an AML/CFT compliaraféicer at
the management level.

No requirement for well resourced and independedit a
function to test AML/CFT compliance.

No requirement for screening new employees to ensigh
standards when hiring employees.

Limited supervision has not been undertaken to test
effectiveness of implementation and this is onlyhi@ banking
sector.

16. DNFBP-
R.13-15& 21

NC

While all DNFBPs, with the exception of trust araimpany
service providers, are covered by legal obligatiorthe POCA
they do not appear to be aware of the reportirigternal
control requirements and are not taking steps fement their
obligations.

There is no effective implementation in any DNFReter.

17. Sanctions

NC

Effective, proportionate and dissuasive criminal an
administrative sanctions are not available

It is not clear that the FIU, BPNG or Securitien@oission is
designated to implement administrative sanction$\fdL
breaches

It is not clear that sanctions are applicable tealors and senid
management of financial institutions
Effectiveness has not been demonstrated

18. Shell banks

NC

No clear legal requirement for banks to have a ighypresencd
in the country

No prohibition from banks in PNG entering into caimtaining
correspondent relationships with shell banks

No requirement for banks to satisfy themselvesrspondent
institutions are not, themselves, in a corresponasationship
with a shell bank.
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19.

Other forms
of reporting

This recommendation is fully observed

20.

Other NFBP
& secure
transaction
techniques

This recommendation is fully observed

21.

Special
attention for
higher risk
countries

NC

No requirement to give special attention to tratieas with
persons in countries that do not sufficiently appiyTF
Recommendations

No obligation to examine transactions with no appaor
visible lawful purpose from non-compliant jurisdarts

No effective means to inform financial institutiomsestablish
counter-measures

22.

Foreign
branches &
subsidiaries

NC

No obligations on foreign branches or subsidiapieBNG
financial institutions to apply AML/CFT measuresisistent
with PNG’s requirements.

No obligations to apply the higher standards of ARIET
obligations in cases where the home and host opdiffer.

23.

Regulation,
supervision and
monitoring

NC

Legal basis for supervision and monitoring compd@with
AML/CFT obligations beyond reporting obligationsusclear.
Existing laws and regulations are not clear wispeet to which
supervisory authorities are responsible for momitpr
compliance with AML obligations in financial sectemtities.
Although the BPNG applies fit and proper critersaaapart of
licensing procedures with respect to entities utideir
supervision regarding officers and directors, ihisot done
with respect to majority shareholders, managetseaeficial
owners.

With respect to the insurance sector, a fit ang@reest is
applied to insurance companies, brokers and Igsstads, but
not in respect of AML/CFT concerns to ensure theminals or
their associates are prevented from owning or ogogp
positions of influence in entities in this sector.

There is no public supervisory authority that isp@nsible for
licensing capital market intermediaries.

Supervisory and licensing framework for money résnit does
not exist in enforceable law or regulation, or otheforceable
means.

Money remitters are not subject to effective coanptie
supervision with respect to AML obligations.

Although on-site inspections by BPNG of banks hawen
conducted to monitor compliance with AML obligatsymo on-
site inspections have yet been conducted in arer ethtities
subject to AML obligations, and no sanctions fonno
compliance have been imposed.

24.

DNFBP—
regulation,
supervision and
monitoring

NC

Although DNFBPs, with the exception of trust andngany
service providers, are subjectR®QCAobligations, no AML
obligations have yet been implemented in any DNEE®&ors.
No DNFBPs are subject to any supervision, regulatio
compliance monitoring for AML obligations.




25.

Guidelines &
Feedback

PC

Guidance and feedback only given to banks

Guidance for NBFIs remains in draft form

Guidance for STRs does not address terrorist fingnc

At the time of the onsite, limited guidelines hakh issued by
authorities in respect of AML/CFT requirements, thase had
not been extended to NBFlIs

Guidelines for DNFBPs have been prepared, but remadraft
form

Institutional and other measures

26.

The FIU

NC

Insufficient resources for FIU to fulfil its statuly function
Lack of dissemination of financial intelligenceitwestigative
or other agencies

Inadequate statutory controls on storage, use iasdrdination
of financial information reported to the FIU

Inadequate access to wider government agency iatiom
FIU does not have industry knowledge, capacityects
expertise for AML/CFT supervisory role

Potential for undue influence of FIU staff

Inadequate statistical information concerning AMETC
activities within FIU

Insufficient public reports on AML/CFT statistidgpologies or
trends

27.

Law enforcement
authorities

PC

Uncertainty over responsibility for investigatingney
laundering

Very limited money laundering investigations or ggoutions
Systemic corruption undermines police ability togerly
investigate ML or FT

28.

Powers of
competent
authorities

PC

POCApowers unduly restricted
Search Acpowers outdated and limited in application
Effectiveness not demonstrated

29.

Supervisors

NC

Supervisory authorities lack adequate powers toitmoand
ensure compliance by financial institutions.

There are no provisions in law, regulation or othigiorceable
means giving supervisors adequate powers to sigeervi
regulate, monitor compliance or impose penaltiesfm-
compliance with AML obligations.

30.

Resources,
integrity, and
training

NC

The FIU has insufficient resources to carry ofiniancial
intelligence function, let alone its supervisorierander the
POCA

The Securities Commission has a severe lack ofiress for
fulfilling its regulatory functions

31.

National co-
operation

PC

No formally established AML/CFT coordinating comtaé
A lack of effective mechanisms for coordinatingities
between regulatory agencies

Lack of interagency coordination of competent atittes
involved in AML/CFT has undermined effectiveness
Effectiveness not demonstrated

32.

Statistics

NC

Interagency coordinating mechanisms have not bsed 10
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review the effectiveness of the national AML/CFEt&yn on a
regular basis

There is an overall lack of meaningful statistizstipport
operational or policy related AML/CFT activities RNG

33. Legal persons— PC Access to the information held by the registryusbersome
beneficial owners Information in the registry often unreliable
Limited effectiveness of Companies Act and AssdmipAct
Beneficial ownership information not available eses of
foreign corporate shareholdings
34. Legal PC No procedure for gathering information on settltmsstees and
arrangements — beneficiaries of private trusts

beneficial owners

International Cooperation

35. Conventions PC Vienna and Palermo conventions not ratified andfulbt
implemented
36. Mutual legal PC Deficiencies in the scope of the ML offence
assistance (MLA) Limited investigative measures
No consideration given to devising a mechanism for
determining the most appropriate venue.
Little demonstrated effectiveness
37. Dual criminality LC Little demonstrated effectiveness
38. MLA on LC Range of provisional measures upon foreign requatst
confiscation and complete
freezing No demonstrated effectiveness
39. Extradition LC No demonstrated effectiveness
40. Other forms of co{ LC Effectiveness not demonstrated

operation

Nine Special Recommendations

D

SR.I Implement UN  NC No procedure for distribution of 1267 lists
instruments Domestic designation process deficient
Weaknesses in implementation of TF Convention.
SR.II Criminalize PC Definition of support unclear
terrorist financing Coverage of “terrorist act” not sufficiently wide
Financing of individual terrorist not criminalized
SR.IIl  Freeze and NC There is currently no system in place allowingtfa freezing
confiscate of UNSC designated persons and entities
terrorist assets The domestic system for designation does not peofddthe
freezing of assets of entities so designated
No directions given to financial institutions toedk for matcheg
with the 1267 lists
SR.IV  Suspicious PC Scope of implementation — direction only given &mking
transaction sector to implement STR obligations
reporting There are gaps in the definition of terrorist finiug
There is currently a monetary threshold on the ntampof
suspicion of FT involving legitimate funds
SR.V International PC Deficiencies in the scope of the FT offence
cooperation Limited investigative measures
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No demonstrated effectiveness

SR.VI AML/CFT PC No adequate regulation or supervision of remittgrosiders
requirements
for money/value
transfer services
SR.VII Wire transfer PC POCArecordkeeping requirement does not cover retemtion
rules wire transfer transaction data received by an imégliary bank
that does not contain full originator information
Obligations concerning a risk-based approach fer fiwancial
institutions should deal with wire transfer trantgats lacking
full originator information when received by bermédiry banks
is lacking.
Lack of supervision across the financial sectormsedhat
effective implementation cannot be confirmed.
SR.VIII Non-profit NC No effective registration of NPOs
organizations No review of the adequacy of existing laws and latipns that
relate to non-profit organizations that can be atider FT.
No effective monitoring mechanism for NPOs inclgithe
registration of NPOs and the ability to monitor @s of funds
for NPOs.
No measures in place to sanction violations of sigét rules by
NPOs
No outreach or awareness raising
SR.IX Cross-Border | NC No AML/CFT border currency reporting system in @ac

Declaration &
Disclosure

No information available to FIU concerning crossdss
currency movements

No statistics available on reports made under doreurrency
controls

No training for border enforcement staff on SRI$teyns
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TABLE 2. RECOMMENDED ACTION PLAN TO IMPROVE THE AML/CFT SYSTEM

FATF 40+9
Recommendations

Recommended Action (in order of priority within ead section)

2. Legal System and Related Institutional Measures

2.1 Criminalization
of Money
Laundering (R.1 &
2)

Investigative authorities should develop their ciyao “follow the money” and
investigate ML offences in parallel with predicaféences.

Consider amending the current provision on ML ir ®OCA to refer to
“proceeds of unlawful activity” rather than proceeuf crime. Unlawful activity
in section 3 should be amended to make referena@n tmdictable or foreig
indictable offence.

=}

Comprehensively criminalize arms trafficking andfficking in human being
and include those offences as predicate offences.

Uy

FIU and other investigative and prosecutorial arties should enhance their
focus on the proceeds of unlawful activity, ratthem concentrating solely on the
unlawful activity itself (see further under 2.7)dacharge ML offences in a
cases involving significant profit generating crime

Additional resources should be made available ¢oRy and other investigative
agencies for dealing with ML investigations as ateraof priority.

Increase the fines for money laundering so they cmamensurate with the
prison terms and dissuasive given the amountsoafgeds generated

2.2 Criminalization
of Terrorist
Financing (SR.II)

PNG authorities should criminalise the financingnofindividual terrorist.

b=

Make explicit in the ISA that support for terrorismcludes the collections ¢
funds for terrorism.

Terrorism should be defined so as to explicitlyoiporate the acts listed in the
UN instruments mentioned in the annex to the FTweation.

2.3 Confiscation,

freezing, and seizing

of proceeds of crime
(R.3)

Ensure relevant agencies, particularly the FIU @nedNational Fraud and Anti
Corruption Directorate, are sufficiently resourctxd be able to gather that
evidence and follow up on it by mounting investigas and bringing charges,
focusing on the money flows and ensuring theirrreta the public purse.

Develop the capacity of investigative and prosetaitauthorities to “follow th
money” and take proceeds of crime action wheneweestigating a predicate
offence.

2.4 Freezing of
funds used for
terrorist financing
(SR.1II)

Ministry of Foreign Affairs and implementing ageesi should develop and
implement policies and procedures to implementéfevant UNSCRs.

Establish the legislative framework ensuring themediate freezing of funds
belonging to persons or entities designated undd¢8CR 1267 and ensuring the
distribution of the lists of persons and entities designated among financial
institutions. The obligation for financial institobhs to freeze should be
enforceable by financial supervisors.

(@]

ISA should be amended to ensure the freezing ofasflets belonging t
organizations declared proscribed, including aitbetgprocedure for de-listing
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requests, to enable designating individuals agrists and to enlarge the sco
of the terrorist offence

Under both systems procedures should be providedlifmving access to fund
for humanitarian purposes.

2.5 The Financial
Intelligence Unit
and its functions
(R.26)

Delays by the Commissioner of Police in formalizittge structure of th
National Fraud and Anti-Corruption Directorate, alslo therefore the structu
of the FIU, are a significant impediment to theligbbf the FIU - establishing
formal structure should be a priority for the PN@&grnment.

The current resourcing of the FIU should be revidaed a commitment given {
ensuring that this situation is urgently addressed.

The FIU should implement a suitable data managemedtanalysis system
support the analysis function.

It is recommended that the lead AML/CFT supervisarig be taken on by th
relevant prudential supervisory agencies for ed¢heofinancial sectors.

The FIU should be protected from undue influencd amerference, throug
some form of independent review process so thdt wih not be unfairly or
improperly dismissed from police when properly @mépg financial intelligence
or conducting investigations.

The Government should support the independent tiperaf a well resource
FIU as part of a national strategy to combat cdirompand other profit driver
crime.

Improved statutory and operational controls areuireq to ensure that Fl
information is effectively protected from misuse.

The FIU should, as a matter of priority, seek teusa dissemination of financi
intelligence to relevant agencies, and to retaitisgics on this.

The FIU should have adequate access to governre&hirtiormation.

Formal arrangements between the FIU and relevaicgs, including the IR(
and the IPA, should be entered to clarify the pgeder access to information.

The FIU should establish a process for collectiboamprehensive statistics ¢
its activities to assist the FIU to demonstratee@ff/eness, and better ena
feedback and typologies reporting.

The FIU should consider an annual report on its ABHET activities, and thi
may include information on staffing and resourdes; priorities, and objective
for the FIU.

The FIU should extend the number of formal memouamaf understanding
that it has, particularly with other Pacific IslanBorum member countries (t
FIU has entered an MOU with the Solomon Islands)Fhd other key regiona
FlUs.

The FIU should continue to pursue the applicatamfiembership of the Egmo
Group.
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2.6 Law
enforcement,
prosecution and

PNG must take positive steps to clearly identifyd agrticulate the police
responsibility to investigate money laundering, aotice should actively pursu
money laundering investigations.

D
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other competent
authorities (R.27 &
28)

PNG should update outdated search warrant powergnsure police have

effective statutory powers to investigate moneytrring, financing of terrorisn
and underlying predicate offences.

2.7 Cross-Border
Declaration &
Disclosure (SR 1X)

PNG should develop and implement a comprehensisesyfor the declaratio
or disclosure for cross border transportation @hcar BNI in keeping with the
FATF standards.

3. Preventive Measures—Financial Institutions

3.2 Customer due
diligence, including
enhanced or
reduced measures
(R.5-8)

All financial institutions should be alerted of thebligations under th€ OCA
and required to commence CDD and other AML/CFT mastin keeping with
their legal obligation.

Ensure that CDD obligations are implemented throedfective, risk-base
supervision, regulatory and monitoring systems lgegaately resource
supervising agencies.

Include the following obligations on all reportipgrties in law or regulation:

e Prohibit opening and maintaining anonymous accounts

* Improve requirements for when CDD measures must be
undertaken.

» Improve customer identity verification requirememtarticularly
for legal persons.

» Require financial institutions identify benefic@mlvners of
corporations, and other forms of legal personsaarahgements.

» Require financial institutions conduct on-going diilegence of
customers because customers which are honest taaiayurn to
criminal activities in the future.

Issue enforceable instructions to:

* Require collection of CDD information and data lsattfinancial
institutions have a clear understanding of the etgaktransaction
profile of customers, in order to be able to idgniisual transactiong
which is necessary to be able to identify suspiinansactions.

» Clarify requirements for obligatory enhanced dugyeihce
measures.

* Require financial institutions to apply CDD obligts which meet

international standards to existing customers nskasensitive basis),

and stipulate a deadline for full compliance.

Clarify or eliminate the “reasonable excuse” exim®pto CDD requirements in

POCA 20(6) and 21(1) to ensure concrete CDD obligatiomduding when arn

exception would apply. This is necessary clarifgtcalealers’ internal control
obligations, and to enable supervisory officialseftectively enforce the CDD

requirements in a way that is predictable, rathantdiscretionary, and subje
easily to abuse.

Issue enforceable instructions to require all répomparties to:

* Implement risk management systems to determinehehet potentia
customer, a customer or the beneficial owner iER.P
 Obtain senior management approval for establishingsiness
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relationships with a PEP.

 Take reasonable measures to establish the soureecalth and the
source of funds of customers and beneficial owitlenstified as a PEP.

e Conduct enhanced ongoing monitoring on PEPs.

Consider modifyingPOCA 20(8) which affirmatively states no due diligen

ce

measures are necessary when the client/countégparicash dealer, and issue

enforceable instructions to require those insthgi pursuing cross-border
correspondent banking and other similar relatigrshelevant reporting parties

to:

» Gather sufficient information about a respondestitation to understangd

fully the nature of the respondent's business andédtermine from

publicly available information the reputation oktinstitution and the
quality of supervision, including whether it hashesubject to an ML

or FT investigation or regulatory action.

» Assess the respondent institution‘s AML/CFT corgraind ascertain that

they are adequate and effective.

» Obtain approval from senior management before bsiéig new
correspondent relationships and document the régpeAML/CFT
responsibilities of each institution.

Issue enforceable instructions to require all reépgmparties to:
» Take such measures to prevent the misuse of temfjinal development
in ML or FT schemes.
» Take measures to mitigate risks associated withfaoe-to-face busines
relationships or transactions.
* Manage the risks to effective CDD procedures ttmhfnon-face-to-face
customers.

3.3 Third parties
and introduced
business (R.9)

Provide for comprehensive controls in the caseetiimce on intermediaries
other third parties.

Require institutions relying on agents or brokersobtain CDD information i$

able to obtain from the agent or broker full CDDoimation upon request ar
without delay in cases where insurance companieseourities companies re

on agents or brokers to provide financial servidaectly to clients, where

general client files are physically maintained ly agent or broker, rather than
the corporate headquarters.

Require that the main financial institution takésps to ensure that the age
and brokers have adequate CDD control requirementtace and that they a
subject to supervision and prudential regulation.

|72}
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3.4 Financial
institution secrecy
or confidentiality
(R.4)

Clarify the legal frameworks for disclosure andrgtof information between
all authorities with AML/CFT responsibilities.

3.5 Record
keeping and wire
transfer rules (R.10
& SR.VII)

The POCA should include a clear obligation to retain resomf business

correspondence.
As the international standards require separatgrdeanaintenance time perio

for ‘transaction records,’ as opposed to ‘othees/pf CDD documentation (ie|

D

identity and other KYC documents), it is necesgsarglearly distinguish these
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categories of documents to eliminate confusion lo® tequired maintenange
period for purposes of implementation and compkamonitoring.

PNG should ensure that comprehensive AML/CFT sugierv is undertakemn
across the financial sector to ensure implememtatiorecord keeping and SR
VIl requirements.

Requirements for including full originator inforniar in wire transfers should he
obligatory as a general rule, to wire transactiegsal to or greater than K3,000
(US$1,162), whether sent as an out-going transfegived by a beneficiary bank
as an incoming transfer, or received as an intelamgtank.

There should be an obligation for financial ingtdos to implement a risk-based
approach in dealing with incoming wire transferdalilack sufficient originato
information from financial institutions fail to meg8R VIl obligations.

3.6 Monitoring of | Issue enforceable regulations:

transactions and | Requiring that financial institutions pay specitéation to all complex,
relationships (R.11 unusual large transactions, and all unusual patiefiransactions, which
& 21) have no apparent economic or visible lawful purpose

. Requiring financial institutions to examine asdarpossible the

background and purpose of any such unusual traosacto document their
findings and to keep these findings available fimpetent authorities for at
least five years.

Establish means to inform financial institutionscohcerns about weaknesses in
the AML/CFT systems of other countries and to emactntermeasures against
such countries.

3.7 Suspicious Issue regulations under t®OCAto enhance the definition of serious offence to
transaction reports | bring the STR reporting obligation into line withetinternational standards. This
and other reporting | should include coverage of predicate offences apdrting of all suspicions g
(R.13, 14, 19, 25, & | terrorist financing, regardless of any monetargsholds.
SR.IV)

— =

Extend implementation of the STR reporting provisido non-bank financial
institutions

Clarify the definition of serious offences to ré@adnishable by at least 3 years’|.
Issue STR reporting guidelines to cover NBFIs

Commence supervision of cash dealers to ensurel@omog with STR reporting
obligations to ensure effective implementation.

Provide further feedback to cash dealers on STRsufiport more effective
implementation

O

The draftguideline on Due Diligence in Relation to Governin€heques an
Paymentsshould be extended to all financial institutiomsl @hould reiterate th
need to file an STR when a financial institution usable to satisfactorily
complete CDD and chooses to not continue with astetion or relationship.
This should be rectified as a matter of priority.

D

Once resources are available, further feedbacklghmiprovided from the FIU
to reporting institutions to support improved repa.

Once further resources are available, the priatibn of STR reporting o
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government sector corruption should be expandedther high-risk sectors
including proceeds from illegal logging, fraud, drmafficking, arms trafficking
human trafficking and other crimes prevalent in PNG

3.8 Internal
controls,
compliance, audit
and foreign
branches (R.15 &
22)

Financial institutions should be required to:

« Establish and maintain AML/CFT procedures, poli@as controls to
cover, inter alia, CDD, record retention, the detecof unusual and
suspicious transactions and the reporting obligatio

« Develop appropriate compliance management arrangspiecluding
the designation of an AML/CFT compliance officetla#8 management
level.

« ensure compliance officers have access to necesgamnation to vet
unusual and suspicious transactions

* Maintain an adequately resourced and independelittfanction to test
compliance (including sample testing) with AML/CBiiocedures,
policies and controls.

« establish ongoing employee training across alvegieelements of
AML/CFT

« Financial institutions should be required to pupliace screening
procedures to ensure high standards when hirindogegs.

Regulators should require PNG financial institusioo:

« Ensure that foreign branches or subsidiaries appli/CFT measures
consistent with PNG’s requirements.

« Pay particular attention to ensure that their bhesand subsidiaries in
countries which do not or insufficiently apply tRATF
Recommendations are applying PNG AML/CFT requiretsien

» Apply the higher standard in cases where the mimmMML/CFT
requirements of the home and host countries differ.

3.9 Shell banks
(R.18)

PNG should issue binding rules or obligations ankisan PNG to:
* Prohibit the formation and operation of shell bamkBNG
»  Prohibit banks in PNG from entering into or maintag correspondent
relationships with shell banks
» Satisfy themselves that respondent institutionsiatgin a corresponder
relationship with a shell bank.

—

3.10 The
supervisory and
oversight system—
competent
authorities and
SROs Role,
functions, duties
and powers
(including
sanctions) (R.23, 29,
17 & 25)

Implementation of AML/CFT obligations and assodiategulation, supervision
and monitoring should be rolled out to other reipgrsectors beyond the banki
sector. This should be prioritized on the basia dék-based approach.

Establish a clear statutory basis for supervisioonitoring and enforcement of
all AML/CFT preventative measures, beyond STR/C&porting.

Apply prudential regulations to those institutiGubject to the Core Principles
which are also relevant to AML/CFT purposes. Thasauld include (i) licensing
and structure; (ii) risk management processesautity measure, monitor and
control material risks; (iii) ongoing supervisionda(iv) global consolidated
supervision.

Ensure the Securities Commission has an adequgteftamework to engage in
supervision, regulation and oversight of the s¢i@srimarket.

g

(0]

Ensure the Securities Commission has adequate hanthfinancial resources
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effectively supervise and regulate the sector.

The Securities Commissioner should be given enlthregulatory, supervisor
and sanctioning powers and adequate resources Vier @l capital marke
intermediaries in comprehensive supervision, indgdor AML/CFT.

The designation of the FIU as the sole supervisothority under th&€OCA s
not matched by adequate resources and capacigrfarim the function.

* Given the lack of resources in the FIU, all reguistshould be
empowered by statute and/or regulation to supervisenitor and
enforce compliance with AML/CFT measures.

* While the FIU is the only clearly designated supsamy authority for
POCAprovisions, ensure that the FIU has adequatetstaférform its
function as regulator/supervisor under RH@CA

There is a need for greater involvement by seqtecific regulators in the
production of regulatory guidance for each secfidris would improve the
regulatory guidance within each sector as supeanviaathorities have a deep
understanding of the financial services and pradastwell as how these may
abused by criminals.
» Existing supervisory authorities should directlyntrdbute to the FIU
issued sector-specific guidance on effective impgletation of
preventative measures.

The ability of the BPNG to manage financial secisks and enforce compliang

with AML/CFT obligations under its prudential authg is deficient, as thig
power is currently with the FIU.
» Greater cooperation between the FIU and BPNG aatet regulatory
powers of both are recommended to coordinate AMII/€&pervision.
Enhance procedures and specialist capacity for AW/ supervision across g
supervisory agencies, including:
» Develop supervision manuals for AML/CFT supervisadrall relevant
sectors.
* Increase training and skill development for supaw staff in all
relevant agencies.

Address gaps in AML/CFT controls with licensingdfimancial institutions:
 Ensure that fit and proper criteria, including drnial background
checks, are applied to managers, majority sharel®land beneficig
owners of financial institutions.
» Clarify the licensing or registration requiremeatsl regulatory regim
to which money remitters are subject, including fihand proper tes
to which they are subject.

Address risks associated with vertical integratafnsecurities exchange, ke
market intermediaries and businesses in high-msitoss including forestry, i
PNG.
 Ensure effective, proportionate and dissuasive inam and
administrative sanctions are available
» Ensure supervisors have authority to impose adiraige (including
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e Clarify by regulation that BPNG is designated to plement
administrative sanctions for breaches of Ri@CA
 Ensure that sanctions are applicable to directomsl @enior,
management of financial institutions for breachds AML/CFT
requirements.
» Implement available sanctions to support improvaedmiance with
AML/CFT obligations.

3.11 Money value
transfer services
(SR.VI)

PNG authorities should ensure that:
» remittance service providers implem&®CAprovisions
« effective guidance is provided to remittance seryimoviders
* supervision of remittance providers should incladél /CFT compliance
» effective sanctions should be used to support sigien of the sector

4, Preventive Measures—Nonfinancial Businesses aRdofessions
4.1 Customer due | Ensure all CDD requirements pursuant to internatistandard are mandatory,
diligence and assessable and enforceable obligations of all DISFBP
record-keeping

(R.12)

Ensure requirements consistent with internatiotsaddards are adopted to
require DNFBPs to mitigate risks in relation to:

- PEP customers and transactions
- new technologies and non-face-to-face transactions
- transactions involving intermediaries arftigarties

Ensure all DNFBPs are subject to recordkeepingyabitns and are required to
give special attention to transactions which angsually large, complex and
appear to lack lawful or economic purpose.

Ensure DNFBPs are subject to effective supervisisguilation and compliance
monitoring in respect of all AML/CFT.

Ensure an authority with sufficient capacity casuis Guidelines specifically
tailored to DNFBPs and provide feedback when necgss implementation
issues.

4.2 Suspicious
transaction
reporting (R.16)

Ensure that obligations for monitoring, STR repmagtiinternal controls and
sanctions are included in tROCAare applicable to the DNFBPs present in
PNG.

DNFBPs should be notified of their obligations untitee POCAand supported ir
implementing those provisions through support 0OSR

The FIU should be adequately resourced to tak&isnmégulatory and
supervisory task for DNFBPs and the subsequeng¢aserin STRs received.

Although there are no casinos licensed in PNGedent, authorities should
prepare enforceable AML/CFT regulations and prattjcidelines to ensure tha
when the planned casino is licensed undexaming Control Acit is not able
to be abused for ML in PNG

it

4.3 Regulation,
supervision,
monitoring, and
sanctions (R.17, 24,
& 25)

AML supervision, regulation and compliance monitgrof the DNFPB sector i
not effective. Serious attention by policy levei@éls is needed to consider a
system which can be more effective within the PM@renment, and dedicate
resources to serious improvements in the legaldreonk, supervision,
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regulation, and compliance monitoring.

The legal framework needs improvement to enablersigory enforcement of
AML/CFT obligations throughout the DNFPB sector ahd ability to monitor
compliance and enforce penalties and fines inmt&s of non-compliance.

PNG should conduct a risk analysis to identify¢htegories of DNFBPs which
should be given priority to enforce AML/CFT requirents.

Discussions should be undertaken with the regidatod SROs of the DNFBP
sectors to determine the extent of their role imitooing and ensuring
compliance and to raise awareness of AML/CFT oliiga on each sector.
Given the extremely heavy workload of the FIU, goeernment should closely
consider which agency should be responsible for ABRT supervision of
DNFBP sectors.

AML/CFT guidance should be issued for each of tiNFBP sector to reflect
specific ML/TF risks in each sector.

4.4 Other non-
financial businesses
& professions (R.20)

Consider inclusion of motor vehicles dealers agntapg parties, given the noted
risks for ML through investment in vehicles in PNG.

5

Legal Persons and Arrangements & Non Profit @anizations

5.1 Legal Persons—
Access to beneficial
ownership and
control information
(R.33)

The Registrar of Companies should consider wayghioh law enforcement
authorities be granted more immediate access t@aoyinformation.

Consider amendinGompanies Adio allow for the imposition of administrative
fines by the Registrar in cases in which compatéersot comply with their
obligations to provide information to the Registrar

Consider ways to prevent companies/associationsatia by persons involved
in companies previously deregistered from beingsteged and to ensure a PN(
national is not fronting on behalf of a foreignehether by requesting further
information from those individuals or conductingecks against historical
records in the Company Registry. In addition pattidy the activities and
financial statements of the associations shoulsuibgected to more scrutiny.

UJ

Allow the Registrar to undertake more thorough diligence and take action in
respect of the natural persons related to companigsissociations registered.

Authorities should consider substantially incregsiesources of the IPA. To
ensure a greater degree of compliance penaltiesdistering inaccurate or falsg
information in respect of associations and ILGsdnteebe increased.

Authorities should consider submitting the amendmehfthelLG Actas
proposed to Parliament to ensure more equitablangelistribution of the
profits yielded by land held by customary groupaltanembers of the group.

Authorities should ensure to gather informatiorttemnatural persons that are
significant shareholders of foreign companies #ratshareholders in companigs
registered in PNG.

5.2 Legal
Arrangements—
Access to beneficial
ownership &control

Authorities should establish a process to ensumetis systematic collection of
beneficial ownership information on trusts, e.gréguiring those that
professionally act as trustees (lawyers and othersllect all relevant
information on the settler and the beneficiary.
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information (R.34)

5.3 Non-profit
organizations
(SR.VII)

Undertake a review of the adequacy of existing lamd regulations that relate {
non-profit organizations with a view to enhancirgnsparency;

Take effective measures to ensure proper regstrafi NPOs and ensure they
are easily accessible to the appropriate authsritie

Enact measures requiring NPOs to maintain and rmekibable to appropriate
authorities, sufficiently detailed records of dotieand international

transactions to verify that funds have been speatmanner consistent with the
purpose and objectives of the organization;

Create an effective integrated information gathgeend sharing system;
Develop a lasting central coordination mechanistwéen NPOs;

Carry out outreach with the NPO sector with a vieysrotecting the sector fron
abuse for criminal purposes;

Take effective steps to promote supervision anditmdng of those NPOs which
account for a significant portion of the finandiesources under the control of t
sector;

6.

National and International Cooperation

6.1 National
cooperation and
coordination (R.31)

The formal AML/CFT Coordinating mechanism shouldapproved by the
National Executive Council and established as smopossible.

PNG should undertake a national AML/CFT risk agsesg and use this and th
findings of this assessment to develop and implem&ti/CFT policies and
activities to address national priorities and d&thtan appropriate coordination
mechanism.

Inter-agency coordination between all relevant agenshould be improved

6.2 The
Conventions and
UN Special
Resolutions (R.35 &
SR.I)

PNG should become party to the relevant UN coneestivithin the shortest
possible timeframe and establish a mechanism fangyeffect to UNSC 1267
and to complement the domestic designation prosiksa freezing mechanism
for the entities so designated.

o

he

6.3 Mutual Legal
Assistance (R.36, 37
38 & SR.V)

Authorities should consider concluding mutual legsdistance treaties with
relevant countries. Consideration should be gieesuthorizing LPG under
section 7 oMACMAto receive MLA requests.

Authorities should consider introducing provisionaasures for property of
equivalent value.

Consideration should be given to devising a medmarfior determining the mos
appropriate venue for prosecuting a case whicleaidt dvith by different
jurisdictions.

—F

6.4 Extradition (R.
39, 37 & SR.V)

The Extradition Act and the processes describeckihe&o not give rise to an
comments

6.5 Other Forms
of Cooperation (R.
40 & SR.V)

Within the Pacific Forum countries there is a netwaf cooperation under the
various leaders’ declarations, and this shouldubéhér developed, including by

the FIU and financial sector agencies entering manmdum of understandings
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with Pacific Forum countries.

Regulatory authorities should ensure that thearaggements and mechanisms fpr

international cooperation with foreign counterpas able to address AML/CF
issues

The FIU should pursue further international coopiena including additional
agreements for information sharing with stratedycadlevant FIUs in the region

The government should ensure the FIU has adequatarhresources to
undertake the necessary work to negotiate and itdebilateral agreements
with foreign FIUs and AML/CFT regulators and thateecy and confidentiality
laws do not impede the cross border sharing ofindébion.

Law enforcement agencies should ensure that INTHR#@ other channels for
police to police cooperation are effectively usedupport ML/TF investigations.

Customs and tax authorities should ensure thgtdteable to effectively share
information with foreign counterparts on AML issues

BPNG should become a party to the IAIS MMOU to stssith sharing
information with other life insurance regulators.

7. Other Issues

7.1 Resources and

Recommendations appear at other relevant sections.

statistics (R. 30 &

32)

7.2 Other relevant | Authorities should ensure national counter-corauptfforts include strategies
AML/CET address structural weaknesses which pervasive ptmmnu brings to the

measures or issues

effectiveness of the AML/CFT regime and completeMit'TF risk-assessmer]
of PNG.

7.3 General
framework —
structural issues

18¢
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ANNEX 1. AUTHORITIES ' RESPONSE TO THEASSESSMENT

RESPONSE ON PAPUA NEW GUINEA MUTUAL EVALUATION REPORT NO: 01/2012

COMMENTS AS AT 08™ AUGUST 2011
A. GENERAL

In a short time being admitted as the 40" member of APG in 2009, PNG has taken giant steps to
address AML/CFT issues. Unlike most countries that had more time to prepare after being
admitted as an APG member before being subject to the evaluation process, PNG had to
prepare itself within a very short time frame. PNG was not subject to the level of technical
assistance most countries received prior to evaluation and that should be understood and
appreciated in light of the overall ratings.

Our approach at the Plenary was to accept the MER and seek assistance to implement these
recommendations.

We will therefore expect technical assistance from APG members and donors to address these
shortfalls.

We have formed a Working Committee and await Cabinet’s endorsement of the National
Coordinating Mechanism (NCM) to meet formally and coordinate AML/CFT issues. The NCM will
be chaired by the Secretary for Justice.

The Working Committee comprises of officials from DJAG, the OPP, the Customs, the FIU, the
IPA and BPNG. It was chaired by the Secretary for Justice, Dr. Lawrence Kalinoe. The Committee
met from Monday 1% ~Wednesday 3™ August 2011 to review the MER and again during the
weekend (6-7™ August 2011) to prepare a Work Plan to implement the Recommendations,
especially those with the NC and PC ratings. This is in anticipation of the proposed visit on 7-9™
September 2011 by the World Bank led team to assist PNG implement the MER.

B. KEY FINDINGS

While PNG notes the finding that there’s lack of political commitment to ‘follow the money” as
indicated under paragraph 1 of the MER, it should also be noted that successive Governments
from time to time have been concerned about gross maladministration, corruption and white
collar crime wherein numerous Commissions of Inquiries and high level investigations have been
appointed to address such concerns. It is only the implementation of such reports that hinders
the general political will.

We also note that the issue of “follow the money” does not need political commitment. All it
needs is for relevant organisations/agencies to train their officers in combating ML/TF. The
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Government has given its political commitment in the passage of the POCA and our membership
of APG.

Similarly, there is the political will to address the related UNCAC obligations, a commitment
similar to AML/CFT.A draft national anti-corruption strategy is before Cabinet for its
endorsement. This also includes Cabinet’s endorsement for PNG to undergo its UNCAC Review
under the second year cycle of review.

In relation to the reference under paragraph 2 indicating misappropriation of government funds,
the FIU has developed and finalized the Guidelines on Government Cheques and Payments. It
came into operation on 02" June 2011. There has been some issues raised by the banks and the
general business sector and we will be working in partnership with them to address the issues
and concerns.

In relation to paragraph 6 of the MER regarding the draft legislation on human trafficking, PNG
has undertaken initiatives to address human trafficking and people smuggling. Draft legislations
to combat such offences have been developed and are now ready to be lodged with Cabinet for
its endorsement. DJAG, in consultation with IOM had also completed a Research Paper on this
issue and AML/CFT issues are noted.

PNG has also taken positive steps to address emerging issues such as drugs and pre-cursor
chemicals and small arms and light weapons (SALW), ensuring that these offences are predicate
offences for purposes of AML/CFT. Draft proposals are being developed. On SALW, PNG has
participated in the UN Preparatory Committee meetings on a proposed Arms Trade Treaty (ATT)
and will ensure that AML/CFT issues are considered in the final negotiations for an ATT, with
specific reference to the inclusion of SALW.

While PNG notes that there are no mechanisms in place to implement UNSCRs 1373 and 1267,
there is in fact the National Security Advisory Committee (NSAC), which advises the National
Security Council on any security issues and such UN Resolutions can be implemented through
this mechanism. The Office of Security Coordination and Assessment, housed within the
Department of Prime Minister and NEC provides the secretariat services to NSAC.

While PNG notes general references to the inadequate provisions under our POCA, it should be
noted that DJAG had earlier engaged the International Monetary Fund (IMF) in 2006 to review
our POCA. Our desire to introduce amendments to the POCA was put on hold as a result of the
APG mutual evaluation. We will now review and analyse both reports before introducing
relevant amendments where necessary. Assistance will be sought where necessary.

We note the issues identified under Preventative Measures and advice that the draft Guidelines
on Government Cheques and Payments has been finalized and now in operation since June

2011.

The FIU is yet to receive comments from relevant stakeholders in relation to the draft Guidelines
on STR, Record Keeping and CDD for lawyers and accountants.
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PRIMARY RECOMMENDATIONS

PNG notes the recommendation to implement the primary recommendations within 18 months
and advices that a Cabinet Submission submitted to Cabinet in 2010 on the AML/CFT national
coordinating mechanism will be retrieved and changes made to reflect the MER and the current
political changes.

Once this is done, it will be the vehicle to drive the necessary changes within the timeframe
prescribed. However, reliance on a formal coordinating mechanism should not be a bar to
effectively coordinating AML/CFT issues. There does exist mechanisms already in place that can
be utilized and these include the National Coordinating Mechanism for the Law and Justice
Sector, the Office of the Chief Secretary, the Central Agency Coordinating Committee and the
National Anti-Corruption Alliance, to name a few.

SPECIFIC RECOMMENDATIONS

18.

19.

20.

21.

22.

23.

PNG notes the basis of some ratings with reference to effectiveness and while we agree that
there are no cases before the courts to test the effectiveness of our systems and processes, we
are concerned that too much emphasis on cases before courts is indirectly encouraging such
crimes to happen in the first instance. Emphasis should be placed on the adequacy of the legal
framework to address such issues rather than number of matters before courts. If matters have
come before the courts then they can be used to test the effectiveness but it should not be a
factor having a direct bearing on the rating.

On SR.III, we note that one of the factors for a NC rating was there currently being no system in
place to implement the relevant UNSCRs and advice that there does exist the National Security
Council wherein security matters such as this are deliberated on and appropriate policy
directions issued. To state that there are no systems in place is incorrect. This is also applicable
to SR.1.

While on SR.III, Cabinet did issue specific directions for a Taskforce to be set up to implement
the relevant UNSCRs and Terrorism Conventions/Protocols etc. That Taskforce will need to be
re-established and we will provide further information on this.

On R.31, while we note that there is no formally established AML/CFT coordinating committee,
we also advice that under the Prime Minister and NEC Act, the Chief Secretary coordinates the
implementation of government policies and initiatives. Relevant heads of government
departments and agencies are required to work with the Chief Secretary in implementing such
policies and initiatives. There is therefore a mechanism to coordinate government policies and
initiatives such as AML/CFT.

Although we have began work on establishing a permanent and AML/CFT Committee by
government, we already have a network of relevant government representatives working
closely to coordinate AML/CFT measures and also implement the evaluation recommendations.

We note that we got a NC for R.26 which we think is not reflective of the fact that we already
have an FIU which is exercising some of its roles and responsibilities under the POCA regardless
of its resource constraints. As indicated in the report there has been STR reporting and some
oversight of the CDD requirements.
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