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TERMINOLOGY

For the purposes of this Guidance Note, the following terminology is used:

Distributed ledger technology
(DLT) system

A distributed computerized system that enables participants (nodes) to submit,
validate, and store information into a database (distributed ledger) that is
disseminated, synchronized, and maintained fully or partially across nodes, without
the need for intermediaries

Distributed ledger A database that is disseminated, synchronized, and maintained fully or partially
across nodes
Node A network participant in a DLT system

Distributed script

A set of commands expressed in computer code that is stored, processed and
performed by a DLT system

Smart contract

A distributed script that is deployed and processed in a DLT system containing
instructions pursuant to which a set of predetermined data entries are submitted to
the distributed ledger if preestablished conditions are satisfied

Digital asset

A self-contained and identifiable data entry that is created and recorded in a DLT
system for the purpose of serving as an intangible unit of account

Consensus algorithm

An algorithm pursuant to which DLT system participants maintain synchronization
and reach agreement regarding whether newly submitted data entries should be
added into the distributed ledger

DLT protocol

The software that governs and shapes the operation of a DLT system

Decentralized application

A cluster of distributed scripts that operate in a coordinated manner to perform a
predetermined range of functions

Decentralized autonomous orga-
nization

A cluster of distributed scripts that operate in a DLT system, as a decentralized
organization, independently of any human intervention, pursuant to the software
logic encoded in its constituent computer code

Permissioned DLT system

A DLT system in which rules and processes exist to determine which nodes can
read the distributed ledger, submit new data entries, and validate data entries
submitted by other nodes

Permissionless DLT system

A DLT system in which each node can read the entirety of the ledger, submit new
data entries, and validate data entries submitted by other nodes

Private DLT system A DLT system controlled either by a single person (fully private DLT) or by a
group of persons (consortium/federated DLT) who regulate access
Public DLT system A DLT system that is not controlled by any one person or group of persons and thus

neither restricts who may become a node nor imposes identification requirements
on participants




Native token

A digital asset that is generated and governed by the protocol of a DLT system

Non-native token

A digital asset that is generated and governed by a decentralized application that
exists in a DLT system

Tokenized DLT system

A DLT system that implements digital assets

Tokenless DLT system

A DLT system that does not implement digital assets
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EXECUTIVE SUMMARY

This Guidance Note provides a primer on distributed ledger technology (DLT) and highlights the junctures at which this
new technology meaningfully impacts secured transactions frameworks. The aim is to identify legal and regulatory hotspots,
laying the groundwork for their detailed and exhaustive analysis, which is carried out in the two companion papers (Collateral
Registry, Secured Transactions Law and Practice in the Age of Distributed Ledger Technology and Regulatory Implications
of Integrating Distributed Ledger Technology in Secured Transactions Frameworks). DLT is an umbrella term that describes
distributed computerized systems that enable participants (nodes) to submit, validate, and store information into a database
that is disseminated, synchronized, and maintained fully or partially across nodes (distributed ledger). Three facets of this
nascent technology have the potential to affect materially modern credit ecosystems.

First, DLT offers the previously unavailable option to operate collateral registries through a distributed system. In the short
term, this raises the crucial questions of whether this novel technology possesses the necessary features for such a task and
whether it can yield tangible ameliorations compared to technological solutions presently in operation. In the medium term,
it elicits the enticing possibility of novel DLT-based collateral registries that have entirely new functions and capabilities.

Second, DLT systems have the capability to create and record special data entries—commonly referred to as “tokens”—that
function as units of account (digital assets). The emergence of digital assets prompts an enquiry directed at identifying which
of their technical and functional features may bear significant legal and regulatory implications for their use as collateral.

Third, DLT systems can process and execute instructions expressed in computer code (distributed scripts). In secured
transactions frameworks, distributed scripts could enable unprecedented automation (for example, automated registrations
and self-executing security agreements) the legal and regulatory consequences of which require thoughtful consideration.

Different DLT archetypes exist. The first and most developed archetype is blockchain. In these systems, at regular time
intervals, a node collects data entries into a container (a block) and then links it cryptographically to the most recent
preexisting block, which in turn is linked to the one before it. Thereafter the new block is propagated to all nodes in the
system, which accept it upon independently validating the cryptographic link that connects it to the rest of the chain of
blocks (the blockchain). As new blocks are added, the blockchain grows in a linear manner.

Recently, software engineers have devised novel DLT archetypes that differ from blockchain in that they process data entries
immediately, rather than aggregating them in blocks at regular intervals. Specifically, each newly submitted data entry is
validated and then cryptographically linked to preexisting data entries; this process generates a data structure that comprises
multiple, parallel chains of valid data entries, rather than a single, linear chain of blocks.

The hypothetical implementation of a DLT-based collateral registry would require choosing one of these archetypes.
Blockchain would offer reliability and predictability but likely suffer from delays due to the time required to aggregate each
new block. By contrast, newer DLT archetypes might offer real-time data processing yet present reliability risk due to their
recent development.

DLT systems share the following five core characteristics. First, a complete or partial copy of the ledger is distributed to
each node; there is neither a central data repository nor a master copy (distributed). Second, all nodes can communicate
with each other directly, without the need for a third-party intermediary to enable and coordinate their data exchanges
(peer to peer). Third, data entries can be added into the ledger only incrementally; once recorded, a data entry cannot be
deleted or modified (append only). This quasi-absolute inalterability renders DLT systems intrinsically tamper resistant
(tamper resistant). Fourth, new data entries are recorded into the ledger of a DLT system only if agreement has been reached
among nodes regarding its validity, pursuant to a mechanism based on predetermined criteria (consensus driven). Fifth,
cryptography ensures authentication, traceability, data integrity, and non-repudiation (cryptographically secure).

These characteristics appear theoretically well suited for collateral registries. Nevertheless, whether, in fact, DLT should be
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adopted for collateral registries is a decision that should be made following a comparative assessment between this novel
technology and currently implemented technical solutions. The aim should be to determine whether distributed platforms
offer tangible improvements over the existing centralized systems.

DLT systems can be markedly diverse depending on their design and architecture. They can provide for different levels
of user access and participation privileges based on whether they are private or public, permissioned or permissionless.
The processes pursuant to which participants reach agreement regarding whether new data entries should be recorded into
the distributed ledger (consensus algorithm) can be radically diverse, with notable repercussions on processing speeds,
scalability, and even the carbon footprint of the platform in question. DLT systems can be either tokenized or tokenless
depending on whether they implement digital assets. Moreover, the programming language adopted in a DLT system can
radically alter the form, substance, and sophistication of the interactions that participants have with each other and the
distributed ledger. The profound heterogeneity and variable geometry of DLT systems deserves careful consideration both
when deliberating whether to implement this technology for collateral registries and in articulating the regime for the taking
of security in digital assets.

DLT systems have the capability to create and record digital assets. These novel intangible assets can be implemented either
at protocol level (native tokens) or application level (non-native tokens). Native tokens are implemented by the protocol
that governs a DLT system and are integral to its operation (for example, Bitcoin, Ether). By contrast, non-native tokens are
implemented and controlled by applications that exist within a DLT system (for example, Augur, OmiseGo). The creation,
supply, and destruction of digital assets is governed by computer code and can be either fixed or modifiable. In recent times,
digital assets standards have emerged to promote uniformity, transparency, and interoperability; moreover, this process has
contributed to the emergence of non-fungible digital assets.

Digital assets have a broad range of possible socioeconomic uses. They can serve as means of payment or as means to obtain
access to goods or services, and they may also be used to represent tangible or intangible assets that exist outside of a DLT
system. Moreover, digital assets can often have multiple concurrent uses.

Typically, commercial law and financial regulation establish distinct rules for the taking of security in different asset classes
(for example, goods, receivables, general intangibles, financial instruments, negotiable documents). The technological
features and socioeconomic uses of digital assets might bring uncertainty to their legal and regulatory classification,
demanding a pondered assessment of existing categories and possibly the creation of entirely new ones.

DLT systems can record and process distributed scripts. These are computer programs that contain instructions pursuant to
which data entries are submitted and processed by a DLT system when preestablished conditions are satisfied. The Ethereum
white paper theorized a DLT system that would support a form of advanced distributed scripts that were named “smart
contracts.” They were described as systems that automatically move digital assets according to arbitrary prespecified rules.
Smart contracts are entirely distinct from legal contracts. Smart contracts are computer programs that enable participants
to submit, store, and process code in a DLT system. Legal contracts are agreements between two or more persons that are
legally binding if the requirements established by the applicable law are satisfied. However, intersections between smart
contracts and legal contracts occur in transactions involving digital assets; for example, a legal contract involving the
transfer of digital assets may be performed and enforced through a smart contract.

A decentralized application is a cluster of distributed scripts that operate in concert to perform a predetermined range
of operations. The functions that can be performed by decentralized applications are limited only by the computational
capabilities of the DLT system upon which they are built. A decentralized autonomous organization is a self-governing
decentralized organization that operates in a DLT system through multiple coordinated clusters of distributed scripts. In
principle, a decentralized autonomous organization functions independently of any human intervention, pursuant to the
software logic encoded in its constituent distributed scripts. This code is designed to replace the rules and structure of a
traditional organization, eliminating the need for centralized control.

Although commercial applications are still in their infancy, the combination of digital assets and distributed scripts may result

in novel and highly automated transactions between lenders and borrowers that may profoundly affect credit ecosystems,
generating a range of legal and regulatory challenges.



INTRODUCTION

Ledgers have played a cardinal role in the evolution of civilization.! These information-recording instruments have been
integral to the flourishing of international commerce, the development of banking, and the advent of capitalism.? In the 21st
century, the emergence of distributed ledger technology (DLT) has sparked enormous interest in the new functions that
ledgers might assume in the future. It has been suggested that DLT has the potential to reshape almost all facets of society
and the economy, including currencies, payment systems, financial markets, property rights, access to credit, supply-chain
management, trade finance, and personal identification systems.?

Regarding secured transactions frameworks, DLT has brought a mixture of infectious enthusiasm and cautious skepticism. On
the one hand, there is hope that this new technology will empower both lenders and borrowers through disintermediation and
automation, leading to greater financial inclusion and access to credit for previously underserved or unbanked constituencies.
On the other, there is fear that a hasty and cavalier adoption of DLT will obstruct the flow of secured transactions with legal
and regulatory uncertainties while simultaneously imposing hefty capacity-building costs and creating socially disruptive
implementation challenges.

This Guidance Note provides a primer on DLT, expounding the key elements of distributed ledgers, digital assets, and
distributed scripts and concurrently highlighting the junctures at which this new technology comes meaningfully into
contact with secured transactions frameworks. The aim is to identify legal and regulatory hotspots, laying the groundwork
for their detailed and exhaustive analysis, which is carried out in the two companion papers (that is, Regulatory Implications
of Integrating Distributed Ledger Technology in Secured Transactions Frameworks and Collateral Registry, Secured
Transactions Law and Practice in the Age of Distributed Ledger Technology).*
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1. DISTRIBUTED LEDGER TECHNOLOGY:
A NEW PARADIGM

The locution “distributed ledger technology” is used loosely across the software, financial, and legal services industries to
label multiple heterogenous concepts. In this Guidance Note, it will be employed broadly as an umbrella term to encompass
distributed computerized systems that enable participants (nodes) to submit, validate, and store information into a database
that is disseminated, synchronized, and maintained fully or partially across nodes (distributed ledger).’

Every DLT system is governed by a software protocol® that shapes its operation. These protocols are typically built upon
three mutually supportive pillars. The first pillar establishes the form and substance of the data that can be entered into the
distributed ledger. The second pillar sets the parameters pursuant to which nodes communicate with each other. The third
pillar determines the process according to which nodes reach agreement and maintain synchronization when new data
entries are submitted for inclusion into the distributed ledger.

Three facets of this nascent technology have the potential to affect materially secured transactions frameworks.
1.1 A NOVEL DATABASE TECHNOLOGY

DLT supplies the tools to establish and maintain distributed databases that do not necessitate a central administrator, are
cryptographically secure, and support the participation of a potentially unlimited number of non-trusting parties. This
technology represents a marked departure from current centralized databases that store information in a single repository—
typically supported by back-up facilities—and rely on an administrative entity for their operation, management, and
interactions with parties who wish to access information or submit data entries.

Modern secured transactions frameworks implement centralized databases that document the existence of security rights
and provide public notice of these proprietary interests to third parties (collateral registries).” DLT offers the previously
unavailable option to operate collateral registries through a distributed system. In the short term, this raises the crucial
questions of whether this novel technology possesses the necessary features for such a task and whether it can yield
tangible ameliorations compared to technological solutions presently in operation. In the medium term, it elicits the enticing
possibility of novel DLT-based collateral registries that have entirely new functions and capabilities.

1.2 A NOVEL FORM OF PURE INTANGIBLES

DLT systems have the capability to create and record self-contained and identifiable data entries that serve as intangible units
of account (digital assets). These special data entries are commonly referred to as “coins,” “tokens,” or “crypto tokens”.
Digital assets are “simply code” and exist solely within the confines of the DLT system to which they pertain.®

Regarding secured transactions frameworks, the prospective use of digital assets as collateral engenders legal and regulatory
challenges. From a private law perspective, it is necessary to determine precisely the body of rules and principles that
govern the creation, perfection, priorities, and enforcement of security rights in these assets.’ From a regulatory perspective,
coordination with a variety of existing and novel regimes is required to enable lending against digital assets and their
disposal in secondary markets.!” An organic and cogent approach to these issues is an indispensable precondition if digital
assets are to become a valuable source of collateral that supports financial innovation and fosters inclusive access to credit.

1.3 TRANSACTIONAL AUTOMATION

DLT systems have the ability to record and process instructions expressed in computer code (distributed scripts). Participants
utilize distributed scripts to add new data entries into the distributed ledger, process available information, and perform
transactions, such as transferring digital assets. Moreover, in some DLT systems, multiple distributed scripts can function
in concert, creating complex applications and even operating without any human intervention. Overall, DLT systems
intrinsically allow for unprecedented levels of transactional automation.!!



From the perspective of secured transactions frameworks, the automation offered by DLT systems has potentially significant
implications. If collateral registries were to implement this new technology, it might be possible for grantors and secured
creditors to interact both with each other and the system as a whole in ways that are presently not viable. Similarly,
regarding the use of digital assets as collateral, distributed scripts might allow for the automated formation, performance,
and enforcement of security agreements. These scenarios raise a multiplicity of legal and regulatory challenges that deserve
close consideration.




12

2. DLT ARCHETYPES

A common misconception is that all DLT systems function in the same manner and share a homogenous data structure. In
fact, different DLT archetypes exist, and their processes differ markedly. The first and most developed is blockchain.'? More
recently, software engineers have conceived novel DLT archetypes that aim to overcome some of the structural weaknesses
of blockchain and achieve greater flexibility, scalability, and transaction-processing power.

21 BLOCKCHAIN

The blockchain-DLT archetype was originally theorized in a white paper authored under the pseudonym Satoshi Nakamoto: '
Bitcoin: A4 Peer-to-Peer Electronic Cash System.'* The operation of a blockchain system proceeds in rounds that can be
divided into the following four phases:

1. Auser who wants to add a data entry into the ledger of a blockchain-DLT submits this information to one or more nodes.

2. The nodes that receive this data entry validate it by applying predetermined criteria and then propagate it to other nodes
that validate it independently.

3. At regular time intervals, a node with the required permissions bundles validated data entries into a timestamped
data container (a block) and then cryptographically links it to the most recent preexisting block, which in turn is
cryptographically linked to the one before it; this process produces an interdependent chain of blocks that originate
from the first block (the genesis block) of the blockchain in question.

4. The newly linked block is then propagated to all nodes, which independently verify the integrity and the validity of the
cryptographic link connecting it to the rest of the chain of blocks. As new blocks are accepted, the blockchain grows
incrementally in a linear manner.

The product of this process is a synchronized and distributed ledger that comprises all the data entries stored in each block
of the blockchain. The most successful implementations of the blockchain-DLT archetype are Bitcoin and Ethereum.'s It
should be noted that the rules that govern the creation and propagation of new data entries, which nodes have authority to
assemble new blocks and link them to the preexisting chain, acceptance of each new block by all nodes, and the relevant
cryptographic primitives vary profoundly across blockchains, depending on their design and architecture.'®

Diagram 1.1: Blockchain-DLT

1. User submits Data Entry 1 to a Node for 2. DataEntry 1 is validated by the node to which it is submitted; it
inclusioninto the ledger of a blockchain-DLT is then propagated to other nodes which validateitindependently

User

Dataentry 1

Pre-existing \oﬁ“** E'
Block X BlockX  Chain of Blocks ®

e’ —
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3. A node with the required permissions bundles validated data

entries into Block X, and then linksit cryptographically to the 4. Block X is propagatedto all nodes, which independentl
most recent pre-existing block, which in turn is cryptographically verify the validity of the cryptographiclink that connects
linked to the one before it in a chain of blocks this new block to the rest of the chain of blocks




2.2 NEW DLT ARCHETYPES

More recently, software engineers have devised novel DLT archetypes. They differ fundamentally from blockchain systems
in that data entries are not aggregated in blocks sequentially linked in chronological order. One such DLT archetype builds
and grows its ledger as a directed acyclic graph of linked data entries.!” Each data entry—either individually or in small
clusters—is cryptographically linked to multiple other data entries (two at a minimum), producing a data structure that
comprises multiple, parallel chains of valid data entries, rather than a single, linear chain of blocks. This archetype allows
for the submission, validation, and recording of large numbers of data entries simultaneously, far exceeding the throughput
capabilities of blockchain-based DLT systems. '

Diagram 1.2: Directed Acyclic Graph DLT
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The DAG-DLT archetype differs from blockchain in that each data
entry is linked to multiple other data entries, ratherthan
aggregated in blocks linked in a linear chain. This data structure
allows for multiple data entries to be processed and validated
simultaneouslyin parallel streams.

Another novel DLT archetype, called Corda, has been developed by the R3 consortium.!” Corda is a system that enables
participants to enter into transactions and provides them with means to keep the relevant information synchronized and
cryptographically secure. In Corda, nodes do not hold a complete copy of the distributed ledger that details every transaction
that has occurred in the system. The ledger held by each node details only transactions in which they have been directly
involved, and this information is synchronized across the ledgers of the relevant parties. Notably, Corda neither aggregates
transactions in a linear chain of blocks nor constructs a single distributed ledger that documents all data entries.

Box 1.1: DLT Archetypes and Collateral Registries

The creation of a DLT-based collateral registry would require choosing which archetype to implement. In principle,
both blockchain and the newer DLT archetypes allow collateral registries to record security interests and provide
public notice. However, these archetypes offer markedly different propositions; each has strengths and weaknesses.

The blockchain-DLT archetype has existed for over a decade. It offers a measure of reliability and predictability, as
it has been implemented and operated successfully in large-scale platforms such as Bitcoin and Ethereum. However,
this DLT archetype records data entries in blocks that are bundled at predetermined time intervals; this can result
in slow processing times and execution delays, depending on transaction volumes and computational power. These
shortcomings are a matter for concern, as timeliness and prompt searchability of filings are crucial aspects of modern
secured transactions frameworks.?'

The newer DLT archetypes record and link data entries individually, rather than aggregating them in blocks. Such a
data structure bears the promise of real-time execution, prompt visibility, and the capacity to deal with high transaction
volumes. However, these newer DLT archetypes are still at a nascent stage; they are under development, and their
reliability remains untested.
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3. DLT CHARACTERISTICS

DLT systems can be markedly heterogeneous depending on their design and architecture. Nevertheless, they share the
following core characteristics.”

3.1 DISTRIBUTED

In a DLT system, a complete or partial copy of the ledger is distributed to each node; there is neither a central data repository
nor a master copy. Notably, the criteria governing whether each node holds a complete or partial copy of the entire ledger
depends on the design and architecture of the DLT system in question.

3.2 PEER TO PEER

All nodes participating in a DLT system can communicate with each other directly (peer to peer), without the need for a
third-party intermediary to enable and coordinate their data exchanges. Notably, the fact that all nodes can interact directly
with each other does not equate to all of them holding the necessary permissions to validate and add new data entries into
the distributed ledger or even read all its content.

3.3 APPEND ONLY AND TAMPER RESISTANT

DLT systems allow for only the incremental addition of data entries into the ledger. Unless a DLT system is maliciously
compromised or fundamentally restructured, once a data entry has been recorded, it cannot be deleted or modified. This
quasi inalterability of the distributed ledger renders DLT systems intrinsically tamper resistant.

3.4 CONSENSUS DRIVEN

A data entry is recorded into the distributed ledger of a DLT system only if agreement has been reached among nodes
regarding its validity, pursuant to a mechanism based on predetermined criteria. This process of convergence is commonly
referred to as “consensus,” and its dynamics vary profoundly depending on the design and architecture of the DLT system
in question.

3.5 CRYPTOGRAPHICALLY SECURE

In a DLT system, cryptography ensures authentication, traceability, data integrity, and non-repudiation. Notably, the extent
to which interactions among nodes are encrypted and the type of cryptography employed vary depending on the design and
architecture of the DLT system in question.

3.6 DLT CHARACTERISTICS AND COLLATERAL REGISTRIES: THE NEED FOR A COMPARATIVE
ASSESSMENT

The characteristics of DLT appear theoretically well matched with the core functions of collateral registries: recording
registrations pertaining to security rights and providing public notice of the existence of these proprietary interests. The
distributed nature of this technology mitigates the risk of both loss of sensitive data (that is, registrations) and discontinuity
of service (that is, inability to search the registry and submit new information) due to a single point of failure (for example,
destruction or malfunction of a centralized database). Similarly, the peer-to-peer element of DLT systems is conducive
to swift communications between grantors and secured creditors (for example, requesting and submitting a cancellation
notice), as well as market participants more broadly. Moreover, the append-only structure of DLT systems, combined with
their pervasive implementation of cryptography, offers a level of embedded security and tamper resistance that is desirable
to ensure data integrity. Notably, the combination of all these features might be especially attractive in jurisdictions where
market particiapants have been historically reluctant to place their trust in the authorities in charge of the collateral registry.



Nevertheless, whether DLT should be adopted for collateral registries should be determined on the basis of a detailed
comparative assessment between this novel technology and the technical solutions currently implemented. Specifically, it
needs to be objectively determined whether operating collateral registries through a distributed platform offers tangible and
marked improvements over the existing centralized systems.”




4. DLT DESIGN AND ARCHITECTURE

DLT systems can be profoundly diverse depending on their design and architecture. The operational dynamics, user
privileges, and permitted interactions can all be markedly different depending on the structure adopted by the DLT system
in question. This heterogeneity is especially challenging in the context of secured transactions frameworks and calls for a
functional, rather than formalistic, approach when developing legal rules and regulatory regimes for this new technology.

41 PUBLIC/PRIVATE, PERMISSIONLESS/PERMISSIONED DLT SYSTEMS
DLT systems can be either public or private.?* Moreover, they can be either permissionless or permissioned.?

A public DLT system is not managed by any one person or group of persons. Such systems neither restrict who may become
a node nor impose identification requirements on their participants.’® A private DLT is managed either by a single person
(fully private DLT) or a group of persons (consortium/federated DLT) who retain control over access to the system.?’

In a permissionless DLT system, each node can read the entire ledger, submit new data entries, and validate data entries
submitted by other nodes. By contrast, in a permissioned DLT, rules and processes determine which nodes have the power
to perform each of the aforementioned operations; notably, in such systems, nodes that hold the permissions required to
validate new data entries control the ledger.

A public DLT can be either permissionless or permissioned. In the former case, every participant will be able to read the
ledger, submit data entries, and validate data entries submitted by others. Such a system will be completely trustless and
entirely reliant on nodes reaching consensus before accepting any new data entry into the ledger.”® A permissioned public
DLT will allow all nodes to read the distributed database, yet it will have restrictions and controls to determine which nodes
can propose and validate newly submitted data entries. %

In a similar vein, a private DLT can be either permissioned or permissionless. In a private DLT that is permissionless, any
person granted access to the system by its managers will be able to read the ledger, submit new data entries, and validate new
data entries.*® By contrast, in a private, permissioned DLT, the managers of the system will establish precisely the extent to
which each node can read the ledger and submit and validate data entries.!

Diagram 1.3: Public/Private, Permissionless/Permissioned DLT Systems
Public and permissioned Public and permissionless
Voting platforms (Voatz) Currencies (Bitcoin)
Currency exchanges (Ripple) Distributed computing (Ethereum, Waves)

Digital identity (Sovrin

Private and permissioned Private and permissionless
Supply chains (Marco Polo, Voltron, Circular) Trustless workflows (LTO Network)
Insurance compliance data (OpenlDL) Mobile applications (Monet)
Healthcare (Change Healthcare) Decentralized applications (Holochain)
Financial services (Interbank Information Network,
IIN)




4.2 CONSENSUS ALGORITHMS

DLT systems require a set of rules (consensus algorithm) pursuant to which nodes maintain synchronization and reach
agreement regarding whether newly submitted data entries should be added to the distributed ledger.>* The aim of a
consensus algorithm is to ensure that all nodes arrive at the same result, even in the presence of malicious participants
and technical disruptions.”® The complexity of each consensus algorithm depends on the design and architecture of the
DLT system in question. For example, in a private DLT that comprises multiple nodes of which only one—Alpha—has
the permissions to validate new data entries, the consensus algorithm will be uncomplicated; all participants must agree to
every new data entry propagated by Alpha. By contrast, a public DLT that comprises large numbers of anonymous nodes
all holding the permissions required to validate new data entries will necessitate a complicated consensus algorithm that
maintains synchronization among nodes while weeding out erratic behavior. Flaws in the consensus algorithm of a DLT
system can result in a variety of critical failures, such as rendering it impossible to update the ledger, slow processing of
newly submitted inputs, and even corruption of data.

Below, a short description is provided of the most widely adopted and successful consensus algorithms presently in use.

*  Proof of work (PoW) consensus algorithms create a contest among participants—commonly described as “miners”—
to earn the right to add a new validated data entry to the distributed ledger. This competition involves resolving a
computational problem that is based on the current state of the ledger.** The first participant to find the solution attaches
it to the data entry that they wish to add into the distributed ledger and then broadcasts the solution and data entry jointly
to the whole network. Other participants first validate that the mathematical solution provided is correct and then accept
the new data entry, adding it to their copy of the ledger. At this point, the competition starts afresh. A reward is provided
to the participant who resolves the computational problem, providing an incentive to participate in the system.

PoW consensus algorithms do not require identification of participants and can accommodate thousands of nodes.
However, the time and effort required to solve the computational problem delay transaction processing. Crucially, PoW
consensus algorithms impose high costs in terms of computational resources and energy consumption; this causes a
range of negative externalities and can have a profoundly detrimental impact on the environment.*> PoW consensus
algorithms are used predominantly in public, permissionless DLT systems.

*  Proof of stake (PoS) consensus algorithms award the power to add a new data entry to the ledger among competing
participants based on a probabilistic selection that is proportionally determined by their “stake” in system.*® The
rationale supporting this consensus algorithms is that participants with the largest investment into the system will have
the strongest interest in ensuring its undistorted and efficient operation.

PoS consensus algorithms do not require participant identification and can scale to accommodate thousands of nodes;
moreover, in stark contrast to PoW consensus algorithms, they are not especially resource intensive and thus do not pose
meaningful environmental concerns. Nevertheless, PoS consensus algorithms generally present difficulties in ensuring
consistency of outcome across participants and thus may struggle to ensure that data entries are rapidly recorded into the
ledger. PoS consensus algorithms are used predominantly in public, permissionless DLT systems.

*  Practical Byzantine fault tolerant (pBFT)*" consensus algorithms provide that new data entries must be submitted to
a leader node preselected either randomly or pursuant to defined criteria. The leader node sends the data entry to all
participants, who in turn communicate with each other to confirm that they have received the same proposed data entry.
When a defined number of confirmations (quorum) is reached, all participants update their ledger, and the system is
ready to record new information.**

pBFT consensus algorithms allow for rapid and definitive agreement among nodes; they are not resource intensive and
thus have a very small carbon footprint. However, they require leader nodes to be validated and identified;* moreover,
they face scalability challenges due to the exponential rise in confirmation messages as the number of system participants
increases. Notably, pBFT consensus algorithms are adopted predominantly in private, permissioned DLT systems.
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Diagram 1.4: Consensus Algorithms Features
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Box 1.2: DLT Consensus and Collateral Registries

Although consensus algorithms vary greatly, an empirical overview of current DLT projects reveals that PoW and
PoS consensus algorithms are used predominantly in public, permissionless DLT systems, whereas pBFT algorithms
are implemented in private, permissioned DLT systems. This is a direct consequence of each algorithm’s features,
strengths, and weaknesses.

Accordingly, if a DLT-based collateral registry were designed as a private, permissioned system, pBFT consensus
protocols would likely be the option of choice. By contrast, if such a system were designed as public, permissionless
DLT, it is probable that either a PoW or PoS consensus algorithm would be implemented.

4.3 TOKENIZED AND TOKENLESS DLTS

DLT systems can be tokenless or tokenized. In a tokenless DLT system, the function of the distributed ledger is to record data
that documents phenomena external to the system in question.*’ In tokenized DLT systems, the purpose of the distributed
ledger is to record the existence and the transfers of digital assets, either exclusively or alongside other data entries unrelated
to these coins or tokens. Notably, whether a DLT system is designed as tokenized or tokenless is a design choice that
profoundly impacts the type of consensus algorithm that may be adopted.

Box 1.3: Tokenized/Tokenless DLT Systems and Collateral Registries

The core functions of collateral registries require the capability of recording and amending information regarding
security rights and making it available to searchers.* Units of account are neither necessary nor instrumental to the
operation of this type of public records. Accordingly, a DLT-based collateral registry could be designed as either
tokenized or tokenless. A tokenless DLT-based collateral registry would exactly replicate the level of functionality
of a current centralized collateral registry. By contrast, a tokenized DLT-based collateral registry could potentially
contemplate the tokenization of registrations.** Ultimately, whether a DLT-based collateral registry were implemented
as tokenized or tokenless would be a choice that would depend on the policy objectives pursued by the relevant
decision makers and the socioeconomic conditions of the jurisdiction in question.




44 CRYPTOGRAPHY

Cryptography is an essential component of DLT systems.* It ensures that only authorized parties can access (confidentiality)
and modify (integrity) information. Moreover, it provides the tools for all authentication processes, including identification of
participants (entity authentication), tracking of communications (data origin authentication), non-repudiation of data entries,
and accountability. Core elements of distributed systems, such as peer-to-peer communications, consensus algorithms, and
the linking of blocks are all structurally reliant on cryptography.

At present, the vast majority of DLT systems implement some form of asymmetric cryptography (also known as “public
key cryptography”).* Persons who wish to submit data entries are required to use their public/private keys to digitally sign
their instructions.* Moreover, the power to transfer digital assets—such as coins or tokens—is exercised through public/
private key systems.*

Regarding secured transactions frameworks, the integral role played by cryptography in DLT systems prompts two
considerations. First, the creation and operation of a DLT-based collateral registry would require extensive capacity-building
efforts to train both operators and users to utilize the cryptographic technologies in question comfortably. Moreover, such a
system would require a robust contingency plan to ensure data integrity and continuity of service in the event of a failure of
the relevant cryptographic technology. Second, digital assets are intrinsically linked and reliant on the cryptography of the
DLT system in which they exist. If this cryptography is compromised, the value of the associated digital assets is entirely
lost.

4.5 PROGRAMMING LANGUAGE

All DLT systems have the ability to process and execute computer programs submitted by participants (distributed scripts).*’
The extent to which these distributed scripts can perform complex operations and actions (for example, data entries involving
multiple participants or data entries conditional on a hypothetical event or time lapse) varies depending on the programming
language adopted by the DLT protocol in question. For example, the Bitcoin protocol implements a programming language
with limited capabilities that does not support complex distributed scripts.*® By contrast, the Ethereum protocol features a
sophisticated programming language that allows for the development and operation of “arbitrary” distributed scripts.*’
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5. DLT ASSETS

DLT systems have the capability to create digital assets. This subsection provides an overview of the technical and functional
features of this novel type of pure intangibles, highlighting elements of legal and regulatory significance for their use as
collateral.®® Two caveats must be borne in mind. First, although the categories and terminology considered below are widely
adopted, they are neither universally accepted nor homogenously understood by software developers, economists, and
lawyers. Second, as the development of digital assets is still in its infancy, it is inevitable that this field will evolve at a fast
pace for the foreseeable future.

5.1 NATIVE TOKENS AND NON-NATIVE TOKENS
Digital assets can be implemented at either protocol level (native tokens) or application level (non-native tokens).*!

Native tokens are implemented by the protocol that governs a DLT system, and they are integral to its operation. For example,
the Bitcoin protocol automatically issues native tokens (eponymously named Bitcoins) that are conferred as rewards to
nodes that actively contribute to the achievement of consensus within the system.*? In a similar vein, the Ethereum protocol
awards native tokens (named Ethers) to nodes that partake in its consensus process; moreover, Ethers also serve as the
currency to pay the fees charged by this DLT system to process new data entries and execute scripts. >

Non-native tokens are implemented and governed by applications™ that exist within a DLT system (for example, Augur,
Chainlink). For example, the Ethereum protocol allows users to create applications that issue non-native tokens. These
digital assets are connected to the application from which they originate, and they can have a role in its operation, typically
serving as participation rights or access to services (for example, OmiseGo, and the Basic Attention Token).

In principle, both native and non-native tokens are suitable for use as collateral.® It should be noted that the valuation,
monitoring, disposal, and regulatory profiles of native and non-native tokens differ markedly.’® Native tokens require
consideration only of the DLT protocol to which they are associated. By contrast, non-native tokens necessitate a two-
tier assessment that analyzes both the underlying DLT protocol and the application from which they originate. The latter
is especially problematic, as the originating application might hold the necessary permissions to modify the features (for
example, the number of tokens in circulation) and functions (for example, transferability) of the non-native tokens in
question, dramatically altering their viability as collateral both from a legal and regulatory perspective.’’

5.2 CREATION, SUPPLY, AND DESTRUCTION OF DIGITAL ASSETS

The creation, supply, and destruction of digital assets are governed by either the relevant DLT protocol or application,
depending on whether they are native or non-native tokens. The determinative parameters that control these events are
established in computer code; they can be either fixed or modifiable.

Typically, creation of digital assets occurs in two ways. First, the DLT protocol or the application in question provides that
a set amount of digital assets is generated either when the system commences operation or at another moment in time.*®
Second, the DLT protocol or the application in question establishes that a predetermined quantity of digital assets is produced
if certain conditions are met, typically in response to actions or events that are deemed relevant to the distributed system
in question.” It is not uncommon for these two methods of creation to coexist. For example, in Ethereum, several million
native tokens were minted de novo when this DLT system was initially founded; concurrently, the Ethereum protocol is
designed to award native tokens to participants who contribute to the consensus process by validating and propagating new
data entries.

The supply of digital assets can be either capped (deflationary model) or uncapped (inflationary model). From a technical
perspective, this is a trivial design choice that is entirely in the hands of the persons in charge of the relevant DLT protocol
or application. For example, the Bitcoin protocol establishes that its native tokens are capped at 21 million units. By



contrast, from a functional perspective, whether supply is capped or uncapped is a design choice that profoundly affects the
socioeconomic dynamics of the digital asset in question.

The destruction of digital assets (commonly referred to as “burning”) can take one of three primary forms. First, the person
in control of a digital asset transfers its control to an entity that is irreversibly inactive, effectively removing them from
circulation.®® Second, the person in control of a digital asset deletes their ownership record from the ledger, making it
impossible for anyone else to claim it in the future. Third, the application to which certain non-native tokens are attached
provides for a kill switch that unilaterally results in their destruction.

The ease of creation, multiplication, and destruction that characterizes digital assets is not unique, as many other forms of
tangible and intangible property are subject to similar supply dynamics. However, digital assets are singular in that their
existence, scarcity, and abundance can be altered almost instantaneously, without incurring costs. This feature complicates
significantly valuation, pricing, and risk assessments for market participants. Moreover, it creates a range of non-trivial
challenges for policy and law makers intent on developing a coherent legal and regulatory regime for the use of digital assets
as collateral.®!

5.3 DIGITAL ASSETS STANDARDS

The first DLT protocols implemented digital assets—mostly native tokens—that were profoundly diverse. Their technical
features and functional profiles were specific to their appertaining system. Such heterogeneity reduced transparency and
completely prevented interoperability. This is readily apparent by comparing the native tokens implemented by some of the
oldest DLT systems, such as Bitcoin, Litecoin, Namecoin, Peercoin, NEO, and Monero.

In recent times, DLT systems have started to develop and implement standards for digital assets, with special attention
to non-native tokens.®” The aim is to promote uniformity of processes for creating non-native tokens, as well as their
technical features and functions (for example, transferability, traceability, and fungibility). For example, in Ethereum, the
ERC-20 standard sets out the parameters for the creation and distribution of a non-native token that, among other things, is
transferable, fungible, and easily trackable.®

Regarding secured transactions frameworks, standardization of digital assets has material implications for their use as
collateral, as it increases the information available to potential secured creditors. Notably, if a grantor offers standardized
tokens as collateral, a lender can rely on publicly available information associated with the standard in question to carry out
due diligence regarding their features and functions.*

5.4 FUNGIBLE AND NON-FUNGIBLE DIGITAL ASSETS

DLT assets were originally designed as fungible. Like gold bars or ancient coins, they were interchangeable and
indistinguishable from one another. For example, Bitcoins and Ethers are fungible digital assets. Although this design choice
was partly due to technical limitations, it also reflected the original use case of native tokens as virtual currencies.

Recently, DLT software innovation has enabled the creation of non-native tokens that are non-fungible in nature. Analogously
to their fungible kin, these digital assets can be transferred, stored, and tracked easily; however, they are unique, indivisible,
and can store large amounts of metadata.®

5.5 POSSIBLE APPLICATIONS OF DIGITAL ASSETS

Digital assets can have a range of possible socioeconomic applications. Although no universal classification perfectly captures
this fast-evolving landscape, the following tripartite categorization has acquired increasing recognition internationally:®

1. Digital assets intended to be used as a means of payment for goods or services or as money/value transfer. These are
often referred to as “payment tokens” or “cryptocurrencies.”®’

2. Digital assets intended to provide access to an application or service by means of a blockchain-based infrastructure.
These are often referred to as “utility tokens.”®®

3. Digital assets intended to represent tangible or intangible assets that exist outside of a DLT system, such as a debt
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obligation of, or an equity interest in, the issuer or any other type of movable or immovable property. These are often
referred to as “asset tokens” and “security tokens.”®

Notably, digital assets can often be considered “hybrids” either because they possess the characteristics of more than one of
these categories or because they are capable of changing functions when predetermined conditions are satisfied. A notable
example of hybrid tokens are stablecoins.”

Regarding secured transactions frameworks, the broad and variable nature of the possible applications of digital assets is
highly problematic. Typically, commercial law and financial regulation establish distinct rules for the taking of security in
different asset classes (for example, goods, receivables, general intangibles, financial instruments, negotiable documents).
The chameleonic nature of digital assets might bring uncertainty to their legal and regulatory classification, demanding a
pondered assessment of existing categories and possibly the creation of entirely new ones.”




6. DLT ACTIONS

DLT systems have the capability to store, process and perform distributed scripts. This subsection describes the actions that
are possible by means of these computer programs and highlights their potential impact on secured transactions frameworks.

6.1 DISTRIBUTED SCRIPTS: “SMART CONTRACTS” ™

Distributed scripts are computer programs that contain commands pursuant to which determinate data entries are submitted
to the distributed ledger when preestablished conditions are satisfied. Distributed scripts are characterized by a high degree
of automation, as they are self-operating and resistive to outside influences; their computer logic can be described as “if this,
then that.” Once a distributed script is recorded into a distributed ledger, it remains active until either it is fully performed
or it hypotheticals become unrealizable.”

Famously, in the white paper introducing Ethereum, Vitalik Buterin theorized a DLT system that would support a novel
type of advanced distributed scripts that he named “smart contracts.”’ He described them as “systems which automatically
move digital assets, according to arbitrary pre-specified rules” and used the metaphor of “cryptographic ‘boxes’ that contain
value and only unlock if certain conditions are met.”” Following the success of Ethereum, the implementation of distributed
scripts of this nature (smart contracts) has become a main staple of DLT systems.

The conjugation of digital assets and smart contracts has spawned enormous interest. The prospect of controlling and
disposing of digital assets—potentially representing currency, tangibles, intangibles, and any other form of property—
through distributed scripts that are peer to peer, decentralized, persistent, cryptographically secure, and fully automated
has drawn the attention of businesses, consumers, legislators, and politicians. On one hand, there is optimism that this new
technological paradigm might yield efficiency gains, reduce transaction costs, usher in new business models, and increase
financial inclusion. On the other hand, there is fear that this new technology might promote unfair commercial practices,
social inequality, and the wholesale circumvention of existing legal and regulatory safeguards.”

Smart contracts and legal contracts are distinct concepts. Smart contracts are computer programs that are stored and processed
by a DLT system and submit data entries to the relevant distributed ledger if certain conditions are met. Legal contracts
are agreements between two or more persons that are binding and judicially enforceable if the requirements established
by the applicable law are satisfied.”” Accordingly, it should be recognized that smart contracts do not necessarily involve
legal contracts and vice versa. Coextensively, it should also be acknowledged that smart contracts and legal contracts will
intertwine in transactions involving digital assets.”

The interplay between smart contracts and legal contracts can potentially assume a broad variety of configurations. At
present, empirical studies” show that smart contracts are predominantly used as tools to perform legal contracts.®® For
example, two persons may enter into a legal contract—possibly recorded in a conventional paper document—under which
one party undertakes to transfer 2 Bitcoins to the other at a determinate moment in time. In their agreement, the contracting
parties may stipulate that the transferor must submit a smart contract to the Bitcoin DLT system that contains the necessary
computer commands to transfer 2 Bitcoins at the agreed time. In addition to their use as tools to perform legal contracts, both
computer scientists and legal scholars etc suggest that, in the near feature, persons might be able to use smart contracts as
all-encompassing instruments that record the terms of their contractual agreements and embody the code through which they
are performed and enforced.®! Indeed, there are multiple DLT platforms that are currently developing such smart contracts
for real estate, commodities and other commercial transactions.®

Regarding secured transactions frameworks, parties that intend to use digital assets as collateral may choose to rely on smart
contracts as a mechanism to automate performance of their security agreement. For example, Alice and Bob could enter into
a legal contract under which Bob lends 20 non-native tokens to Alice in return for Alice promising both to repay this debt
by a certain date and to transfer control of 5 native tokens to Bob as collateral. Alice and Bob could agree to perform part
of their obligations using an escrow smart contract pursuant to which Bob’s 20 non-native tokens are released to Alice only
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when she has given control of the agreed collateral to Bob.

In similar vein, secured transactions involving digital assets may feature smart contracts not only for the performance of
the relevant contractual obligations, but also for enforcement purposes. For example, a lender and borrower may enter
into a security agreement pursuant to which native tokens used as collateral must be placed under the control of a smart
contract that is set to liquidate these digital assets automatically, if the borrower defaults on their obligations. Notably, this
technology would enable parties to predetermine and automate many relevant aspects of this liquidation process, including
time, price-point and market.

Persons may even consider using smart contracts to record and communicate the terms of their security agreements, as well
as automate their performance and enforcement. For example, Alice may offer loans of non-native tokens to the general
public at a specified interest rate, subject to the transfer of a determinate number of native tokens as collateral on the part of
the borrowers. For this purpose, Alice could deploy a smart contract that automatically extends such loans upon receipt of
the borrower’s cryptographically signed instructions and collateral. Such a smart contract would embody the terms of Alice’s
security agreement, provide prospective borrowers a mechanism for their acceptance, and largely automate performance of
the agreed contractual obligations.

In principle, the use of smart contracts in secured transactions frameworks is appealing. This technology has the potential
to automate the formation, performance and enforcement of security agreements, simplifying these transactions, reducing
transaction costs—such as negotiation, contract-drafting and enforcement expenses—and ultimately promoting inclusive
access to credit. However, it should be borne in mind that smart contracts also present challenges. In the first place, the legal
regime governing smart contracts is still under development and rife with uncertainty. Across jurisdictions, commentators,
courts and lawmakers are currently exploring the extent to which general contract law rules and principles adequately suit
this novel technology.® In the second place, the automated nature of smart contracts is generally obtained at the expense of
reduced flexibility. Notably, the level of precisions imposed by computer code does not suit open-texture contractual terms,
such as “good faith” and “reasonableness”.®* Moreover, once they have been deployed, smart contracts cannot be easily
altered or adjusted, and reversing their operations is both costly and complex.®

6.2 DECENTRALIZED APPLICATIONS

A decentralized application is a cluster of distributed scripts that operate in concert to perform a predetermined range of
operations.®® Decentralized applications typically are open source, implement non-native tokens, have a built-in consensus
mechanism, and offer a graphical interface to facilitate interactions with the general public. The functions that can be
performed by decentralized applications are limited only by the computational capabilities of the DLT system upon which
they are built. Recently, decentralized applications have been developed to provide decentralized data storage, escrow
services, and digital assets exchanges.

Decentralized applications have the potential to affect secured transactions frameworks on multiple fronts. First, in line with
the broader trend toward automated lending solutions, decentralized applications might be used to automate and decentralize
the entire life cycle of a secured transaction, from the issuing of loans to the taking of collateral, its custody, and eventual
disposal on default. In a similar vein, they can create decentralized exchanges for native and non-native tokens that, among
other things, allow persons to enter into transactions in which digital assets are used as collateral. At present, secured lending
decentralized applications remain largely untested in terms of reliability and effectiveness, yet several projects are already
in operation and have attracted notable interest.?’

6.3 DECENTRALIZED AUTONOMOUS ORGANIZATIONS

A decentralized autonomous organization (DAO) is a self-governing decentralized organization that operates in a DLT
system via multiple coordinated clusters of distributed scripts. In principle, a DAO functions independently of any human
intervention pursuant to the software logic encoded in its constituent distributed scripts. This code is designed to replace
the rules and structure of a traditional organization, eliminating the need for centralized control. The ownership structure
and participation rules of a DAO are defined by its original creators and can vary substantially. Famously, the first attempts
at creating DAOs have not been successful, yet a considerable amount of resources continues to be invested toward their
development.®



Although DAOs are still at a very early stage of development, it is possible to envision a future in which they might
significantly affect secured transactions frameworks. In principle, DAOs could be designed to operate autonomously as
secured lenders and borrowers. This would raise a galaxy of legal and regulatory conundrums, including issues of legal
personality, contractual liability, tortious liability, and public policy.

6.4 DLT, ARTIFICIAL INTELLIGENCE, MACHINE LEARNING, AND DEEP LEARNING

Artificial intelligence is the science and engineering of making computers behave in ways that replicate human intelligence.®
Machine learning is a branch of artificial intelligence. Its aim is to develop algorithms that enable computer programs to
improve automatically in the performance of their tasks by parsing datasets to find both common patterns and singularities.*
In turn, deep learning is a subbranch of machine learning. Its aim is to develop algorithms that enable computers to develop
novel solutions to overcome past failures that occurred in the performance of their tasks.”

The increasingly sophisticated analytics tools provided by artificial intelligence, machine learning, and deep learning and
the large datasets stored in DLT systems have the potential to affect the secured transactions ecosystem in the future. The
confluence of these two technology streams is likely to aid decision making, reduce transaction costs, and increase the level
of automation throughout the life cycle of secured transactions. Nevertheless, concrete applications are still in development
and will require extensive testing.







FINAL REMARKS

This Guidance Note provided a primer on DLT, identifying the junctures at which this new technology comes into contact
with secured transactions frameworks. Moreover, it highlighted crucial areas where digital assets and smart contracts are
likely to cause overlaps between secured transactions law and other branches of the law—such as financial regulation,
corporate law and intellectual property law—giving rise to “commercial law intersections”.”> Three issues emerged as
deserving special consideration.

First, DLT introduces a novel distributed model for the operation of databases, raising the question of whether its adoption for
collateral registries might be the next step in their technological evolution. Sections 2—4 emphasized that DLT systems can
be structured in a variety of different ways (for example, public/private, permissionless/permissioned, tokenless/tokenized),
profoundly affecting their operation and user experience. Accordingly, it was suggested that any initiative to implement a
DLT-based collateral registry should be conditional on a two-step analysis that first determines the design and architecture
that would best suit the task at hand, and then appraises whether such a distributed system would provide any tangible
benefits over the centralized systems currently in operation.

Second, DLT systems have the capability to create digital assets that may be deemed a valuable source of collateral to secure
performance of voluntary obligations. Section 5 described the technical and functional traits of these novel intangible assets,
expounding their heterogenous nature, the processes associated with their creation and destruction, the ongoing trend toward
standardization, and the recent emergence of non-fungible tokens. It was suggested that these features render the taking of
security in digital assets a source of multifarious legal and regulatory challenges that prompt a thorough reassessment of the
existing body of rules and principles.

Third, DLT systems can record and process distributed scripts pursuant to which data entries are submitted and processed
by a DLT system when preestablished conditions are satisfied. These computer programs can perform a broad range of
increasingly sophisticated operations. Section 6 described the technical nature and functionalities of smart contracts,
distributed applications, and distributed autonomous organizations, revealing the high level of transactional automation
that they offer to market participants. Although commercial applications are still in their infancy, it was observed that the
combination of digital assets and distributed scripts may result in novel and highly automated interactions between lender
and borrowers that may profoundly affect credit ecosystems, generating a range of legal and regulatory challenges.
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