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EXECUTIVE SUMMARY

Introduction. Rationale for Digital Economy

COVID-19 is restricting mobility and economic activity around the world, and Central America is no
exception.! As mobility restrictions and social-distancing measures limit face-to-face interactions and
activities, the availability of affordable digital technologies has emerged as a key determinant of resilience.
Indeed, digital technologies allow businesses, governments, and schools to pursue operations online
rather than opting to shut down completely. Unfortunately, not all countries have been able to leverage
digital technologies to their full extent, because of poor access to affordable high-quality internet and
long-held analog practices, such as the need to exchange documents in person to acquire licenses or
permits.

Embracing digital transformation carries an increase in risks and threats to infrastructures, services, and
data -including personal data- that rely on information and communication technology (ICT) networks
and connected systems. Cybersecurity attacks and data breaches are undermining confidence and trust
in digital technologies, pose great risk to the operational continuity of vital services, and can result in
significant economic losses. Trust in data transactions should be supported through a robust legal and
regulatory framework encompassing both safeguards and enablers.

A more wholistic digital economy requires collaboration at the regional level. Cooperation and
collaboration on this level has the potential to provide major benefits through access to regional
infrastructure and larger markets. Removing cross-border barriers to infrastructure development, data
flows, and financial transactions can foster a more interconnected digital market which can lower costs
and improve access to digital services.

A well-functioning digital economy can help accelerate achievement of the World Bank Group’s twin
goals of shared prosperity and eradication of extreme poverty. With a well-functioning digital economy,
countries in Central America can achieve inclusive and faster economic growth; offer innovative products
and services; create jobs and export revenue; and achieve greater international competitiveness.

Methodology

The World Bank's regional strategy Latin America and the Caribbean (LAC) emphasizes enhancing
productivity for sustainable growth. The success of the strategy can be significantly enhanced through
the more effective use of digital technologies. Based on global experience and learning, the World Bank,
and the International Finance Corporation (IFC), have launched a joint development framework to support
continued efforts towards inclusive and sustainable digital economies. The framework that shapes the
present assessment looks at the following five foundational elements of the digital economy (Figure 0.1).

1 For purpose of this report Central America covers Costa Rica, El Salvador, Guatemala, Honduras, Panama, and Nicaragua.



Figure 0.1. Pillars and components of a digital economy
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The current state of the development of the digital economy foundations varies across Central America.
Figure 0.2 shows the relative performance of each pillar for Central America as a whole, with a color code
that indicates adequate (green) to advancing (yellow) to insufficient (red). Based on the assessment, all
countries except Costa Rica are viewed as performing insufficiently across multiple pillars. The following
section explains these differences in more detail.

Figure 0.2. Relative performance of DE Pillars in Central America
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Note: Pillar values are calculated as absolute values based on pillar components and are not relative to other Central America
countries, the LAC average, or the Central America average.

This report analyses the obstacles to digitalization and identifies key reforms and policy measures that
could help Central American countries harness the potential of the digital economy. This report is a
multi-country assessment covering Costa Rica, El Salvador, Guatemala, Honduras, Nicaragua and Panama.
The diagnostic will follow the DE framework that has been developed by the World Bank Group, initially
under the Digital Economy for Africa (DE4A) initiative.? In addition to the main multi-country assessment,
the report includes six annexes, including more in depth analysis of the status of the digital economy in
each country.

2 The DE framework includes five pillars (Digital Infrastructure; Digital Skills; Digital Platforms; Digital Financial Services; Digital
Business) and three cross-cutting themes (regulatory frameworks to foster competition and Maximizing Finance for Development
(MFD) agenda; manage risks (data privacy, cyber security); opportunities to empower women and apply to FCV).



The assessment is focused on identifying recommendations and areas of opportunities on four of the
five DE foundations: (i) digital infrastructure, (ii) key elements of digital public platforms (digital ID,
interoperability, and one-stop shops), (iii) digital business, (iv) digital skills, as well as on one of the cross-
cutting themes, cybersecurity and data protection. The foundations covered under this assessment build
upon previous analytical and operational work done in the Central America region (e.g., Caribbean
Regional Transformation Program (CARCIP)-Nicaragua, ICT Policy Notes in Panama and Honduras, ID for
Development Assessment (ID4D) in El Salvador and Honduras), and complements analytical work
developed or being developed (e.g., Leveraging Remittances for Financial Inclusion and Productive
Investment in Central America, Digital Innovation & Entrepreneurship in Central America, Central
America: GovTech Gap Analysis and Solutions). In addition to the main multi-country assessment, the
report includes six annexes, including more in-depth analysis of the status of the digital economy in each
country.

Accelerating Digitalization and Harnessing Opportunities

Update the Regional Digital Strategy

Although the Central American countries, through the Central American Integration System (Sistema
Centroamericano de Integracion, SICA), approved a Digital Strategy in 2016 aimed at promoting a
Regional Digital Market, no significant measures or projects have been implemented since its approval.
Central American countries should review and renew their Regional Digital Agenda and implement key
measures to promote digital regional integration. An example of a possible measure could include
removing cross-border roaming and interconnection rates to increase cross-border traffic. In addition,
Central American countries could create mutual ID recognition to facilitate opening banks accounts and
businesses, as well as promote data transfer to facilitate cross-border data migration while ensuring data
protection.

Digital Infrastructure

Upgrade the Digital Infrastructure and Regulatory Framework

Countries in Central America have limited connectivity and broadband access with an average of 37.8
percent fixed broadband household penetration in the region.? In addition, although the average mobile
broadband capability penetration is 95.6 percent in the region, most connections are still based on 3G
technologies (68.38 percent). Not all Central American countries have been able to leverage digital
technologies to their full extent during the COVID-19 pandemic, partly because of lack of infrastructure,
poor access to high quality internet, and high broadband prices. As for internet adoption, only 48 percent
of the population in the region use it, mainly because of a lack of citizens’ digital skills, low adoption of
most advanced technologies (4G+), low download and upload speeds, and high prices,* leaving
considerable room for improvement to obtain the benefits of digitalization.

Table 0.1. Main digital infrastructure indicators in Central America

3 TeleGeography, June 2020.
4 The average fixed broadband price in Central America accounts for 7.4 percent of GNI per capita, and for mobile broadband,
4.2 percent.



Indicator Country® LAC CA
CR ES GU HN NI PA average | average
Mobile broadband capable 1343 99.2 90.2 629 1135 733 78.1 95.6
market penetration (%)

SV EGRIGERLELELGEITE G 61.2 339 445 16.6 18 57.2 48 38.6
penetration (%)

Covered by 4G networks (% [R:E] 81.2 88 75 88 90 84.8 85.2
of population)

Internet access (% of 87 347 2736 328 N/A N/A  N/A N/A
households) (urban area)

Internet access (% of 787 41 352 51 N/A N/A N/A N/A
households) (rural area)

Mobile broadband price (1 0.7 44 3.6 86 79 1.7 3.0 4.2
GB, % of GNI/capita)

Mobile broadband price for [ 48 4.1 18.1 N/A 457 N/A N/A
the lowest quintile (% of

monthly household income)

Fixed broadband basket 1.8 79 65 175 19.0 2.7 55 7.4

price (% of GNI/capita)
Fixed broadband price for 3.8 85 7.5 36.7 N/A 7.2 N/A N/A
the lowest quintile (% of
monthly household income)
Source: GSMA, ITU, and TeleGeography, Countries’ Statistics Offices

The region has substantial rural-urban disparities. These gaps in the availability and penetration of
broadband persist, leaving a large portion of the population, mainly in rural areas, behind. Low access to
broadband in rural areas in the region is predominantly the result of two key issues: lack of infrastructure
and a weak regulatory environment. These includes the absence of a broadband plan and regulation to
promote competition in all telecommunications segments, which impacts service affordability.

Efforts to enhance digital infrastructure are hindered by regulatory constraints in the
telecommunications market. Updating and improving regulatory frameworks in the region is necessary
to promote broadband development and the use of digital technologies. Furthermore, the
implementation of regulatory reforms will help to achieve a real competitive dynamic that is sustainable
in the long term. It is necessary to adopt policies that promote competition and enable entry of new
market players to expand service offerings and lower prices. This report provides an analysis of the
obstacles to digitalization and identifies key reforms and policy measures to be implemented that could
help Central America harness the potential of the digital economy, including updating
telecommunications and broadband laws, promoting infrastructure sharing, revising universal service
funds, and enhancing flexible spectrum frameworks.

Public Digital Platforms

Promote Interoperability

5 Acronym by country. CR: Costa Rica; ES: El Salvador; GU: Guatemala; HN: Honduras; NI: Nicaragua; and PA: Panama
6 For El Salvador data is for the bottom 40 percent.
7 For Panama data is for the Comarca with the lowest monthly income (Ngabe Buble).



Countries in Central America have been deploying foundational systems and platforms to facilitate data
sharing processes and improve service delivery. All Central American countries have implemented
foundational digital ID systems with high levels of coverage to accelerate inclusive development and
access to the formal economy. Panama and Costa Rica, for instance, have also implemented robust digital
authentication layers on top of their ID systems, allowing individuals to verify attributes and authenticate
identities to access services remotely. Other countries, such as Honduras and El Salvador, are currently
implementing structural reforms to revamp and modernize their ID systems, conceiving of them as a
cornerstone to national digital transformation.

Countries have also implemented national interoperability platforms to speed up data sharing
processes that facilitate services delivery. For instance, Costa Rica, Panama, and El Salvador have
implemented platforms to facilitate trade and e-commerce, connecting agencies such as the ministries of
economy and health (to obtain phytosanitary permits) to tax and custom agencies. In addition, Panama
and Costa Rica have implemented one-stop shops that bring together hundreds of digital public services.
The shock of the COVID-19 pandemic has accelerated these processes. For instance, ministries of
education and health in most Central American countries are providing online services for those learning
from home and disseminating accurate data about the spread of the virus.

Although there has been progress in interoperability platforms at the national level, initiatives for cross-
border electronic recognition are still scarce. The Digital Platform for Central American Trade (Plataforma
digital de comercio centroamericano (PDCC)) was announced in 2017 but is still under preparation. The
PDCC is the only initiative identified that exchanges cross-border data to facilitate service delivery
electronically. The PDCC seeks to facilitate e-commerce and improve competitiveness through
coordination via the implementation of a regional interoperable platform with each country’s customs,
health, and migration agency systems and one-stop shops.

Digital Businesses

Foster a more Competitive Enabling Environment

Central American countries can become hubs for exporting digital services, but conditions to attract and
grow investments in the sector need to be improved to foster job creation. All countries are listed as
part of the Key Location Landscape for Global Services,® with Costa Rica as the leading exporter in the
region with an 88 percent share.’ Still, business conditions to enable firms to start, compete, and expand
throughout Latin America lag behind global market trends. New businesses' share is low in Central
America, which affects the startup ecosystem. The region shows a low level of collaboration within and
across firms, which slows down innovation. While the perception is that venture capital (VC) availability
has increased, the number of VC deals is not available.'®

New government plans are oriented to promote digital business transformation, although plans are in
early stages and program coverage is limited. Digital transformation outreach is low; on average, less
than half of firms in Central America have an online presence through a website, while only 80 percent

8 Everest Group, 2019 (https://www?2.everestgrp.com/reportaction/EGR-2019-37-R-3313/Marketing). Global services include
digital services, IT services, BPO services, Contact Services, Analytics, and Multi-lingual BPS.

9 IMF, 2019

10 \WEF, 2019
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use email to communicate with clients and providers.!? Countries need to strengthen their legal
frameworks to become enablers of digital business transformation to reap the economic benefits.!?

Promote Digital Commerce and a Digital Labor Force

Central American countries account for 4 percent of the Latin American digital commerce market (about
US$2.85 billion)'34. However, there is a need for more comprehensive information to measure the
development of digital commerce. For instance, the market shares for Costa Rica and Panama are often
reported (39 percent and 27 percent respectively). In contrast, Guatemala’s, Honduras’, and Nicaragua's
market shares and size are often not reported in the primary information sources and reports.

Although Latin America's digital commerce was booming in 2020 because of the COVID-19 pandemic,*®

Central American countries still need to undertake legal and institutional reforms on digital commerce
while improving their logistics’ performance and costs. This will support firms facing challenges in
reaching and keeping customers because of logistics services’ coverage and costs and promote the
adoption of digital payments. For instance, according to consumer perception, high delivery prices are the
main reason why they do not buy online. Similarly, digital payments are used by fewer people in Central
America (about 35 percent) than in Latin American countries (42 percent).’® On the institutional
arrangements for digital commerce, consumer protection agencies are still not prepared to supervise a
high volume of digital consumer transactions and disputes. The lack of digital tools to supervise digital
commerce and facilitate prompt dispute resolution are two of the main problems highlighted in the
report.

Central America's digital labor force is also expanding, although its growth is uneven, and services are
mainly low-skilled. On average, 8.7 percent of the region's adult population use digital platforms to
generate income.!” The percentage of usage of labor platforms (for example, Uber) varies widely among
Central American countries. In Costa Rica, the usage rate among adults is 21.9 percent, while in Nicaragua,
the usage rate is only 1.8 percent. At the moment, Costa Rica is the only country in the region that has
regulated digital labor platforms (transport platforms and nontraditional lodging platforms).

Digital Skills

Upgrade Citizens’ Digital Skills

The quality of education needs to improve, and digital tools and training can alleviate the need while
facilitating remote learning to cope with the COVID-19 crisis on education. On average, the expected
number of school years in the regionis 11.1, but the learning-adjusted years of school average only seven,
which shows a need to improve the quality of education. Due to COVID-19, school closures have lasted

11 World Bank, Enterprise Surveys, 2017.

12 World Bank TCdata360 using WEF data.

13 Calculations consider Visa data and information from Arias 2016.

14 Data not available for all countries

15 Mercado Libre is the leading digital commerce marketplace in Latin America.
16 Findex database, 2017.

17 Latinobarometro, 2018 (http://www.latinobarometro.org/).
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over 40 weeks in Central American countries, except for in Nicaragua where it lasted for 15 weeks®.
During school closures, digital tools have made it possible to provide school content to children in the
region, although it has brought challenges due to lack of computer equipment, broadband access for
teachers and students, basic digital skills, and digital content.

Scalability of knowledge-based jobs is low due to scarce availability of skilled workers in the region and
low capacity to attract talented people,’® limiting the creation of better paid jobs in the region. Central
America also has a small volume of science and engineering graduates, which can slow down the
countries’ capacity to innovate and transform digitally. Such conditions limit the attraction of foreign
direct investment (FDI), scale-up of existing operations, and innovative start-up creation. Labor
productivity is low in the region, and labor skills are a constraint for business.?

Automation may have an impact on employment in Central America,?* which increases the relevance
to upskill and reskill the workforce to reduce job losses. Employment is being affected over time,
depending on the level of skills it requires. In recent years, the most significant reduction of jobs in the
region, because of automation, has been at the middle-skilled employment level, except for in Nicaragua.
Costa Rica has the highest estimated share of jobs in Central America susceptible to automation, reaching
almost half of its labor (49.17 percent). Nicaragua is the country with the smallest percentage of jobs that
could be automated, reaching 40.44 percent. Employment is being affected over time, depending on the
skills level it requires. On the other hand, high-skilled employment, intensive in nonroutine cognitive and
interpersonal tasks, has increased in all countries in the region, except for in El Salvador.??

The population needs digital skills to safely benefit from, participate in, and contribute to today's digital
world and for the future??, but the assessment of digital skills level among the population shows
deterioration over time in the region. According to WEF,?* digital skills in Central American countries in
the past years are getting worse scores. Costa Rica is the only country above the world median in digital
skills while the rest of the countries are far behind. The skills gap needs attention, since the relevance of
digital skills in today’s daily life is growing and even basic digital skills can enable or limit access to digital
public services, benefiting from digital commerce, online banking, online learning or job skill development.

The potential impact of information and communication technologies (ICTs) on access to basic services,
such as education and health, is not fully harnessed.?> The Global System for Mobile Communications
Association (GSMA) estimates that only 26 percent of mobile internet users in low- and middle-income
countries access information for education, and only 18 percent access information to improve health
(GSMA 2019). For example, in El Salvador only 25 percent of the internet users access information for
education and 0.08 percent for health. This might reduce the impact of government efforts to digitalize
its procedures and services.

Cybersecurity and data protection

18 UNESCO, https://en.unesco.org/covid19/educationresponse#fdurationschoolclosures
19 With the exception of Panama, countries rank poorly.

20 prosperity Index 2019.

21 Although impact will be less than in OECD countries

22 World Bank 2016.

23 UK Essential digital skills framework, 2018

24 WEF, Competitiveness Index 2017-2019.

25 WEF, Social Mobility Index, Executive Opinion Survey.
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Improve cyber resilience

Over the past decade, Central American governments have invested heavily in enabling the use of
technologies to establish the foundations to participate in the digital economy and leverage its
opportunities. This digital transformation process offers people unlimited benefits and opportunities,
facilitating their economic and social growth. However, digital technologies also bring several risks and
threats to those who are connected, and there has been a dramatic increase in cyberattacks and
cybercrime over the past few years.

Cyberattacks and cybercrime are increasing in scale, sophistication, and cost. They have increased not
only the level of damage they cause but the financial losses for public and private organizations, including
data damage and destruction; stolen money; lost productivity; intellectual property theft; personal and
financial data theft; embezzlement; fraud; restoration, and deletion of hacked data and systems;
reputational harm, among others.

Cybercrime in Latin America and the Caribbean costs about US$90 billion a year. The number of cyber
incidents and cybercrimes that the region (including Central America) has faced during the past few years
has increased exponentially, especially those related to malware, phishing, distributed denial of service
(DDoS), ransomware, and data breaches that targeted sectors related to essential services, such as
telecommunications, banking, health, energy, education, and transport. Emerging and disruptive
technologies have also helped expand exploitable attack surfaces, contributing to the increase of
cybercrime and cyber incidents in Central America.

It is evident that countries in the region are making a tremendous effort to increase the use of digital
technologies, but if insufficient action is taken on cybersecurity the benefits will be limited. Both
governments and private companies have been working on developing strategic actions to increase their
cyber resilience and minimize the adverse impact of cyber risks and threats. For instance, private
companies have increased their expenditure on IT security; and governments have been working on the
development of cybersecurity policy, legislative, regulatory, and compliance initiatives. However, despite
these efforts Central American security programs are lagging behind those of developed countries such
as the United States or the Republic of Korea, and to some countries in Latin America, such as Colombia
and Uruguay.

Several assessments were done in the region in recent years to examine the level of commitment,
preparedness, and maturity of the governments to enhance national cyber resilience. All presented a
grim situation with inadequate efforts taken by the governments. In the 2018 Global Cybersecurity Index
(GCI) carried out by ITU, all countries in the region were classified with a low level of commitment on
cybersecurity. A similar trend was demonstrated in the 2020 Cybersecurity Maturity Model for the Nations
(CMM) carried out by the IDB and Oxford University, where all countries in the region were ranked at
average with lowest maturity levels (Start-Up and Formative).

The studies highlighted that although in recent years most countries in Central America have started
promoting cybersecurity initiatives, they are being implemented in an ad-hoc manner, lacking
coordination among key stakeholders. The main areas of concerns arising from both assessments were
the initial stages of implementation of national cybersecurity strategies (NCS), the weak legal frameworks
for Critical Information Infrastructure Protection (CIIP) and Cybercrime, incomplete national deployment



of cybersecurity center and low capacity to address cyber incidents, and the lack of comprehensive
programs for cyber skills training and awareness raising.

Therefore, it is essential to create a safe and trusted digital environment where the countries can reap
the rewards of their digital economies. This means not only learning to use the internet and digital assets
responsibly, but also undertaking public initiatives that seek to build trust in technology by developing
and strengthening cybersecurity policy and legal frameworks. This will quell the concerns arising from
cyberthreats and vulnerabilities and ensure the provision of mechanisms and tools to give citizens the
knowledge and skills necessary to prevent and combat them.

Develop robust and comprehensive data protection legal frameworks

Robust and comprehensive legal frameworks are required for the implementation of future reforms
and to further protect digital transactions. While almost all countries have approved electronic signature
laws, and some countries (for example, Panama, Costa Rica, and Nicaragua) have passed data protection
laws, there are still gaps in the legal framework. Honduras and El Salvador are still in the process of
discussing data protection bills in congress. Additionally, Honduras, Guatemala, and Nicaragua have not
yet drafted digital strategies to guide actions towards digital transformation, including initiatives aimed
at strengthening their data protection environment.



The Role of Government. Policy Recommendations

The comprehensive report of this assessment includes recommendations for each country. The following table provides a regional view.

Time horizon | Policy recommendations ‘ Country priority

Regional Integration

Short term | Develop a new Regional Digital Agenda

Digital infrastructure CR ES GU HN | NI
Strengthen national plans for broadband access in order to improve coverage and | v’ v v v

access in rural areas.

Review and finance the Universal Service Fund to provide access to broadband v v v
within rural and unserved areas.

Review outdated sector policies with structural limitations within the sectoral
framework to include regulations that apply to the broadband sector and recent v v v
technological advances.

Short term

Make available more spectrum frequency bands for mobile services to promote
deployment of high quality mobile broadband services (4G+) and promote entry of | v/ v v v v
new players.

Affordability: Promote progress on affordability and encourage policy change to
decrease broadband costs. Establish regulations aimed at requiring the v v v v
incorporation of ICT service packages with affordable prices according to ITU
parameters.

Promote infrastructure development in rural or underserved areas to reduce the
existing digital divide through PPPs and subsidies, and the use of universal service | v/ v v v v
funds (wherever possible).

Medium to long

term . - .
Promote and enforce active and passive infrastructure sharing. v VoV vV

Simplify administrative barriers imposed by local governments to facilitate the
deployment of infrastructure. For example: (i) simplify procedures (e.g. rights of
way permits, deployment of antennas,...); (ii) authorize tacit approvals after a | v/ v v v v
certain period of time; (iii) ensure compliance with current regulations by imposing
sanctions to municipalities; and, (iv) introduce coordination mechanisms (e.g.




planning boards/committees) between different government levels to avoid
bureaucratic inefficiencies.

Abolish the barriers to women's access and use of digital technologies, with a focus

on affordability, safety, and security of digital technologies and services, broadband v v
and connectivity offerings, and the availability of relevant content and services.
Implement measures aimed at promoting new Regional Digital Single Market,
including:
- Remove cross-border roaming and interconnection rates to facilitate cross- | v v v v v v
border traffic.
- Develop technical implementation measures to ensure harmonized
conditions for the availability and efficient use of radio spectrum.
Public digital platforms CR ES | GU HN | NI PA
Implement measures aimed at promoting a new Regional Digital Market including:
- Interoperability platform: Continue strengthening the Digital Platform for
Central American Trade as an interoperability platform to exchange cross- | v v v v v v
Short term border data and facilitate commerce.
- Governance infrastructure: Reach agreements on cross-border recognition
mechanisms.
One-stop shops: Facilitate access and connect agencies from all levels of the public v v
sector.
Legal framework: Strengthen the legal framework, including by regulating
interoperability frameworks for public administration and the digital agenda v v v v
towards a digital economy.
One-stop shops: Develop one-stop shops to include services from all Government v v v
Medium to long | agencies
term Digital authentication: Implement and strengthen digital authentication layers on
top of digital ID systems to facilitate access to services and rights with higher levels v v v
of trust.
Digital ID: Scale up digital ID systems to include all citizens and residents. 4 4 v v
Digital Business CR ES | GU HN | NI PA
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Digital Sector and Innovation

Short term

Strengthen IT-ITES hubs: Develop an IT-ITES program. Provide high and middle-
skilled training scholarships to employees and IT-ITES students to increase talent
availability

Incentivize digital transformation: Provide incentives to procure digital tools and
assets to create digital teams to improve their business processes. Update legal
frameworks to enable digital transformation.

Multiply Digital start-ups: Facilitate innovative start-up creation. Scale up existing
efforts (public and private) to increase innovative digital business models. Enable
multidisciplinary collaboration for innovation among companies (i.e., fund projects
with specific team member profiles) and with other stakeholders (i.e., promote
technology-transfer offices). Provide mentoring support services.

Pipeline for early-stage capital: Train start-ups to pitch to venture capital (VC) funds
and incentivize VC funds to include digital start-ups in their investing portfolio.

Medium to long
term

Positioning of IT-ITES Hubs: Develop a country positioning campaign to attract
contracts and FDI. Deploy FDI attraction and soft-landing program.

Internationalize digital start-ups: Set an enabling environment for start-ups to
export goods and services.

Venture capital deal flow: Promote the participation of investors in venture capital
funds.

Private digita

| platforms

Short term

Facilitate government coordination: Develop an overarching strategy to develop
formal digital commerce. Include multiple stakeholders (public and private) to
coordinate efforts and maximize existing government actions. Collect data on
digital commerce.

Increase market offerings: Facilitate online and mobile shop creation for SMEs,
along with the development of their online reputation and positioning.

Reduce gender gap: Targeted campaigns among mobile users promoting best
practices in digital commerce. Include gender-based targeting of audiences by
providing specific benefits.

Improve logistic services: Deploy logistic services survey to collect data and develop
public policies based on results.
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Diffuse digital tourism platforms: Boost post-COVID tourism, taking advantage of
local hosts and local experiences to activate the economy.

Medium to long
term

Strengthen Consumer protection: Strengthen digital consumer authorities, provide
them with digital tools and training to enforce regulation.

Increase Digital payments: Promote and facilitate digital payment methods in
coordination with banks.

Excel logistic services: Disseminate best logistic practices and digitalize logistic
chains to reduce costs for final buyers. Increase coverage of home delivery postal
services.

Supervise labor platforms: Update regulations to provide certainty to users,
travelers, and service providers while promoting competence.

Develop cloud-sourcing: Publicize the option of online freelancing to increase
household income among the population. Support the development of an online
reputation as a country to attract work for freelancers. Provide training to increase
the complexity of services offered.

Digital skills

CR

ES

GU

HN

NI

PA

Short term

Tools and skills: Develop teachers' and students' remote and mobile digital skills
and provide tools to access remotely. Promote among universities the inclusion of
digital skills in all training programs. Update curricula to include industry 4.0 topics
to fulfill future workforce needs.

Skilled workers access: Link government-supported skills training program
managers with firms to facilitate training and access, and update course listings to
align with workforce needs.

Job creation: Provide incentives to firms to hire knowledge-based workers.

Population digital skills: Create frameworks for public-private partnerships to
increase digital skills coverage. Deploy mobile skills training in rural areas and low-
income communities to improve knowledge and usage of smartphone
functionalities. Promote usage of government digital services and information by
enabling mobile access.

Medium to long
term

Level of education: Provide incentives for students to continue to be enrolled in
school, especially among low-income population.
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Science and engineering graduates: Improve awareness of knowledge-based job
career benefits along with the education system. Accelerate graduate access by
transforming the secondary education system.

Workforce digital skills: Co-fund intermediate and advanced training on digital and
emerging technologies.

Cybersecurity

CR

ES

GU

HN

NI

PA

Short term

National cybersecurity strategies (NCS): Elaborate (or update) an NCS that defines
the scope, objectives, and practical road map for the national cybersecurity agenda.

National coordination: Identify and designate a national agency that will oversee
and coordinate capabilities and responsibilities of the different stakeholders that
will be part of the operationalization and implementation of the cybersecurity
strategy.

Critical information infrastructure protection (CIIP): Identify the critical sectors and
infrastructures within each country and the security measures they are currently
implementing and develop a legal mandate for CIIP.

Establishment of cybersecurity response center: Create a legal mandate for the
establishment of a national computer emergency response team (CERT) that can
prevent, monitor, and combat cyber incidents.

Cybersecurity skills: Design a structured training program for public officers to
increase their cybersecurity skills. Encourage cybersecurity vocational training for
COVID-19 unemployed personnel.

Awareness raising campaigns: Design and implement a national cybersecurity
awareness campaign with emphasis on safety in an era of remote living and with
programs designed for COVID-19 related groups (medical teams, education staff,
etc.).

Medium to long
term

Improve cyber incidents response: Enhance and expand the capabilities of the
country to perform monitoring, response, and mitigation of cyber incidents.
Integrate advance technologies and equipment and implement a national threat
sharing platform to enhance information sharing across public and private sectors.

Harmonize existing legal frameworks: Conduct a review of the cybersecurity norms
in place, with the objective of harmonizing laws related to cybersecurity and
cybercrime that includes binding information-sharing mechanisms among different
sectors to facilitate the investigation and prosecution of cybercrime.
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Cybersecurity workforce: Promote the establishment of national educational
programs at different levels to increase the cybersecurity professional offer.

Cybersecurity portal: Design a unified repository information site where citizens can
access materials on cybersecurity and cybercrime matters, such as guidelines, tools,
frameworks, etc.

Preparedness for cyber crises: Develop a directive for crises management;
mechanism for coordination within relevant stakeholders, level of escalation,
definition of critical assets in crisis, etc.

Strengthen the legal framework by regulating data protection laws.
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Outcomes of Recommended Reforms

The main outcomes of the implementation of the recommendations described in the previous sections
are the following:

More inclusive access to broadband services.

Digital Infrastructure Increased competition in the fixed and mobile broadband market.

Higher availability of spectrum.

Strong Digital ID systems enabling individuals to access online services
Digital Public Platforms | effectively and securely.

Increased number of online public services with high levels of trust.
Increased volume of transactions, increased market outreach, and reduced
COVID-19 impact as a result of lockdown:s.

Improved coverage and reduced costs to final consumers.

Digital Business Promote export diversification by increasing the contribution of the digital
sector, and specifically by increasing ICT services exports as a share of total
service exports.

Wider market coverage and faster set-up of start-ups.

Improved quality of teaching and facilitating students to take courses.
Digital Skills Increased number of high value-added jobs in digital sector and middle-
skilled jobs through digital labor platforms.

More secure and safe national infrastructure, systems, assets, and
transactions.

Reduced cyber incidents as a result of awareness raising campaigns and
prevention and prosecution of cybercrime.

Increased level of skills of the cybersecurity workforce and professionals in
the region.

Increased secure and trusted data transfer processes.

Cybersecurity and Data
Protection
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ABBREVIATIONS

ADSL
B2C
BPO
CA
CAFTA
CAGR
CAMP
CEO
CERT
CICTE
clip
CIsO
CMM
COE
DDoS
DE
E-KYC
FDI
FIRST
G2P
GCl
GCSCC
GDP
GNI
GSMA
HHI
ICESPO
ICMEC
ICS

ICT

ID

IDB
IFC
IMF
INTERPOL
loT

ISP

IT

ITES
ITU
IXP
LAC
LACNIC
LATAM
LTE
MNO

Asymmetric digital subscriber line
Business-to-consumer

Business process outsourcing

Central America

Central American Free Trade Agreement
Compound annual growth rate

Cybersecurity Alliance for Mutual Progress
Chief executive officer

Computer emergency response teams
Inter-American Committee against Terrorism
Critical information infrastructure protection
Chief information security officer
Cybersecurity Maturity Model for the Nations
The Council of Europe

Distributed denial of service

Digital economy

Electronic know your customer

Foreign direct investment

Forum of Incident Response and Security Teams
Government-to-person

Global Cybersecurity Index

Global Cyber Security Capacity Centre

Gross domestic product

Gross national income

GSM Association

Herfindahl-Hirschman Index

Central America Institute for Police Superior Studies
International Centre for Missing and Exploited Children
Industrial control systems

Information and communication technology
Identification

Inter-American Development Bank
International Finance Corporation
International Monetary Fund

The International Criminal Police Organization
Internet of Things

Internet service provider

Information technology

Information technology enabled services
International Telecommunication Union
Internet exchange point

Latin America and the Caribbean

Latin America and the Caribbean Network Information Center
Latin America

Long Term Evolution (4G)

Mobile network operator

17



MoU
MSME
MVNO
NCS
OAS
OECD
OWASP
PAHO
REDCA
SCADA
SICA
SME
UNCTAD
UNESCO
UNICEF
UNODC
UPU
USAID
VAT

VC
WHO

Memorandum of understanding

Micro, small and medium enterprise

Mobile virtual network operator

National cybersecurity strategy

Organization of American States

Organisation for Economic Co-operation and Development
Open Web Application Security Project

Pan American Health Organization

Central American Telecommunications Networks
Supervisory control and data acquisition

Central America Integration System

Small and medium enterprise

United Nations Conference on Trade and Development
United Nations Educational, Scientific and Cultural Organization;
United Nations Children's Fund

United Nations Office on Drugs and Crime

Universal Postal Union

United States Agency for International Cooperation
Value-added tax

Venture capital

World Health Organization

All dollar amounts are U.S. dollars unless otherwise indicated
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1. INTRODUCTION

Importance of Digital Economy

Technology is rapidly transforming economies and societies, and the pace of change continues to
accelerate. Many of these changes are driving the growth of a digital economy, referring to the network
of socioeconomic activities enabled by digital technologies. Digital transformation is reshaping our global
economy and influencing every sector and aspect of daily life, as well as changing the way we learn, work,
trade, socialize, and access public and private services and information.

In the unprecedented fight against COVID-19, digital technologies offer an opportunity for
governments, individuals, and businesses to better cope with social distancing, ensure business
continuity, and prevent service interruptions. In consequence, dependence on digital infrastructure and
reliance on secure online services has increased greatly, (i) schooling for over one billion students has
been disrupted and many students are in need of online learning, (ii) voice calls have almost tripled in
some countries while the use of communication apps has more than doubled, causing increased
congestion, and (iii) data traffic has increased by at least 20 percent and an estimated 50 percent of
businesses worldwide have migrated online.

A well-functioning digital economy can help accelerate achievement of the World Bank Group’s twin
goals of shared prosperity and eradication of extreme poverty. With a well-functioning digital economy,
countries in Central America can achieve inclusive and faster economic growth, offer innovative products
and services, create jobs and export revenue, and achieve greater international competitiveness.
Digitization of tasks and information may enhance productivity of labor and capital and reduce transaction
costs. Digital economies can also help accelerate poverty reduction. Several of the SDG goals such as
financial inclusion, universal identification, efficient government services, social protection, industry
innovation to increase value added, and job creation require intensive use of digital technologies.

Figure 1.1. Digital Economy can bring Shared Prosperity and Reduced Poverty
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Embracing technological transformation carries an increase in risks and threats to infrastructures,
services, and data that rely on ICT networks and connected systems. Cybersecurity attacks and data
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breaches are undermining confidence and trust in digital technologies, pose great risk to the operational
continuity of vital services, and can result in significant economic losses.?’

Trust in data transactions should be supported through a robust legal and regulatory framework.
Creation of an adequate legal framework for data protection is also critical. The protection of personal
data is grounded in international human rights law, which requires that the interests of the data subject
be adequately safeguarded before enabling any kind of data transaction.

According to the Alliance for Affordable Internet,?® an estimated US$47 billion is needed in LAC to
connect all of its citizens to the internet by 2030. The majority of investment needs in LAC are related to
4G Network operational expenditures (OpEx) and mobile infrastructure capital expenditures (CapEx).
Beyond infrastructure, complementary initiatives are needed to connect people already covered by
broadband networks. These include programs to increase and support device affordability, affordability
of data and services, digital skills programs, and content.

Given the breadth of the impact of the digital economy, governments have an important role to play in
facilitating certain aspects of the transformation for the benefit of all its citizens, while recognizing
potential disruptive effects. To do this effectively, it is essential for governments to understand the
current state of the digital economy at national and regional levels as well as the key foundations as they
exist today.

Methodology

The World Bank's Latin America and the Caribbean regional strategy emphasizes enhancing productivity
for sustainable growth. The success of the strategy can be significantly enhanced through the more
effective use of digital technologies. On global experience and learning, the World Bank and the
International Finance Corporation (IFC) have launched a joint development framework to support
continued efforts towards inclusive and sustainable digital economies. The framework that shapes the
present assessment shown in Figure 1.2 comprises five foundational elements of the digital economy and
includes the following pillars:

e Digital Infrastructure. Digital infrastructure provides the essential input for people and the private
and public sectors to get online and untap the value of digital services.

o Digital Skills. Economies require a digitally savvy workforce in order to build a robust DE and
competitive markets.

o Digital Platforms. Digital platforms offer products and services, accessible through digital
channels, such as mobile devices, computers, and the internet, for all aspects of life. Their
intermediary role between one or more parties can be covered by both public and private
subjects.

o Digital Financial Services. Digital financial services provide individuals and households with
convenient and affordable channels by which to pay, as well as to save and borrow.

27 Dependence on digital infrastructure and reliance on secure online services has increased greatly during COVID-19, triggering
significant cybersecurity threats. Cyberattacks in the health sector have increased by 150 percent during the first months of the
pandemic. Due to a cyberattack, a COVID-19 test facility in the Czech Republic was forced to shut down (April 2020) and vaccine
development organizations in the US, UK, and Canada were attacked.

28 https://adai.org/
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o Digital Business. Fostering economic growth through the development of frictionless economies,
leveraging digital technologies and new digital business models, is arguably an important goal of

any strategy geared to generate new (and better) jobs, increase productivity growth, or improve
living standards.

Figure 1.2. Pillars and components of a Digital Economy
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These foundations are synergistic and require the use of public and private sector solutions. A
coordinated holistic approach is needed for building an inclusive digital economy. For example,
improved digital connectivity can only achieve a transformational impact on economic opportunity and
inclusive growth if combined with coordinated improvements in all elements of the digital economy
foundations, such as strong digital government platforms that enables delivery of remote public services,
or digital skills programs aimed at promoting productive use of broadband services. Furthermore, the
government's ability to develop platforms, such as digital identity schemes, and leverage technology for
improved efficiency and service delivery is key to many of these areas.

Figure 1.3. Digital Economy foundations approach
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The current state of the development of the digital economy foundations varies across Central
America.? Table 1.1 shows the relative progress for each pillar in each country. Based on the assessment,
all countries except for Costa Rica are viewed as making insufficient progress across multiple digital pillars.

Table 1.1. Relative progress of the digital economy in Central American countries

Pillar 1. Digital Pillar 2. Digital Public Pillar 3. Digital Finance Pillar 4.. Digital Pillar 5. Digital Skills
Country Infrastructure Platforms Business
Costa Rica|@ 6.63 @ 6.90 @ 7.05 @ 538 @ 6.07
El salvador|() 4.80 @ 5.54 O 3.39 O 2.89 O 4.49
Guatemala|() 4,76 O 431 O 3.05 O 4,33 O 3.29
Honduras |() 2.59 O 4.14 O 433 O 2.59 O 428
Nicaragua|( ) 3.82 O 2.81 O 3.43 [ ] 2.36 O 2.82
Panama |@ 6.29 @ 6.08 [ 3.98 [ 3.12 [ 490
Key
Value: 7.5-10.0 Very Advanced .
Value: 5.0-7.4 Advanced @
Value: 2.5-4.9 Emerging
Value: 0-2.4 Needs Development !

This report analyzes the obstacles to digitalization and identifies key policy measures that will help
Central American countries benefit from the potential of the DE. This report is a multi-country
assessment focused on four of the five DE foundations: (i) digital infrastructure, (ii) key elements of
digital public platforms (digital ID, interoperability, and one-stop shops), (iii) digital business, (iv) digital
skills, as well as one of the cross-cutting themes, cybersecurity and data protection. The foundations
covered under this assessment build upon previous analytical and operational work done in the Central
America region (e.g., Caribbean Regional Transformation Program (CARCIP)-Nicaragua, ICT Policy Notes
in Panama and Honduras, ID for Development Assessment (ID4D) in El Salvador and Honduras), and
complements analytical work developed or being developed (e.g., Leveraging Remittances for Financial
Inclusion and Productive Investment in Central America, Digital Innovation & Entrepreneurship in Central
America, Central America: GovTech Gap Analysis and Solutions). In addition and given the impact and
benefits of working at the regional level in this agenda, the report makes a series of recommendations to
promote collaboration at the regional level. Finally, the report also includes six annexes, including more
in-depth analysis of the status of the digital economy in each country.

Regional Context

A more wholistic digital economy requires collaboration at the regional level. Cooperation and
collaboration at the regional level has the potential to provide major benefits through access to regional
infrastructure and larger regional markets. Removing cross-border barriers to infrastructure
development, data flows, and financial transactions can foster a more interconnected digital market,
which can lower costs and improve access to digital services.

Box 1.1. European Union Digital Single Market

European Union Digital Single Market (DSM)

29 For the purpose of this report Central America includes Costa Rica, El Salvador, Guatemala, Honduras, Nicaragua, and Panama.
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The 2014-2019 European Union Strategic Agenda established as one of its priorities the development
of a DSM by 2015 aimed at fully exploiting the potential of the European Single market in all its
dimensions.

The DSM Strategy was built on three pillars:

1. Access: better access for consumers and businesses to digital goods and services across Europe.
2. Environment: creating the right conditions and a level playing field for digital networks and
innovative services to flourish.
3. Economy & Society: maximizing the growth potential of the digital economy.
Since its approval in 2014 the following results have been achieved.

- Better spectrum coordination between European Union countries which will increase the value
of spectrum-enabled services to €1 trillion a year by 2023.

- Development of the ‘Single Digital Gateway’ which provides one entry point for online
administrative procedures for citizens and businesses.

- Removal of the roaming charges between European Union countries.

- Updated consumer protection rules.

- New EU-wide legislation on cybersecurity and the Cybersecurity Act to reinforce cooperation
against cyber-attacks.

Recognizing the potential benefits and economies of scale of regional single digital markets, the Central
American Integration System (Sistema de Integracion de Centroamerica, SICA) approved in 2016 a
Digital Regional Strategy for the region.3° The objective of the Strategy was to facilitate the development
of the information and knowledge society in the SICA member countries, through the coordination and
promotion of regional actions, policies, and projects in favor of the Central American population.
However, since its approval in 2016, no major regional actions, policies, or projects have been
implemented to promote and strengthen a regional digital market in Central America.

30 https://www.sica.int/documentos/Estrategia_Regional_Digital_SICA_1_104748.html
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2. Digital Infrastructure

One of the main enablers of the digital economy ecosystem is the development of digital infrastructure,
both fixed and mobile broadband networks. Effective digital infrastructure that enables value to be
extended across the economy requires a broadband network with wide coverage, adequate quality, and
affordable prices. Furthermore, to foster this change it is necessary to have stable, predictable, and
flexible regulatory frameworks that will enable growth in the region.

Internet Access

Access to fixed broadband penetration in Central American is low, unequal, and of low quality. Central
American countries lag in fiber to the premises broadband penetration, with an average of 3.2 percent
penetration, while the average in LAC is 9.9 percent, due to lack of infrastructure, more pronounced in
rural and remote areas.3! Regarding fixed broadband household penetration, Costa Rica is the best
positioned country in Central America with 61.2 percent penetration, followed by Panama (59.3 percent),
while the rest of the countries present a fixed broadband penetration below the LAC region’s average (48
percent) (see Table 2.1).

Due to lack of infrastructure and cost of services, a digital divide in Central American countries exists.
This divide is even higher in El Salvador, Guatemala, and Honduras, where the percentage of households
with internet access is between six and nearly nine times higher in urban areas compared to rural areas.
It is necessary to adopt policies that promote competition and enable entry to new market players to
expand service offerings and lower prices.

In addition to the rural divide, there is also a gender digital divide in El Salvador and Guatemala. While
52.4 and 31.23 percent of men use the internet in El Salvador and Guatemala, the percentage of women
using the internet decreases to 48.9 and 27.56 percent respectively.

The broadband market in Central American countries is mainly mobile based. Mobile broadband
remains the main way by which people in Central America access the internet. Mobile broadband capable
market penetration in Central America is higher than the average of LAC. However, most of the
connections are still based in 3G technologies, which limits quality and possible download speeds (see
Table 2.1).

In relation to 4G coverage, Panama leads with a 90 percent population coverage, followed by Costa Rica
(89 percent). El Salvador and Honduras are positioned below the average in the region, which is estimated
at 84.8 percent coverage.*? In addition, in Honduras, about 15 percent of the population do not have 3G
or 4G coverage.

Table 2.1. Regional digital infrastructure indicators

31 TeleGeography, September 2020.
32 GSMA, Q3 2020.

24



Indicator Costa Rica El Salvador Guatemala Honduras Nicaragua Panama
Internet usage (%) 74.09 33.82 65.0 31.7 27.8 57.8
Mobile broadband capable market 134.3 99.23 90.24 62.87 11346 = 73.25
penetration (%)
3G Market Penetration (%) 96.98 82.57 66.24 35.66 84.18 26.06
4G Market Penetration (%) 39.47 21.22 24.24 23.04 25.53 59.28
Fixed broadband household 61.2 33.9 445 17.8 17.4 56.9
penetration (%)
Fiber to t_he premises” broadband 12.2 0.98 0 016 033 0
penetration (%)
:-’IJ/O)useholds with internet access Urban 87 346 27.36 33 N/A N/A
(]
Rural 78.7 4.1 3.52 5 N/A N/A
Internet users Male 80.4 52.4 31.23 38 N/A 63.4
Female 82 48.9 27.56 40.7 N/A 63.8
Coverage (GSMA 2020)
2G population coverage (%) 97.3 97 100 100 91 96
3G population coverage (%) 95 95 95 84.27 95 95.00
4G population coverage (%) 89 81.2 88 75 88 90
ITU ICT Development Index (2017) 60 119 125 129 130 94

developed at the regional

REDCA
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Source: ITU, GSMA, and TeleGeography.

Figure 2.1. REDCA Network
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Central American countries have developed limited joint initiatives aimed at maximizing the impact of
their infrastructure and institutional capacities in the telecommunications sector. The main initiative
is the Central American Telecommunications Network (Red
Centroamericana de Telecomunicaciones, REDCA), a regional wholesale network owned by each Central
American national electricity company and a private company (Internexa). However, this kind of initiative
faces important challenges, such as complexity of management of regional projects of this magnitude.

All countries except for El Salvador are internationally connected through at least one submarine cable.
While Panama is connected internationally via 11 submarine cables, El Salvador is only connected through
terrestrial networks deployed by retail (Telefonica, Tigo, and Claro) and wholesale operators (Ufinet and
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REDCA). Regarding subsea cable connectivity, there are several carriers with indefeasible right of use
(IRU) or leased capacity (see Table 2.2).

Table 2.2. International digital infrastructure indicators

Indicator Costa El Salvador Guatemala Honduras Nicaragua Panama
Rica

Submarine cables 3 - 5 3 1 9
Used International Bandwidth in
Mbps per 10,000 population 1,824 836 532 454 421 10,630
Submarine cable ownership 5 ) 4 1 ) 11
(number)
Carrlers. IRU or leased capacity in 6 ) 6 3 3 6
submarine cables
submarine network maximum 15,100 - 106,240 9,800 7,840 298720
capacity (Gbps)
Average price33 uss3 USs$3.4 Us$3.4 Uss3 USS$3.5 USS$2.5

Source: Telegeography and World Bank

There are limited domestic facilities that allow their own locally generated data to be exchanged (via
internet exchange points, IXPs) and stored (at colocation data centers). 3*3> With the exception of Costa
Rica and Panama, there are no IXPs deployed in the countries analyzed, which may help lower
international capacity prices.®® The addition of domestic colocation data centers—wholesale storage
facilities that host other companies’ data— in most of the countries analyzed, could allow substantial
volumes of popular overseas content to be stored locally, further improving internet performance.’”

Indicator Costa Rica El Salvador Guatemala Honduras Nicaragua Panama
IXPs (number) 1 - 1 1 - 1
IXP members 35 - 0 - - 16
Datacenters (number) 8 2 3 2 2 6

Source: Telegeogpraphy

Affordability and Quality of Services

Affordability of broadband services is a major barrier in most of the Central American countries, which
hinders accessibility to the internet for all citizens. For all Central American countries except for Costa
Rica, fixed broadband prices are above the affordability threshold established by the United Nations
Broadband Commission. However, for the lowest quintile of the population, access to fixed broadband
services in all Central American countries is not affordable, and in the case of Honduras, it represents

33 Prices represent the weighted median monthly price per Mbps for a full-port commit in the capital city. Data derived from 2020
Q4. Prices exclude local access and installation fees. 10 Gigabit Ethernet (10 GigE) = 10,000 Mbps.

34 An internet exchange point (IXP) allows operators to exchange domestic traffic locally, minimizing the need for international
traffic, thereby reducing latency, and resulting in faster and more efficient connections for end users. This efficient
communication helps to reduce the costs of international internet transit for internet service providers (ISPs), reduces latency
and increases the quality of service. End users also benefit with a faster and more efficient Internet.

35 Datacenters are a critical component of the overall connectivity equation. They provide a facility for businesses to store data,
host websites, and use cloud-computing services.

36 In Honduras and Guatemala, although there exists an IXP there is no current traffic.

37 World Development Report 2021: Data for Better Lives. https://www.worldbank.org/en/publication/wdr2021
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around 37 percent of the average monthly income for this segment of the population. Regarding mobile
broadband, services are affordable to the majority of the population only in Costa Rica and Panama.

Given the low average speed compared to the regional LAC average, most fixed and mobile broadband
services offered are based on low-speed technologies (cable and 3G). In terms of download speeds, there
has been an increase in both mobile and fixed broadband downloads in most countries. On average,
mobile broadband downloads had a speed of 21.5 Mbps in September 2020, while in fixed broadband,
the speed was 30.6 Mbps.3 However, average speeds are below the regional LAC average and far below
the average in OECD countries (see Table 2.2). The low average speed is partly due to the quality of
broadband services in El Salvador, based mostly on 3G technology mobile solutions (82.57 percent 3G
market penetration vs. 19.92 percent 4G market penetration).

Table 2.3. Affordability and quality of services indicators

El

Indicator Guatemala Honduras Nicaragua Panama
Salvador

Affordability (ITU 2019)

0,
i % of GNI 1.79 7.85 6.48 17.51 19.03 2.67 N/A N/A
Fixed- p.c.
Broadband | % Monthly
Basket income
(5GB) lowest 3.8 8.5 7.5 36.7 N/A 7.2 N/A N/A
quintile3?
0,
f:f GNI 0.72 4.40 3.58 8.62 7.87 1.67 N/A N/A
Data.-only % of
mobile Monthly
broadband
roaghand. income 15 4.8 41 18.1 N/A 4.5 N/A N/A
(1.5GB)
lowest
quintile
Quality of Service
Fixed broadband
HoWnloadpeedlMbpe] 36.9 15.4 14.4 16.7 15.9 93.5 35.8 106.41
Mobile broadband 26.9 17.1 25 22.2 206 24.3 24.3 46.9

download speed (Mbps)
Source: ITU and Ookla

Competitive Environment

The mobile and fixed broadband concentration indices in most Central American countries are above
the moderate competition threshold of 2,500 (Table 2.3). Guatemala, Panama, and Nicaragua present a
high fixed broadband concentration index, while Costa Rica, Guatemala and Honduras present a high
mobile broadband concentration index, which results in services being less affordable than the average
for LAC and OECD countries. *°

Table 2.4. Regional Broadband competition context

38 Ookla Speedtest. https://www.speedtest.net/
39 For El Salvador data is used for the bottom 40% and for Panama data is used for the Comarca with the lowest monthly income
40 The concentration index is measured through the Herfindahl-Hirschman Index (HHI).
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El

Indicator Guatemala Honduras Nicaragua Panama
Salvador

Market concentration index

T 3,970 2,640 4,857 5,024 4,665 2,859 | 3,256
it Number of operators 3 4 2 3 3 4 -
Rlesee Leadin rator market
cacing operator marke 46.05 3639 50.91 70.36 49.48 43.66 -
share (%)
m‘:l';et concentrationindex 1,5 3 493 4,590 2,503 3,534 5013 | 2,660
Fixed Number of operators in the
Broadband | market e . = = 4 C )
Leading operator market 315 | 501 48.8 473 58.5 72.8 -

share (%)
Source: GSMA and Telegeography

Invisible Mile - The Enabling Environment

Main regulatory bodies in most of the countries analyzed except for Costa Rica are outdated and still
based on telephony services. The regulatory framework and the ability to design and execute national
strategies are key in developing an enabling environment for the digital economy. Broadband expansion
efforts in the region have been challenging because of the high cost to deploy infrastructure, lengthy
processes to obtain rights of way and construction permits, and a diverse legal regime throughout
municipalities. Furthermore, in order to create a secure trusted digital environment, countries need to
strengthen their cybersecurity framework.*!

Therefore, the deployment of networks and additional high-speed broadband networks is not sufficient
to meet the needs of Central American countries and enable them to fully leverage the digital economy.
Governments should adopt regulations that address the challenges of broadband expansion, including
more funding for infrastructure, incentives for telecommunication operators to invest in new or updated
infrastructure, and modernization of the regulatory regime. Table 2.4 provides an overview of the current
state of digital infrastructure enabling legislation and instruments to support digital development across
the region.

Table 2.4. Regional ICT regulatory context

Regulation Costa Rica ElSalvador Guatemala Honduras Nicaragua Panama
‘ v v v v v v
ICT Framewor 2008 1997 1996 1995 1996 1996
Cybercrime prevention v 4 Draft X v v
. v o o v S v
National Broadband Plans 2015 2014 2014
Uni 1A / Service Fund v Limited Limited Limited v v
niversal Access/ Service Funds | -\ rpL FINET FONDETEL FTT FITEL FDPSAU
Passive Infrastructure Sharing v v o v S v
Active Infrastructure Sharing o S o N S o
Dig once policy o o o S o o

41 Central American countries are in initial stages of implementation of national cybersecurity strategies (NCS), the weak legal
frameworks for Critical Information Infrastructure Protection (ClIP) and Cybercrime, incomplete national deployment of
cybersecurity center and low capacity to address cyber incidents, and the lack of comprehensive programs for cyber skills training
and awareness raising. See section 6 for more information.
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Implementation of measures to promote a more interconnected digital market at the regional level
could lower costs and increase access to digital services. Following the examples of the European Union
or the “One Network Area” in East Africa, Central American countries could promote regulation to remove
cross-border roaming and interconnection rates. Establishment of these measures in other regions have
facilitated cross-border traffic and promoted a more interconnected digital market which can lower costs
and improve access to digital services.

Spectrum Management

Freeing up and making available more spectrum frequency bands will help Central American countries
promote deployment of high quality mobile broadband services. Availability of spectrum in Central
American countries for International Mobile Telecommunications (IMT) services, key for deployment of
4G and 5G services, is low compared to other countries in the region, such as Brazil (700 MHz), Mexico
(650 MHz), or Peru (562 MHz).*? Furthermore, availability of spectrum for IMT services in all Central
American countries is far below the recommendation set by the International Telecommunication Union
(ITU) to ensure rational, equitable, efficient, and economic use of spectrum.

Figure 2.3. MHz assigned for IMT services

1960

mmm MHz assigned Average
ITU Projection for 2020 (high density) ITU Projection for 2020 (low density)

Coordination and cooperation on radio spectrum could also promote a more interconnected Central
American digital market by enabling seamless wireless connections across borders. At the regional level,
following international examples (e.g. EU), SICA could support Central American countries by developing

42 https://www.gsma.com/spectrum/wp-content/uploads/2020/11/5G-and-3.5-GHz-Range-in-Latam-Spanish.pdf
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technical implementation measures to ensure harmonized conditions for the availability and efficient use
of radio spectrum.

30



Digital Infrastructure. Recommendations

Country
Challenge Measure Term R TEs Teu Tuan TN TP
Review outdated sector policies with structural limitations within the
Outdated sectoral framework to include regulations that apply to the broadband | Short VoV oY o v Y
regulatory sector and recent technological advances.
framework Strengthen or develop national plans for broadband access in order to Short v v v v
improve coverage and access in rural areas.
Limited ~ use . of Promote progress on affordability and encourage policy change to
broadband services . . . L .
due to decrease broadband costs. Establish regulations aimed at requiring the | Medium v v v vl
- incorporation of ICT service packages with affordable prices according to | to long
unaffordability of ITU parameters
broadband services )
Review and finance the Universal Service Fund to provide access to
. Short v v
broadband within rural and unserved areas.
Make available more spectrum frequency bands for mobile services to
promote deployment of high quality mobile broadband services (4G+) and | Short vV oV o v oYY
promote entry of new players.
Reduce digital ["promote infrastructure development in rural or underserved areas to .
divide, and increase | (o4 ce the existing digital divide through PPPs and subsidies (wherever Medium | | |, |v |v |v
broadband possible). to long
coverage, use and I"giohlify administrative barriers imposed by local governments to
affordability. facilitate the deployment of infrastructure. For example: (i) simplify
procedures (e.g. rights of way permits, deployment of antennas,...); (ii)
authorize tacit approvals after a certain period of time; (iii) ensure | Medium v v v v v ol
compliance with current regulations by imposing sanctions to | tolong
municipalities; and, (iv) introduce coordination mechanisms (e.g. planning
boards/committees) between different government levels to avoid
bureaucratic inefficiencies.
Limited Promote and enforce active and passive infrastructure-sharing to: (i)
Competition in the . L ) . : Short VoV v v v oV
fived and)/ or avoid duplication of infrastructure; (ii) increase coverage; (iii) make better
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mobile broadband
market  affecting
access, quality and
affordability of
services

use of existing resources; (iv) foster competition among operators; and,
(v) encourage the entry of new players and innovative digital services. *3
This application would also reduce costs of installation and maintenance
and the administrative burden to applying for licenses and permits for
new deployments.

Gender divide on
use of broadband

Abolish the barriers to women's access and use of digital technologies,
with a focus on affordability, safety and security of digital technologies

. . . . - Short
services and services, broadband and connectivity offerings, and the availability of
relevant content and services.
Lack of Implement measures aimed at promoting new Regional Digital Single
coordination at the | Market, including:
regional level - Remove cross-border roaming and interconnection rates to .
. . Medium
facilitate cross-border traffic.
to Long

- Develop technical implementation measures to ensure
harmonized conditions for the availability and efficient use of
radio spectrum.

43 In terms of access and shared use of public infrastructure, anticompetitive behavior manifests when the dominant operator limits the access of other operators to the essential
infrastructure for the provision of the service, such as electric lighting poles or ducts.
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3. Digital Public Platforms

Digitally enabled and connected people and businesses are demanding more and better services from
their governments. Digital public platforms developed for the public sector or as a public good — either
by government agencies, in partnership with private companies, or through a hybrid model — can help
deliver on these goals. The development of digital public platforms underpins the expansion of e-
government services that can be delivered by both public and private sectors, as well as supporting the
efficiency of core government operations.

While digital public platforms include several key aspects of the digital economy such as e-government
services, e-procurement, transparency, open government, and open data policies and portals, this section
will analyzed specifically (i) digital ID, as a foundation platform for service delivery, (ii) interoperability
policies and platforms as key enablers for data transfer, and (iii) one-stop shops as critical developments
to break silos within the government and facilitate access to services. The selection of the topics aims to
focus in the foundations needed to design and deploy secure and trusted data management processes.

COVID Impact on Digital Public Platforms

During the COVID-19 pandemic, countries opted to use the national ID system as a foundational platform
to facilitate delivery of cash transfers. Panama,** Costa Rica,* and El Salvador?® are using their national ID
number to assess the eligibility for government-to-person (G2P) payments for informal workers, those
who have lost their job, or who have seen their working hours reduced. While cross-matching mechanisms
vary depending on the country, the national ID number is required in all cases.

The COVID-19 pandemic has seen both challenges and progress on the digital agenda in Central America,
depending on the country. Most of the countries have adopted policies and strategies to provide public
services. Countries with robust digital platforms and infrastructure, such as Panama and Costa Rica, have
reacted quickly, providing services for education, health, and COVID-19 contact tracing apps (UNCTAD
2019).

This section analyzes three of the key elements of public digital platforms:

e Digital ID systems that facilitate secure transactions between people, institutions, and devices.

e Interoperability platforms and shared services in the government, which facilitate data exchange
and leverage common resources across disparate hardware devices, communication networks,
cloud providers, operating systems, applications, and interfaces.

e One-stop shops and their role in the government's core delivery function.

Digital ID

Trust in a person or entity’s identity is a cornerstone of economic and social transactions. In an
increasingly globalized world, this trust has often been provided by official, physical forms of
identification, such as ID cards, birth certificates, and passports. Beyond these “traditional” forms of

44 https://www.digeca.gob.pa/Panama-Solidario-Vale-Digital-1.
45 https://proteger.go.cr/general.
46 https://COVID-19.gob.sv/.
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identification, the emergence of the digital economy has created a need for verifiable digital identity
credentials. Digital ID systems facilitate the secure identification and authentication of a person, entity,
or device — both in person and/or online — and bind the user of an online transaction with their “real
world” or legal identity. Combined with digital certificate services (for example, public-key infrastructure
or PKl), they are also the basis for e-signatures, which enable knowledge, approval, acceptance or
obligation without physical presence. Together, digital identity and e-signatures are essential foundations
for the digital economy because they enable trusted transactions with the public and private sector,
streamline “doing business,” and create opportunities for innovation.*’

All countries have committed, through target 16.9 of the Sustainable Development Goals, to “by 2030,
provide legal identity for all, including birth registration.” A system based on a foundational ID (for
example, an ID card or birth certificate) could be a platform to accelerate inclusive development and
modernization of the economy by empowering individuals, and transforming how public and private
services are delivered, including through greater efficiency, integrity, convenience, and innovation. With
a foundational ID system, people could benefit from the provision of better access to services (for
example, financial, social, education), exercise key rights (for example, voting), and take advantage of
economic opportunities (for example, formal employment and property rights).

Although governments have not built a digital system to accelerate recognition across borders, the Central
America-4 Free Mobility Agreement (CA-4) is an important starting point for electronic recognition. In
addition, beyond national gains “good” IDs through cross-border mutual recognition can help to i) address
development challenges when they are of a cross-border nature, for example, through migration; ii)
facilitate economic and social integration goals through mobility and trade, as well as to exploit
opportunities in the digital economy from a regional perspective; and iii) ultimately contribute to inclusive
growth and development. In CA-4, El Salvador, Guatemala, Honduras, and Nicaragua allow mutual
recognition of IDs between countries.

Coverage

Like the rest of Latin America, Central America has shown good levels of coverage in birth registration
until the age of five years old and on national ID cards for adults. High levels of coverage of birth
registration and civil registration services are associated with greater access to social services, including
education, financial services, and health outcomes.*

The gaps in civil registration and national digital ID coverage are mostly among vulnerable populations,
including people with disabilities, indigenous communities, displaced people due to political violence, and
people living in remote areas and/or living close to the borders.

Despite the current gaps, over the past decade, all Central American countries have made efforts to
expand vital events registration coverage to reach vulnerable communities. For example, all countries
have opted to install civil registration offices in hospitals in order to facilitate registration of births and
deaths. Likewise, Honduras, Guatemala, El Salvador, and Panama have implemented mobile campaigns
where public servants travel to remote areas to register vital events and facilitate the provision of ID cards.

47 World Bank, Public Digital Platforms note. Forthcoming publication
48 Phillips, David E., and others. 2015.” Are well functioning civil registration and vital statistics systems associated with better
health outcomes?” The Lancet. 386 (10001):1386-1394. https://doi.org/10.1016/S0140-6736(15)60172-6.
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Also, Panama and Costa Rica have coordinated the implementation of mobile campaigns to provide ID
cards and birth certificates to people living in the border areas of both countries.*

From the national digital ID perspective, almost all countries show relatively high levels of coverage of
adults (see Table 3.1). Honduras and Costa Rica have the highest level of coverage on national ID cards
for adults with 98 percent and 93 percent respectively, while Guatemala shows the lowest coverage with
83 percent. Also, countries such Panama have opted to provide ID cards to individuals under 16 or 18
years old, which is usually the age of issuance. In Panama, 80 percent of the children from 12 up to 18
years old have obtained a digital ID card called the “Juvenile Card”.

Table 3.1. Overview of ID systems in Central American countries

Country Foundational Digitized Digital ID Coverage (adults) Birth
ID system foundational ID (Authentication for (%) registration
system online transactions) (%)
Costa Rica Yes Yes Yes 93 99.6
Guatemala Yes Yes No 83 96.4
Honduras Yes Yes No 98 93.6
EL Salvador Yes Yes No - 98.5
Nicaragua Yes Yes No 86 84.7
Panama Yes Yes Yes 90 98.6

Source: UNICEF and World Bank data.

Design

Although all countries in the region have a foundational ID system, Costa Rica and Panama are building
up strong authentication platforms allowing online transactions. Both countries, with their ID agencies
under the Electoral Tribunal, are strengthening their authentication platforms, including other services
such as education and health. Costa Rica, for example, has created an “Identity Verification System” to
authenticate identities for public entities and the private sector. Costa Rica’s Supreme Electoral Court
(Tribunal Supremo de Elecciones (TSE)) provides verification and authentication services for free to the
public sector and charges a fee to the private sector. Likewise, in Panama, the National Civil Registry,
which is part of the Electoral Tribunal, has been providing verification services to public and private
institutions, including the e-government agency, the Ministry of Health, the Ministry of Foreign Affairs,
and the consumer protection office since 2005.%°

El Salvador and Honduras are currently undertaking reforms to their ID systems (historically linked to
voting only) in order to establish a broader digital agenda to facilitate access to services. In Honduras,
the National Register of People (Registro Nacional de las Personas (RNP)) is conducting a mass enrollment
campaign to collect new biometric data (facial, fingerprint, and signature), and to issue a new ID card to
the population. The enroliment started in April, and the authorities expect to enroll and issue ID cards to
more than six million people of 18 years of age and older. Following the campaign, the RNP plans to
provide services to the private and public sector with the aim of enabling a thriving digital economy. In
particular, the RNP seeks to be a cornerstone to improve the quality of services such as education, health,

49 https://www.acnur.org/noticias/historia/2018/1/5af2e9d731/una-campana-de-registro-saca-a-las-familias-indigenas-de-las-
sombras.html

50 For more information about verification fees, see:
http://documents.worldbank.org/curated/en/945201555946417898/pdf/Identity-Authentication-and-Verification-Fees-
Overview-of-Current-Practices.pdf.
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pensions in the public sector, and banking (for example, electronic know your customer (E-KYC) processes)
in the private sector. In addition, the new scheme will allow Honduras to roll out the 2021 presidential
elections.

In El Salvador, the National Registry of Natural Persons (Registro Nacional de las Personas Naturales
(RNPN)) together with the Secretary of Innovation are developing reforms to the ID system and
intergovernmental platforms. The objective of these reforms is to break the information silos within the
administration to allow more effective service delivery. In addition, the RNPN plans to establish a unique
identifier for all individuals from birth to death, facilitating the linkages between the civil registry
(managed at the municipal level) and the ID system (which will facilitate the implementation of public
policies). Currently, the ID card, and consequently the unique identifier, is mandatory for all individuals of
18 years age and older. The RNPN and the Ministry of Innovation anticipate that these reforms will allow
identity authentication to provide better services for early childhood and education services, which are
government priorities.

In Guatemala, the National Registry of Persons (Registro Nacional de las Personas (RENAP)) has made
significant progress in guaranteeing universal ID coverage. In recent years, RENAP has built a portal that
allows agencies within the government to share data to improve service delivery. An agency will send an
attribute from a citizen (for example, name, last name, or fingerprint), and RENAP will share with the
agency the whole profile of that person in case that there is a match.

In Nicaragua, the coverage on IDs and birth certificates is still not universal and not fully digitized, which
creates limitations to the strengthening of a digital economy. Given the lack of digital infrastructure and
strategic and internal capacity, the ID agency could not implement a comprehensive system allowing
individuals to authenticate themselves in transactions in the banking sector, health, or education.

Interoperability Platforms and One-Stop Shops

Exchanging information within the public and private sectors is critical to implement an effective digital
strategy and to improve the quality and delivery of public services. Specifically, interoperability is the
ability of different functional units, for example, systems, databases, devices, or applications, to
communicate, execute programs, or transfer data in a manner that requires the user to have little or no
knowledge of those functional units. If it is implemented with appropriate safeguards and consent by the
owner of the data, interoperability platforms are a critical public infrastructure able to facilitate service
delivery generating savings for individuals and governments.>! Not having interoperability platforms in
place tend to generate silos of information within the government, which are inefficient, as well as
duplication of the data collected.

While all Central American countries have created national interoperability platforms to exchange data
in a wide range of sectors, there are few regional initiatives to exchange cross-border data and none of
them are implemented. The Digital Platform for Central American Trade (Plataforma digital de comercio
centroamericano (PDCC)) is a regional initiative launched in 2017 with support from the European Union,
the Inter-American Development Bank (IDB), the Central American Integration System (Sistema de la
Integracion Centroamerica (SICA)), and the Secretariat of Central American Integration (Secretaria de
integracién Centroamericana (SIECA)). The PDCC, still under preparation and not yet implemented, seeks
to facilitate commerce and improve competitiveness through coordination and by the implementation of

51 http://documents.worldbank.org/curated/en/248371559325561562/pdf/ID4D-Practitioner-s-Guide.pdf.
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an interoperability platform between customs, health, migration agencies, and one-stop shops for foreign
trade from Central American countries, to then connect them with other regions and countries. The PDCC
will provide access to various online services in the above-mentioned above, to reduce response time,
streamline internal processes, and increase internal and external trade.
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Digital Public Platforms. Recommendations

Country
Challenge Measure Term
2 CR ES GU | HN | NI | PA
Implement measures aimed at promoting a new Regional Digital Market
including:
Lack of regional - Interoperability platform: Continue strengthening the Digital | Medium PR IVRN AV R R O
data exchange Platform for Central American Trade as an interoperability | o Jong
platform platform to exchange cross-border data and facilitate commerce.
Governance infrastructure: Reach agreements on cross-border
recognition mechanisms.
Dispersion of - . .
. p . One-stop shops: Facilitate access and connect agencies from all levels of | Medium
digital services at . v v
. the public sector. to long
the regional level
Weak enabling . .
. Legal framework: Strengthen the legal framework, including by .
legal environment . . . . ) Medium
. regulating interoperability frameworks for public administration and the v v v v
for the digital | .. - to long
digital agenda towards a digital economy.
economy
Dispersion of . .
. . One-stop shops: Develop one stop shop to include services from all
digital services at P ps: L P P P Short v v v
Government agencies
the country level
Lack of an - . . N
- Digital authentication: Implement and strengthen digital authentication
authentication . . . .
) layers on top of digital ID systems to facilitate access to services and rights | Short v v v
mechanisms to . .
. . with higher levels of trust.
provide services
Digital ID systems
do not include all
individuals in their | Digital ID: Scale up digital ID systems to include all citizens and residents. | Short v v v v
system
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4. Digital Business

Fostering economic growth through the development of frictionless economies by leveraging digital
technologies and new digital business models, are arguably important goals of any strategy geared to
generate new (and better) jobs, increase productivity growth, or improve living standards. Digital
businesses represent a unique opportunity for Central American economies to nurture and scale (micro,
small and medium enterprises (MSMEs)), increase efficiency, generate more and better jobs, foster
economic integration, and promote integration of lagging populations and regions.

Digital technologies are reshaping the way of providing and doing businesses; this document focuses
on three topics:

1. The digital sector (specialized offering) section assesses the local information technology services
sector, which gathers outsourcing vendors of Information Technology (IT) goods and services of
clients based in their domestic market or abroad. The digital services sector offers IT and IT
Enabled Services (IT-ITES), that include IT outsourcing services (ITO), Business Processes
Outsourcing (BPO), and Knowledge Process Outsourcing (KPO). The focus is to assess if countries
are or can become IT-ITES global hubs.

2. Digital innovation (effective use) covers the digital maturity of non-IT firms, being SMEs, startups,
or traditional businesses. The focus is to assess if digital technologies are enablers of innovation
and entrepreneurship, by digitally transforming business models and operation practices and
processes.

3. Private digital platforms (market dynamics) include profit-oriented approaches to do business,
taking advantage of digital platforms to facilitate supply and demand matching. The focus is on
digital commerce and digital labor platforms, especially in tourism, transport services, and online
outsourcing.

COVID-19 Impact on Digital Business

The COVID-19 pandemic is affecting employment, growth, remittances, trade, foreign direct
investment, productivity, and the competitiveness of certain value chains. The LAC average
unemployment rate, which was 8.1 per cent at the end of 2019, could rise between 4 and 5 percentage
points. The severe contraction in the United States in the second quarter of 2020 has affected Central
America through trade and remittance channels. Central America’s economy is projected to shrink by 3.6
percent in 2020. Remittances, a lifeline in Central America, are dropping precipitously. In LAC, remittances
are projected to decline by about 19.3 percent in 2020 because of COVID-19 and the resulting shutdowns.
Sectors such as textiles, manufacturing, tourism, and agriculture are the most affected.

Mobility restrictions due to COVID-19 increased remote-work adoption by firms in Central America,
although the share of jobs that can be done from home in Central American countries is low. Share of
firms that started or increased remote work during the pandemic ranged from 25.4 (Nicaragua) to 59.3
(Honduras). The percentage in Guatemala, Honduras and El Salvador being among the top quartile of
countries surveyed. The current proportion of workforce working remotely range from 5.1 (El Salvador)
percent up to 11 percent (Guatemala). >* Although the average share of jobs that could be performed

52 COVID-19 Follow-up Enterprise Surveys, data available for Guatemala, Honduras, El Salvador and Nicaragua. World Bank
Enterprise Surveys 2020-2021.
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from home is higher, since according to UNDP>3 the average share in Latin America is 20 percent, while in
Central America percentage can go down to 14 percent (Guatemala and Honduras) and up to 25 percent
(Panama). The feasibility of working at home, is based on variables such as whether workers use email,
work outdoors, need to wear specialized equipment, etc.

COVID-19 accelerated digital commerce adoption in Central America. Digital commerce has emerged as
a significant pillar in the COVID-19 crisis, enabling firms to comply with interaction restrictions while
reducing the economic shock on jobs and sales. The share of firms in Central America that started or
increased online activity due to COVID-19 ranged from 43 to 55.7 percent>.

COVID-19 affected jobs linked to transport services platforms differently. Globally, Uber announced that
it would lay off 14 percent of its global workforce (3,700 people). Uber also announced that it would
permanently close 40 percent of its driver resource center (180 people). On the other hand, delivery
service platforms (e.g., the Central American delivery app named Hugo) are facing increased demand and
job growth.

COVID-19 required digital tourism platforms to stop bookings and implement sanitization practices. In
some countries, governments have asked hotels to stop providing services to travelers. Since Airbnb
services are not always regulated, the platform decided to support those measures by limiting the length
of the booking, facilitating cancelations, and asking hosts to sanitize spaces before and after travelers stay.
As a company, Airbnb announced it will cut 25 percent of its global workforce (1,900 people).>

Digital Sector (specialized offering)

Central American countries can become hubs for exporting digital services, although upskilling is
needed to foster high-skilled jobs and value-added services. Even though Costa Rica is the best
positioned and has the highest share of IT-ITES exports, the rest of the CA countries are exporting IT-ITES
services and have incentives to attract IT-ITES investors.

The worldwide IT spending is an attractive global market, especially the share done through outsourcing
vendors, making it an attractive market that can be accessed through offshore outsourcing. Gartner
forecasts worldwide IT spending to reach US$86 billion in 2020. This estimation considered enterprise
software to achieve US$503 billion and IT services US$1,081 billion by the end of 2020.5° The estimate,
from January 2020, predates global COVID-19 economic effects, and so is expected to change. Seventy
percent of the spending comes from North America and Europe, while only 3 percent of the global IT
services market is in Latin America.>” Due to proximity, Latin American countries usually seek to outsource
IT-ITES to the United States, making English proficiency a priority to enter the market.

53 UNCTAD (2020), Working in Times of Pandemic: Only one in five workers in LAC can actually work from home. Data available
for Honduras, Guatemala, El Salvador and Panama.

54 COVID-19 Follow-up Enterprise Surveys, data available for Guatemala, Honduras, El Salvador and Nicaragua. World Bank
Enterprise Surveys 2020-2021.

55 https://techcrunch.com/2020/05/05/citing-revenue-declines-airbnb-cuts-1900-jobs-or-around-25-of-its-global-workforce/

56 Gartner, January 2020.

57 Everest Group, Annual Report 2017.
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Gartner expected
enterprise software Worldwide IT Spending forecast, 2020
and IT services to
grow by 10.5% and
5% in 2020
compared to 2019.
Both services are
41% of worldwide IT
spending forecast
for 2020.

13% = Data Center Systems
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(]
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= Communications Services
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Source: Gartner, January 2020.

The Central American Region is participating in the global IT-ITES global market, reaching US$1.56 billion
in IT-ITES exports, but Costa Rica’s is almost 80 percent of it. With the available data (see Box 4.1.) during
2019, ICT Service Exports of CA accounted for US$2,712 million, from which total digital sector service
exports accounted for USS$1,562 million (58 percent of total ICT services exports). Costa Rica is the only
country that increased its share of ICT services over total services exports, increasing its importance on its
economy. As well, Costa Rica is the leader in IT-ITES service exports in the region (US$1.24 billion), with a
79 percent share.”® Although, other countries in the region have higher CAGR rates than Costa Rica during
2015-2019, making them more dynamic than the leader.

Box 4.1 IT-ITES exports data limitations.

IT-ITES exports data is not easy to collect, and its classification and collection is not harmonized globally, making
it not fully consistent. Available sources include:

a) Private sources. Several private consultants estimate IT-ITES exports using their proprietary
methodology and sector taxonomy (e.g., Gartner, IDC, Tholons, McKinsey). The downside is that such
sources usually do not include Central American countries in their analysis.

b) The WTO publishes data of commercial services trade under the BPM6° classification, which includes a
"Telecommunications, computer, and information services” component that can be disaggregated into
three elements, making it possible to exclude the telecommunication services from computer services
and information services. The downside of using such data is that overall ITES exports may be
underestimated because “Computer Services” may or may not include all ITES activity because some
countries may reclassify it under another component named "Other services" which is not exclusive of
IT-related activities (i.e., India's case).

c) The World Bank publishes “ICT Service Exports” data by aggregating data of the Balance of Payments of
IMF under the BPM6 classification. However, it adds postal and courier services to the total number
(which are not part of the activities that the digital sector performs), and since data is not available by
element, it cannot be disaggregated to only include IT-ITES activities.

Based on such limitations, this document uses WTO data from Computer services and Information Services
elements to refer to IT-ITES exports. By doing so, a greater number of Central American countries are included,

58 WTO (2019), data includes BOP6 SI, SI1, SI2 and SI3.
59 Balance of payments manual 6 of IMF
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even when the aggregated export volume of ITES may be underestimated, and some data is incomplete for
Nicaragua, Honduras, and El Salvador. As well, the report will use WTO data for "Telecommunications, computer,
and information services” component to refer to ICT Services Exports.

Global IT-ITES vendors seek locations to establish their outsourcing delivery centers. Still, most CA
countries do not publish relevant information at one repository for potential IT-ITES investors, making
it difficult to assess the countries as potential sites. While assessing sites, investors evaluate multiple
variables such as human resources availability; digital, soft, and language skills; total cost of operating;
legal framework; fiscal incentives offered, and quality of infrastructure (physical and
telecommunications). Several consulting firms have developed indexes to evaluate IT-ITES location
potential®®, though not all Central American countries are included in such indexes. Everest Group does
include all six Central American countries as part of its Key Location Landscape for Global Services delivery,
assessing them as nascent or emerging locations for global IT-ITES services delivery. Being part of the
landscape is positive for attracting investment and clients to companies based in Central American
countries (see Box 4.2.). Although, the information published by government agencies on the IT-ITES
sector and its incentives is usually incomplete, outdated, or at different information sites. The latter limits
the evaluation processes of potential investors when assessing the location of new IT-ITES sites.

The main reason to outsource business processes is cost reduction, which is the main benefit that
Central American countries offer compared to the United States and other IT hubs in Latin America,
while still providing an attractive salary to the local economy.®! IT-ITES low-cost offering is attractive
since 59 percent of companies that outsource do it as a cost-cutting tool. But firms are also seeking
specialized IT-ITES vendors to focus on core business (57 percent) and to solve capacity issues (47
percent).®? The CA countries mainly focus on low-cost offerings taking advantage of lower wages in the
Region and country fiscal incentives. Even Costa Rica's hourly rates, when higher than the rest of the
assessed countries, are still lower than the United States’ rates.®® The average cost per business process
outsourcing (BPO) agent and junior developer varies among the region. Costa Rica is where both activities
are best paid, El Salvador experiences the most significant salary gap between the two business activities
(64 percent), and Nicaragua has the smallest difference (31 percent).®* Nevertheless, salaries are
attractive to the local economy, in the case of Guatemala the average monthly income in the ICT sector is
the second-best income® in the country when reviewed by economic activity. In Nicaragua, a bilingual
call center agent salary is 2.4 times the minimum salary®®.

Automation may impact lower and middle IT-ITES services jobs (such as Call and Contact Centers),
making it essential to upskill the IT-ITES workforce and available talent to reduce future job losses in
the Region. About 61 percent of ITES jobs in Central America are located in Costa Rica and Guatemala®’.
Although, Costa Rica is offering higher value-added services, while the rest of the countries largely offer
Contact Center services. According to Oxford University and Deloitte, a Call and Contact Center worker
likelihood to be automated is 75 percent while Programmers and software development professionals is

60 McKinsey, Kearney, Tholons, Everest, among others.

61 Deloitte, Global Outsourcing Survey.

62 Deloitte, Global Outsourcing Survey.

63 GDP Global, 2018.

64 Using data from GDP Global, 2018

65 Encuesta Nacional de Empleo e Ingresos 2-2019, Instituto Nacional de Estadistica

66 Minimum salary for IT sector is ~229 USD and Sitel offers 550 USD as monthly salary to bilingual agents
67 Using data from GDP Global, 2018
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8 percent®®, Therefore, Central American countries must improve and grow their specialized pool of talent
to transition to higher value-added services.

Box 4.2. Digital sector in Central America

Costa Rica, Maturity of key locations for global service delivery, 2019

Guatemala, and El
Salvador are
Service emerging
locations.
Honduras,

Chile

O Nordic States
Scotiand

Source: Everest Group, Annual Report 2019.
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International Indexes on IT-ITES Hubs and Central American countries inclusion

countries are Top digital nations GSLI Rank - Location Maturity -

included by main rank - Tholons Kearney Everest Group

IT-ITES hubs (50 countries) (50 countries) (50 countries)

international Costa Rica 28 44 | Emerging Location

assessments. El Salvador not included not included Emerging Location
Guatemala 44 | not included Emerging Location
Honduras not included not included Nascent Location
Nicaragua not included not included Nascent Location
Panama 45 38 | Nascent Location

Sources: Tholons (2019), Kearney, Global Services Location Index (2019), Everest Group (2019).

Costa Rica is the

Source: WTO, 2019
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0,
Region (49% of all 0% = Costa Rica
exp.orts in the - El Salvador
region).
Guatemala
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68 'The Future of Employment: How susceptible are jobs to automation'

Martin School, 2015

. Michael Osborne and Carl Frey, from Oxford University's
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Costa Rica leads
in IT-ITES services
exports.
Guatemala ranks
second, but it

Central America IT-ITES services Exports

2%

1% 9%

4%

8%

m Costa Rica

exports less than El Salvador
10% of Costa
L, Guatemala
Rica’s exports
volume. Honduras
= Nicaragua
= Panama
Source: Using data from WTO, 2019
Nicaragua has no Central America - ICT Services Exports (2019, MUSD)
data available for
IT-ITES exports, Telecommunication IT-ITES services ICT Services
while El Salvador, services
Honduras and Country 2018 2019 2018 2019 2018 2019
Panama IT-ITES Costa Rica 12 12 1234 1322 1246 1334
exports volume is El Salvador 145 172 73 71 218 243
stable. but not Guatemala 622 522 120 123 742 645
! Honduras 219 175 11 12 230 187
growing. -
Nicaragua 183 N/A N/A N/A 183 N/A
Panama 264 269 35 34 299 303
Total 1445 1150 1473 1562 2918 2712
Source: WTO, Commercial Services Exports Dataset (2018-2019)
When reviewing )
the 2015-2019 Central American IT-ITES Exports CAGR
CAGR in Central (2015-2019)
American
countries,
Guatemala -
experienced the CAGR (2015-2019)
highest rate (12.1
percent) and [
Panama the
lowest (1.5 0% 2% 4% 6% 8%  10%  12%  14%
percent)
M Panama Honduras Guatemala El Salvador M Costa Rica

Source: Using data from WTO, 2015-2019

Average labor
cost per hour per
bilingual BPO
agent in the
region is US$4.8
and USS$9.9 per
junior developer.

Country IT-ITES jobs Average Labor Cost Average Labor Cost
(thousand) per Hour per Bilingual = per Jr Developer
BPO Agent (USS) (Us$)
Nicaragua 10.1 4.03 5.87
Costa Rica 55 6.4 14.21
Panama 9.8 5.1 8.84
Guatemala 44 5.42 9.93
El Salvador 25 4.12 11.44
Honduras 19.5 3.93 9.44

Source: GDP Global, 2018.




Central American countries offer fiscal incentives to attract IT-ITES investments and offer grants to
improve skills and to innovate, though demand is higher than the resources available. If firms cannot
find specialized domestic talent to hire, labor regulations allow an increase in the percentage of
foreigners to hire. IT-ITES favor export diversification and higher wages to Central American countries.
The range of incentives vary and may include training grants, fiscal incentives, and access to free-trade
zones (see Table 4.1). The exemption of income tax varies from 8 years to a permanent basis if the
operation remains in the country. In addition, Nicaragua provides training grants to train and certify in
technical, soft, and language skills. El Salvador offers competitive grants to IT firms and digital specialists
to develop innovative solutions. Honduras offers scholarships to train call center agents in English.
Regarding caps to hire foreigners, only Panama and Nicaragua allow a hire share of 10 percent, although
the rest of the countries foresee the option to approve a higher percentage (see Table 4.1).

Country

Costa Rica

El Salvador

Guatemala

Honduras

Nicaragua

Panama

Source: Author

Table 4.1 IT-ITES Government programs, agencies and FDI information

Government IT-ITES
Program

Digital Transformation
Strategy towards the
Bicentennial Costa Rica 4.0

Digital Agenda of El
Salvador, INNOVATIC |
(Competitive Grants)

National Competitiveness
Policy

Digital Transformation
Project

Nicaragua — CARCIP
(Training and Certification
Grants), Nicaragua Creativa
National Program

Digital Agenda and Panama
Hub Digital Strategy

Government Agencies
involved in IT-ITES sector
MEIC, CINDE

Secretary of Innovation,
Ministry of Economy,
Secretary of Commerce and
Investments, PROESA,
FONDEPRO, DICA,
CONAMYPE

PRONACOM, | Ministerio de
Trabajo y Prevision Social
CONATEL, Secretaria de
Coordinacion de la
Presidencia, ProHonduras,
SENPRENDE, CENPROMYPE,
IHCIETI,

Telcor, PRONICARAGUA,
Comisién Nacional de Zona
Franca

Agencia de Innovacidn
Gubernamental, SENACYT,
PROPANAMA, Agencia del
Area Econdmica

Especial Panama-Pacifico,
Ministerio de Economiay
Finanzas

IT-ITES FDI attraction information

CINDEs focus includes Intensive
Knowledge-Based Services,
including digital technologies,
Creative Industries, and Corporate
and Business Processes.

Under revision

Under revision

Under revision

PRONICARAGUA focuses in
attracting call-center operations.
Website was recently updated but
have problems to navigate and
download information
PROPANAM does not include list
IT-ITES among the priority sector,
but the Digital Agenda does.
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Legislation and regulatory risks affect outsourcing investment decisions, specially the lack of or fragile
authorities regarding data protection (see Table 4.2). Data privacy issues (39 percent of firms consider it
as an inhibitor) and tax regulations (17 percent of the firms) are likely to decrease the use of outsourcing,
while trade agreements and restrictions to hire enablers to outsource influence 20 percent of firms.® . IT-
ITES firms that operate under offshoring models require strong data protection practices, since they are
considered data processors and are subject of data breaches. As mentioned previously at the Digital Public
Platforms section, only Nicaragua, Costa Rica, and Panama have passed data protection laws. Although
Nicaragua has not appointed the members of the Directorate of Data Protection. Telework regulation has
increased its importance due to COVID-19, and even when not all activities in the economy can be
performed remotely, the IT-ITES sector has taking advantage of Telework to continue business operations.
In Central America Nicaragua, Guatemala, and Honduras, telework is not regulated yet for private firms.
Regulation is relevant to protect employees’ rights and to protect data being processed since
cybersecurity risks arise.

69 Deloitte, Global Outsourcing Survey.
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Country

Costa Rica

El Salvador

Guatemala

Honduras

Data
Protection
Law

Yes

PRODHAB
actas an
independen
t agency.

Drafted

Drafted

Drafted

Table 4.2 Incentives and restrictions to IT-ITES operations in Central America

Special
Economic
Treatment
Free trade
zone Regime

Law of
Internationa
| Services

Free Zone
Regime, Law
to promote
outsourcing
services

Law to
promote
Call Centers
and BPO,

IT-ITES Incentives

Exemption of income tax for 8
years (renewal of additional 8 years
if significant reinvestment is done.
Other benefits include exemption
of export and import taxes,
Remittance repatriation tax
exemption.

During the period in which it carries
out operations in the country.
Exemption from customs duties
and other taxes on the importation
of equipment; total exemption
from income tax and municipal
taxes on the assets of the
company.

Exemption of 100% of IRS income
tax during a 10-year period. Other
benefits include electricity, 24-hour
security surveillance, and Internet.
The country has 8 locations to
settle to have access to benefits,
although most of them are focused
on manufacturing

Exemption of income tax indirect
taxes and import taxes and charges
while Call Center or BPO Centre
operates in the country. Other IT
Services has a 15-year period of

Foreign workers restriction

- Labor regulation

Employers must hire no less
than ninety percent of Costa
Rican workers. Proportion can
be reduced by 10 percent for
up to 5 years if approved.
Other Central American
nationals may not be
considered foreigners.
Employers must hire at least
90 percent nationals and only
up to 10 percent foreigners.
Other Centro American
nationals are not considered
foreigners.

Employers are prohibited from
employing less than 90 percent
of Guatemalan workers. To
hire foreigners’ firms must
submit their request to
increase foreigners share.

Employers are prohibited from
employing less than 90 percent
of Honduran workers. Upon a
lack of Honduran technicians,
proportion can be reduced by

Telework Law

Companies must provide
and maintain the
equipment and systems and
pay for the energy required.
Teleworkers can ask to use
personal equipment but
must give access to it and its
information.

The Law establishes that the
employer should provide
the tools, systems,
connection, for the worker
to be capable to telework.

Under process

Not fully regulated for
private sector
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Free Zone
Law

Nicaragua Yes —
Members of
DIPRODAP
have not yet
been
appointed’®

Panama Yes

ANTAI is the
autonomous
agency.

Zona Franca
Regime, not
limited to a
specific area
and includes
the whole
country to
approve the
location.
The sector is
included as
part of the
incentivized
activities at
special
economic
areas

benefits that can be extended 10
more years.

Income tax exemption for 15 years
that can be extended for 15 extra
years. Indirect taxes exemption,
from sales or selective
consumption taxes.

Exemption of direct and indirect
taxes on Income, international
telephone calls, dividends,
remittance licenses, exports,
among other. No time limit is
considered.

10 percent for up to 5 years if

approved

At least 75 percent of
employees must be
Nicaraguan, so up to 25
percent can be foreign
workers.

Foreign workers can be hired
within the 10 percent and 15
percent of regular workers,
and the 15 percent can be
exceeded in the case of
specialists or technicians
required by the company

Source: Local laws and regulation on Data Protection, Economic Zones, Labor and Telework

70 Direccidn de Proteccidn de Datos Personales (DIPRODAP)) is under the Ministry of Finance and Public Credit

Not regulated

The Law establishes that
firms should cover
employees' expenses
regarding telework (for
example, broadband)
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Digital Innovation (effective use)

Effective use of digital technologies and data analytics underpin digital innovation and new business
models and are often associated with changes in innovation processes and outcomes as well as higher
innovation performance across the economy. Digital transformation can positively impact innovation in
multiple manners, such as by: enabling shorter innovation cycles due to the reduced costs of launching
new goods and services; reducing costs of communication and densifying interactions among companies;
facilitating new forms of open innovation; or creating innovation in services due to digital transformation
of products.

Regarding business environment, the region has a high share of informality, while conditions to start,
trade and do business lag behind compared globally. Informality employment share is only under 50
percent in Costa Rica at 36.6 percent, while Honduras reaches the highest share at 82.6 percent.”* In the
Doing Business ranking 2020, the best ranked country in the region is Costa Rica (rank 74) while Nicaragua
ranks at the bottom (142 rank). Panama ranks best at Starting a business variable (place 51) although
enforcing contracts is its most challenged area (place 141). El Salvador ranks best among the region at
Trading across borders but ranks poorly at Starting a business (place 148). Nicaragua ranks best at
Enforcing contracts (place 87) but lags at Protecting Minority Investors (place 170). Costa Rica and
Guatemala lead the Region at Getting credit (place 15).

During the last five years, countries in the region have made reforms to ease starting a business,
specially to reduce time and cost, although new business density has worsened. Nicaragua reduced and
combined multiple registration procedures. Costa Rica created an online platform for business
registration. Costa Rica and El Salvador simplified registration processes and requirements. Honduras and
Guatemala, and El Salvador eliminated or reduced the paid in minimum capital requirement. Honduras
reduced notary fees. Costa Rica made it more expensive by introducing a new legal entity tax.”? Although
changes are not improving the new business density in the region (see box 4.2).

Box 4.2. Business Environment in Central America

Informality share is

high among the Informal employment rate (in per cent)
Central American
countries. Panama (2019) NN 525

Nicaragua (2012) |GG 1.8
Honduras (2017) [ 32.6
Guatemala (2019) |GG 79

El Salvador (2019) |G 69.1

Costa Rica (2020) NG 66

Source: ILOSTAT

71|LO stats, last available data
72 \WB - Doing Business follow-up on Business Reforms in Starting a Business
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Getting Credit s
the best variable
assessed for the
Region, while
Enforcing contracts

Doing Business Rankings- 2020
(1 is best)

is the most
challenged topic. Costa Rica
= El Salvador
Guatemala
Honduras
=——— Nicaragua
Panama
Startinga  Getting Credit Protecting Trading across  Enforcing Global Rank
Business Minority Borders Contracts
Investors
Source: World Bank, Doing Business 2020

New business . .

density has New Business Density (Rank)

improved in Panama
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while worsening in El
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COSTA RICA EL SALVADOR PANAMA GUATEMALA

Source: The Global Innovation Index, 2018-2020, New business density indicator. No data

available for Nicaragua and Honduras. |

Limited domestic market size in Central America constrains start-ups' survival locally in the market.
According to the WEF, domestic market size of all countries in the region rank below the world median
while only Guatemala ranks above the Latin America median score’®. Also, the regional market is highly
concentrated in two countries, since Panama and Guatemala comprise 53 percent of the regional market
composition and Nicaragua has the lowest percentage at 8 percent.

The attitude towards entrepreneurial risk is not homogeneous among Central American countries,
although improving overall. Attitude towards entrepreneurship risk is best in Guatemala while worst in

El Salvador and Nicaragua’®, while country rankings in the region range from place 22 to 96 (see Box 4.3).
In general, rankings in the region have improved from 2017 to 2019, except for Nicaragua which dropped

22 places.

73 WEF, 2017 (last available data) for Domestic Market Size Index, 1-7 (Best), Rank
74 The Global Innovation Index, 2017-2019
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Firm’s willingness to embrace disruptive ideas, is better assessed than the level of innovation capability
in the countries”, although both variables need to improve. The share of companies that embrace risky
or disruptive business ideas is higher in Costa Rica and Guatemala. The best ranked country in the region
in innovation capability is Costa Rica (place 58), but three countries rank below the 100" place (Honduras,
El Salvador, and Nicaragua).

The low level of collaboration is slowing down innovation in the region. According to the WEF, countries
that can generate greater knowledge accumulation and that offer better collaborative or interdisciplinary
opportunities tend to have more capacity to generate innovative ideas and new business models, which
are widely considered the engines of economic growth. The extent to which multiple stakeholders
collaborate and share ideas is below the global average level. Nicaragua and El Salvador are at the lowest
end, while Guatemala and Costa Rica rank better (see box 4.3).

Access to venture capital to support startup development is limited, creating a void to fund innovation.
Venture Capital availability perception has increased in the region, but the number of venture capital (VC)
deals is not available. Panama experienced a year-on-year average growth rate of -0.15 percent for the
period 2007-2017. Among the selected countries, Nicaragua has the highest year-on-year average growth
rate at 0.45 percent, whereas El Salvador has the lowest year-on-year average growth rate at -2.01
percent.’®

Box 4.3 Entrepreneurship and Innovation in Central America

Guatemala’s . . .
appetite for Attitude Toward Entrepreneurial Risk (Rank)
entrepreneurial m2017 m2018 m2019
risk is the best
in the Region. °
[e)]
COSTA RICA GUATEMALA HONDURAS NICARAGUA PANAMA
SALVADOR
Source: The Global Innovation Index, 2017-2019
Companies in . . . .
Costa Rica and Companies Embracing Disruptive Ideas (Rank)
Guatemala are
t H 2018 m2019
more open to 2 oo
embrace S -
disruptive o &
ideas. I
COSTA RICA GUATEMALA HONDURAS NICARAGUA PANAMA
SALVADOR

75 Innovation capability is the 12t Pillar at WEF - Global Competitiveness Report 2019. It considers three blocks of indicators: i)
interactions and diversity; ii) Research and development; and iii) Commercialization.
76 World Bank, TCdata360 database, using World Economic Forum (WEF) data.
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Source: World Economic Forum Global Competitiveness Index, 2018-2019

Innovation
capability
seems to be
stagnated

Innovation Capability (Rank)

m2017 m2018 m2019
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COSTA RICA GUATEMALA HONDURAS NICARAGUA PANAMA
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N

100
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Source: WEF, Global Competitiveness Index, 2017-2019

Collaboration
within firms and
among other
stakeholders is
low in the
region.

Collaboration to innovate (rank)

University-industry collaboration in R&D HEEEEESSSSS———————— 06
Collaboration inside company I 72
Collaboration between companies IEEEEEEEE———— 79
Multi-stakeholder collaboration ssssssssss———— 34

Panama

University-industry collaboration in R&D EEEEEEEEEEEEE—E———— 103
Collaboration inside company I T TS |35

Nicaragua

Collaboration between companies ITEETEEEEEEEEEEEEEEEEE————— |30
Multi-stakeholder collaboration s 135

University-industry collaboration in R&D mEEEEEesSS———— 37
Collaboration inside company IEEEEEES——————— 07

Honduras

Collaboration between companies HIEEETETEE———— 77
Multi-stakeholder collaboration FEEE———" ¥ 90

University-industry collaboration in R&D mEEeeee—————————— 33
Collaboration inside company T ———— 55
Collaboration between companies T (1
Multi-stakeholder collaboration ~m——————— 68

Guatemala

University-industry collaboration in R&D EE———————— |07
Collaboration inside company ST )5

El Salvador

Collaboration between companies TS |37
Multi-stakeholder collaboration messssss—— 133

University-industry collaboration in R&D n———————— 4
Collaboration inside company m—— ———— 1

Collaboration between companies T 66
Multi-stakeholder collaboration m—————— 60

Costa Rica

Source: World Economic Forum Global Competitiveness Index, 2019

Panama is the
outlier in VC
availability.
Guatemala and
Honduras

Venture Capital Availability, 1-7 (Best)
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scores are
above LATAM 4
and Caribbean
median score.
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2.50

14

- EL SALVADOR

2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017
Source: TCdata360 using World Economic Forum (WEF) data.

Local entrepreneurship ecosystems are not restricted to digital technologies, but they could speed up
the diffusion of knowledge across businesses. Entrepreneurship ecosystems are not restricted to digital
or high-tech businesses, but these local industries can help facilitate the diffusion of digital solutions into
other ecosystems in other sectors and regions. For example, interventions that target strategic
ecosystems with traditional solutions (e.g. providing managerial training) could also facilitate the
connection with digital entrepreneurs pursuing business opportunities, which could lead to the
development of new digital solutions or to the diffusion of existent solutions to address problems faced
by local entrepreneurs, either related to general business functions (administration, sales, and payments)
or to sector-specific functions (more strictly related to production). Facilitating matches between
potential digital adopters and digital vendors could help generate more and more productive businesses
across different sectors.

The legal framework in the region is still behind as an enabler for digital business transformation. Costa
Rica is the only country in the region that is at the world median level. Panama experienced a year-on-
year average growth rate of -1.31 percent for the period 2017-2019. Among the countries, Honduras has
the highest year-on-year average growth rate at 3.58 percent, whereas El Salvador has the lowest year-
on-year average growth rate at -2.05 percent.”’

Although firms in the region are investing and using digital technologies to do business, they are still
lagging, software piracy is high, and firms are not taking full advantage of them (see figure 4.4). Software
spending in the region is low, when compared globally, especially Guatemala, El Salvador and Nicaragua?.
In addition, average software piracy rate in the Region is over 74 percent.”” On average less than half of
firms in Central America have an online presence through a website. The use of email to do business is
not at its full potential; on average, only 80 percent of firms use email to communicate with clients and

78 Global Innovation Index, 2020 (Total Computer software Spending)
78 Global Innovation Index, 2020 (Total Computer software Spending)
79 WEF - Global Information Technology Report (Software piracy rate, % software installed), 2016
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providers.® Furthermore, ICTs impact to develop new business models and new organizational models is
improving but countries in the Region are still behind, especially Nicaragua.®!

Enterprise Support Organizations (ESO) in the region that provide support to SME lack of specialized
assistance on digital technology adoption, even when firms have the need for them along with access
to equipment and digital marketing support. In 2012, the Regional Center for the Promotion of Micro,
Small and Medium Enterprises (CENPROMYPE),®? identified that ESO’s in the Region, except in El Salvador,
included basic ICT training into their business development programs but not specialized assistance and
follow-up to facilitate digital technologies adoption by SMEs.8® With OEAs support, during 2014
CENPROMYPE developed trained the ESOs to enable them to provide assistance on ICT adoption. The
program trained 23 ESO Centers located in El Salvador (49 percent), Costa Rica, Honduras, Belize and
Guatemala. But after assessing the program result they found that even when trained, the ESOs did not
offered specialized ICT adoption assistance, since 82 percent of the supported firms mentioned they only
got access to basic ICT tool kits (i.e., email, social media, online catalogs, use of cloud services, and
webpages). Only 11.5 percent got support to adopt control systems (accounting software, inventory
systems, invoice systems). Nevertheless, the program was well reviewed by the trained businesspeople,
especially businesswomen (Excellent reviews were 78 percent women). Business people trained
mentioned their need to have access to ICT technical services (46.2 percent), digital marketing (37.5
percent), and equipment (52.9 percent).®* In addition, there are several incubation and acceleration
programs aiming to promote startup creation, but their access to early-stage funding and venture capital
is limited, constraining startups' growth.

The legal framework in the region is still behind as an enabler for digital business transformation. Costa
Rica is the only country in the region that is at the world median level. Panama experienced a year-on-
year average growth rate of -1.31 percent for the period 2017-2019. Among the countries, Honduras has
the highest year-on-year average growth rate at 3.58 percent, whereas El Salvador has the lowest year-
on-year average growth rate at -2.05 percent.®

Government programs to support digital transformation are starting to operate although limited
budget available may reduce their impact. (see Table 4.3)

4.3 Government programs to support Digital Innovation

Country Program Government agencies
Ministry of Economic, Industry, and
Digital Transformation Strategy (Business Transformation 4.0, Commerce (MEIC), Ministry de Fomento,
Costa Rica | Innovative Society), Digital Maturity Plan, Industria y Comercio

Center for innovation and business technological development,
FONDEPRO (grants technology adoption), INNOVATIC Il (grants
Digital solutions adoption), Digital maturity assessment,

El Salvador | DINAMICA Ministry of Economy, FONDEPRO, DICA

Guatemala | PRONACOM PRONACOM

80 World Bank, Enterprise Surveys, 2017.

81 Source: WEF - Global Information Technology Report (2016) - Impact of ICTs on business models and Impact of ICTs on new
organizational models.

82 CENPROMYPE is a specialized agency of the Central American Integration System (SICA).

83 Sistematizacion - Modulo de Formacidn de Formadores en Tecnologias de Informacidn y Comunicaciones (TIC'S) orientado a la
atencion de mujeres empresarias y emprendedoras

84 CENPROMYPE, Levantamiento de Linea Base del Programa de Formacion de Formadores en Tecnologias de Informacién y
Comunicaciones (TIC) orientado a la atencidon de mujeres empresarias y emprendedoras a través de los Centros de Atencién a la
MIPYME, 2014

85 World Bank, TCdata360 database, using World Economic Forum (WEF) data.
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Digital transformation project (Loan), Honduras Entrepreneurship Secretaria de Coordinacion de la
Promotion Strategy, Honduras Startup, Innovation funds, Chequeo | Presidencia, CENPROMYPE, IHCIETI,
Honduras Digital SENPRENDE
Laboratorios de innovacidn digital, Nicaragua Creativa National
Nicaragua Program Telcor-CARCIP
Digital Agenda 2020, Panama Hub Digital strategy, Center for
Panama Technological Development and Free Software AlIG, SENACYT, PROPANAMA

A regional initiative to promote digital start-ups with the involvement of IFC is under development. IFC,
at the request of CENPROMYPE,?® is preparing the Digital Entrepreneurship and Innovation Program to
strengthen the ecosystem of technology-enabled start-ups in Central America. As an input, there is an
ongoing preliminary assessment of the entrepreneurship ecosystem for Phase | of the program. The
program aims to strengthen the ecosystem of technology-enabled start-ups and MSMEs by improving the
strategy and tools available to them, as well as the policy and regulatory framework to promote digital
entrepreneurship and innovation in Central America, particularly for young people, women, and strategic
sectors. The program will have two phases:

e Phase |: Assessment and strategy of the entrepreneurship ecosystem to support technology-enabled
start-ups and SMEs that innovate business using disruptive technologies; and,
e Phase Il: Support for technology-enabled start-ups and SMEs.

Box 4.4 Digital Innovation in Central America

Software
spending in
the region is
lagging, in
particular
Guatemala, El
Salvador and
Nicaragua.

Total Computer Software Spending (rank)

120
103 98
60
47 I

Costa Rica El Salvador Guatemala Honduras Nicaragua

Source: Global Innovation Index, 2020. Data for Nicaragua is 2019.

71

Panama

86 CENPROMYPE is a specialized agency of the Central American Integration System (SICA).
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Software
piracy rate is

Software piracy rate (rank)

high among
jon. 82 82
the region 80 80 79 79 24 74 2 7
1 I I I I I I I I I I
Costa Rica El Salvador Guatemala Honduras Nicaragua Panama
m 2015 m2016
Source: WEF - Global Information Technology Report, 2015-2016
Guatemala . . .
ranks best on Impact of ICTs on firm innovations (rank)
how ICT
impact on 124 127
developing
new business 94
models and 30
new
organizationa
| models. 44 48
I 40 36 34 I 35 34 38
Costa Rica El Salvador Guatemala Honduras Nicaragua Panama
B New Business models B New organizational models
Source: WEF - Global Information Technology Report (2016)
Costa Rica L . .
has the Digitalization of firms
highest
100 0.35
number of 88.6 80.2 86.3 82.9
firms using 80 3 0.3
email to do 0.25
business, 60 0.2
while 20 0.15
Guatemala 01
leads in the '
20 0.05
percentage of
firms having a 0 0
website. Costa Rica ElSalvador Guatemala Honduras  Nicaragua Panama
N Firms with Website (%)
I Firms using email to comunicate with clientes and providers (%)
== Software expenditure (GDP %)
Source: Data from Enterprise Surveys (2017) and the Global Innovation Index (2018).
Main digital % of firms using various technologies for at least 1 year, by sector?

technologies
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used include
data
analytics,
information
systems,
cloud
computing,
and financial
transactions

Technologies that use digital data
Information systems

Precision instruments

Cloud computing

E-commerce platforms

Financial transactions

Real-time market information
Integrated management systems
Video/audio tools for production
Virtual Reality

Artificial Intelligence

Blockchain

Machine learning

Cyber security technologies

Source: IFC, Survey Offering and Demand of technology, 2020.Nicaragua and Panama were

Agriculture
(except
livestock)

56%
56%
49%
51%
52%
59%
54%
52%
54%

31%

32%

43%

Livestock
(cattle, pigs,
poultry)
57%
58%
58%

52%

54%

34%

44%

Food processing

34%

52%

part of the survey done in six countries in LATAM.

Light
manufacturing
53%

59%

47%

53%

49%

21%
21%
25%

40%

High-tech
manufacturing

53%
59%
47%
53%

49%

21%
25%

40%

. Business
Financial
Services Process
Services (BPO)

El Salvador
and
Nicaragua are
seen as
countries
where legal
frameworks
do not
facilitate the
adaptability
to digital
business
models.

Legal framework's adaptability to digital business models, 1-7 (Best)

3.60 ' 

3.40

3.20

2.80

2017

2018

Year

Source: TCdata360 using World Economic Forum (WEF) data.

Latin America & Caribbean median

NICARAGUA
EL SALVADOR

2019

Private Digital Platforms (market dynamics)

This section focuses on digital commerce and labor digital platforms, especially in tourism, transport
services, and online outsourcing.

Relevant Definitions

e e-Commerce: According to the OECD, an e-commerce transaction is the sale or purchase of
goods or services, conducted over computer networks by methods specifically designed for the

purpose of receiving or placing of orders. The goods or services are ordered by those methods,
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but the payment and the ultimate delivery of the goods or services do not have to be conducted
online. An e-commerce transaction can be between enterprises, households, individuals,
governments, and other public or private organizations. To be included are orders made over
the web, extranet or electronic data interchange. The type is defined by the method of placing
the order. To be excluded are orders made by telephone calls, facsimile or manually typed e-
mail.

e Digital Commerce includes e-Commerce and other online commerce that uses methods not
specifically designed for the purpose of receiving or placing of orders (e.g., Social Networks,
email).

e Digital Labor Platforms. According to ILO¥, they include both online outsourcing platforms,
where work is outsourced through an open call to a geographically dispersed crowd (e.g.,
UpWork), and location-based applications (apps) which allocate work to individuals in a specific
geographical area (e.g., Uber).

e Online Outsourcing includes online freelancing and microwork. It is fueled by digital labor
platforms that facilitates access to projects to professionals and crowdsourcing (i.e., the crowd
performs simple tasks using microtask platforms). Microtasks cover jobs that humans can do
better than computers, such as validation of artificial intelligence automation processes and
training machine learning algorithms.

Private digital platforms create opportunities to engage in trade and development, but related policy
concerns arise as well (see Figure 4.1). UNCTAD states that economic policies and regulations will need
to maximize the benefits while minimizing the costs of digital platforms (UNCTAD 2019b).

¢ Benefits: efficiency gains, reduced information asymmetries supported by rating systems, lower
consumer prices, increased market access, more competition, better use of underutilized
resources, and increased flexibility for the providers of services.

e Growing concerns: rising market power of super platforms and the related implications for
competition, data protection and its ownership, consumer protection, taxation, and employment
policies.

Digital Commerce

Digital commerce is growing unevenly in Central America; it is highly concentrated in Costa Rica, the
cross-border trade is high due to a limited domestic offer, the gender gap is high, logistic services
coverage is limited, and legal consumer protection supervision tools are needed to improve trust.
According to UNCTAD eCommerce Index, all countries in the region need to improve (see box 4.5).

Latin America is the world's second-fastest-growing retail eCommerce market and first in mobile
commerce but is still at an early stage of consumer adoption. In 2019, eMarketer expected retail e-
commerce sales in Latin America to grow by 21.3 percent to reach US$71.34 billion. This growth is being
driven by mobile commerce, which is growing by 36.3 percent in the region (worldwide average of 27.5
percent).

87 International Labor Organization, Digital labour platforms and the future of work, 2018,
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About 2.5 million people in Central America are internet shoppers (5 percent of the region's total
population and 2.8 percent of Latin America’s (LATAM) online shoppers).® Seventy-one percent of digital
buyers in Central America are in Costa Rica (36.2 percent) and Guatemala (34.4 percent).®® However, just
18 and 5 percent of their population, respectively, are buying online (see Figure 4.2).°° Within Latin
America, Brazil accounts for 56 percent of all regional online shoppers, followed by Mexico (14 percent)
and Argentina (7.4 percent).”! In terms of population share, Chile has the highest share (28 percent) in
Latin America and Costa Rica leads the share in Central America (18 percent).

Latin America is the world's second-fastest-growing retail e-commerce market and first in mobile
commerce but is still at an early stage of consumer adoption. In 2019, eMarketer expected retail e-
commerce sales in Latin America to grow by 21.3 percent to reach US$71.34 billion. This growth is being
driven by mobile commerce, which is growing by 36.3 percent in the region (worldwide average of 27.5
percent). Around 2.8 percent of Latin America’s (LATAM) population are online shoppers. Within Latin
America, Brazil accounts for 56 percent of all regional online shoppers, followed by Mexico (14 percent)
and Argentina (7.4 percent).®? In terms of population share, Chile has the highest share (28 percent) in
Latin America and Costa Rica leads the share in Central America (18 percent).

Figure 4.1. Online shoppers in Latin America
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Source: Data from UNCTAD 2019a, and World Bank.

About 2.5 million people in Central America are internet shoppers, they are highly concentrated in two
countries and the region also has a significant gender gap. Five percent of the region's total population
are online shoppers® while seventy-one percent of digital buyers in Central America are in Costa Rica

92 Calculations consider 2017 data (latest available) from (UNCTAD, 2019a) and 2017 population data from the World

Development Indicators.
93 Calculations consider 2017 data (latest available) from (UNCTAD, 2019a) and 2017 population data from the World

Development Indicators.
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(36.2 percent) and Guatemala (34.4 percent).** However, just 18 and 5 percent of their population,
respectively, are buying online (see Figure 4.2).% All six countries that are part of the assessment
experience a gender gap. The greatest gap is seen in Nicaragua, where male online shoppers are five times
higher than women online shoppers. In average the gender gap is 2.8 times when comparing women to
men (see Box 4.5).

In 2015, Visa stated that Central American e-commerce reached US$1.6 billion, while COVID-19
accelerated it during 2020. About 4 percent of Latin America e-commerce is done in Central America,
being led by Costa Rica (US$465 million, 39 percent) and Panama (USS$446 million, 27 percent) (Arias
2016). If market trends continued through 2019, e-commerce in the region could have grown by 78
percent in four years. Due to COVID-19, such trend must have increased since on average, 48 percent of
firms started or increased Online Activity (see Box 4.5).%®

Digital payments in Central America (35 percent on average) are below the average in Latin American
countries (42 percent), and show a gender gap, t00.”” The LATAM leader is Uruguay (69 percent),
followed by Chile (65 percent). The leader in Central America is Costa Rica (59 percent) and the bottom
country is El Salvador (24 percent). Gender gap average is 51%, since on average only 23% of females in
the region utilize digital payments, compared to 33% of males (see Box 4.5).

Cross-border digital commerce is growing in Central America. In 2015, interregional purchases through
the internet were 40 percent of the volume of international purchases. According to UNCTAD, Latin
America as a region accounts for only 1 percent of all global cross-border e-commerce sales. Meanwhile,
all global cross-border e-commerce is expected to reach 22 percent of all e-commerce sales by 2020
(CEPAL 2019).

Not all the major global digital marketplaces are available in Central American countries, although the
Latin American marketplace leader, Mercado Libre, is active across the region — even though its
marketplace platform is available in the region, but not its payment platform (Mercado Pago) or its
shipping service (Mercado Envios).” The offering of payments and shipping would significantly stimulate
digital commerce in Central America.

Central American countries rank low on the Universal Postal Union’s Postal Reliability Index which
hampers digital commerce logistics. The leader in the region (Costa Rica) scores 33.54, which is above
the Latin American average but well below the world leader (Switzerland with 100 points). The delivery
performance level ranges between 71.5 percent and 85 percent in the region, but only half the countries
measure it. The average percentage of the population having mail delivered to the home in Central
America (56 percent) is low compared to Latin America’s average (89.7 percent). There is a high share of
the population without postal services in Guatemala (98 percent), Panama (31 percent), and Nicaragua
(20 percent).

94 Calculations consider 2017 data (latest available) from (UNCTAD, 2019a) and 2017 population data from the World
Development Indicators.

95 (UNCTAD, 2019a).

% Enterprise Surveys, Follow-up Surveys, COVID-19: Impact on firms

97 World Bank Global Findex database 2017.

%8 Mercado Envios is a shipping service that integrates local carriers to achieve economies of scale, drive down shipping costs,
and eliminate friction for buyers and sellers. Mercado Libre pays local carriers directly for their shipping costs and then decides
how much of those costs they transfer to their customers.
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The legal framework elements to promote and protect digital commerce are under revision in several
countries in the region, while consumer protection agencies are not equipped to supervise digital
commerce. Several countries have draft laws regarding e-commerce, with discussions ongoing in Costa
Rica, Honduras, and Nicaragua. The issues being considered include data collection, data protection,
privacy, anti-money laundering, and taxation (including VAT or sales tax withholding). Consumer
protection agencies are still not prepared to supervise a high volume of digital consumer transactions and
disputes, especially the those done through social media.

Box 4.5. Digital commerce in Central America

Costa Rica is the )
best-prepared B2C ECommerce Index Ranking (O=best)

economy to support Costa Rica
online shopping in

Central America I I I I I I

Source: UNCTAD 2019a.
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The highest share of

internet shoppers is Number of Internet Shoppers in Central America
in Costa Rica (~891k),

25
followed by Costa Rica

Guatemala (~846k) in
number and Panama
by the percentage of
the country
population (12%
instead of 24%).
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Source: Data from UNCTAD 2019a, and World Bank.
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Young adults (age 15-
24) digital buyers'
percentage is usually

Online shoppers by gender and age

- 34%
higher than that of °
the general 24%
population (age 15+),
except in Panama 37 9% 130/9/156

' 7% ° 0 8% °
Women are lagging I °3% 5%, 4 M’ 5% 1% 4%, 6°/ I
by half as digital I l I H_m I- l_l
buyers when Costa Rica Guatemala Honduras Nicaragua  Panama  El Salvador Latin
compared to men. America &
Caribbean
B Male ®Female ™ Youngadults (age 15-24)
Source: Data from the World Bank Global Findex database 2017.
Digital payments in . . .
Central America are Digital Payments (% of respondents)
still low. El Salvador
and Nicaragua at the 59%
bottom. 33% 37% 35%
= l I = l
Costa Rica El Salvador  Guatemala Honduras Nicaragua Panama

Note: a. Percentage of respondents who reported using mobile money, a debit or credit
card, or a cell phone to make payments from a bank account or reported using the
internet to pay bills or buy something online in the past 12 months.

Source: World Bank Global Findex database 2017.

The region has an
average 51% gender
gap in digital
payments.

Digital Payments by gender (%)
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Source: World Bank Global Findex database 2017.
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Online activity has
increased due to the
COVID-19 Pandemic.

Firms Online Activity (%)

55.7
46.5 46.5 43
11.6 10 I 12 I 13.6
| | | I
Guatemala Honduras El Salvador Nicaragua

B Online Sales out of Total Sales B Firms started or increased Online Activity

Source: Enterprise Surveys, Follow-up Surveys, COVID-19: Impact on firms. No data
available for Costa Ria and Panama.

Mercado Libre is
Latin America's most
popular marketplace
platform. It is
available in all
Central American
countries except for
Belize.

Top 10 Retail Sites in Latin America, 2018
Unique visitors (millions)
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The coverage of
postal services is
limited, especially in
Guatemala and
Panama. Honduras
has no data
available.

Coverage of postal services, % of population

IIO

Costa Rica El Salvador Guatemala Nicaragua Panama

B Mail Delivered at Home B Without Postal Services

M Collection at postal establishment

Source: Data from Universal Postal Union 2018.
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The annual
performance level of
the delivery of postal
services can be
improved. No data is

Postal Services Delivery
(Annual performance level)

85%

available for 75%
Guatemala, 71.50%
Honduras, and
Panama.
Costa Rica El Salvador Nicaragua
Source: Data from Universal Postal Union 2018.
The legal framework Costa Guatemala | Honduras | Nicaragua | Panama El
to promote and Rica Salvador
protect digital Digital Yes Yes Yes Yes Yes Yes
commerce is under Signature
revision in several Digit.a.l Yes Yes Yes Yes
countries. Certificates
E-commerce Draft Yes Yes Draft Yes Approved,
(specific) notin
effect
Data Yes Draft Draft Yes Yes Draft
protection
laws
Consumer Yes Yes Yes Yes Yes Yes
protection

Source: Data from UNCTAD, Cyberlaw Tracker 2019.

The COVID-19 pandemic had a positive effect on digital commerce in the region. During the first quarter
of 2020, Mercado Libre’s active users grew by 30.9 percent reaching 43.2 million;* total payment volume
increased by 43.5 percent in US dollars; gross merchandise volume reached US$3.4 billion (10.6 percent
increase); items sold reached 105.7 million; mobile gross merchandise volume grew 197.6 percent year-
on-year; while items shipped through Mercado Envios reached 90.2 million (44.6 percent increase year-

on-year).

There are several government programs in the region aiming to foster digital commerce but have
limited resources reducing their impact (See Table 4.4). Several government agencies are working
towards developing eCommerce in their country, but most of local efforts are not coordinated under a
national strategy. Specific information regarding the listed programs can be found in the Country Annexes

of this Report.

Country Program Government Agency

Costa Rica OAS MSME Digitization Plan 2019- | Ministry of Economy, Industry, and Commerce (MEIC),
2022; Observatorio Comercio | State Distance University (UNED), MIPYME Observatory
Electrénico; Box Correos de Costa Rica | (OMiPYME), Direccion de Apoyo al Consumidor (DAC),

Correos de Costa Rica

El Salvador e-Commerce Initiative  (training), | CONAMYPE, MINEC, Defensoria del Consumidor
MSME Digitalization Plan (training and
eshop)

99 First quarter 2020 results, http://investor.mercadolibre.com/
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Guatemala Digital Marketplaces for SMEs (training | PRONACOM, DIACO
and eshop), Online purchase
recommendations

Honduras MSME Digitalization Plan, good | SENPRENDE, General Directorate for Consumer
practices for e-shoppers Protection (DGPC)

Nicaragua None identified None identified

Panama Trust Seals Directorate General of Electronic Commerce (MICI),

Autoridad de Proteccién al Consumidor

Digital Labor Platforms

Developing countries are taking advantage of digital labor platforms as an alternative for income
generation. Digital labor platforms covered in this assessment are those that enable transport services,
tourism rental services, and online outsourcing. These types of platforms are creating job opportunities
to low- and high-level skilled people. Some platforms focus on location, like Uber and AirBnB, and other
on skills, like MTurk of Amazon and UpWork.

Digital labor market in Central America is expanding, although growth is uneven and is only regulated
in Costa Rica. On average, 8.7 percent of the region's adult population use digital platforms for income
generation.’® The percentage of usage of labor platforms (for example, Uber) varies widely among Central
American countries. In Costa Rica, the usage rate among adults is 21.9 percent, while in Nicaragua the
usage rate is only 1.8 percent (see Figure 4.3). Currently, Costa Rica is the only country in the region that
has regulated digital labor platforms (transport platforms and nontraditional lodging platforms).

Figure 4.2. Usage of digital labor platforms for income generation in Central America

22%

12%
8.40%
4.80% 3.60%
1.80%
e
Costa Rica Salvador Guatemala Honduras Nicaragua Panama

Source: Latinobarometro 2018.

Tourism Platforms (Accommodation)

Digital tourism platforms enable digital marketplaces where citizens can list their home assets and
monetize them through offering temporary accommodations. These business-to-customer (B2C) real
estate services platforms attract travelers that prefer homes to hotels because of several factors, such as
price, convenience, or location. Airbnb, the best-known digital tourism platform, is global and available in
both large and small cities. Before COVID-19, the platform listed over seven million accommodations in

100 | gtinobarometro 2018, http://www.latinobarometro.org/
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220 countries in over 100,000 cities. On average, two million people stayed in an Airbnb accommodation
per night. The company has offices in 34 cities worldwide and 6,300 employees.%!

In some countries, digital tourism platforms have boosted the tourism economy. Airbnb can contribute
to GDP growth and job creation. In Australia, it has boosted the tourism economy and contributed USS$1.6
billion to Australia’s GDP in 2015-16. In addition, it has supported over 14,000 jobs in addition to the
primary activities of hosts.1%2

At the same time, platforms have disrupted the hotel industry and brought unwanted impacts for some
city neighborhoods, bringing regulations to control this type of platforms and listings. One estimate put
the direct revenue loss to the traditional hotel industry due to Airbnb competition at over US$450 million
per year.1% Several cities have developed regulations to restrict Airbnb listings. Los Angeles restricted
hosts to only rent their primary residence for up to 120 days a year. In New York City, hosts can only rent
up to 30 days, and they need to be occupying the property at the same time. In Paris, homes have a cap
of 120 days a year, and they must have a registration number to ensure compliance. In Barcelona, hosts
must have a city-approved license.'® In addition, several countries and cities have included tax regimes
for this type of platform, which may include value-added tax (VAT) and city taxes.

Digital tourism platforms are available in the Central America region, but they do not pose a significant
challenge to traditional hotel businesses, except in Costa Rica where it is now regulated. Even though
Airbnb and Booking.com list homes for temporary rent in Central America, the number is still low
compared to the top listing cities. In Costa Rica, this type of platform use has grown sufficiently to be a
challenge to traditional hotels. To provide certainty for guests and to harmonize the conditions for
competition between these platforms and hotels, Costa Rica developed a set of regulations that require
hosts to register and pay taxes.

In May 2020, Booking.com listed 1,215 vacation homes and home stays in Central America. About 65
percent of the locations are in Costa Rica, while Honduras, Panama, and Honduras add another 30 percent
(see Figure 4.4). The number of listings is low even compared to other Latin American cities, such as
Mexico City, which lists over 8,000 vacation homes.

Figure 4.3. Booking.com vacation home rental listings in Central America
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101 https://news.airbnb.com/fast-facts/

102 https://www2.deloitte.com/au/en/pages/economics/articles/economic-effects-airbnb-in-australia.html
103 https://ipropertymanagement.com/research/airbnb-statistics

104 https://ipropertymanagement.com/research/airbnb-statistics/
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Source: Booking.com, May 2020.

Transport Services Platforms

Digital transport-sharing platforms have disrupted the regulated taxi segment. When Uber started
operations in Latin America, the countries’ legal frameworks did not include such services. In general, taxi
drivers have opposed this type of platform, arguing it is unfair because Uber is not subject to the same
regulation.

Driver transport services platforms are creating jobs in Central America, mainly in Costa Rica. Uber is
the leading transport-sharing platform in use in Central America, operating in Costa Rica, El Salvador,
Panama, Honduras, and Guatemala. Uber's revenue in Latin America at end of September 2019 was
USS$527 million, 14 percent of its global revenue of US$3,813 million. In 2018, its platform facilitated
interaction between 35,600 drivers and 1.34 million users in Central American countries.

Delivery transport services platforms also create job opportunities in the region, especially during
COVID-19. As an example, Hugo, a Salvadoran start-up that offers delivery services in Central America
began operationsin 2017, and by 2020 it was operating in six countries (El Salvador, Guatemala, Honduras,
Nicaragua, Costa Rica, and the Dominican Republic).

Box 4.1. Uber in Central America
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62 percent of Uber )
drivers are in Costa Rica, Uber drivers

followed by Guatemala
(16%), Panama (13%)
and El Salvador (13%). 9%

= Panama
16% Guatemala

Costa Rica

El Salvador
62%

Source: Uber 2018.

But transport platforms are facing different levels of acceptance by regulators in Central America. The
number of Uber clients is growing, but some regulators in the region have been openly against Uber (for
example, in El Salvador) while others are willing to develop regulation that will favor consumers (for
example, Costa Rica and Panama).%

During the COVID-19 pandemic, driver service jobs linked to digital transport platforms reduced while
home-delivery jobs increased. While transport services declined because of lockdowns, the delivery
service segment increased because of increased demand for food and supermarket shopping delivery.
Uber launched a financial program to support drivers infected by COVID-19, which provides 14-day
financial support to drivers that qualify. The level of support considers the average daily profit of the
driver's previous six-month history. In the other hand, Hugo Delivery App created 1,000 jobs in the region,
500 of them providing its grocery shopping service.

Online Outsourcing

Global Online outsourcing market size was estimated at $4.4 billion in 2017%, while 40 million online
outsourcers were active in 2020. According to Payoneer’s Global Gig-Economy Index,'%” Brazil is in the top
five countries with the highest number of freelancers. The top 10 countries are the United States, United
Kingdom, Brazil, Pakistan, Ukraine, Philippines, India, Bangladesh, Russia, and Serbia. A young, affordable,
skilled pool of talent combined with a shift towards a more flexible lifestyle has powered freelancing in
these countries.

Online outsourcing enables freelancers to develop task-based work by using online digital labor
platforms.

e These types of platforms increase the options for access to talent regardless of geographic
location or time zone.

105 https://forbescentroamerica.com/2020/01/21/uber-redireccionara-inversiones-en-latinoamerica-antes-su-salida-de-
colombia/

106 Kuek, Siou Chew; Paradi-Guilford, Cecilia Maria; Fayomi, Toks; Imaizumi, Saori; Ipeirotis, Panos. 2015. The global opportunity
in online outsourcing. Washington, D.C.: World Bank Group

107 payoneer is an industry-leading global payments company that enables companies and professionals in more than 200
countries to grow globally by facilitating cross-border payments.
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o Workis different from that of full-time employees who have a fixed role and are part of the payroll
of companies. With online outsourcing, companies assign “gig” work to freelancers through digital
labor marketplaces more rapidly and based on task duration.

e Online outsourcing platforms, such as Upwork,® can facilitate talent to be hired based on its
online reputation and previous project reviews.

e Upwork expects companies to have an agile talent search process to be able to outsource work
by using their platform.1® By doing so, firms can have a faster setup or scaling!'® of their talent
based on peak loads of work (Upwork 2017).

Governments are willing to promote online outsourcing jobs to reduce unemployment or
underemployment, to provide job inclusiveness, and to increase household income. In those countries,
where job openings for high-skilled workers are limited, online sourcing platforms facilitate matching
talent and global market needs. It is also an alternative for part-time workers or women that are unable
to leave home because of family responsibilities. A study found that for 68 percent of online workers,
their online work is important or very important to their household income (Graham 2017). In the United
States, 64 percent of freelancers found work online and about 65 percent of freelancers consider that
having a portfolio of clients is more secure and provides income stability compared to having one
employer.1

Box 4.2. Examples of countries with online outsourcing government programs

Malaysia

e One of the five pillars of Digital Malaysia is the Microsourcing for the B40s program, intended to
enable the bottom 40 percent of income earners to leverage microwork and online freelancing to
sustain a living.

e The official target is to enable 340,000 microworkers to generate a contribution to the Malaysian
economy of RM 2.23 billion (about USS0.5 billion) yearly by 2020.

Nigeria
¢ The Ministry of Communications Technology launched the Microwork for Job Creation — Naijacloud

initiative in the spring of 2013. The explicit aim was to reduce unemployment and create wealth
through microwork and e-lancing.

Central America's online outsourcing labor is expanding, although its size is still small, its growth
uneven, and services are mainly low-skilled. On average, 8.7 percent of the region's adult population use

108 Upwork Enterprise works as a cloud-sourcing business process outsourcing (BPO) platform. By facilitating work to be done
remotely and by using the platform anytime-anywhere, it eliminates the need for contract workers to report to work in an
established physical workspace.

105 Upwork states that its platform can fill and backfill talent 20 times faster than a traditional BPO. The later usually takes 40-60
days to engage talent because of a limited pool within proximity to the company's physical workspace. By using a cloud-based
solution, a client can source from anywhere in the world, filling its talent needs in three days on average.

110 When scaling up for peak loads or special projects, Upwork states that cloud-sourcing projects can get started within days.
That saved time can turn into savings compared to a traditional BPO.

111 Freelancing in America: 2019, Edelman Intelligence, https://www.upwork.com/i/freelancing-in-america/
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digital platforms for income generation.!*? The percentage of usage of labor platforms (for example, Uber)
varies widely among Central American countries. In Costa Rica, the usage rate among adults is 21.9
percent, while in Nicaragua, the usage rate is only 1.8 percent. At the moment, Costa Rica is the only
country in the region that has regulated digital labor platforms (transport platforms and nontraditional
lodging platforms).

Box 4.3. Central American online outsourcing talent

The Central American
people are offering
online outsourcing

services through « Costa Rica
Upwork. 63% of G |
almost 4,700 = Guatemala

freelancers are = Honduras

located in Panama Nicaragua
and Costa Rica.
= Panama
10%

= E| Salvador
6%

Active Central American freelancer users in Upwork

Source: Data from Upwork, February 2020.

Translation, design
and creative, and
web, mobile, and

Category Services offered by Central American talent

software IT & Networking N N

development are the Admin Support

most offered

categories in the Translation NN ]
region. Web, Mobile & Software Dev NN N

Design and creative NN -
Costumer service N I

0 1000 2000 3000 4000 5000 6000

M Costa Rica M Guatemala ™ Honduras & Nicaragua M Panama M ElSalvador

Source: Data from Upwork, February 2020.

The standard hourly

rate for Central Hourly rate charged in Upwork by Central American Talent
American online 3000
freelancers is 2500

between US$10-30

2000
(52% of freelancers),
. 1500
while only 6% charge
USS60 and more. 1000
o ‘.
. B -

Costa Rica  Guatemala  Honduras Nicaragua Panama El Salvador

E<$10 mS$10-S30 m$30-S60 $60 and above

112 | atinobarometro, 2018 (http://www.latinobarometro.org/).
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Source: Data from Upwork, February 2020.
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Digital Business. Recommendations

Challenge Digital Sector Term CR ES GU HN NI PA
Possible automation  of | Strengthen IT-ITES hubs: Develop an IT-ITES program.
lower-skilled jobs and low | Provide high and middle-skilled training scholarships to
N . Short 4 v v v
availability of value-added | employees and IT-ITES students to increase talent
services and talent. availability
low EDI in the IT-ITES P05|t|o.n|ng of IT-ITES Hubs: Develop a country p05|t|on.|ng . . . . .
industry campaign to attract contracts and FDI. Deploy FDI attraction | Medium
) soft-landing program and support services.
Challenge Digital Innovation Term CR ES GU HN NI PA
Multiply digital start-ups: Facilitate innovative start-up
creation. Scale up existing efforts (public and private) to
increase innovative digital business models. Enable
Low business density and | multidisciplinary collaboration for innovation among Short v v v
innovation capability. companies (i.e., fund projects with specific team member
profiles) and with other stakeholders (i.e., promote
technology-transfer offices). Provide mentoring support
services.
Limited market
qpportunltles for !nnovatlve Inte.rnatlonallze digital start-ups: Set an gnablmg Medium v v v v
firms and low survival rate of | environment for start-ups to export goods and services.
start-ups.
Pipeline for early-stage capital: Train start-ups to pitch to
o venture capital (VC) funds and incentivize VC funds to | Short v v v v
Low availability of venture | . . . . . .
include digital start-ups in their investing portfolio.
funds flow. X o
Venture capital deal flow: Promote the participation of Medium v v v
investors in venture capital funds.
Incentivize digital transformation: Provide incentives to
- . procure digital tools and assets to create digital teams to .
Low digital maturity of SMEs. | . ) . Medium | v 4 v v
improve their business processes. Update legal frameworks
to enable digital transformation.
Challenge Private digital platforms Term CR ES GU HN NI PA
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Digital Commerce

Lack of coordination
between government
entities and low availability
of data to measure digital
commerce

Facilitate government coordination: Develop an
overarching strategy to develop formal digital commerce.
Include multiple stakeholders (public and private) to
coordinate efforts and maximize existing government
actions. Collect data on digital commerce.

Short

Low domestic offer

Increase market offerings: Facilitate online and mobile shop
creation for SMEs, along with the development of their
online reputation and positioning.

Short

Online shoppers gender gap

Reduce the gender gap: Targeted campaigns among mobile
users promoting best practices in digital commerce. Include
gender-based targeting of audiences by providing specific
benefits.

Short

Lack of domestic logistic
services data

Improve logistic services: Deploy logistic services survey to
collect data and develop public policies based on results.

Short

Limited consumer
authorities’” capacity to
enforce digital commerce
regulations

Strengthen Consumer protection: Strengthen digital
consumer authorities, provide them with digital tools and
training to enforce regulation.

Medium

Limited digital payments
uptake

Promote and facilitate digital payment methods in
coordination with banks.

Medium

High cost of logistic services

Disseminate best logistic practices and digitalize logistic
chains to reduce costs for final buyers. Increase coverage of
home delivery postal services.

Medium

Digital labor platforms

Strengthen the regulatory
framework to protect users
and freelancers labor rights

Update regulations to provide certainty to users, travelers,
and service providers while promoting competence.

Medium

Low skill sets of online
outsourcers

Publicize the option of online freelancing to increase
household income among the population. Support the
development of an online reputation as a country to attract
work for freelancers. Provide training to increase the
complexity of services offered.

Medium
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5. Digital Skills

Economies require a digitally savvy workforce in order to build robust digital economies and
competitive markets. Digital skills constitute technology skills, together with business skills for building
or running a start-up or enterprise. Greater digital literacy further enhances adoption and use of digital
products and services among governments and the larger population.

COVID-19 Impact on Digital Skills

COVID-19 has had a significant effect on education. UNESCO estimates 1.5 billion children were affected
by school closures because 40 percent of school children do not have access to digital technologies.!®
Countries experimented with distance learning as a way to continue learning efforts among children and
higher education. A survey identified that in Latin America:!'

e At least 50 percent of the student population can access distance education mechanisms.

e The perception of the amount of content that is available and available to share is high.

e Only 25 percent say they have a learning management system (LMS), which is key to distance
learning, and no country is in a position to share it with others.

e The primary needs surveyed are oriented to IT infrastructure and management (because of
increased traffic) and content aimed at vulnerable sectors.

COVID-19 required employees to do home-based work, but fixed household broadband access'!® and
devices in middle and low-income countries are low, because of the affordability barrier. Since mobile
connectivity becomes crucial to keep the economy running, some countries established temporary
waivers to mobile voice and data services taxes to reduce the affordability barrier to mobile connectivity
(for example, Colombia eliminated VAT tax). In contrast, others provided incentives or refunds to acquire
ICT equipment, primarily to facilitate the home office (for example, Malaysia).!*® In El Salvador, the
President announced the suspension of monthly internet payments for three months with no penalties or
accrued interest.

Education System Outputs

The expected years of schooling in the region on average is 11.1, but the learning-adjusted years of
school average 7, which shows a need to improve the quality of education. The reduction in years of
school is a result of the region's low-test results. El Salvador achieves the lowest score (362), while Costa
Rica obtains the highest score in the region (430). In comparison, France achieves the world's highest
score (506), while Chile leads Latin America (466).

The region has a low volume of science and engineering graduates. A reduced percentage can slow
down a country’s capacity to innovate and transform digitally. The average percentage among LATAM

113 https://news.itu.int/wtisd-2020-the-impact-of-covid-19-on-the-sustainable-development-agenda/

114 Fundacidn Ceibal, https://fundacionceibal.edu.uy/noticia/educacion-y-coronavirus-fundacion-ceibal-releva-informacion-y-
promueve-cooperacion-en-latam/

115 On average, 37.7 percent of households in Central America have fixed broadband service at home (ITU).

116 https://www.gsma.com/latinamerica/adjusting-mobile-tax-policy-in-light-of-covid-19-how-fiscal-policy-can-keep-us-

connected/
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countries is 17.4, while in Central America the average is 16 percent. El Salvador is the only country above
the LATAM average, while data is not available for Nicaragua.

Workforce Digital Skills

The availability of skilled workers is scarce in the region, and the capacity to attract talented people is
low, which reduces the scalability of knowledge-based jobs. Such conditions limit the attraction of
foreign direct investment (FDI), scale-up of existing operations, and innovative start-up creation. Costa
Rica ranks 19th for the availability of skilled workers, followed by Guatemala, while Nicaragua ranks 151st.
In addition, there is lack or limited availability of comprehensive programs for cyber skills training, key for
ensuring a secure and trusted digital environment.

Employment is being affected over time, depending on the level of skills required. The most significant
reduction in the region is at the middle-skilled level of employment, except for Nicaragua. On the other
hand, high-skilled employment increased in all countries except for El Salvador (World Bank 2016). Low-
skilled jobs have increased in Panama, El Salvador, and Guatemala; and decreased in Costa Rica,
Nicaragua, and Honduras.

Automation can have an impact on employment in Central America, but less than in Organisation for
Economic Co-operation and Development (OECD) countries. Costa Rica has the highest estimated share
of jobs that are susceptible to automation (49.17 percent). The country with the smallest share is
Nicaragua (40.44 percent), while in El Salvador, Guatemala, and Panama, the percentage is about 46
percent (World Bank 2016).

Population Digital skills

Digital skills among the population in the Central American region are behind the average of the world
and Latin America. Although the only country above the average is Costa Rica, all countries in Central
America either achieved poor results or did not improve in 2019 compared to 2017, While digital skills
are becoming more relevant, scores are getting worse in the Region.

Mobile social media penetration'® has increased in LAC (60 percent in 2019 compared with 36 percent
in 2014). All Central American countries are clustered as Transitioners (scores 63.9-50.5 percent), just
behind the Advanced countries (scores 65.2- 73.2 percent). The best performers in the region are Panama
(63.9 percent) and Costa Rica (62.4 percent). On the other end, Honduras has a penetration of 50.5
percent and Nicaragua 50.6 percent.

The top barriers for mobile users in LAC to mobile internet use are literacy and skills, safety and security,
and affordability (GSMA 2019). Barriers need to be addressed because, according to GSMA, 39 percent
of individuals in LAC (250 million people) experience a usage gap. Therefore, even when mobile internet
service is available, it is not being used. That reduces the benefits people can have access to through the
use of data services on their mobile phones. That segment of the population is more significant than the

117 WEF, Global Competitiveness Index

118 GSMA defines it as the number of social media accounts on the country’s largest social media platform accessed via mobile,
divided by population. As one person can have multiple social media accounts, penetration will be higher than the proportion of
individuals using social media.
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7 percent of people (50 million) in LAC that are part of the coverage gap (no service available where they
live).

The impact of ICT on access to basic services, such as education, is not fully harnessed, so its multiple
benefits to improve skills and teaching are not helping to reduce the gaps. According to the WEF,'%
Costa Rica is the leader in the region, but ranks 35th out of 82 countries followed by Panama (45th),
Guatemala (64th), Honduras (74th), and El Salvador (79th).}?° GSMA estimates that only 26 percent of
mobile internet users in low and middle-income countries access information for education and only 18
percent access information to improve health (GSMA 2019).

Box 5.1. Digital skills in Central America

Even though Years of school (expected and adjusted)
Guatemala's Country Expected years Harmonized test Learning-
expected years of school scores adjusted years of
of school is the school
I t, it .
owest s Costa Rica 12.5 430 8.6
results position
it in second Nicaragua 11.6 392 7.3
place within the Panama 113 396 7.2
region. El Salvador 11.3 362 6.5

Honduras 10.0 400 6.4

Guatemala 9.7 405 6.3

Chile (LATAM 12.8 466 9.6
leader)
Source: World Bank, Human Capital Index, 2018.
Panama and
Costa Rica have Knowledge workers and graduates (% over total)
the most
significant gap Panama 7 )
between the 33.99
pe.rcentage of Nicaragua g 14.82
science and
engineering Honduras S 06 .
graduates and
intensive Guatemala 9 810.90
knowledge
I 0.
workers. El El Salvador 12.13 223
Salvador has o I |/ [
Costa R :
the opposite ostatica 25.01
effect, so the 0 5 10 15 20 25 30
quality of
graduates B Science and Engineering graduates Intensive Knowledge workers
needs to be
reviewed. Source: Global Innovation Index, 2016.
Note: No data available for Nicaragua for science and engineering graduates.

Panama is the Availability of skilled workers and the capacity to attract talented people
PeSt peff‘?fmef Capacity to attract talented people Availability of skilled workers
In attracting Country Rank (167) Score Rank (167) Score

119 WEF, Social Mobility Index, Executive Opinion Survey.
120 Njcaragua has no data.
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talented
people; this
compensates
for the
shortage of

skilled workers.

Costa Rica 41 0.5 19 0.7
El Salvador 153 0.2 135 0.4
Guatemala 100 0.4 63 0.6
Honduras 115 0.3 83 0.5
Nicaragua 117 0.3 151 0.3
Panama 16 0.7 144 0.3

Source: Prosperity Index, 2019.

Labor Labor productivity and labor skill as a constraint
productivity is Labor productivity Labor skills a business constraint
low in the Country Rank (167) Score Rank (167) Score
Region, and Costa Rica 76 0.7 149 0.2
labor skill is a El Salvador 109 0.5 120 0.5
constraint for Guatemala 104 0.5 138 0.3
business. Honduras 126 0.4 144 0.3
Nicaragua 121 0.5 65 0.7
Panama 58 0.7 92 0.6
Source: Prosperity Index 2019.
Over time,
middle-skilled Changes in employment skills shares
employment is
1.5
the most
affected in the 1
region. High- 0.5
skilled I I l =
. 0 — -
occupation Pa a Gua ala HoIras El Sldor Costa Rica Nicaragua
share is -0.5
growing in -1
Honduras, 15
Guatemala,
Panama, Costa -2
Rica, and W High-skilled occupations (intensive in non-routine cognitive and interpersonal skills)
Nicaragua.

B Middle-skilled occupations (intensive in routine cognitive and manual skills)

Low-skilled occupations (intensive in non-routine manual skills)

Source: Data from the World Bank 2016.

Note: The figure displays changes in employment shares between circa 1995 and circa 2012 for countries
with at least seven years of data. The classification follows Autor 2014. High-skilled occupations include
legislators, senior officials and managers, professionals, and technicians and associate professionals.
Middle-skilled occupations comprise clerks, craft and related trades workers, and plant and machine
operators and assemblers. Low-skilled occupations refer to service and sales workers and elementary
occupations. For the United States, comparable data could be accessed only for a short period (2003—
08); consistent with Autor (2014), the observed polarization is limited in this period, with most of it having
taken place in earlier years.
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Automation
impact on jobs
could be higher
in Costa Rica.
Nicaragua
might
experience the
lowest impact.

Estimated share of employment that is susceptible to

automation
56.96
49.17 46.37 46.53
I I I )
Costa Rica El Salvador Guatemala Nicaragua OECD

Source: Data from World Bank 2016.
Note: No data available for Honduras and Panama.

Digital skills
among the
population are
moving
backward. Even
the leader,
Costa Rica, is
not improving.

Digital skills among the population, 1-7 (Best)

5
4.50
4

I . NNDURAS
PANAMA
3.50 ( J
GUATEMALA
dicwen]

2017 2018 2019

Source: Data from WEF.

Mobile devices
are not used
massively to
access the
internet. About
44% of people
in Central
America are not
using the
mobile
internet.

Mobile social penetration (% population)

62.4
55
I 53.8 50.5

Costa Rica  El Salvador Guatemala Honduras  Nicaragua Panama

Source: GSMA 2019.
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Digital Skills. Recommendations

Country
Challenge Measure Term R | ES GU THN TNiTPA
Low digital skills | Develop teachers' and students' remote and mobile digital skills and | Medium
and limited digital | provide tools to access remotely. Promote among universities the v v v v v v
tools in the | inclusion of digital skills in all training programs. Update curricula to
education system | include industry 4.0 topics to fulfill future workforce needs.
Low high value | Link government-supported skills training program managers with | Short
skilled talent firms to facilitate training and access, and update course listings to v
align with workforce needs.
Low knowledge- | Provide incentives to firms to hire knowledge-based workers. Short
based workers v VoV vV
share
Limited basic | Create frameworks for public-private partnerships to increase digital | Short
digital skills skills coverage.
Deploy mobile skills training in rural areas and low-income v v v
communities to improve knowledge and usage of smartphone
functionalities. Promote usage of government digital services and
information by enabling mobile access.
Low percentage of | Science and engineering graduates: Improve awareness of | Medium
STEM graduates knowledge-based job career benefits along with the education v v v
system. Accelerate graduate access by transforming the secondary
education system.
Low availability of | Co-fund intermediate and advanced training on digital and emerging | Medium
workforce  with | technologies. vl v v
advanced digital
skills
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6. Cybersecurity and Data Protection

During the past decade, Central American countries have realized the importance of the use of ICT to
generate economic growth, increase productivity, expand opportunities, and improve service delivery
(see Figure 6.1). Therefore, governments within the region have advanced different efforts and strategies
for the promotion, expansion, and integration of ICT in their countries. Despite these efforts, internet
penetration and ICT adoption and innovation levels in the region remain low.

Figure 6.1. A policy framework for improving connectivity

New technologi fiti lici
Middle mile lew technologies Competition policies

— L
— Lost mile

— First mile \‘

Public-private

partnership Effective regulation

P |nvisible mile _J

— Censorship and content filtering A R
wareness and investmen

BN
= _ Global cooperation

Cemand sige L3 Online privacy

Multistakeholder approach
P |Internet governance

Open-access ecosystem for innovation,
tech hubs, and maker spaces

Source: World Bank 2016.

While embracing technological transformation increases opportunities for social and economic
development, it also increases the risks and threats to infrastructures, services, and data, which rely on
ICT networks and connected systems. The cyberthreat vectors vary from attacks on critical infrastructures
and essential services, to various types of cybercrime (such as identity theft, fraud, extortion, etc.) and
violations of privacy; all can pose an imminent risk to the operational continuity of a state and lead to
significant economic impact.

These threats to networks and mainly to data and privacy are undermining confidence and trust in our
daily use of the internet and connected systems and increasing costs to businesses and governments,
resulting in economic losses as well as higher security spending. In 2017, it became clear that the world
could no longer ignore the dangers of cybersecurity with the devastating cyberattacks of “WannaCry” and
“notPetya”, which caused massive financial, infrastructural, and human losses across the globe.

For digital technologies to benefit citizens, the digital divide has to be reduced, not only by making the
internet universal, affordable, and open but also safe in dealing with cybersecurity risks and violation
of privacy. The Central America region is seizing just a fraction of the global digital economy, since access
to and affordability of the internet in the region remains low; but even if the region still has to overcome
the digital divide, it is still a target for cyberattacks and exposed to the increasing range of complex and
adverse threats and risks to the digital economy.

As governments within the region are increasing their reliance on digital technologies, they are also
increasing their vulnerability to cyberthreats. Over the past few years, the number of cyber incidents and
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cybercrimes that the region has faced have increased exponentially.'?! The most common are related to
malware, phishing, distributed denial of service (DDoS), ransomware, and data breaches (see Figure 6.2)
that target sectors related to essential services, such as telecommunications, banking, health, energy,
education, and transport.

Figure 6.2. Cyber incidents in Central America, 2019

35% 32%
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25%
20%
15%

10% 8% 9%
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Malware Ransomware Vulnerability Data Breaches DDoS
Infection Exploits

19%
13%

Source: ESET Security Report 2019.

While cyberthreats and attacks are increasing, there is a lag in the provision and implementation of
adequate technology and solutions for cyber resilience; therefore, different stakeholders within the
region have recognized the importance of designing and executing national cybersecurity frameworks and
strategies that develop an enabling environment for the digital economy.

In this regard, Central American countries have been working on developing strategic actions to
increase cyber resilience and minimize the adverse impact of cyber risks and threats. These actions have
been aligned with key cybersecurity aspects and elements such as: policy and legal frameworks; critical
information infrastructure protection (CIIP); building capacity and skills; raising awareness; standards and
certification processes; and establishing response mechanisms to prevent, monitor, and mitigate cyber
incidents and cybercrime, among others.

As cybersecurity sees no borders, and the level of cyber resilience depends on the weak links in the
chain, creating and ensuring a safe and trusted environment for the digital economy requires enhanced
international collaboration based on a multi-stakeholder approach. Thus, countries in the region have
been working in close collaboration with representatives from different sectors — public, private,
academia, and the international community — to develop and implement strategic lines of action to
improve cybersecurity. The role of the international community, which has provided both technical and
financial support on different cybersecurity areas to governments in the region, has been essential in
supporting them to lead these efforts. Some of the actors from the international arena that have
supported the region include:

e Bilateral: United States, Korea, Israel, Estonia, Russia, Uruguay, among others.
e  Multilateral: A range of international and regional organizations such as:
o Organization of American States (OAS): on various topics, such as: policy and strategy, cybercrime,
incident response, awareness, CIIP, among others.
o Council of Europe (CoE): on cybersecurity and cybercrime legislation.

121 ESET Security Report 2019, https://www.welivesecurity.com/wp-content/uploads/2019/07/ESET-security-report-LATAM-
2019.pdf
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o Inter-American Development Bank (IDB): on policy and strategy, legal and regulatory frameworks,
among others.

o International Telecommunication Union (ITU): incident response, national strategies, and
cybersecurity standards.

o United Nations Office on Drugs and Crime (UNODC): on cybercrime legislation, prosecution, and
obtaining of evidence.

o Forum of Incident Response and Security Teams (FIRST): incident response teams.

o Latin America and the Caribbean Network Information Centre (LACNIC): cybersecurity and digital
technologies.

o INTERPOL: on cybercrime and obtaining of e-evidence.

o Central America Integration System (SICA): capacity building activities on cybercrime.

COVID-19 Impact on Cybersecurity

The unprecedented COVID-19 crisis has underlined the salient need for investments in cybersecurity
resilience. As the daily work of individuals, businesses, and governments shifted at once to a remote work
mode, dependency on digital connectivity — to better cope with social distancing, ensure business
continuity, and prevent service interruptions — increased dramatically, triggering significant
cybersecurity threats and bringing the security of connected networks to the forefront of attention.

Traditionally, adversaries have used international large-scale events to trigger “related” attacks. That
was the case with international sporting events (Olympic Games, World Cups, etc.), political events
(elections, summits, etc.) and this is the case at an unprecedented volume in the COVID-19 pandemic.
Malign actors are actively exploiting the challenging circumstances to target remote workers, businesses,
and individuals.?2

COVID-19—related cyberattacks began appearing in late January 2020 and have spread nearly as
quickly as the disease itself. Cyberattacks on the healthcare system specifically are up 150% since January
2020, with cyber criminals targeting everything from testing facilities to hospital IT systems. At the
beginning of November 2020, dozens of US based healthcare facilities were disrupted by a ransomware
affecting radiation treatment and elective procedures and even redirecting ambulances.!? In mid-March
2020 a cyberattack required the shutdown of the IT systems of a major COVID-19 test facility in the Czech
Republic,’?* and vaccine research centers in the US, UK, Canada, Brazil, India, and Russia were victims of
cyberattacks led, presumably, by a state actor.1 126

COVID-19 cyberthreats are not confined to the health sector. The United Kingdom’s National Cyber
Security Center (NCSC UK) has reported (May 2020) an increase of more than 300 percent in phishing
scams targeting remote workers.!?’ Italy’s social security website was attacked and forced to shut down
on April 1, 2020 just as people were starting to apply for coronavirus assistance.’?® According to the British
Ports Association (BPA), there has been a fourfold increase in cyberattacks in the maritime industry since

122 https://www.enisa.europa.eu/news/enisa-news/joint-fight-against-covid-19-related-threats

123 https://www.wired.com/story/ransomware-hospitals-ryuk-trickbot/

124 https://www.healthcareitnews.com/news/europe/cyberattack-czech-hospital-forces-tech-shutdown-during-coronavirus-
outbreak

125 https://www.ncsc.gov.uk/news/advisory-apt29-targets-covid-19-vaccine-development

126 https://www.bbc.com/news/technology-54642870

127 https://www.ncsc.gov.uk/report/weekly-threat-report-21st-august-2020

128 https://www.reuters.com/article/us-health-coronavirus-italy-cybercrime/italys-social-security-website-hit-by-hacker-attack-
idUSKBN21J5U1
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February 2020, and the Port of Los Angeles has seen a fifty percent increase in unauthorized intrusion
attempts since the beginning of the pandemic.?®

Criminals have also been taking advantage of the current situation to commit scams for data breaches
and identity fraud through phone calls and emails. In Central America, the malicious emails (phishing)
that users have received try to trick people with promises of government stimulus money, or COVID-19
tests and vaccines. COVID-19—related phishing tactics are more sophisticated and are designed to target
the weak links at the edges of the networks — the users at home. Ransomware is being hid in messages,
attachments, and documents related to COVID-19 and victims are lured to go to malicious sites under the
auspices of the COVID-19 pandemic.*°

According to statistics, in March 2020, as the pandemic started to spread, Latin America saw an increase
of 131 percent in malware incidents.’3! DoublePulsae, a known ‘backdoor’ (used also by WannaCry
ransomware), is the leading threat, with the most attempts in Latin America in the third quarter of 2020,
targeting mainly banks and financial services but also small business and individuals who did not perform
software updates.!?

Remote work has led to an increase of ‘brute-force’ attacks in Latin America (six out of ten exploit
threats were brute-force — a systematic attempt to guess an individual’s credentials). The attackers
were taking advantage of the fact that most users work from a less secured environment at home where
they use weak passwords.'*?

Governments around the world and their respective national cyber agencies took measures to confront
the new cyberthreats and specifically the new attack vectors. Actions were mainly taken to ensure the
functional continuity of national vital services in the new circumstances of the pandemic — with a great
emphasis on the health sector and to increase the awareness of network users at all levels about COVID-
19—associated cyberthreats.

Central American governments’ cybersecurity response to COVID-19

Costa Rica: As the COVID-19 pandemic started to spread in Costa Rica and the country entered lockdown,
its Computer Security Incident Response Team (CSIRT-CR) issued best practices to the public on how to
work safely from home.’®* During the pandemic the Ministry of Science, Technology and
Telecommunications (MICITT) and CSIRT-CR have been engaged in awareness-raising initiatives with the
general public through social media (#BeCyberSafe), advisory notes, tips and infographics, and a series of
special webinars, all aimed at fostering a cybersecurity culture among internet users during this time of
crisis and remote working.!®

MICITT, CSIRT-CR, and the judicial authorities have emphasized to citizens that banking institutions will
not request personal information over the phone or through websites.

129 https://www.captiveinternational.com/news/maritime-businesses-see-fourfold-increase-in-cyberattacks-since-february-
astaara-3568

130 https://www.fortinetthreatinsiderlat.com/en/Q2-2020/CR/html/trends

131 https://www.statista.com/statistics/1117225/computer-virus-latin-america/

132 https://www.fortinetthreatinsiderlat.com/en/Q3-2020/CR/html/trends

133 https://www.fortinetthreatinsiderlat.com/en/Q3-2020/CR/html/trends

134 MICITT. News. https://www.micit.go.cr/noticias/micitt-informa-buenas-practicas-del-teletrabajo-laborar-forma-segura-su-
hogar.

135 MICITT. Cybersecurity. https://www.micit.go.cr/tags/ciberseguridad.
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El Salvador: The National Congress approved a teleworking regulatory law, which guarantees citizens who
are teleworking that they will keep their jobs.1*® The Chamber of Commerce and Industry hosted a webinar
on “Cybersecurity Threats in Telecommuting”, presenting measures to be taken to minimize the risk for
individuals.’®” Private sector organizations, such as the local branch of Deloitte, have published
instructions to organizations on how to combat COVID-19 while maintaining cyber resilience.!®

Guatemala: A Covid-19 tracing app endorsed by the government of Guatemala was widely criticized and
abandoned by users, since it violated some privacy guarantees, such as sending the location of the user
to the app developer even when the app was not being used.**

A widespread phishing campaign targeted Guatemala at the beginning of the pandemic. Emails promising
government stimulus money or free COVID-19 tests lured people to provide personal information, which
was then used to commit insurance and identity fraud.’*® The Computer Crime section of the National
Police alerted citizens that messages including mistrusted links in their mobile devices put them at risk of
becoming victims of cybercrimes such as scams and fraud.'*!

In September 2020 the Ministry of the Interior (MINGOB) organized a virtual summit for youth under the
title of ‘Thousand Youth Prevent” to explain the importance of confronting violence, including cyber
violence, during this time of remote life and work.'#?

Honduras: The National Telecommunication Commission (CONATEL) has advised citizens to be cautious
and alert when using the internet on their electronic devices, since cybercriminals, within the context of
COVID-19, have increased their attacks to perpetrate scams, fraud, and extortions.'*® The regulator also
informed citizens about the risks of using “CovidLock”, an app that entails access denial, loss of
information, and ransomware attacks.'**

In late March 2020, Honduran police noted that criminals were shifting from conventional means of
extortion (which had declined precipitously as a result of the COVID-19 lockdown and movement
restrictions) to cybercrime as a possible alternative source of funding, driven also by the increase in online
purchases.*

136 Asamblea Legislativa. Ley de Regulacidn de Teletrabajo. 2020.
https://www.asamblea.gob.sv/sites/default/files/documents/decretos/384052FA-7820-4835-A5F9-AF8150684D71.pdf.

137 Cdmara de Comercio e Industria de El Salvador. https://pl-pl.facebook.com/camarasal/videos/692856897982334/.

138 https://www?2.deloitte.com/sv/es/pages/risk/articles/Consideraciones-de-ciberseguridad-en-medio-de-una-pandemia-
global.html.

139 Observatorio Guatemalteco de Delitos Informaticos (OGDI). 2020. Archivos. “Global Witness: Investigacién Revela Riesgos De
Privacidad En App “Alerta Guate.” http://ogdi.org/archivos/3302.

140 https://www.insightcrime.org/news/analysis/threat-cyber-crime-coronavirus/.

141 prensalibre.com. Guatemala. Justicia. 2020. “La emergencia del coronavirus ha servido para realizar estafas por
internet.”https://www.prensalibre.com/guatemala/justicia/la-emergencia-del-coronavirus-ha-servido-de-senuelo-para-
realizar-estafas-por-internet/.

142 Ministerio de Gobernacion (MINGOB). Noticias. https://mingob.gob.gt/cientos-de-jovenes-participan-en-cumbre-live-mil-
jovenes-previenen/.

143 CONATEL. Noticias. 2020. “Nuevamente estén alertas ante Ciberdelincuentes y no habran aplicaciones sospechosas”.
http://www.conatel.gob.hn/index.php/2020/03/27/nuevamente-esten-alertas-ante-ciberdelincuentes-y-no-habran-
aplicaciones-sospechosas/

144 https://www.unah.edu.hn/dmsdocument/9669-21032020-cuidado-no-descargue-cualquier-aplicacion-a-su-android-que-le-
ofrecen-un-seguimiento-al-tema-del-covid-19.

145 https://globalinitiative.net/wp-content/uploads/2020/04/Cybercrime-Threats-during-the-Covid-19-pandemic.pdf.

84


https://www.asamblea.gob.sv/sites/default/files/documents/decretos/384052FA-7820-4835-A5F9-AF8150684D71.pdf
https://pl-pl.facebook.com/camarasal/videos/692856897982334/
https://www2.deloitte.com/sv/es/pages/risk/articles/Consideraciones-de-ciberseguridad-en-medio-de-una-pandemia-global.html
https://www2.deloitte.com/sv/es/pages/risk/articles/Consideraciones-de-ciberseguridad-en-medio-de-una-pandemia-global.html
http://ogdi.org/archivos/3302
https://www.insightcrime.org/news/analysis/threat-cyber-crime-coronavirus/
https://www.prensalibre.com/guatemala/justicia/la-emergencia-del-coronavirus-ha-servido-de-senuelo-para-realizar-estafas-por-internet/
https://www.prensalibre.com/guatemala/justicia/la-emergencia-del-coronavirus-ha-servido-de-senuelo-para-realizar-estafas-por-internet/
https://mingob.gob.gt/cientos-de-jovenes-participan-en-cumbre-live-mil-jovenes-previenen/
https://mingob.gob.gt/cientos-de-jovenes-participan-en-cumbre-live-mil-jovenes-previenen/
http://www.conatel.gob.hn/index.php/2020/03/27/nuevamente-esten-alertas-ante-ciberdelincuentes-y-no-habran-aplicaciones-sospechosas/
http://www.conatel.gob.hn/index.php/2020/03/27/nuevamente-esten-alertas-ante-ciberdelincuentes-y-no-habran-aplicaciones-sospechosas/
https://www.unah.edu.hn/dmsdocument/9669-21032020-cuidado-no-descargue-cualquier-aplicacion-a-su-android-que-le-ofrecen-un-seguimiento-al-tema-del-covid-19
https://www.unah.edu.hn/dmsdocument/9669-21032020-cuidado-no-descargue-cualquier-aplicacion-a-su-android-que-le-ofrecen-un-seguimiento-al-tema-del-covid-19
https://globalinitiative.net/wp-content/uploads/2020/04/Cybercrime-Threats-during-the-Covid-19-pandemic.pdf

Nicaragua: During the months of the pandemic the government promoted the principles of “safe
internet”, especially with initiatives undertaken with school students.*® Local news portals published
advice and best practices for securing personal devices*” and information about the cyberthreats and
risks arising from the pandemic.#®

The approval of the new national cybersecurity strategy and the publication of the suggested new
cybercrime law in September 2020 were considered by some critics as a government response to the
attempts by the local media during the COVID-19 pandemic to publish data related to the number of
COVID-19 new cases, the spread of the virus, and the mortality rate against the will of the authorities.*

Panama: Since the outbreak of the COVID-19 pandemic, CSIRT-Panama has constantly informed users
about some of the cyberthreats that they have identified in the context of the pandemic and have also
provided a series of tips on how to prevent them. These threats are related to malicious codes contained
in websites that users access to obtain information about the outbreak. The CSIRT has also developed a
list of recommendations users can implement to protect their devices and information while
teleworking.?°

Assessing Cybersecurity in Central America

Some regional and international organizations have assessed the cybersecurity status of countries in
the region, such as the ITU through the Global Cybersecurity Index (GCl); and the OAS, the IDB and the
Global Cyber Security Capacity Centre (GCSCC) through the Cybersecurity Maturity Model for the Nations
(CMM).

The latest GCI reports (2017 and 2018) classified all countries in the region with a low level of
commitment to cybersecurity (see Table 6.1). The report demonstrates a visible gap between many
countries in terms of knowledge for the implementation of cybercrime legislation, national cybersecurity
strategies (NCS), computer emergency response teams (CERTs), awareness and capacity to disseminate
the strategies, and capabilities and programs in the field of cybersecurity.

The Global Cybersecurity Index (GCl) aims to monitor, compare, and measure the level of the
cybersecurity commitment of countries based on a series of cybersecurity indicators along five pillars:
legal, technical, organizational, capacity building, and cooperation. The levels of cybersecurity
commitment of the countries are classified as high, medium, and low (see Figure 6.3):

e High: Countries that demonstrate high commitment in all five pillars of the index.

e Medium: Countries that have developed complex commitments and engage in cybersecurity
programs and initiatives.

e Low: Countries that have started to initiate commitments in cybersecurity.

146 CONICYT.http://www.conicyt.gob.ni/index.php/2020/09/30/conicyt-realizo-maraton-con-el-lema-un-internet-seguro-
comienza-contigo/.

147 El-Economista. https://www.eleconomista.net/tendencias/Asi-puede-mantener-seguro-su-celular-de-cualquier-ataque-
20200921-0034.html.

148 F|-Economista.https://www.eleconomista.net/tendencias/Como-unos-hackers-extorsionaron-mas-de-1-millon-a-una-
universidad-de-EUA-que-investiga-una-cura-para-el-coronavirus-20200706-0027.html.

149 International Press Institute. https://ipi.media/nicaraguas-proposed-cyber-security-laws-threaten-press-freedom/.

150 CSIRT-Panama. https://cert.pa/2020/03/phishing-en-el-tiempo-de-covid-19-como-reconocer-algunos-de-los-atagues-

identificados/.
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An interesting observation is that in the 2018 GCI report most of the Central American countries scored
lower than in 2017, excluding Guatemala, which demonstrated an impressive improvement, and Costa-
Rica, which did not submit the requested documents and was scored based on its 2017 data. These results
reflect the understanding that where other countries worldwide are strengthening their cybersecurity
commitment, Latin America countries are standing still.

Table 6.1. Global Cybersecurity Index (GCI) in Central America

Country Category GCl 2018 rank GCl 2018 value GCl 2017 rank GCI 2017 value
Panama Low 97 0.369 61 0.485
Guatemala Low 112 0.251 137 0.114
Costa Rica* Low 115 0.221 85 0.339
Nicaragua Low 140 0.129 124 0.146
El Salvador Low 142 0.124 107 0.208
Honduras Low 165 0.044 156 0.048

Source: Global Cybersecurity Index (GCl) 2017, (ITU). Global Cybersecurity Index (GCl) 2018, (ITU).

Figure 6.3. Heat map showing cybersecurity commitment around the world

Countries that demonstrate high commitment in all five pillars of the index

Countries that have developed complex commitments and engage in cybersecurity pro
grammes and initiatives.

I countries that have started to initiate commitments in cybersecurity,

Source: ITU, Global Cybersecurity Index 2018.

The Cybersecurity Maturity Model for the Nations (CMM) aims to establish the level of maturity of
cybersecurity in countries around the world. The CMM sets the following levels of cybersecurity maturity:

e  Start-up: At this level either nothing exists, or it is embryonic in nature. It could also include initial
discussions about cyber capacity building, but no concrete actions have been taken.

o Formative: Some features of the indicators have begun to grow and be formulated, but may be
ad hoc, disorganized, poorly defined - or simply "new." However, evidence of this activity can be
clearly evidenced.

e Established: The elements of the subfactor are in place and working. There is not, however, well-
thought out consideration of the relative allocation of resources. Little trade-off decision-making
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has been made concerning the relative investment in the various elements of the subfactor. But
the indicators are functional and defined.

e Strategic: Choices have been made about which parts of the indicators are important, and which
are less important for the particular organization/nation. They should have been made contingent
on the nation/organization's particular circumstances.

¢ Dynamic: There are clear mechanisms in place to alter strategy depending on the prevailing
circumstances: for example, the technology of the threat environment, global conflict, a
significant change in one area of concern (for example, cybercrime or privacy). Dynamic
organizations have developed methods for changing strategies in stride, in a "sense-and-respond"
way. Rapid decision-making, reallocation of resources, and constant attention to the changing
environment are a feature of this level.

Although in recent years most countries in Central America have started promoting cybersecurity
initiatives, they are being implemented in an ad-hoc manner, lacking coordination among key
stakeholders. In 2020, the IDB and the OAS in collaboration with the Global Cyber Security Capacity Centre
(GCSCC) at Oxford University published the second edition of the regional evaluation on the cybersecurity
maturity levels of the Latin American countries.’ (The first edition was published in 2016.%%?) According
to the study, most of the countries in Central America reviewed in this paper showed ratings associated
with either “Start-up” or “Formative” maturity levels. These ratings reflect a slight improvement from the
first evaluation in various assessed indicators (in the 2016 evaluation most of the countries were at the
“Start-up” maturity level). In “Cyberculture and Society” (2) and “Cybersecurity Education, Training and
Skills” (3) dimensions the reviewed countries showed ratings associated with the “Formative” maturity
level, while in “Cybersecurity Policy and Strategy” (1) and “Standards, Organizations, and Technologies”
(5) the average scoring was between the “Start-up” and “Formative” maturity levels. Notably, the “Legal
and Regulatory Frameworks” (4) dimension showed a maturity level slightly above “Formative”.

The CMM reviews cybersecurity capacity across five dimensions: (1) Cybersecurity Policy and Strategy; (2)
Cyber Culture and Society; (3) Cybersecurity Education, Training and Skills; (4) Legal and Regulatory
Frameworks; and (5) Standards, Organizations, and Technologies.

The 2020 study highlighted that, as in the 2016 evaluation, Panama and Costa Rica were the leading
countries in Central America (CA) and Nicaragua received the lowest rating in most of the indicators.
The main observations from the report are:

e Countries that showed progress in “National Cybersecurity Strategy” indicators have presented
greater advances in many other parameters, indicating that investing in promoting national
strategy has a transverse effect.

e Other indicators that have an ‘across the board’ effect are an improvement in fostering a
cybersecurity mindset within governments and internet users and awareness raising programs.
An investment in fostering awareness and changing the mindset will lead to better understanding
of the risks and responsibilities and will reflect on other capacity development parameters.

151 Inter-American Bank for Development. 2020. Cybersecurity: Risks, Progress, and the Way Forward in Latin America and the
Caribbean. https://publications.iadb.org/publications/english/document/2020-Cybersecurity-Report-Risks-Progress-and-the-
Way-Forward-in-Latin-America-and-the-Caribbean.pdf

152 Inter-American Bank for Development. 2016. Cybersecurity: Are We Ready in Latin America and the Caribbean?
https://publications.iadb.org/publications/english/document/Cybersecurity-Are-We-Ready-in-Latin-America-and-the-

Caribbean.pdf
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Worrisome scores for all reviewed countries were in two of the most important aspects of
cybersecurity preparedness (with slight improvement in Panama and Honduras since the 2016
report):
o Incident Response: the capacity to detect and response to incidents in a systematic way.
o Critical Information Infrastructure Protection (CIIP): the capacity to identify critical
infrastructures and to map assets, assess risk, facilitate interaction, and deploy
cybersecurity solutions.
There was no change since 2016 (except a slight improvement in Panama) in crisis-related
indicators — crisis management and cyber defense coordination — which stand at the lowest
maturity level. The COVID-19 pandemic has shown the need to improve the readiness to confront
large scale crises.
The report also indicates that there is little investment in Central America in human capacity
building (education programs, training, and skills). Without professional person power to drive
the cybersecurity development efforts, the capability to improve the maturity level will be limited.
The Central American countries scored very low in the “Standards, Organizations, and
Technologies” (5) dimension, and should focus on developing of standards and controls and a local
cyber marketplace (tech solutions and insurance products).
All countries reviewed in this paper were ranked at the lowest maturity level, “Start-up”, on
establishment of a framework for responsible disclosure of vulnerability information. This is a
crucial parameter for establishing a trusted connected environment.
Although the countries were ranked relatively high in the “Legal and Regulatory Frameworks” (4)
dimension (slightly above “Formative” on average), the legal aspects related to cybersecurity and
cybercrime are contained in different laws and frameworks. The existence of numerous legal and
regulatory frameworks on cyber matters could delay the implementation of cybersecurity
strategies and plans.

Some countries in the region have been working to increase their cybersecurity commitment and
maturity levels. Most of these efforts are related to:

Development of policy and legal frameworks:

o Guatemala: Developed and adopted (2018) a national cybersecurity strategy and has been
granted access to the Budapest Convention on Cybercrime.'>3

o Honduras: Drafted and passed a law on cybersecurity that is under a deliberation process.

o Costa Rica: Introduced in 2017 the national cybersecurity strategy and has drafted a
cybersecurity law, which is under review by the National Congress.

o Panama: Implementing its national cybersecurity strategy since 2013 and has various
references to cybersecurity in its criminal code (new bill from 2017 seeks to comply with
international cybersecurity standards), e-government strategy, 2014-2019 digital agenda, and
2015-2019 strategic government plan. Panama has drafted a cybersecurity law that is still in
a deliberation process in the Congress.

o El-Salvador: Presented the 2018-2022 E-government Strategy which includes development of
a National Security Policy. In 2016 the country also approved a special law against computer-
related crimes.

o Nicaragua: Approved, in September 2020, its National Cybersecurity Strategy 2020-2025,
which according to officials “guarantees the sovereign, safe and trustworthy use of the

153 Council of Europe. https://www.coe.int/en/web/cybercrime/-/guatemala-invited-to-accede-to-the-budapest-convention-on-
cybercrime.
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cyberspace, allowing the use of ICTs to contribute to peace, stability, security and sustainable
development for the general population.” The strategy calls for the establishment of a
national computer emergency response team.
e Establishment of computer emergency response teams/computer security incident response

teams (CERTs/CSIRTSs):

o Guatemala: The national computer emergency response team, CSIRT-GT, has recently the
Americas CSIRT Network. The country has a dedicated CERT for the private sector.

o Honduras: Established a Computer Forensics Lab and is currently in the process of establishing
its national CERT.

o Costa-Rica’s CSIRT-CR (2012), Panama’s CSIRT Panama (2011) and El-Salvador’s SalCERT are
all members of the Americas CSIRT Network.

There are no specific binding frameworks established for CIIP. Despite advancing in the development of
new policies and regulatory norms, and as reflected in the CMM evaluation, most countries in the region
have not been able to develop a legal mandate for critical information infrastructure protection (CIIP):
most of the actions that have been implemented for CIIP come from ad-hoc mechanisms or from private
sector.

Other cybersecurity challenges identified relate to the decentralized and disorganized structure of
cybersecurity roles and responsibilities in Central America:

e There is a lack of official and binding collaboration mechanisms to exchange information on
cyberthreat landscape and incidents and cybercrime.

e Different organizations are trying to raise cybersecurity awareness with their staff, but because
of the lack of resources, leadership engagement, and internal policies, these efforts are not
effective.

e Not all sectors are implementing risk management frameworks and protocols that consider
international standards, such as the series of ISO/IEC INTE 27000 standards.

Data Protection — Legal Framework

Digital technologies facilitate positive outcomes, such as economic opportunity and growth, increased
transparency, reductions in fraud, efficient delivery of public services, and promotion of the free
movement of people. However, these outcomes are not inherent to digital systems, and ensuring that
public digital platforms are not used for inappropriate ends is necessary, such as promoting partisan
political movements or broad surveillance of populations. Given that governments digitally collect, store,
and use personal data, data protection and privacy laws become particularly relevant. Such laws should
have provisions and principles specific to the collection, storage, and use of personal data, which should
be:

e processed lawfully, fairly, and in a transparent manner in relation to the data subject.

¢ collected for specified, explicit, and legitimate purposes.

e adequate, relevant, and limited to what is necessary in relation to the purposes for which they
are processed.

e accurate and where necessary, kept up to date.

e kept in a form which permits identification of data subjects only for the required time and not
more, for the purposes for which the personal data are processed; and
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e processed in a manner that ensures appropriate security of the personal data.’>

Only Nicaragua, Costa Rica, and Panama have passed data protection laws (see Table 3.2). Costa Rica
approved its law in 2005, Nicaragua in 2012, and Panama in 2019. These countries established principles
and regulations for data protection and processing, including personal data, consent, and sensitive data,
and designated an agency to oversee their compliance. In Panama, the National Authority for
Transparency and Access to Information (Autoridad Nacional de Transparencia y Acceso a la Informacion
(ANTAI)) is the autonomous agency overseeing compliance with the law. In Costa Rica, the Agency for the
Protection of Citizens’ Data (Agencia de proteccién de datos de los habitantes (PRODHAB)) is linked to the
Ministry of Justice but is independent since it has its own budget and management.?® In Nicaragua, the
Directorate of Data Protection (Direccién de Proteccion de Datos Personales (DIPRODAP)) is under the
Ministry of Finance and Public Credit. However, members of DIPRODAP have not yet been appointed.>®

In all other countries, bills have been drafted, although they have not been approved because of
political disagreement. In El Salvador and Honduras, there is a public debate regarding which agency
should be in charge of overseeing the implementation of the law. In Guatemala, various political parties
have proposed draft legislation that have not yet been approved. The lack of agreement between political
parties has delayed the approval of the law, and consequently the implementation of the institutional
arrangements needed. In addition, all Central American countries have approved laws on digital
signatures and, with the exception of Nicaragua, all approved laws or regulations on open data.

Table 6.2. Status of Legal Framework in Central American Countries

(o(]1]4143Y Data E-signature Initiative on e- Law on
protection Law Law government Identification
Costa Rica Yes Yes Yes Yes
Guatemala No Yes No Yes
Honduras No Yes No Yes
El Salvador No Yes Yes Yes
Nicaragua Yes Yes No Yes
Panama Yes Yes Yes Yes

Source: Inter-American Development Bank, http://dx.doi.org/10.18235/0001865.

134https://id4d.worldbank.org/sites/id4d.worldbank.org/files/2018-12/IDEEA%20Guidance%20Note%20-
%20Consultation%20Draft%20vV11142018.pdf.

155 http://prodhab.go.cr/quienesomos/.

156https://www.dataguidance.com/notes/nicaragua-data-protection-
overview#:~:text=Data%20protection%20in%20Nicaragua%20is,0n%20Personal%20Data%20Protection%20No.&text=Though%
20there%20were%20specific%20laws,being%20regulated%20by%200ne%20law.
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Cybersecurity and Data Protection. Recommendations

Country
Challenge Measure Term
. CR|[ES | GU |HN | NI | PA
Elaborate (or update) an NCS that defines the scope, objectives, and Short v v
Lack of a | practical road map for the national cybersecurity agenda.
national . Identify and designate a national agency that will oversee and coordinate
cybersecurity capabilities and responsibilities of the different stakeholders that will be
strategy . - . . . Short v v v
part of the operationalization and implementation of the cybersecurity
strategy.
Lack of a
national policy
for critical | Critical information infrastructure protection (ClIIP): Identify the critical
information sectors and infrastructures within each country and the security measures Short 2 D2 R A A R
infrastructure they are currently implementing and develop a legal mandate for CIIP.
protection
(Clp)
Establishment of cybersecurity response center: Create a legal mandate
for the establishment of a national computer emergency response team Short v v
(CERT) that can prevent, monitor, and combat cyber incidents.
_ Preparedness for cyber crises: Develop a directive for crises management; Medium to
Low — maturity | \\ochanism for coordination within relevant stakeholders, level of ViV v v vV
level of . —_ i . long
escalation, definition of critical assets in crisis, etc.
preparedness — —
for cyber crises Improve cyber incidents response: Enhance and expand the capabilities
of the country to perform monitoring, response, and mitigation of cyber .
o . . . Medium to
incidents. Integrate advance technologies and equipment and implement on ViV oo v v
a national threat sharing platform to enhance information sharing across &
public and private sectors.
Cybersecurity Skills: Design a structured training program for public
Low offer of | officers to increase their cybersecurity skills. Encourage cybersecurity Short AN R A A R
cybersecurity vocational training for COVID-19 unemployed personnel.
professionals/ . . . . .
workforce Promote the establishment of national educational programs at different Medium to v v v v v v
levels to increase the cybersecurity professional offer. long
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Isolated efforts
to raise
cybersecurity
awareness and
education and
increase public
trust

Design and implement a national cybersecurity awareness campaign with
emphasis on safety in an era of remote living and with programs designed
for COVID-19 related groups (medical teams, education staff, etc.)

Design a unified repository information site where citizens can access
materials on cybersecurity and cybercrime matters, such as guidelines,
tools, frameworks, etc.

Design a unified repository information site where citizens can access
materials on cybersecurity and cybercrime matters, such as guidelines,
tools, frameworks, etc.

Unclear legal
frameworks
and norms to
share
information
and obtain
evidence for
cybercrime

Harmonize existing legal frameworks: Conduct a review of the
cybersecurity norms in place, with the objective of harmonizing laws
related to cybersecurity and cybercrime that includes binding
information-sharing mechanisms among different sectors to facilitate the
investigation and prosecution of cybercrime.

Low  maturity
level of
preparedness
for cyber crises

Preparedness for cyber crises: Develop a directive for crises management;
mechanism for coordination within relevant stakeholders, level of
escalation, definition of critical assets in crisis, etc.

Improve cyber incidents response: Enhance and expand the capabilities
of the country to perform monitoring, response, and mitigation of cyber
incidents. Integrate advance technologies and equipment and implement
a national threat sharing platform to enhance information sharing across
public and private sectors

Weak
enabling legal
environment
for the
protecting
personal data

Strengthen the legal framework by regulating data protection laws.

Short
Medium to
long
Medium to
long
Medium to
long
Medium to
long
Medium to

long
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