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Glossary

ACH
AKBI
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BCP
BCM
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N EXECUTIVE SUMMARY!

This technical note (TN) presents an assessment of the BI-SSSS system in accordance with the
CPMI/I0OSCO PFMI. This evaluation was conducted within the framework of the Financial Sector
Assessment Program (FSAP) conducted by the International Monetary Fund and World Bank in
Indonesia during October 2023. It is important to note that this TN does not constitute a
comprehensive assessment of BI-SSSS in the format of a Report on Observance of Standards and
Codes (ROSC). Instead, it leverages the CPMI/IOSCO Principles for Financial Market Infrastructures
(PFMI) to analyze risks without individually appraising observance with each principle and key
consideration or assigning ratings. The TN offers recommendations based on the assessment findings
and relies exclusively on information available as of October 2023.

BI-SSSS, managed by Bank Indonesia (BI), serves as the scripless securities settlement system
dedicated to facilitating the settlement of government securities and Bl certificates. All
government securities are dematerialized and transferred through book entry form via BI-SSSS. As of
2021, the total value of securities in BI-SSSS amounted to 4,841 trillion IDR. Direct participants in the
system include banks and KPEI. Primary market auctions are conducted in the BI-ETP system and
subsequently settled in BI-SSSS. Secondary market transactions originate from OTC trades on the
Bloomberg/Refinitiv System or organized OTC platform (SPPA) operated by the stock exchange
through KPEI. The BI-SSSS system settled securities leg and cash leg in the BI-RTGS based on a Delivery
versus Payment (DvP) model 1.

BI-SSSS boasts a robust legal and regulatory framework, encompassing key legal aspects such
as Bl's legal authority to operate the system, dematerialization, book entry transfers, finality,
irrevocability, netting, segregation, protection of customers rights, DvP and DvD, and the right to
collateralized assets.

While liquidity and credit risks within BI-SSSS are mitigated, potential enhancements to the
system include applying limits on accepted securities as collateral based on maturity, reviewing
haircut rates annually, and modifying practices for Repo agreements and pledging. This could involve
marking collateralized securities to market daily and initiating a margin call if the collateral's value falls
below the borrowed funds.

Settlement arrangements within the system are deemed adequate, with all securities transactions
settling on a gross basis. The cash leg settles in the BI-RTGS system based on DvP model 1, and all
transactions settle in central bank money.

BI-SSSS incorporates comprehensive rules, procedures, and controls, prohibiting overdrafts and
debit balances for participants. Securities are dematerialized and transferred in book entry form,
with segregation between Bl and MoF assets from one side and participants’ assets on the other side,

! This Technical Note was prepared by Ahmed Faragallah and Maria Teresa Chimienti, WBG.
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as well as between each participant's holdings and their clients' holdings. A daily reconciliation process
ensures the accuracy of securities holdings.

Financial default management arrangements, however, are dispersed among different rules,
regulations, and guidelines. Documentation related to a participant's default lacks clarity, especially
concerning aspects such as the treatment of proprietary and customer positions, actions by non-
defaulting participants, and mechanisms to address defaulting participants' obligations to their
customers. The guidelines on Bl operated systems’ default are a good step, however, it should be
approved, communicated to participants, and tested. The testing of financial default processes has not
been adequately addressed within BI.

The operational risk management framework for BI-SSSS is well-established, with
comprehensive policies, governance, and practices to manage operational risks. The Board of
Governors plays a defined role in addressing operational risks, including IT security risks. Possible risk
cases within the RCSA may be extended to cover more cases of risks. The system has backup and
disaster recovery sites, and business continuity drills are conducted more than once a year. Measures
are in place to safeguard system security, encompassing physical security. Operational reliability
objectives have been set for the system. Cybersecurity risks and endpoint risks are addressed in a
separate note, specifically the BI-RTGS system assessment.

List of Prioritized Actions

Principle Recommended Action Owner Term Priority

3 Interdependencies with KSEI, as a service provider to its | Bl Medium Medium

participants via BI-SSSS, should be integrated within the

RCM/RCSA.
4 Applying limits to specific securities based on maturity | BI Medium Medium
4 Annual review of haircut rates by the Bl B Short High
5 A margin call should be initiated by the system | BI Medium High

automatically

7 Features, such as offsetting or transaction priorities, | Bl Medium Medium
might be applied within the BI-SSSS

7 Extending working hours of BI-SSSS to close with the BI- | Bl Short High
RTGS
7 Facilitate the trade reporting process to both Bl and OJK | BI Medium Medium

so that the process is not cumbersome.
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7 Examine the possibility for applying a netting | Bl Long Medium
arrangement for the settlement of securities to reduce
liquidity needs.

13 Develop and approve consolidated | BI Short High
procedures/guidelines dedicated to financial default
management

13 Test the default management process of a system | BI Short High
participant regularly

17 Extend RCSA by adding more risks and risk mitigation | Bl Short High
measures

18 Define Investment banks as indirect participants and | Bl Medium Medium
request segregation of their clients’ assets from their
assets

22 Migrate the system messages to 1SO20022 BI Medium High

23 Publish the BI-SSSS disclosure framework BI Short High
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I INTRODUCTION:

Assessor and Objectives

1. This technical note (TN) provides an assessment of the BI-SSSS system based on
CPMI/IOSCO PFMI. The assessment was undertaken in the context of the International Monetary
Fund and World Bank Financial Sector Assessment Program (FSAP) of Indonesia in October
2023. The assessors were Ahmed Faragallah and Maria Teresa Chimienti of the World Bank’s
Payment Systems Development Group. The assessors would like to thank Bank Indonesia for
the excellent cooperation, candid discussions, and generous hospitality.

2. The objective of the assessment is to identify potential risks related to the BI-SSSS as an
FMI that may affect financial stability. While safe and efficient FMIs contribute to maintaining and
promoting financial stability and economic growth, they may also concentrate risk. If not properly
managed, FMIs can be sources of financial shocks, such as liquidity dislocations and credit losses, or a
major channel through which these shocks are transmitted across domestic and international financial
markets.

Scope of the Assessment

3. The scope of the assessment includes BI-SSSS system assessment. This technical note does
not provide a detailed assessment of BI-SSSS in the form of a Report on Observance of Standards and
Codes (ROSQ), but it uses the CPMI/IOSCO Principles for Financial Market Infrastructures (PFMI), to
assess the risks without assessing the observance to each principle and key consideration, and without
providing ratings. The report follows the PFMI principles’ structure and is organized in a way that
groups a number of principles under a certain category. The last section of the report provides
recommendations based on the findings of the assessment.

Methodology and Information Used for the Assessment

4. The information used in the assessment includes relevant national laws, regulations,
rules, and procedures governing the BI-SSSS system and other available material. Other available
material included annual reports; self-assessments; responses to the World Bank questionnaire;
websites from the regulators, overseers, supervisors, operators, and stakeholders; and other relevant
documents. In addition, interviews were held with Bank Indonesia in its role as operator and overseer
of the BI-SSSS system. The assessment also benefited from discussions with BI-RTGS/BI-SSSS
participants.

5. Bl conducted a self-assessment to the BI-SSSS system. Bl prepared a self-assessment of the
system, together with BI-RTGS and assessment of responsibilities. However, the assessors preferred to
write the BI-SSSS assessment in the form of a TN, rather than a detailed ROSC assessment, as agreed
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earlier with the Indonesian Authorities for the BI-SSSS assessment. However, the assessors benefited
from the Bl self-assessment.

6. The assessment is based on information available in October 2023. Information available
after October 2023 has not been considered in determining the TN.

Overview of the Payment, Clearing, and Settlement Landscape

7. Indonesia’s payment, clearing, and settlement infrastructure consists of a relatively large
number of interconnected infrastructures, with BI-RTGS at the center (see Figure 1). BI-RTGS
system is the country’s only funds transfer system for large-value (above IDR 100 million) and urgent
payments and is the national payment system (NPS)’s backbone infrastructure. BI-RTGS is instrumental
to monetary policy operations and the functioning of the money market and provides final (money)
settlement for other FMIs — among which are Bank Indonesia’s Scripless Securities Settlement System
(BI-SSSS) and the private securities CSD/SSS (KSEI) as well as the retail payment systems, such as BI-
operated fast payment system (BI-FAST) and National Clearing System (SKNBI) as well as ATM/cards
clearing arrangements. Indonesian authorities are in the process of developing a trade repository (TR)
and authorizing a central counterparty for interest rate and FX derivatives as well as money market
and foreign exchange market products.

Figure 1: Indonesia’s payment, clearing, and settlement system
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8. BI-RTGS is owned and operated by Bl; in 2022, BI-RTGS settled transactions for IDR
201,861 trillion, equivalent to 9.8 times Indonesia’s gross domestic product. BI-RTGS settles
payments in real time and on an instruction-by-instruction basis in local currency. Currently BI-RTGS
has 134 participants, including 126 banks, and eight other institutions (FMI/payment system
operators). BI-RTGS was first launched in 2000; the current system is the “second generation” (Gen )
BI-RTGS, which began operations in 2015. BI-RTGS System Gen Il introduced several new and
enhanced features compared to Gen |, with a view to: (i) improving liquidity management, through the
new liquidity saving mechanism (LSM), automatic gridlock resolution, and throughput guidelines; (ii)
expanding the system'’s availability by extending operating hours and increasing the processing
capacity; (iii) introducing advanced monitoring and reporting capabilities, enabling real-time tracking
of transactions and comprehensive reporting — among others. The gradual development of BI-RTGS
demonstrates Bl's commitment to improve Indonesia’s payments system, in line with the strategic
goals outlined in the BSPI and BPPU 2025 blueprints. Transaction values have been growing steadily
see Figure 2); transaction volume patterns have been affected by the implementation of a minimum
(“floor”) transaction value (2015) and the impact of COVID-19 (2020).

Figure 2: Volume and value of transactions in BI-RTGS
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Source: Bl, September 2023

9. Indonesia’s retail payment system is characterized by three main systems/platforms:
SKNBI, NPG, and BI-FAST. SKNBI is an electronic fund transfer system that provides clearing services
for direct debits and credit transfers and has been operating since 2005. SKNBI was revamped fist in
2015 (Gen 1l SKNBI) and further improved in the following years to increase the number of settlement
cycles (currently nine) and transaction limits (for credit transfers) as well as to reduce fees. The National
Payment Gateway (NPG) is characterized as an ecosystem that connects various electronic payment
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instruments offered by domestic banks. NPG was designed to support government payment programs,
including government-to-person (G2P) transfers, toll payments, transit payments and e-commerce.
NPG operators include (i) standards institutions — tasked with developing and managing standards to
ensure interconnection and interoperability as well as security, (ii) switching institutions — tasked with
transaction data processing, of which there are four designated by BI, and (iii) a services institution,
tasked with several functions from settlement to fraud prevention, and dispute resolution, among
others. In 2021, Bl launched BI-FAST, Indonesia’s fast payment system (FPS). The system has adopted
a real-time gross settlement model and set a limit of IDR 250 million per transaction. BI-FAST supports
a broad range of payment instruments (credit transfers, card-based instruments, and electronic money)
and payment initiation channels. Furthermore, in 2019 Bl and the Indonesian Payment System
Association (ASPI) launched QRIS, a standard QR code for electronic payments — whether based on
credit transfers, debit cards, credit cards and/or e-money — which has been adopted by more than
eighty payment service providers (PSPs).

10. BI-SSSS provides registry, custody, clearing, and settlement functions exclusively for
government securities issued by the Ministry of Finance (MoF) and certificates issued by Bl. All
government securities are dematerialized through BI-SSSS. As of 2021, the total value of securities in
BI-SSSS amounted to 4,841 trillion IDR. BI-SSSS utilizes an indirect holding system, whereby securities
holders are identified only at the level of their custodian bank. BI-SSSS settle primary market
transactions via BI-ETP — Bl-operated electronic trading platform for monetary operations and
government bond auctions — and over-the-counter (OTC) secondary market transactions. Indonesia’s
secondary market for government bonds is largely OTC, whereas a small share of trades take place on
the Alternative Market Trading System (SPPA) operated by Indonesia’s stock exchange (IDX). For SPPA
trades, Bl appointed KPEl to clear these transactions, whereas settlement takes place in BI-SSSS’
participants’ accounts. KSEl is a participant in BI-SSSS, acting a sub-registry, enabling its participants
to settle government bond transactions in BI-SSSS. BI-SSSS eliminates principal risk through delivery-
versus-payment (DvP) model 1. The system was upgraded in 2015 (BI-SSSS Gen Il). Government bond
auctions and monetary policy operations are conducted through BI-ETP, Bl-operated electronic trading
platform that solely covers BI transactions with banks.

11. Private securities custody, clearing, and settlement systems are managed by KPEI and
KSEl. KPEl acts as a central counterparty (CCP) for exchange-traded equities and fixed-income
securities; it also clears government bond trades via SPPA (see above). KSEI operates the CSD/SSS for
private securities (C-BEST) and holds an account in BI-SSSS (see above). Both KPEI and KSEI are self-
regulatory organizations (SROs) along with the IDX.

12. In November 2022, Bank Indonesia published a white paper on central bank digital
currency CBDC - called “digital Rupiah” — and launched “Project Garuda”.? CBDC is envisaged as
a way to maintain monetary and financial stability within the digital ecosystem, as a response to digital
disruption and the emergence of crypto-assets as well as to accelerate the integration of the digital

2 See Bank Indonesia, “Project Garuda: Navigating the Architecture of Digital Rupiah”, November 2022, available at
this link.
In January 2023, Bl issued a consultation paper to solicit stakeholders’ views on the w-Digital Rupiah cash ledger.
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economy and finance. Digital Rupiah would be issued in two types — wholesale (w-Digital Rupiah) and
retail (r-Digital Rupiah) integrated end-to-end?, support programmability and be equipped with offline
functionality, among others. The technology architecture contemplates three layers — technology
platform, digital asset, and use cases; notably, the digital asset layer comprises CBDC as well tokenized
securities. The project is expected to be implemented in three phases: (i) in the immediate phase, w-
Digital Rupiah experimentation will be commenced; (ii) in the intermediate phase, w-Digital Rupiah
use cases will be expanded to include a broader range of financial market transactions (e.g., interbank
money market and monetary policy operations); (iii) in the final phase/end state, the concept of
integrated end-to-end w-CBDC and r-CBDC will be tested.

Regulation, Supervision, and Oversight of FMIs

13. Bl is the regulator and overseer of Indonesia’s payments system, including BI-SSSS,
whereas OJK oversees capital market FMIs. The Bank Indonesia Act entrusts Bl with maintaining the
stability of the payment system. To this end, the law empowers Bl to regulate and safeguard the
smooth functioning of the payment system. Bl has articulated the regulatory framework for payment
systems through PBls — PBI No. 22/23/PBI/2020 — PBI Payment System, and PBI No. 23/7/PBI/2021
concerning Payment System Infrastructure Providers —PBI PIP as well as PADGs. Bl conducts oversight
of payment systems and BI-SSSS, through the Payment System Policy Department (DKSP) and Financial
Market Development Department (DPPK), respectively. Oversight of BI-RTGS and BI-SSSS emphasize
the observance of the PFMI, optimal operational performance and liquidity conditions. Bl also
regulates and supervises payment infrastructure providers (PIPs) and payment service providers (PJPs).

14. Bl cooperates domestically with OJK and other relevant authorities through bilateral
agreements and multilateral fora. Internationally, Bl cooperates with the Hong Kong Monetary
Authority (HKMA) for the oversight of BI-RTGS-USD CHATS PvP arrangement.

3 The cycle of Digital Rupiah includes issuance, distribution, collection, and redemption. Bank Indonesia issues w-
Digital Rupiah to wholesalers and non-wholesalers. Only wholesalers have the right to convert their w-Digital Rupiah
into r-Digital Rupiah, as well as distributing them to retailers and/or end users. The process ends with the collection of
r-Digital Rupiah into w-Digital Rupiah, followed by redemption of the latter.
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N BI-SSSS ASSESSMENT

15. BI-SSSS is the scripless securities settlement system operated by Bank Indonesia (BI)
and dedicated to settling the government securities and Bl certificates. Besides BI-SSSS, C-Best is
the second SSS in Indonesia dedicated to settling the private sector debt instruments, mainly bonds
and equities. The BI-SSSS system is operated by the DPSP Department within BI, while it is under the
supervision of the DPPK Department of the Bl. The system undergoes risk assessment and audit by the
risk management unit, and the internal audit, respectively, while an external audit is performed by
Indonesia Supreme Auditor as an external auditor. Three types of participants could join the system; i)
the system owner and operator is Bl; ii) the issuers are mainly the Bl and Treasury, even with the
treasury, Bl acts as an agent of the issuer; iii) custodians in the system are either Bl as the custodian
and registry of direct participants, while banks and other custodians act as a sub-registry, providing a
custody function to their clients. At this stage, banks act as direct participants, custodian banks and
KSEl act as sub-registries for government bonds. KSEI, in a separate function, provides the ISIN number
for both government securities and Bl certificates. For any participant to function as sub-registry, the
Bl requires the participant to be licensed from OJK as custodians for at least three years.

Figure 3: Volume and value of transactions in BI-SSSS
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16. The BI-SSSS exclusively provides notary and settlement functions for government
securities issued by the Ministry of Finance, and certificates issued by the Bl. Government
securities are referred to as (SBN), and they are categorized as conventional bonds (SUN) and sharia
compliant bonds (SBSN). Both conventional and sharia-based bonds could be issued with maturities
above one year, being a coupon based, or below one year in a discount based or fixed coupon bonds
form. The government issues as well foreign currency bonds in United States Dollars and Euro. Bl issue
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different types of certificates, including SBI that are short -term debt that can be transacted to non-
banks, SDBI that can be traded only between banks, and SBIS that are sharia compliant certificates that
are not tradeable, all are securities that are issued without an underlying asset. Meanwhile, Bl issues
SUKBI certificate and SRBI certificates with underlying assets for issuance, typically government bonds.
SRBI Certificates are issued with maturities of 6, 9, and 12 months.
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Figure 4. Total Value of Securities held in BI-SSSS (in Million Rp)

Total value of securities held in BI-SSSS (Million Rp)

5,000,000,000

4,000,000,000

3,000,000,000

2,031,914,298

4,685,845,452

3,876,459,595

2,747,839,540

2,322,668,428
2,000,000,000
1,000,000,000
377,979 I 229,392, 224,394, 148,315, 154,977,
0 | |

2017

2018 2019 2020 2021

B Short-term paper M Bonds

Source of data: Bl Web site, September 23

Page |14



17. The primary market for issuance of bonds and certificates typically operates through
auctions that are operated in the BI-ETP system. All primary markets for other open market
operations or foreign exchange market operations are operated through the BI-ETP system, whereas
foreign exchange market operations are operated through Refinitiv Eikon (Auction Platform) or
Refinitiv FXT (Bilateral Trading Platform). Government bond auctions are opened to registered dealers
including non-banks. BI certificates auctions are open for all BI-OMO participants. As of September
2023, SRBI auctions take place twice a week while SUKBI auctions take place three times a week with
T+0 settlement. Government bonds auctions take place once a week with T+2 settlement. Government
bonds are issued as new issuance or reopen of an existing issue. The auction acceptance both
competitive and non-competitive bids. There are no specific restrictions on non-competitive bids, such
as restrictions on types of bidders or percentage of non-competitive bids. Bl operates the auctioning
process on behalf of the Ministry of Finance, which makes decisions about the accepted rate and
amount of the bid.

18. The supported instruments within the secondary market are outright, REPO, transfer,
pledge, and securities lending. Trading among participants in the secondary market could happen
through Bloomberg screens, OTC trades including those that can be confirmed through Refinitiv tools,
or through SPPA facility in the stock exchange. Outright transactions are typically settled based on
DvP, the two transactions coming from the seller and buyer need to be matched before settlement,
however, transactions coming from the SPPA platform are locked-in trades where no matching is
required. REPO transactions settlement is based of DvP as well. There are two types of REPO
transactions, i) Sell-Buy-Back (SBB), where a full transfer of ownership of securities is performed,
however the right on coupon is either transferred to the buyer or kept with the seller based on the
agreement of both parties; ii) collateralized borrowing (CB) where transfer of ownership does not
happen and securities are just marked in a sub-account specific for “collateralized borrowing” owned
by the seller; CB-REPO transactions are mostly used for sharia compliant securities. In both types of
REPO transactions, the two counterparts send a single transaction to enforce the first leg of the REPO,
while the system automatically generates the second leg of the REPO transaction. Transfers are the
third type of transactions, and they are full transfer of ownership that is free of payment, which can
happen between banks, or between a bank and one of the clients. Pledge transactions, as well, are free
of payment, however there is no full transfer of ownership. In type one of pledge, securities stay in the
collateral giver sub-account associated to pledge transactions, -different from CB-REPO sub-account-
, however in type two, securities move to the collateral taker and put in a sub account specialized for
Pledged securities. Finally, Securities lending transactions are performed either via DvP or DvD; the
MoF performed securities lending by the issuer in exceedingly rare cases to avail specific securities to
a participant, meanwhile, securities lending secondary market is not active among banks. According
to Figures 5 and 6, most transactions are settled on a DvP basis.
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Figure 5. Number of Transactions in Thousands Figure 6. Value of Transactions in Trillion Rp
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Source: Bl data, October 2023

19. Holding model in the BI-SSSS is indirect, banks acting as custodians (sub-registry) for
their own clients would keep the details of the clients and their accounts in an omnibus account
model. However, holdings of the banks are segregated from their clients and banks report clients’
holdings based on the categories of the clients. The BI-SSSS system holds government securities issued
by the Indonesian MoF in USD currency. These securities represent a domestic government debt in a
foreign currency. The system settles the cash leg of these securities trades in the BI-RTGS in the USD
accounts of participants.

20. Banks trade government securities mostly through Bloomberg or Refinitiv with other
banks, for themselves or on behalf of their customers. Interbank trades are required to be
registered before settlement into the OJK reporting system, then entered to the BI-SSSS for clearing
and settlement, and finally entered into the Bl transactions repository. Banks may agree on the trade
on any over the counter approach, not necessarily using Bloomberg trading screens or Refinitiv
confirmation platform. A different trading venue would be through the Alternative Market Trading
System (SPPA) operated by stock exchange, where investors would appoint agents to trade in
government bonds. KPEI would perform the role of the clearing house, where traded securities would
move to KPEl account in BI-SSSS, if the trade engage clients belonging to two custodians, the securities
settlement would take place on the BI-SSSS, and cash settlement leg would be settled through
associated banks in the BI-RTGS.
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21. Securities within REPO or pledge transactions are marked to market. Two pricing
indicators are available in the Indonesian market. IDMA (Inter Dealer Market Association) used
Bloomberg data, to provide a pricing indictor used by the Bl for its operations, including the intraday
liquidity facility (FLI). However, Indonesian Bond Pricing Agency (IBPA), a self-regulatory organization
that have been established by OJK, provides another market pricing reference for government
securities. Banks have to mark to market according to POJK No.9/POJK.04/2015 on Repurchase
Agreement Transaction Guidelines for Financial Services Institutions. IBPA provides a yield curve for
government securities pricing. For BI certificates, pricing is based on a theoretical pricing approach, -
mainly based on an equation-.

Source: Bloomberg

General Organization

22. The legal and regulatory framework for the BI-SSSS is constituted of the following laws,
regulations, system rules, and agreements,

e Law of the Republic of Indonesia number 24, year 2002, concerning Government
Securities (GS Law),

e Law of the Republic of Indonesia number 19, year 2008, concerning State Sharia Bonds
(Sharia Bonds Law)

e Law of the Republic of Indonesia number 4 of 2023 concerning Developing and
Strengthening the Financial Sector (Financial Sector Development -FSD- Act)

e Bank Indonesia Regulation number 17/18/PBI/2015 concerning Bank Indonesia
operated systems for management of transactions, administration of securities, and
real-time fund settlement. (PBI Bl operated systems)

e Bank Indonesia Regulation number 6 of 2023 on Money Market and Foreign Exchange
Market (PBI MM-FX)
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e Board of Governance Regulations number 20/4/PADG/2018 about Administration of
Securities through Bank Indonesia- Scripless Securities Settlement System (PADG BI-
SSSS) and its amendments (3 amendments)

e Regulation of member Board of Governors number 20/2/PADG/2018 on mechanism
of intraday liquidity facility use. (PADG FLI)

e Regulation of the members of the Board of Governors number 7 of 2023 concerning
changes of Regulations number 22/25/PADG/2020 concerning criteria and
requirements for securities in monetary operations (PADG Securities MO)

e Financial Services Authority (OJK) Regulation Number 9/POJK.04/2015 concerning
guidelines of Repurchase Agreement Transaction for financial services institution. (OJK
Repo Regulations)

¢ Global Master Repurchase Agreement Indonesia (GMRA)

23. BI-SSSS performs both CSD and SSS functions. The material aspects relevant to the system
would include the legal basis for the following aspects, i) powers of Bl to operate a SSS, ii)
dematerialization and book entry, iii) settlement finality, iv) non-existence of zero-hour rule, v)
segregation, vi) protection of customers’ assets, vii) DvP and DvD. The following sections would
address each of the relevant legal aspects.

Powers of Bl to Operate an SSS

24. The Government of Indonesia designates Bank Indonesia to administer the activities of
securities settlement systems including ownership, clearing, and settlement. Bank Indonesia has
the responsibility to develop, regulate and supervise the money market, FX market, and
derivatives transactions. As per Article 12. (1) of the GS Law "Bank Indonesia shall perform the
administrative activities, including ownership registration, clearing and settlement, and shall serve as the
agent for the interest and principal payment of Government Securities.” Actually, the FSD Act provides
wider authority to Bank Indonesia, to develop, supervise, and regulate the money market, meanwhile,
the Act requires Bl to coordinate with OJK, DIC, and the government. Articles 27 to 29 of the FSD Act
states that “(7) In order to support monetary policy, Bank Indonesia is authorized to develop, and
supervise the Money Market, Foreign Exchange Market, and derivative transactions. (2) In carrying out
the regulatory authority, supervision, and development ... Bank Indonesia shall conduct joint discussions
with the Government, the Financial Services Authority and the Deposit Insurance Corporation in
accordance with their respective authorities”, and that “Every issuance of Money Market instruments ...
must first obtain a permit from Bank Indonesia.” Meanwhile, Article 12 of GS Act states that Bl acts as
the administrator to carry out administrative activities covering the recording of ownership, clearing
and settlement as well as the agent to interest on and principal of state debt securities. And Article 21
of Sharia Bonds Act states that Bl acts the administrator to carry out administration matters, such as
the ownership registration, clearing and SBN settlement for both SBSN issued directly by the
government and by the SBSN issuing company.
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Dematerialization and Book Entry

25. Securities issued in Indonesia can be dematerialized and can be transferred through
bookkeeping. Article 45 of the FSD Act states that “The issuance, administration, recording, and
transfer of ownership of securities in the Capital Market as well as money market and foreign exchange
market instruments may be carried out scripless. Securities in the Capital Market as well as money market
and foreign exchange market instruments issued scripless ...., including the process of administration,
recording, and transfer, may become valid legal evidence as stipulated in the laws and regulations” The
elucidation of this article refers specifically to the BI-SSSS as an example of scripless systems, as follows,
“The term "scripless" means the electronic issuance, administration, recording, and/or transfer of
ownership of financial instruments using the system. Examples of electronic issuance, administration,
recording and/or transfer of ownership of financial instruments using a system include the Bank
Indonesia- Scripless Securities Settlement System (BI-SSSS). Scripless transfers include transfers of all
rights arising from financial instruments including collection rights.” Meanwhile, Article 55 of the same
Act confirms the bookkeeping as a valid way to transfer ownership of securities. The article reads
"Settlement of Securities Transactions is carried out by bookkeeping settlement, physical settlement, or
other means requlated in the Financial Services Authority Regulations." The term "Bookkeeping*” is
explained in the elucidation as “the fulfillment of rights and obligations arising as a result of a Securities
Transaction carried out by subtracting Securities and/or funds from one Securities account and adding
Securities and/or funds referred to in a Securities account. Others to the Custodian, which in this case
can be done electronically.”

Settlement Finality

26. Finality has been defined in the FSD Act to be final if the transaction has met the
requirements. In the elucidation of Article 40, it refers to the transfer of securities to settlement
accounts, or transactions that have been carried out through trading facilities in the secondary market.
The Act refers to the associated regulations to regulate the finality. The PADG BI-SSSS explains that
final settlement is the debiting and crediting of securities on the associated accounts. Despite neither
the Act nor the regulations refer to the point of time where settlement is considered final, the definition
of securities settlement in the regulations brings enough evidence on the point of time. The legal
evidence for finality is explained further in the coming paragraphs.

27. The conditions applicable by the FSD Act for the settlement finality are clear and legally
acceptable. Article 40 of the FSD Act, states that “(1) The Settlement of securities transactions in the
Capital Market as well as money market and foreign exchange market instruments in the financial
market adheres to the principles: a. settlement of securities transactions ... that have met the
requirements, are final and binding;” The elucidation of this point explains that final means final
settlement and requirements refer to the transfer between accounts, as follows “The principle of
settlement of securities transactions ... that have met the requirements and are final and binding (final

4 The term “bookkeeping” in the article has been replaced by “book entry” in the elucidation.

Page |19



and binding settlement) is a principle that securities .... those who have transferred securities accounts
... to transaction settlement facilities and securities depository ... (central custodian), or other parties,
are final and irrevocable. The requirements for securities transactions ...that are final, and binding (final
and binding settlement) will be further regulated in the Financial Services Authority Regulations and
Bank Indonesia Regulations.” Further to that point (3) of the same Article states that “Securities
transactions ... that have met the requirements must be completed and cannot be canceled”. This point
is further explained in the elucidation that “The term "securities transactions in the Capital Market and
Money Market and Foreign Exchange Market instruments that have met the requirements” are
securities transactions ... carried out through trading facilities in the secondary market”. Hence the
requirements are explained in three ways, “have transferred securities accounts,” “carried out through
trading facilities in the secondary market”, and “will be further regulated in OJK and Bl regulations”.

28. The PADG BI-SSSS states that securities settlement is final, and states the point of time
for finality. Article 91, point (8) of the regulations states that “Settlement in BI-SSSS is final and
irrevocable”. However, Article 1 provides further explanation to the meaning of settlement, “Settlement
is the process of final settlement of financial transactions through debiting and crediting settlement
accounts, securities accounts, and/or other accounts at Bank Indonesia”. Meanwhile, settlement is
clarified further as the debiting and crediting of securities accounts, as follows, “Securities Settlement
is the activity of debiting and crediting securities accounts in the context of Administration.” The
definition of settlement refers to the debiting and crediting of securities accounts which refers to the
point of time for final settlement, as the point of time where credit and debit on the securities accounts
take place.

Non-existence of Zero-hour Rule

29. The FSD Act refers clearly to the non-existence of zero-hour rule. Article 40, point (2) states
that, “Securities transactions ... that occurred before the bankruptcy declaration judgment was
pronounced as stipulated in the law on insolvency and the postponement of debt repayment
obligations shall be settled as if insolvency had not occurred”. The elucidation explains further the
point of time of declaring bankruptcy, and the meaning of “as if insolvency had not occurred.” The
elucidation states that, “the time for pronouncing the bankruptcy declaration decision is hours,
minutes, and seconds on the date of pronouncing the bankruptcy declaration decision according to
the time prevailing at the local Commercial Court. The term "as if no bankruptcy had occurred" is that
the debtor still has power over the bankrupt assets.”

Netting
30. The FSD Act provides legal certainty for netting the rights and obligations coming from
clearing multiple securities transactions to produce net results. However, all transactions in the BI-

SSSS are settled on gross basis, hence, analyzing the legal certainty of the netting arrangements may
not be practical.
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Segregation

31. The mandate to segregate the assets of the BI-SSSS participant from the assets of the
participants’ clients can be found in PBl Bl operated systems. Article 29 of the referred
regulations state that “(3) Sub-Registry is obliged to separately record customers Securities and the
Sub-Registry s Securities. (4) Sub-Registry is forbidden to maintain any Securities Account for and in
the name of the Sub-Registry itself, the board, shareholder, and management.” No specific
requirements for segregation exist in the FSD Act. However, The Capital Market Act states in Article 37
that customers’ securities should be segregated from the account of the securities’ company.

Protection of Customers’ Assets

32. Enforcing the segregation of customers’ accounts from the custodian’s account is further
enforced in the case of insolvency of the custodian. As Article 44 — paragraph 2 and 3-, of the
Capital Market Act states that “(2) the entrusted securities must be recorded and recorded separately.
(3) Securities deposited or recorded in the custodian securities account are not part of the custodian's
assets.” The elucidation of paragraph 3 states that “Since securities deposited or recorded in the
securities account are not the property of the custodian, such Securities cannot be taken or confiscated
by the custodian's creditors. In the event that the custodian is insolvent, all securities deposited with
the custodian shall not be included in the insolvency estate and shall be returned to the account holder
concerned.” Similarly, the elucidation of paragraph 1 of Article 37 clarifies that, “Because the customer's
securities are not part of the assets of the securities company, in the event that the securities company
concerned is bankrupt or liquidated, the customer's Securities are not part of the bankruptcy assets or
liquidated assets. Thus, all creditors or other parties who have billing rights against the securities
company do not have the right to claim customer securities managed by the securities company”.
Finally, the rules for turning a participant status to closed within PADG BI-SSSS, states in Article 45 that
the sub-registry within BI-SSSS would transfer the securities owned by the customer to another sub-
registry.

Collateral Management

33. BI-SSSS does not accept collateral from participants as part of its activities, hence, the
system is not exposed to risks in this respect. However, BI-SSSS participants execute repo contracts
among themselves, which are settled through BI-SSSS. Furthermore, Bl accepts government securities
as collateral in the context of FLI and monetary operations. In the following paragraphs, we analyze
the legal basis for collateral arrangements, mainly the legal rights on collateralized assets in case of
insolvency of the collateral provider. It should be noted that there are multiple types of collateral
management arrangements that take place on the BI-SSSS. Under the Bl FLI regulations and the
bilateral agreement between Bl and participants, extending credit takes place either through SBB Repo
transaction for government securities, or CB Repo transaction for Bl certificates. While under OJK Repo
regulations and the OJK GMRA agreement, participants perform SBB Repo among themselves.
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34. There is legal recognition for Repo transactions and sell-buy-back transactions where a
full transfer of ownership is performed from the collateral giver to the collateral taker. A Repo
transaction and a repurchase agreement have legal basis. For instance, Article 36A paragraph 1, point
(b) of FSD Law, states that buying/reversing repo (repurchase agreement) is one method to manage
financial system stability by BI. Similarly, the elucidation of Article 10 — paragraph 7, point (c), states
that Repo transactions is one way of carrying out monetary operations. Meanwhile, in a sell-buy-back
transaction, the first leg of the transaction transfers securities from borrower (collateral giver) to lender
(collateral taker). Hence, in case of insolvency of the collateral giver, the right to the collateralized asset
is transferred to the collateral taker. Noting that Article 28 paragraph (2) of PBI BI-SSSS states that the
recording of securities ownership in the Central Registry and Sub Registry serves as a valid ownership
evidence of Securities. And Article 95 - paragraph 3, of PADG BI-SSSS states that “In SBB repo
transactions ..., the following provisions apply: a. ownership of Securities passes from the borrowing
Participant to the lending Participant”. Hence under SBB Repo within Bl transactions with participants,
the rights of the collateral giver or taker are guaranteed in case of insolvency of the other party.

35. In collateralized borrowing Repo transactions, the rights of the lender to the
collateralized assets are legally protected. Article 28 of PBI Bl operated-systems states that “In CB
repo transactions .., the following provisions apply, a. ownership of the securities remains in
participants borrowing funds”. Accordingly, there is no transfer of ownership. The elucidation of Article
28 -Paragraph 2-, of the PBI Bl operated system, states that” Recording of ownership of Securities from
Settlements of repurchase agreement (repo) collateralized borrowing and collateralization transactions
is not calculated as the lender or collateral receiver ownership.” However, the CB Repo transaction and
the holding of Bl certificates in a specific sub-account in favour of the Bl entail the creation of a lien to
the certificate to satisfy Bl rights. Based on Article 55 of the Insolvency Law “any Creditor holding a lien
(...) may exercise his right as if bankruptcy had not occurred.” Noting that all Bl certificates transactions
within the FLI arrangement are traded based on CB Repo. This means that the rights of the collateral
taker to the certificates in case the collateral giver went insolvent are legally protected.

36. Repo transactions among BI-SSSS participants are governed by the FSD Law and the OJK
Repo Regulations, where the OJK Repo regulations enforces the full transfer of ownership with
all Repo transactions. The definition of Repurchase agreement within the OJK Repo Regulations refers
to “Repo Transaction is a contract of selling or buying Securities with a commitment to sell or buy
them back at the appointed time and price.” Meanwhile Article 3- Paragraph 1-, of the same
regulations states that “Each Repo Transaction shall result in a change of ownership of Securities”. The
elucidation of the article states that “With the transfer of ownership, Securities traded is not a collateral
in the transaction, so it is not subject to re-characterization. The transfer of ownership of securities
sold under repo is followed by transfer of the rights attached to such Securities as dividends, coupons,
voting rights, and the Preemptive Rights. Beneficiary of such rights adheres the agreement between
parties as agreed in the Repo Transactions contract.” Paragraph 3 of the same article states that “In
the event of default in the Repo Transaction, the parties are obliged to settle their obligation in
accordance with the procedure of event of default settlement as well as the obligations and
entitlements engendered by it as referred to in Repo Transaction agreement”. Where the elucidation
of this paragraph states that event of default could mean a party in Repo transaction is in insolvency
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condition. The elucidation states that the obligations may arise from the maintenance margin, and
exposure to net margin. Accordingly, the rights of collateral giver and taker are protected legally under
OJK Repo transactions.

Delivery Versus Payment and Delivery Versus Delivery

37. From a legal perspective, the legality of DvP or DvD are considered to the extent there
is legal certainty for finality on both legs of linked transactions. For securities settlement or for
lending against collateral, settlement finality on the securities side, as explained earlier, is legally
certain. The finality on the Rupiah cash leg settlement in the BI-RTGS is assessed to be certain.
Therefore, both delivery versus payment and delivery versus delivery transactions have legal certainty
within the existing legal framework.

System Rules and Procedures

38. The BI-SSSS is governed by PBI Bl operated systems and PBI MM-FX, while the PADG BI-
SSSS constitutes main system rules, besides other rules such as PADG FLI, and PADG BI
Participants. For actions aiming at developing the financial market, Bl seeks feedback from the market
participants and other stakeholders through Indonesia Foreign Exchange Market Committee (IFEMC).
Meanwhile, during the regulation drafting process, Bl consults the system participants, and relevant
associations such as Indonesian Custodian Banks Association (AKBI), and Indonesian Payment System
Association (ASPI). These actions are stipulated in Article 28 of PBI Regulation Establishment in Bl. The
draft regulation undergoes legal review by internal legal counsel of the Legal Affairs Department of Bl
to ensure the harmonization with relevant laws and regulations, according to Article 18 of PBI
Regulation Establishment in Bl. In addition, Bl coordinates with relevant authorities such as OJK, MoF,
MCIT, and Ministry of Trade (MoT), through the Indonesian Payment System Forum. And to harmonize
with other laws and regulations, Bl consults with other relevant authorities such as OJK, MoF, and
Ministry of Justice and Human Rights (MJHR).

39. All regulations related to BI-SSSS including FAQ are available at Bl web site. To ensure
proper understanding of rules and procedures by the system participants, Bl arranges regular training
for candidates or participants as stated in Article 5 of PADG Bl operated systems. Bl also conducts
periodic meetings with participants and relevant stakeholders to review and update changes in rules,
procedures, and contracts, if any.

40. General rules and procedures related to the implementation of the BI-SSSS are regulated
through BI Regulation (PBI). At the same time, more technical rules and procedures are regulated in
Regulation of Board of Governors (PADG). Bl Regulation (PBI) are approved by the Bl Governor.
Furthermore, the provision must be promulgated in the state gazette of the Republic of Indonesia to
bind the public. As for PADG, they must be approved by the BoG member in charge of the BI-SSSS
operation. At the same time, there is a contract between BI, as the system operator, and each of the
participants, which is signed by the Bl official, in accordance with the authority regulated in the PADG.
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41. To ensure that Bl Regulations are implementable, within the formation process, the
regulation concept is prepared based on academic research, discussed in a legal review forum by Bl's
internal legal advisor and harmonized with the MLHR to ensure the harmonization and non-conflicting
with existing laws and regulations. This process satisfies the requirements for the formation of laws
and regulations in accordance with Formulation of Legislation Act and PBI of Regulation Establishment
in Bl. To ensure that the provisions of Bl regulations will not be voided, reversed or subject to stay, the
draft regulations are reviewed by Bl's internal legal advisor and harmonization with the MLHR. To date,
there has never been a decision of the court to cancel or reverse any provisions of Bl related to the BI-
SSSS. The BI-SSSS only operates in Indonesia’s jurisdiction.

42. BI-SSSS governance arrangements provide clear and direct lines of responsibility as well
as appropriate accountability mechanisms. BI-SSSS is owned, operated, and overseen solely by BI.
Governance arrangements of BI-SSSS promote the implementation of monetary policy and financial
system stability, as stipulated in the Bank of Indonesia Act. The Bank of Indonesia Act articulates the
main aspects of the governance of B, including the criteria for selecting board members, whereas
other aspects — e.g., the tasks of the Board of Governors, the division of responsibilities among board
members — are laid down in Bl internal regulations. Potential conflict of interest between the role of Bl
as the operator of BI-SSSS and its role as overseer of BI-SSSS is addressed through organizational
separation of the two functions up to level of board members. The BoG has established a risk
management framework based on international standards, with BI-SSSS designated as a system under
this framework. The role of the BoG in risk management is to determine principal and strategic risk
management policies, including: (i) Bl risk management framework and policies; (ii) main risks,
responses, and mitigation, including risk appetite; (iii) adding risks, or changing the type of risk; (iv)
handling the impact of a risk event that exceeds the risk appetite. While the BoG determines Bl's overall
risk appetite, risk limits and risk tolerance, policies are prepared in the business area and approved by
the relevant board member. For BI-SSSS, Bl utilizes the maximum tolerable period of disruption (MTPD)
and the Recovery Time Objective (RTO). Within BI, the Risk Management Department (DMR) and
Internal Audit Department (DAI) report to the Governor and members of the Board of Governor (ADG).
Bl Governance and Institutional Committee (KTKK) and Board of Governor Meeting (RDG) are
responsible for principle and strategic policy issues related to risk management and audit, among
others. KTKK oversees both risk management and audit functions, Finally, Bl has put in place various
mechanisms for consultation with participants, relevant authorities and other stakeholders on technical
aspects and new rules/regulations affecting Bl-operated FMIs, including BI-SSSS.

43. Bl developed a robust risk management framework that enables it to comprehensively
manage the risks associated with the operation of the BI-SSSS and is audited at least once every
two years. The main risk management policies are set out in the PDG No. 23/6/PDG/2021 regarding
Risk Management of Bank Indonesia (PDG Risk Management) and PADG No. 24/15/PADG
INTERN/2022 regarding Risk Management of Bank Indonesia (PADG Internal Risk Management). Bl
risk management framework is based on the concept of “lines of defense,” as follows:
i. The first line of defense is managed by the risk owners (operational departments) who are
responsible for implementing the business process and managing their own risks. Risk
owners’ tasks include, i) proposing risk responses, tolerance and limits to the BoG member
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responsible for the department, ii) determining the risk response in accordance with risk
limits and risk tolerance policy, iii) performing departmental-level risk management, iv)
preparing and updating the RCM and RCSA, v) submitting RCM annually and RCSA quarterly
to DMR, and vi) implementing a risk awareness culture in the department.

ii. The second line of defense is managed by DMR. The department tasks include, i) formulating,
implementing, evaluating, and developing the risk management framework and policies of
B, ii) developing the culture, strategy, methodology, and overseeing the implementation of
the risk management framework in Bl, iii) risk forecasting and tracking, iv) managing strategic
risk including through the four eyes principle in certain business processes, v) facilitating and
monitoring the implementation of Bl's risk management to promote the effectiveness of the
internal control function, vi) providing risk management advice, including by supervising
work units in the implementation of business processes, vii) providing data and information
related to the implementation of Bl's risk management to DAI, and viii) monitoring the
reporting and its quality of the of risk management results carried out by the first line of
defense.

iii. The third line of defense consists of the internal audit function, conducted by DAI. All Bl
departments - including DPSP, who operates BI-SSSS — monitor and manage their respective
risks using the Risk Control Matrix (RCM) and the Risk Control Self-Assessment (RCSA). Each
department must assign an Internal Control Officer (ICO) to facilitate and oversee risk
management implementation within the department. Risks identified through the RCM are
measured and evaluated on a quarterly basis through the RCSA. The risk owner uses the
RCSA to i) identify the risks, ii) determine risk levels based on potential impact and likelihood
across five levels — from very low to very high, and iii) develop a risk response (reducing,
avoiding, transferring, or accepting the risk) and a mitigation plan. RCSA results are reported
to DMR.

44. The risk management framework does not explicitly identify or cater for
interdependencies. BI-SSSS is integrated with BI-RTGS, whereby BI-RTGS is used to settle the cash
leg of the transaction in delivery-versus-payment (DvP) mode. KSEI, which operates the corporate
securities CSD, acts as a sub-registry for government bonds on behalf of its participants. As part of this
arrangement, BI-SSSS does not undertake credit exposures vis-a-vis KSEI. Separately, KSEl provides the
ISIN number for both government securities and Bl certificates. Even though the RCM/RCSA do not
explicitly cater for interdependencies, insofar as BI-RTGS and BI-SSSS are integrated and operated by
the same department, risk monitoring encompasses both. Both systems fall under the scope of BI-
wide risk management framework and business continuity planning. Interdependencies with KSEI, as
a service provider to its participants via BI-SSSS, should be integrated within the RCM/RCSA.

Credit and Liquidity Risk Management

45. BI-SSSS is a securities settlement system that settles government securities transactions
among participants, and between participants and the Bl. All transactions are settled on gross basis
within the system, based on DvP model 1. Such settlement mechanism, generally, would eliminate
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credit risks among counterparts, as transactions would be settled both on securities and cash legs
simultaneously, or settlement would be rejected if either leg was not settled. All REPO and pledge
transactions are performed in two stages, where the registration of the second stage transaction is
dependent on the settlement of the first stage. In cases where a transaction is rejected due to
insufficient securities or funds, the transaction is moved to the next business day for settlement,
however, participants can agree to cancel the transaction. For transactions cleared in the KPEI, there is
no clearing process on the BI-SSSS, and transactions reach the system as locked-in trades, however,
the settlement of securities leg and cash leg is still based on DvP model 1. In general, all system
transactions are settled based on DvP model 1 which eliminates the credit risk.

46. The BI-SSSS system does not provide credit to the participants. The Bl could provide credit
to the BI-RTGS participants against collateral in the BI-SSSS, any current or future risks associated with
the devaluation of collateral value (securities or certificates) would be considered under BI-RTGS risks
or the Bl monetary operations. All free of Payment transactions that has securities only leg does not
imply any credit risk. Further, BI-SSSS does not permit debit balances in the securities accounts, thus
mitigating any credit risk.

47. The BI-SSSS does not provide collateral to its participants, however the system manages
the collateral provided through different operations, for example, by the Bl within the FLI process,
the over-night lending operations, and the interbank REPO market. Within the FLI process, the BI-SSSS
evaluates the securities provided by banks as collateral to the Bl based on Bloomberg pricing
mechanism, collateral is selected from a pool of securities allocated by the participant bank, securities
are either transferred to the Bl through a REPO transaction or pledged in favor of the Bl in the case of
Bl certificates, collateral is released only if the participant pay back the borrowed amount before the
end of the day In interbank REPO market operations, banks must abide to the GMRA provided by OJK,
hence the BI-SSSS does not provide any securities valuation or specific collateral management
functions such as daily marking to market or margin calls.

48. Few practices for managing collateral could be enhanced to provide better risk
management to the BI-SSSS participants. Within FLI and other Bl lending facilities, applying limits
to specific securities based on maturity would provide better risk mitigation in avoiding fluctuation of
collateral value. Homogeneity among securities prices of Bl as extracted from Bloomberg system and
IBPA prices as advised by OJK would enhance market practices. Annual review of haircut rates by the
Bl would ensure a more dynamic rates that responds to market changes. Availing marking to market
and margin calls for securities used as collateral both in favor of Bl and within interbank market
operations would mitigate credit risks associated with prices volatility. Finally, the current regulations
allow the Bl to accept foreign sovereign securities issued by foreign governments, however, in practice,
such rule is not implemented. Bl states that the foreign sovereign securities are limited to open market
operations repo conventional transactions. Criteria for eligible foreign currency-denominated
securities in OMO include being issued by a foreign government cooperating with Bl, denominated in
accordance with the issuing country, recorded in the assets of OMO participants, having an
investment-grade rating, and not being subjected to any pledge.
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49. Liquidity risk arises in an FMI when it, its participants, or other entities cannot settle their
payment obligations when due as part of the clearing or settlement process. While settlement in
the BI-SSSS is exclusively performed based on DvP Model 1, and no settlement takes place based on
net basis, there is no possibilities of un-winding the net results, hence minimizing liquidity risks. The
BI-SSSS has a queuing mechanism so that transactions that have been matched would be queued
waiting for settlement, in case of non-availability of securities in the BI-SSSS or funds in the BI-RTGS.
A participant can solely cancel a transaction if it is not matched yet. Both participants can agree to
cancel a transaction after matching and before settlement. However, no other liquidity management
features, such as offsetting or transaction priorities, are applied within the BI-SSSS.

50. Applying a netting arrangement for the settlement of securities would reduce the
requirements on both securities and funds. The Bl may consider settling a certain percentage of the
government or Bl securities based on netting to reduce the overall liquidity requirements. However, a
detailed assessment for the need to settle securities or the associated funds based on a net scheme
would be required, before taking such a step. Settlement of net obligations between securities and
funds could be performed based on DvP model 2 or 3.

51. BI-SSSS is equipped with a monitoring system, and analytical tools. For example, Historical
and Real-Time Information System (HARTIS) and Enterprise Data Warehouse (EDW) for operator, and
monitoring tools in BI-SSSS Participant Platform (SPP) for participants that can be used to identify,
measure, and monitor its settlement and funding flow on an ongoing and timely basis, including
intraday liquidity, also provide various information regarding both individual and aggregate
transactions, such as frequency and volume of transaction, account balance, etc. BI-SSSS participant
may get position of securities ownership at any time within operational hours. Bl, as the system
operator, provides daily securities ownership balance report including detail mutation at the end of
the day.

Settlement

52. Finality of securities settlement is established legally in Article 40 of PPSK Law.
Meanwhile, the settlement finality in the BI-SSSS is regulated in PBI Bl operated systems and the system
rules as articulated in PADG BI-SSSS. For instance, PBI Bl Operated Systems Regulations states that
“Settlement through BI-SSSS is final” in Article 31. All transactions are settled in gross basis and no
netting is performed within the system. BI-SSSS participants receive real time confirmation of the time
of the settlement. The BI-SSSS participants can monitor the status of BI-SSSS transactions online.

53.  The specific point of time for finality is considered the point of crediting and debiting
the securities accounts. The regulations and rules of the BI-SSSS never clearly refers to the point of
time where the settlement is considered final. However, looking at the PBI Bl Operated Systems, Article
1 — point 6, defines settlement to be “the final settlement process of financial transactions by debit
and credit of Fund Settlement Accounts, Securities Accounts, and/or other accounts in Bank Indonesia”.
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This definition despite does not explicitly identify the point of finality, it considers that the point of
finality to be the point of settlement when crediting and debiting the securities in the accounts.

54. BI-SSSS is connected to BI-RTGS to settle the cash/fund to implement the Delivery versus
Payment Model 1 mechanism. BI-SSSS is designed to settle any transaction as long as both
participants have sufficient funds and securities during operational hours on the same value date. The
queued transaction could be canceled with the approval of both counterparties. The queued
transaction would be canceled at the end of the day if not settled during the day. There have been no
situations where settlement has been deferred.

55. The point of irrevocability in the BI-SSSS is the point of settlement. A transaction can be
cancelled unilaterally before matching, and as long as the counterpart has not sent the matching
transaction. After matching, a queued transaction, which has not been settled yet, can be cancelled by
both participants together. Unilateral revocation by a participant is not permitted at this stage.
Participants can cancel the transaction, together, if the settlement has not done yet. Settled
transactions are irrevocable.

56. Money settlement of the BI-SSSS system takes place in central bank money in the BI-
RTGS. All BI-SSSS transactions that have a cash leg are settled based on DvP, where settlement in of
securities leg and cash leg are performed simultaneously and in a synchronized way. Securities
transactions without a cash leg, such as FoP or DVD, do not have a cash settlement component. Few
BI-SSSS transactions have cash only legs such as coupon distribution and other free of delivery (FoD)
transactions. Settlement of cash leg for USD Securities is performed in the BI-RTGS, while noting that
the Bl is not the issuer of the USD currency, minimum risk could be considered due to settlement on
gross basis, based on DvP, and because the USD accounts in the BI-RTGS are dedicated to the
settlement of USD securities within the BI-SSSS.

Central Securities Depositories and Exchange-of-value Settlement Systems

57. The Bl takes certain measures to safeguard the securities within the BI-SSSS. For example,
the rules of the BI-SSSS within the PADG BI-SSSS provides detailed measures to safeguard the
securities within the system. Each participant would manage an account for the holdings of the
participant and another omnibus account for the holdings of the participants’ clients. The segregation
between the participant’s holdings and its clients’ holdings is imperative to protect the clients’ holdings
and prohibit the bank from receiving credit or providing collateral from within the clients’ holdings. B,
as the issuer or agent of the issuer, will issue securities in accordance with terms and conditions
delivered by the issuers. Within the securities issuance process, each stage requires dual control
approval. No securities can be deleted in BI-SSSS, and securities need to reach a maturity state and be
redeemed to the account of the issuer. However, even upon redemption, neither securities nor
transactions are deleted from the system. A daily reconciliation takes place on the system, where the
total issued securities are reconciled against the total holdings in all accounts to ensure full consistency,
and no discrepancy between the issuance and holding sides.
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58. Monitoring of securities accounts by the participants could be performed in multiple
ways. Participants monitor on-line their and their clients’ holdings on continuous basis, and the system
sends a notification to the participant informing that there has been a movement in their account due
to any transaction. In addition to that, participants receive account statements from the operator at
the end of every business day. Participants are required to reconcile balances of their accounts and
transactions as sent by participants against the BI-SSSS recorded transactions daily. The BI-SSSS system
and its books are subject to internal audit, once a year, and external audit regularly at least once a
year. CSD operation has complied with international standard for quality management system ISO
9001:2015. Finally, Bl is the official registrar for both government bonds and government sharia
securities. However, commercial banks act as sub-registries to record the holdings of their clients.

59. All government securities and Bl certificates are issued in dematerialized form. According
to Article 45 of DFS Act “The issuance, administration, recording, and transfer of ownership of securities
in the Capital Market as well as money market and foreign exchange market instruments may be
carried out scripless.” The explanation of the article in the associated Act states that “The term
"scripless” means the electronic issuance, administration, recording, and/or transfer of ownership of
financial instruments using the system. Examples of electronic issuance, administration, recording
and/or transfer of ownership of financial instruments using a system include the Bank Indonesia-
Scripless Securities Settlement System (BI-SSSS).” Meanwhile, Article 55, paragraph 1, of the DFS Act
states that “Settlement of Securities Transactions is carried out by bookkeeping settlement, physical
settlement, or other means regulated in the Financial Services Authority Regulations.” And the
explanation of the "book entry settlement” term is stated to be, “the fulfillment of rights and
obligations arising as a result of a Securities Transaction carried out by subtracting Securities and/or
funds from one Securities account and adding Securities and/or funds referred to in a Securities
account. Others to the Custodian, which in this case can be done electronically.” PBI of Bl-operated
systems in Article 28 states that, “(1) Recording and transfer of Securities ownership are conducted by
book entry by the Central Registry and Sub-Registry. (2) Recording of Securities ownership in the
Central Registry and Sub-Registry serves as a valid ownership evidence of Securities set forth in
paragraph (1)."

60. Indonesia Central Securities Depository (KSEI) acts as the official National Numbering
Agencies (NNAs) in Indonesia. KSEl is registered with the Association of National Numbering
Agencies (ANNA) as the official issuer of International Securities Identification Numbers (ISINs). The
auction process happens on the BI-ETP system, where Bl enters the auction information, without the
ISIN. For BI certificates, the Bl runs the auction, set the auction results, before receiving the ISIN from
KSEI. In government securities, the auction runs, MoF decides about the accepted bids and receives
the ISIN from KSEI. Finally, the auction results are published on the Bl web site.

61. The securities transfer and custody components in BI-SSSS prevent overdrafts and
ensure that the participant’s securities account can never go into a debit position. Several
measures are in place to protect the participants against loss due to fraud, negligence or operational
failures, such as: i) adoption of digital signature and encryption mechanisms to ensure the integrity,
confidentiality and non-repudiation of the transaction message; (ii) the BI-SSSS system is equipped
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with end-to-end audit trail logs; and iii) establishment of supervision division that undertakes pro-
active monitoring. Further measures have been adopted including, the implementation of a password
and access control to log in to the system, dual control mechanism (maker-checker), and digital
certificates to access the system. It worths noting that despite the indirect holding structure of the BI-
SSSS, where all clients’ holdings are sub-registered at commercial banks, Bl adopted another system
called SI-SSSS, where commercial banks are required to report their clients’ holdings, on a client level,
to the system. Despite this system is not an official registry, it can support in recovery of an individual
bank’s sub-registry, in case of the sub-registry failure.

62. Record keeping practices within the BI-SSSS maintain a satisfactory level of segregation
of accounts. On the BI-SSSS system level, participants who are non-sub-registry, such as banks, would
have one account of the participant holdings. Sub-registry participants would manage an omnibus
account for the holdings of their clients. The holdings of the clients are segregated within the
participants’ books, within a sub-registry arrangement. The segregation is crucial, to protect the
holdings of the clients if the participant went insolvent, meanwhile, participants are not allowed to
borrow funds against the securities owned by their clients as collateral. All transactions are recorded
by the system, and participants are notified of changes on their accounts.

63. The role of the Bl as a system operator is segregated from its role as a participant. Bl uses
two different BIC codes to represent the distinct roles. Bl as a participant would have holdings in its
account in the system segregated from the holdings of other participants. Despite Bl does not provide
a centralized securities lending facility that could facilitate the timely settlement and reduce settlement
fails, however, the MoF provided on rare occasions a securities lending by the issuer option. The BI, as
the central bank and lender of last resort, is heavily engaged in facilitating lending to participants
against securities that are managed within the BI-SSSS. In other monetary operations, securities are
provided as collateral, and they are evaluated at the time of providing the facility, but no daily
evaluation is performed, and accordingly no call for margin is initiated. The risk on the Bl could happen,
if a huge disruption in the value of the securities happened, and accordingly, the value of the loan
would not be fully covered by the collateral, and the Bl would incur credit risk. This risk is applicable
to the Bl as a central bank and securities issuer, but not as the BI-SSSS operator, and does not conform
a risk on the system.

64. Securities in the BI-SSSS are settled in gross basis on the system and settled based on
DvP with the cash leg settled in the BI-RTGS. The securities leg and the cash leg of the transaction
are settled simultaneously, as both the BI-RTGS and BI-SSSS are operating on the same platform,
coming from the same vendor, and technically have few common components. The former settlement
approach is mostly associated with OTC transactions that are matched within the system. For organized
OTC, transactions exchanged through the SPPA platform that's operated by the stock exchange, where
they enter the system as locked-in trades, these transactions are cleared by the KPEI and settled as
well on DVP basis. Some transactions, such as SWAP issuance and securities substitution within a REPO
or pledged securities are settled based on DvD. Article 92 of the PADG BI-SSSS states that “Settlement
on BI-SSSS is carried out by: a. delivery versus payment (DvP); b. free of payment (FoP); or c. delivery
versus delivery (DvD). Securities might be blocked by the system from the moment of clearing the
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transaction, till the funds are settled in the RTGS. The length of this period is dependent on the
availability of funds. Meanwhile, the blocked securities are protected from claims from third parties.
BI-SSSS does not provide central counterparty (CCP) services, hence no specific CCP risks should be
taken into consideration.

Default Management

65. Default management should handle both the financial and operational default of a
participant. PADG BI-SSSS provides details about managing operational failure, the system rules
require participants to arrange both main and backup connectivity to the BI-SSSS system. Participants
are required as well to arrange for a business continuity plan (BCP) to ensure that the participant can
still connect to the system even in the case of the operational failure of the main site of the participant.
The BCP arrangements are tested at least annually (Article 161-163 of PADG BI-SSSS). Even in the case
of the failure of main and DR sites of the participant and the failure to implement the BCP, Bl enabled
a guest bank facility to allow the defaulted bank to enter its transactions from within the Bl premises.
Guest bank facility is enabled for any participant at the maximum of two times, for 30 minutes each,
and subject to the operator’'s approval (Article 164-166 of PADG BI-SSSS). Due to having specific
articles addressing the cases of shifting to the backup arrangements or the DR site, arrangements for
an operational default covers wide range of cases of a participant merging, acquisition, or dissolving.

66. The laws, regulations and system rules refer in many cases to the handling of the
participant’s financial default. For example, a transaction that has not been matched could be
cancelled unilaterally; a transaction that has been matched but not yet settled needs to be cancelled
by the two counterparts; a transaction that has been settled cannot be cancelled. The second leg of
REPO transaction or the un-pledge order that has been queued but not settled could be cancelled.
The problem in these arrangements is that such decisions are scattered among different rules, and
transactions under the GMRA could be subject to rules different from transactions under Bl rules. The
Bl internal guideline procedures titled “Transfer of intermediary bank participation in the
implementation of SKNBI, BI-ETP, BI-SSSS, BI-RTGS, and Bl-Fast”, dated September 2023, addresses
many of the gaps in the process. The guideline has not been approved by the time of the assessment,
however, it will be effective upon approval by the Bl management. The procedures of intermediary
banks are joint work between BI, OJK and LPS. The procedures explain the detailed actions to be
performed by intermediary banks and other stakeholders including BI, as the BI-RTGS and BI-SSSS
operator upon a default of a participant. An MoU between Bl and LPS was signed by the end of 2023.
There is no evidence that a participant’s default could impact the financial resources of the BI-SSSS,
hence no specific financial resources would be required to mitigate such risk.

67. There are rules and procedures to manage operational default, the rules related to
financial default are scattered, in addition to the guidelines of default within different Bl
operated payment systems. In case of operational default, participants can communicate by phone
or administrative message (communication feature on BI-SSSS application) or e-mail with BI-SSSS
operational team and vice versa. For communication to stakeholder other than participants is
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coordinated by the Communication Department. Communication mechanism between Bl and OJK as
the regulatory and supervisory authority of the participating banks is regulated in Joint Decree
between Bank Indonesia and OJK No. 15/1/KEP.GBI/2013 and No. PRJ-11/D.01/2013 Concerning
Cooperation and Coordination of Tasks Implementation of Bank Indonesia and Otoritas Jasa Keuangan
(OJK).

68. Key aspects for a participant’s financial default are addressed on a high level and BlI, as
the system operator, seems to be in charge of the majority of actions. OJK is in charge of
determining the default of a bank and notifies other authorities including Bl of the decision. Some of
the actions that can be done based on the OJK notification including securities blocking and
cancellation of the 2" leg transaction are stated in the PADG BI-SSSS. Aspects such as the treatment
of both proprietary and customer positions; the mechanisms to address an FMI's obligations to non-
defaulting participants, including the actions that should be taken by non-defaulting participants to
cancel unsettled transactions or still pledged securities; and the mechanisms to help address the
defaulting participant’s obligations to its customers need to be clarified and detailed further,
sequenced, and gathered under one guideline.

69. Testing of the financial default processes has not been addressed within Bl. Despite the
existence of a financial sector wide drill by Bl and OJK on the management of default of one
commercial bank, no specific procedures associated with testing the management of the default within
payment systems (BI-RTGS) or securities settlement systems (BI-SSSS). Specific scenarios could address
the specific cases associated with the two systems, including handling the netting results of
clearinghouses, the sequence of cancelling transactions in both systems, the management of the
second leg of REPO or pledged securities, and the management of customers’ securities holdings.
However, it should be noted that the operational failure of the BI-SSSS has been addressed and tested
within the BCP.

General Business and Operational Risk Management

70. In general, the BI-SSSS is not exposed to general business risk, as the system is owned
and operated by Bank Indonesia. Central banks are not subject to default in their domestic
currencies, as they would never run out of their own money. According to Article 6 and 62 of the BI
Act, Bank Indonesia's capital should be at least Rp 2 trillion. If the capital falls below this threshold, the
government is responsible for covering the shortfall with the approval of the House of Representatives.
Bl will be able to continue the operations of the system and will not face drainage in funds that could
lead to closure of the system. Requirements related to liquid net assets, viable recovery or orderly
wind-down plan, assets held to cover general business risk, or viable plans for raising additional
equities are all not applicable to systems operated by central banks.

71. The principle on custody and investment risks is not applicable to the BI-SSSS system.

The system does not have specific assets to custody, nor the system performs any investment function.
All such activities are performed by different departments within Bl. The system does not collect any
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assets from participants as part of its own assets, and accordingly the system does not have any
relationships with custodian banks. There is no specific investment strategy for the BI-SSSS system, all
investments of the Bl are managed by different departments that has no relation to the BI-SSSS
operations.

72. The responsibilities of the BoG on operational risk management covers establishing the
principles and strategic Bl risk management approach. This responsibility covers developing and
setting the following, i) Bl risk management framework and policies, ii) Bl main risks, responses, and
mitigation include risk appetite, iii) updating the types of risk, iv) handling the impact of a risk event
that exceeds risk appetite. For governance aspect, there is a segregation of duties among board
members in charge of operations, and risk management and audit. The BoG receives a report from risk
management department regarding risk profile and risk management implementation on quarterly
basis, as well as incidentally. This is stipulated in Articles 20 and 21 of PDG Risk Management.

73. The BI has established an operational risk management framework. The framework is
regulated in PDG Risk Management and PADG Intern Risk Management. In conducting risk
management function, the Bl uses the Risk Self-Assessment (RSA) implementation guidelines that are
used for the identification and reassessment of risk profile. The Bl adopts the Risk Control Self-
Assessment (RCSA) to evaluate the effectiveness of controls that are carried out independently by all
control owners. Bl established the risk worksheet (RCM) which is used to identify, measure, and develop
risk response and control related to the implementation of the Bl activities on a department level,
including the administration of the BI-SSSS System. The regulatory framework of the operational risk
management includes the following, i. PDG Risk Management Bl and PADG Risk Management, ii. PADG
Intern No. 23/55/PADG INTERN/2021 on the Management of Bank Indonesia's Business Continuity
Management (PADG Intern MKTBI), iii. PADG Intern No. 24/51/PADG INTERN/2022 regarding Bank
Indonesia Information Technology Security (PADG Intern IT Security), that addresses two policies (a)
information system security policy and (b) cyber resilience policy, iv. KEP GBI Critical Tasks, and v. PADG
BI-SSSS. In addition to the previous regulations, various contracts address potential issues in
operational risk such as, (a) Contracts with participants; and (b) Contracts with service providers. The
steps taken within the risk management procedures include, (i) Risk identification; (ii) Risk assessment;
(iii) Risk response and risk control; and (iv) Risk monitoring and risk reporting.

74. RCSA is a quite extensive report including possible risks applicable to different systems.
The possible risks applicable to BI-SSSS are not extensive enough and could be extended to include
more risks and risk mitigation measures. The existing risks within the RCSA include examples such as,
“BI-SSSS system process failure in performing settlements”, “inaccuracy of Data/Information updating
participant data”, etc. About twelve risks were mentioned in the report that are relevant to BI-SSSS and
other systems such as BI-RTGS, BI-FAST and BI-ETP. It could be noted that some types of risks such as
“misuse or disclosure of participants’ transactional information or trading prices to unauthorized
parties being employees, other participants or third parties”, or “losses due to acts of a type intended
to defraud, misappropriate property, leading to reputation and legal implication”, or “lack of
communication among Bl departments internally or with participants, during critical processes such as
managing the default of a participant, resulting in slow or wrong processing imposing possible
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financial damage to participants”. These types of risks are missing in the RCSA, which could lead to
unaddressed or unmitigated risks. It is worth mentioning here that these risks could already have been
addressed through different measures, but the concern here is that they are not captured in the RCSA
and hence there are operational risks that might not be mitigated.

75. Bank Indonesia has a cyber risk management framework. The Bank has established
Information Security Incident Response Team (ISIRT) to take responsibility in responding to
cyberattacks to Bank Indonesia, including communications with internal and external bodies and the
public. Additionally, Bank Indonesia established a Cyber Security Sharing Platform (CSSP) in
cooperation with the financial sector to share information related to cyberthreats and security aspects
in general. BI-SSSS operation has been implemented to meet The ISO27001 standard for IT security.
Bl is certified for both ISO 20000 and ISO 27000. Bl is already aware of fraud risk related to endpoint
security; however, the implementation of the strategies is still in the conceptual stages. The
incorporation of managing cyber risk and fraud risk for the BI-SSSS system is planned as part of the
development of system's third generation.

76. The operational risks could arise from the operator’'s side or participants’ side. BI
identifies the sources of operational risks from the level of the operator or participants to be, i) system-
related disruptions, such as hardware, software, data, or network communication failures, ii) power
disruptions, or iii) personnel risks such as resource allocation and competences. Further profiling of
potential risks and reflections on past events have identified four points of failure: i) application failures,
ii) power disruptions, iii) Natural disasters, and iv) riot.

77. As a critical system, BI-SSSS has a disaster recovery infrastructure, to minimize the
impact in the event of disruption and enables rapid recovery and recommencement of critical
operations. The DR arrangements include, i) preparation of disaster recovery plan (DRP) at both the
operator and participants, ii) provision of server and backup infrastructure, iii) provision of business
resumption site (BRS), iv) provision of network duplication (JKD), v) provision of guest bank
arrangement at the Bl. The BI-SSSS conducts operations from the secondary (DR) site on regular basis
to ensure the infrastructure functions properly. The disaster recovery center DRC is located
approximately 40 km from the primary site, which ensures that the secondary location has its own risk
profile, but it is still able to be easily accessed when an incident occurs in the primary location. The
secondary site has been equipped with the necessary resources, such as hardware, software, server,
and power supply. The personnel in charge of operating the BI-SSSS are all located in the primary site.
Should the need to use the secondary site arises, the persons/staff would move to the DRC. To operate
the BI-SSSS from the DRC the required staff should be moved there, or the staff should have access
from the main site. In the case of, neither the staff can move to the DRC, nor able to gain remote access
to the DRC, the system recovery would fail. There is DC and DRC database mirroring, in addition there
are daily and weekly backups on other media. Considering the real-time backup configuration, the
restore point of any back-up data is close to T-0. Bl conducts a routine test on the back-up procedures
and infrastructure, both completely and partially test. Within one year, the test is conducted 6 times
with various scenarios. There are plans to develop triangle DC with better infrastructure and staffing

Page |34



arrangements, where DC1 and DC2 will be operated active-active, while DC3 is prepared to mitigate
regional disaster.

78. The Business Continuity Planning (BCP) of the BI-SSSS includes the following, i)
disruption criteria, ii) decision-making process during crisis, iii) BCP management organization
structure, iv) incident scenarios. The steps to address disruptions are divided based on where the
incident occurs, at the FMI or participant side. The procedures are subject to review by the Internal
Audit Department. The BCP is evaluated annually to ensure it is up to date to any new plausible risks.
Tests are scheduled at minimum once a year with various testing scenarios such as, natural disasters
and cyberattacks. The objectives are to achieve an RTO of thirty minutes for monetary policy operation
transactions, and sixty minutes for non-monetary operation transactions. In addition, the maturity level
of BCM implementation has also been rated by external party with result 4.38 (Quantified to Optimize
Managed) of 5 (based on CMMI model). For participants who are experiencing disruptive incidents,
the BI provides guest bank setup, at main site and DRC. After disruption events, and when the BI-SSSS
is fully operational, participants are required to reconcile the last ten recorded transactions in the
participant’s system with the last ten transactions in the operator's system, to ensure no lost or
duplicate transactions. If there are any discrepancy, the participant will inform the Operator through
the help desk to be resolved. In the event of disruption during operating hours, Bl will extend the
operating hours so that all transactions can be settled on the same day.

79. The BI-SSSS system, and its policies, processes, and controls related risk management
are compliant with the integrated framework Committee of Sponsoring Organizations (COSO),
Enterprise Risk Management (ERM) and the CPMI/IOSCO PFMls. Bl has a human resources
management policy that abides to Bl's strategic policies established by the BoG. The recruitment
process is quite stringent, and the required skills for applicants are high. All employees are given
extensive training and mentoring to develop their skills. As central bank employees, they receive
compensation above the average standards. For many years, the turnover rate of Bl staff is close to
zero. To control and mitigate risks arising from human resources, Bl has several policies, such as
managing vacancies in FMI operations, DPSP calculate or renew the effective time and workload for
each task. This calculation will result in the number of personnel needed to run the operation of the
BI-SSSS System. If additional personnel are required, the calculation will be sent to the HR Department
for fulfillment. To prevent the key-person risks, Bl determined job description and main task of each
position. The purpose is to derive the right proportion for every level of employee and every task. And
to control the compliance of employees in carrying out the operation of the BI-SSSS System, Bl has an
internal audit function with the authority to control the implementation of the internal regulations,
including the operation of the BI-SSSS System as stipulated in PDG Risk Management.

80. Bl has services and operations management policies for Bl's information systems. The
policies aim at ensuring the availability of reliable and quality services, the operations are well
coordinated by using existing resources efficiently and effectively; and enhancing accountability and
transparency in service management and IS operations. The IS policies include service management
catalogs, service level management, availability management, capacity management, supplier
management, transaction planning and support management, release and development management,
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knowledge management, event management, incident management, request fulfillment management,
problem management, and continuous service improvement. Those are regulated in Internal Circular
Letter 18/112/INTERN/2016 regarding Service Management and Operations of Bank Indonesia
Information Systems. An external audit to Bl as the central bank is carried out by the Audit Board, an
independent party, as stipulated in the Bl Act. Furthermore, annually, Bl is audited to maintain the ISO
20000 and ISO 27000 compliance via internal and external auditors.

81. The system and the data communication networks are tested on a regular basis. Each
year, the operator sets a schedule for the required tests, where participants could be engaged in some
of them. A security audit on participants level, covering the security and reliability of the participant's
internal IT, and the connection (interface) between the RPP and the participant's internal system is
done at least once every three years. Participants can ask the Bl to perform system and network tests.

82. The operational reliability objective (ORO) for BI-SSSS System is a minimum availability
of 99.97% per year (estimated down time max. 2 hours per year). This ORO is the department’s
Key Performance Indicator. To achieve this objective, recovery time objective (RTO) is set to thirty
minutes, and Maximum Tolerable Period of Disruption (MTPD) is set to 120 minutes. Accordingly, in
case of an operational incident leading to BI-SSSS operational failure, the disruption should not exceed
two hours, and the system should resume normal operations, within this period. These objectives are
regulated by KEP GBI Critical Tasks. However, the BI-SSSS is in progress to set the recovery point
objective (RPO) to 15 minutes and to update the KEP GBI Critical Tasks accordingly. The ORO is
reviewed monthly by the performance evaluation forum and quarterly by the performance evaluation
review forum, which reports to the BoG. The operational performance of the FMI is also reported daily
to the Board of Governors.

83. System stress tests have been conducted during the development phase of BI-SSSS
System and recorded accordingly. The capacity of the system is closely monitored continuously. The
average daily transaction volume of the BI-SSSS System, at this stage, is far below the system capacity
limit. The system utilization threshold is 80%. If the system reaches this threshold, a notification will be
raised and will be reported for evaluation. Capacity planning during design phase has been done by
considering traffic and data growth forecasting, number of participants, system complexity, hardware,
and software lifecycle to provide satisfactory service level in cost-effective manner. The system
operations team monitors the system performance during operating hours and conducts monthly
report which is delivered to the Department Head. An annual performance review is reported to the
BOG's member in charge of operations.

84. FMI policies and processes addressing physical threats to information technology are
outlined in PADG Intern IT Security. The objectives of the policies are to, i) prevent unauthorized
access and damage to hardware, software, and communication networks, ii) provide protection against
disasters, iii) protect the IT physical assets. Both BI-SSSS operational sites are highly controlled with
physical access restrictions, such as card access system, alarm system, and 24-hours security
personnels. For fire safety, the data center is equipped with smoke detectors, fire alarm and a waterless
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fire suppressant extinguisher. The access to data centers secured with the use of access cards and
CCTV. To mitigate security vulnerabilities, Bl has conducted prevention steps such as, i) all users’
activities in BI-SSSS system are logged and kept for certain period, ii) users’ access is managed and
controlled, iii) time/session limitation for users’ login in to the system, iv) implementing intrusion
detection systems (IDS) devices and firewall, v) conducting penetration test, regularly, to evaluate
source of vulnerabilities, vi) applying a multifactor authentication by implementing digital certificate
for participants.

85. Any major update in BI-SSSS is subject to change management process. For any major
update, the Policy Department would create a conceptual design, that would be vetted by the
Operations and the IT Departments. The IT Department would act as the Project Manager for any
project, where the department would calculate the budget and coordinate the activities among
different stakeholders, inside and outside the Bl. The IT and Operation Departments would create
change requests, seek required approvals, coordinate internal tests, and tests with participants. As part
of the project management process, a planning process is conducted, including assessments of the
impacts on different systems, procedures, and staff. A change management is handled according to a
predefined process. Changes in the system or network configuration should follow the change
management process, and is performed through a change management request, managed by a
change advisory, with a change impact is analyzed, and a roll-back scenario is arranged. The Bl follows
the ISO21500 as a standard for Project Management. Incident management is handled through a well-
defined process. Incidents are reported, logged, a ticket is generated, and the incident is raised to
special teams to manage. All incidents are tracked till closure. The Bl has, as well, an incident response
plan (IRP), where different types of incidents are managed through pre-identified plans for response
and recovery. For recurring incidents, the case is raised to special teams to manage the main cause of
the problem. The Bl has in place a Security Incident Response Team (SIRT) that is dedicated to
managing security incidents, including cyberattacks. The team consists of staff from the Cyber Security
Unit, Communications Department, and the Legal Department.

Access

86. Institutions that can become participants in the BI-SSSS system include the following
categories, i) Bank Indonesia, ii) Ministry of Finance, iii) commercial banks, iv) depositories and
settlement institutions, v) securities companies, at this stage no brokers have access to the system, vi)
clearing and guarantee institutions, such as KPEI that acts as a technical participant that does not have
an account and just provides 1% line clearing, vii) Central Counterparties, none at this stage, viii) and
other institutions approved by BI, which are none at this stage. It should be noted that some
commercial banks act as sub-registry by providing registration function to their clients, and KSEI
provides the same role as well by providing sub-registry function to many investors. The roles played
in the system could be one of the following, i) issuer or agent of the issuer, ii) owner in the central
registry, mainly direct participants such as banks and KSEl, iii) sub-registry administrators to manage
clients’ holdings, iv) clearing and guarantee, or v) other functions as approved by BI.
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87. Bl determined fair criteria for direct participation in the system. The criteria include the
following, i) having a license from the relevant authorities, including OJK, ii) not filing for bankruptcy,
iii) meeting the capital requirements, iv) being a participant of BI-RTGS system (only applicable for
commercial banks), v) having the board of the institution passed the fit and proper requirements as
required by the supervisory authorities, vi) having the internal system security audit report of the last
year if the participant wants to connect its internal system to the BI-SSSS, vii) designating a fiduciary
bank for non BI-RTGS direct participants, viii) designating a foreign fiduciary bank, in case the
participant would conduct trading in foreign securities, ix) providing the technical infrastructure to
access the BI-SSSS system as specified by Bank Indonesia. The earlier conditions have been listed in
article 8 of PADG BI-SSSS System. All participants undergo the same assessment and approval
processes to secure the Bl approval to their participation, regardless of the type of institution.
Additional requirements apply for participants that have a role as sub-registry, as stated in PADG article
10 such as, i) having experience as custodian at least for three years, ii) having scripless and book entry
system, etc. Other administrative requirements exist and stipulated in PADG BI-SSSS article 17.
Participants are legally bound by BI-SSSS regulations, rules, and contractual arrangements between Bl
and the participant.

8s. BI-SSSS has distinct categories of participants, as explained earlier. Further participants
could join the system subject to two conditions, i) Support a safe and efficient settlement of securities
transactions and financial market transaction in Indonesia; and ii) Support the effectiveness of
monetary policy operations of Bank Indonesia. The two conditions are wide enough, focusing on safety
and efficiency of the system and applying the principle of “Do no harm” especially on monetary policy
aspects. The conditions might allow for direct participation of certain categories of participants in the
future. The criteria for direct participation as listed in the previous paragraph focus on compliance
requirements, and mostly are oriented to ensure that the financial institutions accessing to the system
satisfy minimum prudential requirements and accordingly would not transfer risks to other participants
through the system.

89. The Bl monitors the compliance with participation requirements and has procedures for
facilitating the suspension and orderly exit of a non-compliant participant. For instance, Article
63 of PBI BI-SSSS stipulates that Bank Indonesia supervises participant’s compliance to the regulation
through off-site and on-site supervision. Off-site supervision is done by reviewing participant’s reports
including daily and monthly reports on securities administration, as well as settlement reports. On-site
supervision is performed by visiting the participant’s premises to ensure the participant’s compliance
with the regulation periodically or as and when required. If required, Bank Indonesia may conduct
testing on participant’s infrastructure related to BI-SSSS. Further technical details related to the Bl's
supervisory activities to the system participants are regulated in Chapter VIIl of PADG BI-SSSS. Article
63 of PBI BI-SSSS stipulates that in conducting its supervision function, Bl requires participant to
provide access for Bl to directly examine all the documentation, physical infrastructures, and
supporting application related to BI-SSSS and operational activities of the participant.

90. Through this authority, Bl can conduct enhanced surveillance or impose additional
control to the participant when necessary. According to Article 172 clause 9 of PADG BI-SSSS,
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participants are required to follow up the supervision findings. According to Article 68 of PBI BI-SSSS,
Bl has the authority to impose sanctions to a participant that does not safeguard smoothness, and
security of their infrastructures related to BI-SSSS. At the initial stage, Bl could impose sanction in the
form of written warning to the non-compliant participant. Then, if the participant does not follow-up
the warning, Bl could impose more severe sanctions by downgrading participant’s status in the BIl-
SSSS, i.e.: i) from active to deferred (vice versa), ii) from active to freeze, iii) from active to closed,
iv) from deferred to freeze, or v) from freeze to closed. Rules and procedures regarding participation
requirement of the BI-SSSS are regulated in PBI BI-SSSS and PADG BI-SSSS, which are published and
registered in the State Gazette, and can also be accessed through Bank Indonesia’s website.

91. Tiered participation through indirect participants is not supported in the BI-SSSS.
Meanwhile, a risk could be stipulated from the participation of investment banks as clients of
commercial banks that are the direct participants. Investment banks might have clients however, they
act as clients of commercial banks. As a result, the holdings of investment banks might not be
segregated from the holdings of their clients. In case of insolvency of the investment bank, the
insolvency proceeds might not be able to protect clients’ holdings, and these holdings could be
considered part of the debtors’ claims under the insolvency proceeds. If this is true, identifying the
investment banks as indirect participants, with segregation between the holdings of the bank and the
clients’ holdings would provide protection to the clients’ holdings in case the investment bank went
insolvent.

92— BI-SSSS is not linked to any other central securities depository (CSD), central counter
party (CCP), or trade repository (TR) systems both within Indonesia and across other countries. It
should be noted that KSEI does not function as a CSD within BI-SSSS. As explained by the BI, KSEI does
not have custodian entities as participants , accordingly KSEI acts as a sub-registry similar to other
banks. Hence KSEI is not considered a link for BI-SSSS. Meanwhile, there is a clearing agency for
government bond, namely KPEI that is reported as a participant in the BI-SSSS, according to the BI
web site. However, this clearing agency does not have an account, and does not have settlement
activities within BI-SSSS, the clearing agency is considered a “technical” participant for the BI-SSSS
system.

Efficiency

93. To ensure the fulfilment of the needs of the participants and other stakeholders, Bl
involves the participants and other stakeholders in each stage of the BI-SSSS system
development. The engagement of stakeholders starts with the design phase, and includes
implementation, training, and testing phases, till official launch. A users’ forum is the official channel
to communicate with and engage participants and stakeholders. Bl will establish user forums for
gathering needs, testing, and training. Furthermore, Bl ensures that market stakeholders explain their
expectations and requirements clearly while developing an FMI.
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94. The objectives of Bl are “to achieve Rupiah stability, maintain Payment System stability,
and participate in maintaining Financial System Stability to support sustainable economic
growth.” To achieve these objectives, Bl performs three main duties; (1) to determine and implement
monetary policy in a sustainable, consistent, and transparent manner, (2) regulate and maintain
smooth Payment System, (3) determine and implement macroprudential policies. In determining and
implementing the monetary policy as referred to in the first duty of Bank Indonesia, Bank Indonesia
regulates, oversees, and develops the money market and foreign exchange market, which covers the
infrastructure of the money market and foreign exchange market, including BI-SSSS. The BI-SSSS
system through its stable operation, final settlement of securities, enabling liquidity in the market,
enabling a competitive market for investing in government debt, and enabling a channel for BI
monetary operations performs a key role in the safety and efficiency of the payment system and a
channel for monetary policy operations.

95. Bl has established KPIs both at the organization level and personnel level. Effectiveness
of BI-SSSS service is measured by satisfaction survey for BI-SSSS participants. According to BI, the
surveys related to BI-SSSS customer satisfaction resulted in the highest rates of satisfaction in the last
five years. Currently, the SLA of BI-SSSS organizer is 99.97%. The achievement of KPI is monitored and
reviewed monthly by BoG. In 2021, the BI-SSSS SLA achieved 100% system availability. The SLA
achievement demonstrates that the system operated without any significant problems. The Bank
Indonesia Accountability Report 2021 contains detailed information regarding Bl's SLA achievement in
BI-SSSS. To evaluate the efficiency and effectiveness of BI-SSSS, the Operational Department generates
periodic reports (daily, weekly, and monthly), which among others include information regarding the
performance of BI-SSSS, such as: i) system availability, ii) transaction volume and value, iii) operational
hours, including its extensions, if any, iv) technical problems encountered, and v) cost control. The
mentioned indicators are collected and reported monthly to the BoG. Further SLAs should be
considered by Bl to the measure various aspects of the BI-SSSS operations, such as the response time
for any received call, the average and maximum time to resolve a problem, etc. Other than the
operational KPIs, further indicators should be provided to measure the liquidity availed by the system,
number of transactions categorized by type of transaction and asset, average and total queuing times,
and other indicators.

96. Bl sets the BI-SSSS pricing policy, in a way that considers investment cost and
operational cost, as well as cross subsidy across participants. The pricing set by Bl includes several
related costs/fees such as settlement instruction fee, administrative message delivery fee, fees for using
Guest Bank Facilities, fees for extending the operational hours, and cost for replacing or adding digital
certificate hard tokens. Bl reviews pricing policy regularly. The pricing policy is based on recovering
operational costs. The pricing policy review is conducted regularly to ensure that updated pricing can
compensate for the changes in operational costs. To further increase system efficiency, Bank Indonesia
also requires participants to disclose their service pricing information. (Ref. Articles 59 and 60 PBI BI
operated Systems, Article 154-158 of PADG BI-SSSS).

97. The securities settlement among banks ends at 17:00, one hour earlier than the BI-RTGS
system closure. During this final hour, banks cannot borrow from each other through Repo
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transactions, and the only option would be through the interbank market in an uncollateralized
lending. The Bl as a lender of last resort could provide an overnight loan that is collateralized and of
highest market rate. The reason for the early closure of the BI-SSSS settlement is not strongly
justifiable. One explained reason was that the process for making an outright or Repo deal is
cumbersome. As the dealers of both banks, need to agree on the deal first on the dealing system
(Bloomberg), then enter the deal to the OJK reporting system, entering the deal to the BI-SSSS system,
and finally to the Bl reporting system. It is hard to complete such a process in the last hour of the day.
It could be better to avail both lending options, collateralized and uncollateralized lending, especially
within the last hour of the day. While the Interbank market is active at this time, it could be useful as
well to extend the BI-SSSS settlement hours to enable the banks to outright or Repo securities to avail
funds at the end of the business day. One other factor to be considered would be to minimize the
reporting requirements or at least to automate the reporting to the maximum possible. It could be an
option that an agreed upon deal to be reported to the OJK and BI reporting systems directly from
Bloomberg or from the BI-SSSS, or to avail exchanging of reports among these systems on frequent
basis, rather than for the individual banks to be requested to re-enter the deal in three different
systems manually, just for reporting purposes.

98. BI-SSSS uses internationally accepted communications procedures and standards. The
communications protocol used by the system is the industrial standard TCP/IP. Participants connect to
the system at the Bl premises through a virtual private network channel (VPN) to secure confidentiality.
The system uses internationally accepted messaging standard SWIFT MT messages (ISO 15022). Users
need to own private keys for authentication based on public key infrastructure (PKI) authentication
approach, while users use both soft and hard tokens. It should be noted that a migration to ISO 20022
message format should be planned by Bl to ensure compliance with accepted messaging standard.

Transparency

99. BI-SSSS has a comprehensive list of regulations, system rules, and procedures. The
following is a non-comprehensive list of the associated regulations and rules, i) PBI Bl operated
systems, ii) PADG BI-SSSS, iii) Circular no. 17/32/DPSP regarding procedures for the Auction of
Government Securities in the Primary Market and Administration of Government Securities, iv) PADG
FLI, v) Circular No. 17/34/DPSP of 2015 Regarding Consumer Protection in Fund Transfer through BI-
RTGS System, vi) Circular No.17/39/DPM of 2015 regarding Standing Facilities Corridor; etc. The
participant’s rights and obligations are also stipulated in the bilateral contractual agreement of BI-SSSS
usage between Bank Indonesia and the participants of BI-SSSS. Many transactions are implemented
under the OJK GMRA agreement, which is publicly disclosed and signed by all participants.

100. The BI-SSSS system rules are provided through PADG BI-SSSS, while the Bl regulations
are detailed in the PBI Bl operated systems. Both the rules and regulations are published, registered
in the State Gazette, and are accessible at Bank Indonesia’s website. Before issuance or amendment,
Bl communicates the draft regulations or rules with participants for consultation. This communication
is conducted through the BI-SSSS Users' Group, which represents the interest of participants and
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enforces a code of practice as agreed by members. In addition, Bl avails helpdesk facility that can be
used by participants to obtain information related to BI-SSSS, including rules and procedures, during
operating hours. The regulations and system rules provide procedures for business-as-usual and
emergency situations. It is worth noting that no clear documentation explains the system risks, while
the system rules explain the risk mitigation methods, clear explanation of the possible risks that could
impact participants is not provided.

101. General overview of BI-SSSS System is disclosed to public in Bl website. This overview
comprises of the following: |- Transaction activities, including (i) the implementation of Open Market
Operations (OMO), (ii) provision of funding facilities by Bank Indonesia to the Bank, and (iii)
implementation of the Government Securities transactions (SBN) for and on behalf of the Government;
as well as Il- Securities Administration including (i) settlement, (ii) registration of ownership, and (iii)
the coupon payment / Securities redemption. Further details of the system'’s design and operation
including the FMI and participants’ rights and obligations are explained in PADG BI-SSSS and
infrastructure technical documents which are publicly available at the earlier mentioned web site.
Information regarding infrastructure and messages format are protected by password so only
approved participants can access this information. The regulations containing the rules and procedures
including BlI's discretion power in a certain situation are publicly available on the Bl website.

102. Bl also provided trainings to all participants before the system is implemented. Bl also
provides education, refreshment training, and dissemination related to regulations containing the
system and operations of the BI-SSSS. After the system is implemented, if necessary, Bl facilitates
training for participants’ employees. To ensure the participant's compliance with the rules and
procedures, Bank Indonesia may conduct supervision to the participants including on-site visit. If Bl
finds any lack of compliance, the Bank will recommend corrective actions for the participant, which
must be followed up by the participant. Bl has the authority to impose sanctions to the participants
who had not complied with the rules and procedures, according to Article 68 of PBI Bl Operated
Systems.

103. Bl discloses the BI-SSSS system fees charged to the participants, through a dedicated
website page. Changes to the services and fees are notified to the participants and public through
Bank Indonesia regulation, which is published in the State Gazette and Bank Indonesia’s website. The
amendment of the regulation to reflect the changes follows the policy making procedures of Bank
Indonesia. Bl also requires the participant to inform transaction fees to the customer transparently, as
mentioned in Article 21 of PBI Bl operated Systems. In addition, as part of customer protection policy,
Bl sets ceiling fees that can be charged by participant to its customer.

104. Bl developed the first disclosure framework for the BI-SSSS system in 2022, but never
published it. A more preferred approach is to complete the self-assessment of the system based on
CPMI-IOSCO Principles for Financial Market Infrastructure and develop the disclosure framework
based on the results of the self-assessment. Neither the self-assessment nor the disclosure framework
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is published on the Bl web site. It is a requirement to either share the disclosure framework> or even
the self-assessment report, if the FMI is ready to share it. The published disclosure framework may not
include ratings for the different principles, but at least reasonable explanation to the associated risks
and mitigation measures. Meanwhile, Bl publishes information regarding list of participants,
transaction data of various instruments through the BI-SSSS in aggregate to the public through its
website. The information is updated on monthly basis. Bl also publishes The Economic Annual Bank
Indonesia Report which covers payment and securities settlement systems including BI-SSSS.

5 Bl published the Disclosure Framework of the BI-SSSS after the completion of the assessment and before
the submission of the final TN.
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_ RECOMMENDATIONS:

A. Bl should integrate interdependencies it bears from, and poses to, KSEl in regular risk
monitoring and assessment (e.g., via RCM/RCSA) and regular exchange of information
between Bl and OJK (in its role as KSEl's overseer).

B. Practices for managing collateral could be enhanced to provide better risk management to the
BI-SSSS participants.

i.  Within FLI and other Bl lending facilities, applying limits to specific securities based on

maturity would provide better risk mitigation in avoiding fluctuation of collateral value.

i.  Homogeneity or having one price reference for securities prices of Bl as extracted from
Bloomberg system and IBPA prices as advised by OJK would enhance market practices.

iii.  Annual review of haircut rates by the Bl would ensure a more dynamic rates that
responds to market changes.

iv.  All securities under SBB Repo agreement, CB Repo, or pledge should be marked to
market on daily basis.

v. A margin call should be initiated by the system automatically for securities under SBB
Repo agreement, CB Repo, or pledge, in case the securities valuation went below the
amount of borrowed funds. The application of mark to market and margin calls would
mitigate credit risks associated with volatility in securities prices.

C. Toenhance liquidity management within the system, features, such as offsetting or transaction
priorities, might be applied within the BI-SSSS.

D. It could be better to avail both lending options, collateralized and uncollateralized lending,
especially within the last hour of the day. While the Interbank market is active at this time, it
could be useful as well to extend the BI-SSSS settlement hours to enable the banks to outright
or Repo securities to avail funds at the end of the business day. One other factor to be
considered would be to minimize the reporting requirements or at least to automate the
reporting to the maximum possible. It could be an option that an agreed upon deal to be
reported to the OJK and Bl reporting systems directly from Bloomberg or from the BI-SSSS, or
to avail exchanging of reports among these systems on frequent basis, rather than for the
individual banks to be requested to re-enter the deal in three different systems manually, just
for reporting purposes.

E. Applying a netting arrangement for the settlement of securities would reduce the requirements
on both securities and funds. The Bl may consider settling a certain percentage of the
government or Bl securities based on netting to reduce the overall liquidity requirements.
However, a detailed assessment for the need to settle securities or the associated funds based
on a net scheme would be required, before taking such a step. Settlement of net obligations
between securities and funds should be performed based on DvP model 2 or 3.
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The financial default management arrangements are scattered among different rules and
regulations. The process of defining a financially defaulted participant, and the entity that
should inform the BI-SSSS operational team of the default decision, the timing of this default
decision, the probable sequencing of actions, and the existence of any processes that will
mitigate the impact of default on other participants, are all aspects that are not well
documented in a way that will ease the process of managing a financial default.

Testing of the financial default processes has not been addressed within Bl. Despite the
existence of a financial sector wide drill by Bl and OJK on the management of default of one
commercial bank, no specific procedures associated with testing the management of the
default within payment systems (BI-RTGS) or securities settlement systems (BI-SSSS). Specific
scenarios could address the specific cases associated with the two systems, including handling
the netting results of clearinghouses, the sequence of cancelling transactions in both systems,
the management of the second leg of REPO or pledged securities, and the management of
customers' securities holdings.

. The possible risks applicable to BI-SSSS are not extensive enough and could be extended to
include more risks and risk mitigation measures. It could be noted that some types of risks
such as “misuse or disclosure of participants’ transactional information or trading prices to
unauthorized parties being employees, other participants or third parties”, or "losses due to
acts of a type intended to defraud, misappropriate property, leading to reputation and legal
implication”, or "lack of communication among Bl departments internally or with participants,
during critical processes such as managing the default of a participant, resulting in slow or
wrong processing imposing possible financial damage to participants”. These types of risks are
missing in the RCSA, which could lead to unaddressed or unmitigated risks. It is worth
mentioning here that these risks could already have been addressed through different
measures, but the concern here is that they are not captured in the RCSA and hence there are
operational risks that might not be mitigated. The RCSA might be reviewed to ensure capture
of most relevant risks.

A risk could be stipulated from the participation of investment banks as clients of commercial
banks that are the direct participants. Investment banks might have clients however, they act
as clients of commercial banks. As a result, the holdings of investment banks might not be
segregated from the holdings of their clients. In case of insolvency of the investment bank, the
insolvency proceeds might not be able to protect clients’ holdings, and these holdings could
be considered part of the debtors' claims under the insolvency proceeds. If this is true,
identifying the investment banks as indirect participants, with segregation between the
holdings of the bank and the clients’ holdings would provide protection to the clients’ holdings
in case the investment bank went insolvent.

It should be noted that a migration to ISO 20022 message format should be planned by Bl to
ensure compliance with accepted messaging standard.
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K. A more preferred approach is to complete the self-assessment of the system based on CPMI-
IOSCO Principles for Financial Market Infrastructure and develop the disclosure framework
based on the results of the self-assessment. Neither the self-assessment nor the disclosure
framework® is published on the Bl website. It is a requirement to either share the disclosure
framework; if the Bl is ready to share it.

6 The DF has been published by the Bl after completing the assessment and before delivering the final
TN. The recommendation reflects the position of the assessors by the time of performing the assessment.
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