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There has been unprecedented growth in the exchange of data and
information globally, opening incredible opportunities to deploy data for
sustainable development. However, to maximize its value for development,
this exchange needs to be supported by robust and technologically advanced
infrastructure. Cloud and data infrastructure provides a solid foundation to
seamlessly support the world’s data traffic for a full benefit to economies and
societies.

Most data centers are in high-income economies, and their expansion is
primarily concentrated in upper-middle-income economies. Data center
capacity in many leading markets often eclipses the capacity available in the
entire Sub-Saharan Africa region. Increased investment in data centers in
low-income economies is critical to expanding those economies’ digital
potential and narrowing the digital divide.

This report analyzes the key drivers of cloud and data infrastructure
growth in emerging markets. It examines the business models, policies, and
regulatory environments shaping the market trends as data from firms
and markets migrate to the cloud. It also explores the challenges that low-
and middle-income economies face in attracting investments in data
centers and the cloud.

An enabling environment for private investments in cloud and data infra-
structure requires both bold vision and decisive government action. The con-
ditions that support investment include a stable business environment; a
technically skilled workforce; a clear regulatory landscape; and a resilient,
reliable, and affordable energy and broadband infrastructure.

Efforts should also focus on streamlining measures to shorten time from
concept to launch of cloud infrastructure and on easing access to land and
water resources to attract investors. At the same time, we must prioritize
sustainability to reduce the environmental footprint of cloud and data
infrastructure—through regulations and incentives.

Both public and private stakeholders are key to harnessing the transfor-
mative benefits of the cloud to help accelerate our mission of a world without
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poverty on a livable planet. But the investments required to create equi-
table cloud and data infrastructure markets are steep, and there is no
one-size-fits-all formula.

The World Bank Group is steadfast in its commitment to a sustainable
and inclusive digital transformation and stands ready to support the pub-
lic and private sectors to help realize the potential of data to improve
lives.

Guangzhe Chen Mohamed Gouled
Vice President for Infrastructure Vice President for Industries
The World Bank International Finance Corporation
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Cloud and data infrastructure provides a pivotal foundation for economic
growth and innovation as the world experiences an unprecedented surge in
the generation and flow of digital data. Cloud computing technologies now
underpin a wide range of real-world uses—from disaster warning to smart
agriculture, online education, social media engagement, digital trade, and
most financial transactions. However, the development of cloud and data
infrastructure is highly uneven: most existing capacity is in high-income
economies, risking low- and middle-income economies’ digitization path-
ways and resultant social and economic gains.

This report analyzes the transformative opportunities and challenges asso-
ciated with developing robust cloud and data infrastructure markets in low-
and middle-income economies. Because only a fraction of global data are
currently being processed and driving decision-making, data have untapped
potential that can be better leveraged through cloud computing. The report
argues that—because of the cost efficiency, agility, security, and innovation
afforded by the cloud—governments should facilitate the development of
cloud and data infrastructure markets by creating an enabling environment
conducive to private investment.

Technological innovations, such as edge computing and artificial intelligence;
growing market demand; and regional resource constraints are resulting in a
global geographical expansion of cloud and data infrastructure. Network
effects, economies of scale, and significant barriers to entry have made cloud
markets private sector led and highly concentrated, but low- and middle-
income economies can become significant players as these markets expand.
The report discusses how comprehensive national digital transformation
strategies that embrace cloud computing can create an enabling environment
for providers’ entry and for market growth. Data centers, the cornerstones of
cloud and data infrastructure market expansion, also require reliable and
affordable energy supply along with good broadband connectivity for their
operations. The nature of the business environment influences data center
investments and includes factors such as political stability, a technically skilled
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workforce, and accessible land. At the same time, a well-defined regulatory
landscape that incorporates data governance safeguards and enablers—
such as good data protection, cybersecurity, and interoperability
standards—is essential.

Hybrid and multicloud models, which combine public and private
clouds from one or more providers, offer flexibility, optimize performance,
and enhance resiliency. These new models of cloud services provisioning
can help mitigate service failure risks and avoid vendor lock-in, encourag-
ing greater adoption of and demand for cloud services. However, these
models also come with the challenge of increased operational complexity
and require a high degree of skill and organizational capabilities for optimal
use. Strong data portability frameworks and policies to foster competition
can allow hybrids and multiclouds to thrive.

Finally, as these markets expand, so does their environmental
footprint. The report notes that the pursuit of sustainability requires
obligations, incentives, and collaborative efforts. Government policies
should promote renewable energy generation and use, encourage
energy-efficient practices including sustainable server cooling techniques,
and consider the efficient use of physical space for approval of new data
centers. When aligned, cloud and data infrastructure markets can drive
positive change by favoring renewable energy and can contribute to
national sustainability objectives.
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THE DATA REVOLUTION AND CLOUD COMPUTING

We live in a time of unprecedented digital transformation. Data, always
important to our societies, have never played the role they do today, when
they affect every aspect of our lives. Enabled by significant advances in
information and communication technology, digital data flows have grown
exponentially. Cloud computing is critical to tap into the resource potential of
data because it provides the storage, processing power, and computing
capacity needed to handle substantial volumes of data. Governments
worldwide increasingly recognize the vital importance of cloud computing in
enabling digitalization! and, through it, social and economic progress.
As World Development Report 2021: Data for Better Lives (World Bank 2021)
notes, the data revolution is transforming the world.

Cloud computing is recognized for its scalability, potential cost-
effectiveness, flexibility, and broad accessibility. Perhaps its most significant
advantage, however, is in empowering both public and private actors to
rapidly drive change and innovation. Although some might perceive cloud
computing as merely optimizing traditional information technology,
three-fourths of its predicted value comes from boosting innovation
(Forrest and others 2021). The tangible impact of the cloud is evident in
various use cases where it plays a pivotal role. In disaster-prone regions,
cloud-powered early warning systems use Internet of Things sensors and arti-
ficial intelligence to facilitate timely alerts and efficient coordination during
natural disasters (Agbehadji and others 2024). For example, Google uses
cloud and data infrastructure to forecast floods in 80 countries, provide
advance alerts for heat waves, and monitor wildfires in parts of the world
(Brandt 2023). Smart agriculture initiatives reliant on the cloud are trans-
forming farming practices by delivering real-time data on climate patterns,
market trends, and crop management. For example, Aerobotics, a South
Africa-based company, uses aerial imagery and machine learning algorithms
on the cloud to detect pests and diseases in crops to enhance crop performance
(Aerobotics 2018). Similarly, cloud-enabled telehealth platforms are serving
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millions in Indonesia, Thailand, and Viet Nam (Rogers 2020); and
cloud-powered distance learning initiatives are bridging educational gaps
in remote communities (Daka 2023). These use cases underscore the role
of cloud and data infrastructure in fostering sustainable development in
low- and middle-income countries. Cloud computing enables advance-
ments that traditional solutions may not have achieved or may not have
achieved at the same speed and cost.

Because most data centers and processing capabilities are in high-
income countries, however, cloud and data infrastructure markets across
low- and middle-income economies are nascent. Consequently,
technological benefits from the cloud fail to reach communities that lack
infrastructure as well as human and financial capital. This disparity
widens the digital gap, and bridging it is an urgent mission.

This report aims to help public decision-makers take stock of changing
technology trends and determine opportunities to stimulate the growth
of cloud and data infrastructure markets. Through its analysis, the report
seeks to enable decision-makers in low- and middle-income economies
to capitalize fully on the transformational benefits of cloud technologies.
There is, however, no single playbook on how to do so. To come up with
strategies and approaches that best suit their needs, governments should
reconcile their contexts and national interests with international good
practices. Overall, the report attempts to strike a balance between citing
examples from mature economies and citing those from more nascent
markets in low- and middle-income economies.

THE STRUCTURE OF THIS REPORT

The report is structured as follows. The next chapter summarizes key
takeaways and recommendations relevant to various countries” maturity
levels. Chapter 3 lays out basic concepts related to cloud computing that
are fundamental to understanding how cloud computing works, its ben-
efits, and its limitations. Chapter 4 examines cloud and data infrastruc-
ture market trends by region, industry, and service type, and discusses
the technology trends affecting those markets. Chapter 5 explores data
center fundamentals, market trends, and key enablers of data center
investments. Chapter 6 describes the role of governments in cloud
and data infrastructure market development. Chapter 7 discusses funda-
mental considerations for creating a favorable regulatory landscape for
modern cloud and data infrastructure. Chapter 8 concludes.

Because technology continues to evolve, this report aims to help
readers anticipate and prepare for this change. Through well-informed
and broad-minded leadership, clear policy, supportive regulatory and
business environments, and collaboration with private sector players,
governments can promote more equitable cloud resource distribution
and knowledge sharing. This more equitable environment can unleash
the benefits of cloud computing for individuals, businesses, and econo-
mies on a global scale.



INTRODUCTION

NOTE

1. For an explanation of the differences between digitization, digitalization, and
digital transformation, refer to chapter 3, “Assessing digital transformation
progress,” in the Organisation for Economic Co-operation and Development’s
Digital Transformation of National Statistical Offices (OECD 2022).
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KEY TAKEAWAYS

This section summarizes nine key takeaways, and the following section
offers general recommendations and recommendations relevant to various
countries” maturity levels.

Takeaway #1

Of all data generated today, less than 1 percent is analyzed and used,
resulting in a significant missed opportunity to capitalize on data for
social and economic growth. Because of its agility, flexibility, scalabil-
ity, and reliability, cloud and data infrastructure plays a critical role
in leveraging data for social and economic development.

Never in human history has there been such a significant increase in the
availability of information for processing and use. In 2010, about 2 zettabytes
of data were generated globally (Reinsel, Gantz, and Rydning 2018). In 2023,
that number is estimated to reach 129 zettabytes, marking a new milestone.
The total volume of data generated,captured, and consumed is projected to
exceed 290 zettabytes by 2027.%

This exponential growth of digital data can be attributed to several
factors:

The rise of data-generating devices such as smartphones, wearable
electronics, and various sensor-equipped gadgets

The widespread adoption of digital platforms, social media, and user-
generated content

The adoption of fifth-generation (5G) technologies and edge computing
that support data-intensive applications

The growing demand for artificial intelligence (AI) and machine learning
algorithms that rely on high-power computing for their training

The growing utility of data analytics for governments and businesses for
data-driven decisions and enhancement of their services.
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Estimates suggest that, because up to 90 percent of all data are
unstructured—comprising images, videos, and “exhaust data” generated
as a by-product of diverse online activities and digital interactions
(Dialani 2020)—a staggering 99 percent of generated data today remain
unused and represent a substantial missed opportunity for social and
economic gains. Notably, transformative technologies (such as generative
Al machine learning, and advanced analytics) are progressively improv-
ing the situation, enabling more efficient utilization of this vast reservoir
of untapped data.

Transforming data into valuable insights creates economic value
because decision-makers can use those insights to optimize the allocation
of resources and develop new capabilities. Research indicates a strong
correlation between data-driven decision-making and increased
productivity in the private sector.2 Case studies demonstrate the signifi-
cant possibilities offered by open data policies implemented within the
public sector.? Data-driven innovation can yield enhancements in
productivity, growth, and social well-being (OECD 2015). As digitaliza-
tion continues to transform industries, economies, and governments
worldwide, data growth is set to accelerate further, potentially resulting
in a cycle in which new insights result in more data collection, which in
turn fuels further analytics. This virtuous cycle hinges on the capacity to
gather and analyze enormous volumes of data. Cloud and data infra-
structure serves as a critical enabler to capitalize on these ever-increasing
data volumes, offering unparalleled flexibility, scalability, and tools to
effectively store and process them.

The acceleration of cloud, Al and big data adoption in European Union
(EU) businesses by an additional 10 percentage points could add
€370 billion in gross value added by 2030, a larger amount than the EU’s
financial services industry (Public First 2022). Recent reports suggest that
generative Al*—which relies heavily on cloud and data infrastructure—
could potentially add trillions of dollars to the global economy, fostering
annual labor productivity growth between 0.1 percent and 0.6 percent by
2040.2 Although some of these benefits may not have a direct impact or
be reflected immediately in economic measures, they may result in an
overall enhancement in quality of life and social well-being (through, for
example, advancements in health care, educational opportunities, civil
engagement, and government transparency).

Operating on a pay-as-you-go model, cloud services reduce up-front
capital expenditures and make advanced storage and processing capabil-
ities more accessible to a wider range of businesses. Use of cloud comput-
ing technologies also supports business continuity, which is critical in
conflict-affected regions. The Ukrainian government’s cloud migration
during the recent war and the decisions of the governments of Iraq and
Somalia to deploy core systems on the cloud reflect these priorities.
Finally, robust cybersecurity measures provided by cloud providers, espe-
cially hyperscalers,® are a key benefit of using cloud technologies.
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Consequently, most data-driven innovations rely on the cloud, with sev-
eral modern applications being cloud-native.

However, deriving value from data using cloud computing is complex
and resource intensive. It requires advanced technologies, expertise, and
robust data governance frameworks to ensure data quality, integrity, and
security, and to address ethical considerations. Despite the challenges,
the potential benefits of harnessing data from the cloud have resulted in
a global surge in cloud and data infrastructure markets, reaching an
approximate value of US$600 billion in 2022. These markets are pro-
jected to grow at about 20 percent annually until 2025, with the trend
expected to persist through 2030.

Takeaway #2

The private sector leads most cloud and data infrastructure
investments globally, primarily considering market size and
potential demand in investment decisions. Expansion of these
markets remains uneven, adversely affecting smaller low- and
middle-income economies.

The rapid expansion of data and rising demand for cloud technologies
have driven an increase in cloud and data infrastructure investments.
The data center construction market is flourishing (Bangalore and oth-
ers 2023). Global data center construction investments are expected to
reach US$73 billion in 2028; in 2022, hyperscalers alone allocated
US$9 billion to build more capacity (Arizton 2023). Global spending on
data center systems is also on the rise, reaching US$216 billion in 2021.
The market for data center systems is growing at 21 percent and was
projected to reach US$222 billion in 2023.7

Private sector players are the main source of investments in cloud
markets. About 96 percent of cloud and data infrastructure is funded by
the private sector. Current market size in terms of addressable revenue
and future demand for cloud services in each country drive private
investments. However, given the varying degree of cloud adoption
across countries, the evolution of cloud markets is asymmetric.

High-income economies, Brazil, China, South Africa, and some parts
of Asia have a strong presence of cloud service providers and are
expected to see most future investments. Low- and middle-income
economies lack adequate cloud and data infrastructure needed to sup-
port their digital transformation efforts. For perspective, the US state of
California has more data center capacity than all of Sub-Saharan Africa.
However, some middle-income countries—including Chile, India, Indo-
nesia, Malaysia, and Saudi Arabia—are registering robust growth and
investments.

Only 52 percent of low-income economies have access to a colocation
data center—a wholesale storage facility that hosts other companies’
data—whereas 83 percent of high-income countries have such access.
Crucially, over half of high-income economies have direct cloud
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on-ramps (dedicated, private network connections to public cloud data
centers), but no low-income economies have such dedicated connections
at the time of writing this report.

Takeaway #3

The evolution of the cloud ecosystem to a more distributed and
dispersed model offers a promising opportunity for low- and
middle-income economies to establish themselves as significant
players in the global market. Comprehensive national digital
transformation strategies that prioritize cloud computing among
other digital initiatives can serve as a strategic way forward.

The global cloud ecosystem is shifting toward a more distributed
and geographically dispersed model. This shift tracks the natural evo-
lution of the market as cloud resources move closer to the edge to
improve performance, reduce latency, and enhance fault tolerance.
Further, market trends suggest a transition to hybrid and multicloud
environments, which use a mix of multiple public and private clouds
influenced by users” needs and relative advantages. Technological
innovations (like AI and edge computing), expanding global demand,
regional market dynamics and resource scarcity, regulatory impera-
tives, and sustainability pursuits are contributing to the shift toward a
more distributed model. This model presents opportunities for low-
and middle-income economies to engage both as consumers benefit-
ing from improved access to cloud services and as potential hosts for
new data centers.

Hyperscale cloud service providers are expanding globally to cover
new locations and regions to meet rising demand and maintain service
quality. Although hyperscalers currently dominate the cloud services
landscape, smaller local cloud service providers are emerging to cater to
specialized local needs, offering alternative models and challenging
hyperscalers” dominance. Nurturing the emergence of new local players
while enabling the entry of hyperscalers provides governments and con-
sumers with increased choices as they decide on provisioning models
best suited to their needs.

Governments could benefit from recognizing the importance of
cloud infrastructure and services for future digital transformation and
facilitating the development of cloud and data infrastructure markets to
leverage the economic opportunities they have to offer. The economic
viability of the cloud depends on multiple factors, such as robust digital
connectivity, reliable power supply, the availability of a skilled labor
force, and effective data governance frameworks. A holistic and collabo-
rative approach is essential to proactively drive the advancement of local
and regional markets for cloud and data infrastructure. This approach
involves attracting strategic investments, introducing enabling policy
frameworks, and launching digital skilling initiatives.
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Comprehensive national digital transformation strategies that pri-
oritize cloud computing and that align with other essential
objectives—such as broadband expansion, energy infrastructure
improvements, and enhancing technical skills and organizational
capabilities—are a key step forward. Top countries in the Global Cloud
Ecosystem Index for 20228 have all adopted holistic approaches in
their national digitalization efforts, with a strong emphasis on devel-
oping digital infrastructure and skills and a commitment to regulatory
clarity.

An important challenge lies in understanding the intersection of data
governance frameworks and policies aimed at promoting investment in
cloud and data infrastructure. For example, some governments introduce
data sovereignty requirements that mandate hosting certain types of pri-
vate and public sector data within their countries” borders. However, not
all countries have the necessary infrastructure to support the hosting of
data. The implications of policies and regulations should be thoroughly
understood and assessed, considering various aspects of the national con-
text such as geopolitical situation, geographic location, and market size.
Because investments in cloud and data infrastructure are substantial,
governments need to strike a delicate balance when establishing data
governance frameworks (for example, considering data classification that
allows for diverse types of data to be managed differently), facilitating the
development of local data centers, and using available public cloud
services.

Public sector use cases of cloud computing and ways to stimulate
demand for cloud services should also be considered. Government cloud
adoption creates substantial demand for cloud services and solutions,
because governments, especially in economies characterized by a large
public sector, are often the main consumers of cloud services in low-
income economies. Good digital transformation strategies should com-
prise well-defined policies regarding the use of cloud technologies within
the public sector while also promoting wider adoption, particularly
among small and medium enterprises.

Takeaway #4

Data centers form the backbone of cloud and data infrastructure
and enable the storage and processing of large data volumes. Suc-
cessful data center operations and the expansion of cloud and
data infrastructure markets require a reliable and affordable
energy supply and good broadband connectivity.

Cloud service providers rely on data centers to house their infrastruc-
ture. Data centers serve as the physical infrastructure that supports cloud
services and hosts servers, storage, networking equipment, and other
necessary hardware. Reliable high-speed internet ensures efficient data
transfer and seamless access to cloud resources.
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Complementary investments in resilient broadband infrastructure
are thus essential to the development of cloud markets within coun-
tries. Broadband infrastructure provides foundational connectivity, on
top of which robust computing and storage resources can be added to
maximize economic value. Conversely, inadequate digital connectivity
limits the potential of cloud technologies and affects the accessibility of
services. In low- and middle-income countries where universal broad-
band access remains a challenge, addressing both issues simultaneously
is crucial.

The availability of reliable and affordable (and preferably renewable)
power is essential to ensure uninterrupted data center opera-
tions. Although more acute in low- and middle-income economies,”
power infrastructure challenges are not exclusive to those economies.
Countries with expanding data center markets are experiencing signifi-
cant pressure on their national grid because of a sharp uptake in elec-
tricity use. To address these challenges, governments are imposing
energy efficiency improvements, including the requirement to use
renewable energy alternatives to power local data center operations.
Hyperscale cloud operators are leading the way by building large-scale
data centers powered with their own on-site renewable energy sources,
such as solar and wind power (Dawn-Hiscox 2018), or by funding the
construction of renewable energy plants.

Support from governments through aligned energy policy and strate-
gic investments is essential. The payoffs to such investments can be large:
potential investors in the Philippines are urging the government to prior-
itize and accelerate the addition of 500-megawatt power capacity to
enable multibillion-dollar investments in the cloud and data infrastruc-
ture sector (Moises 2023).

Takeaway #5

A good business environment—characterized by political stabil-
ity, efficient time to market, a competent workforce, and access
to scalable land—influences data center investment decisions.

In addition to making investments in broadband connectivity and
reliable electricity, countries seeking to develop their cloud and
data infrastructure markets must improve their business environment.
Three key factors contribute to a good business environment:
low political volatility, an efficient process that shortens time to
market for service providers, and a highly skilled technical workforce.
Additionally, access to scalable land is becoming increasingly
important.

A stable political climate ensures regulatory consistency and mini-
mizes the risk of sudden policy changes that could disrupt investments.
In low- and middle-income countries, political stability can be a key
factor influencing data center investment decisions. Unstable political
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environments can shorten policy makers’ horizons, leading to
suboptimal short-term policies. Such policies in turn affect data center
investments: private sector players may not favor entering an uncertain
political environment.

Because data centers involve large up-front costs for construction and
operation, time to market—the speed at which data centers and cloud
services can be deployed and made available to customers—is key. Lengthy
permitting procedures and corruption can delay data center construction,
increasing longer-term costs.!® Efficient processes that shorten time to
market can thus attract data center investments.

The availability of highly skilled technical professionals is increas-
ingly crucial for cloud market investments—both for maintenance
and for subsequent wider adoption of cloud technologies. Cloud ser-
vice providers need skilled local staff to operate local data centers, and
customers need digitally skilled employees to make productive use of
the cloud services.

Land, an increasingly scarce resource, is critical for data center con-
struction and expansion. Data centers often put demand pressure on
commercial spaces, driving up land and real estate prices and making
them less affordable for local communities. Consequently, some import-
ant data center markets have implemented temporary moratoriums on
the establishment of new data centers (for example, in Germany [Frank-
furt] and Singapore), shifting investments to secondary markets.

Finally, tax incentives can play a role in attracting private invest-
ments. These incentives can vary depending on a data center’s loca-
tion, size, energy efficiency, and environmental footprint. For exam-
ple, countries in the Middle East are developing special economic
zones and industrial parks that provide tax exemptions for data center
development (Research and Markets 2022). Data centers in Sweden
can take advantage of lower energy tax rates (CBRE 2022). South
Africa’s Draft Policy on Data and Cloud proposes supporting local and
foreign investment in cloud and data infrastructure and services by
establishing a digital/information communication technology Special
Economic Zone (South Africa, Department of Communications and
Digital Technologies 2021).

Takeaway #6

A well-defined regulatory landscape is essential for cloud and
data infrastructure market development. Safely and securely
deriving economic benefits requires striking the right balance
between regulatory safeguards and enablers in line with a
country’s national context and priorities.

Clear and supportive regulations encourage innovation,
attract investments, and drive the adoption of cloud technologies.
Conversely, restrictive or unclear regulations can hinder market

n
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development, limit data accessibility, and impede the potential bene-
fits of cloud computing. The priority issues in the cloud computing
regulatory framework include data governance, cybersecurity and
data protection, cloud resilience, outsourcing regulations, consumer
protection, and competition.

Regulatory models for cloud computing vary greatly across countries
and reflect priorities in terms of balancing safeguards of data protection
and data subjects’ rights with enablers of data sharing. Some countries
have adopted a light-touch approach to regulating their national cloud
environment. Instead of adopting an overarching data protection frame-
work, they rely heavily on self-regulation by the cloud industry. Others,
such as those in the European Union, have adopted a rights-based
approach that prioritizes data security and data subjects’ rights. Finally,
some countries have adopted a restrictive approach requiring government
control over the flow of digital information. These restrictive policies may
stifle innovation and hinder new market entry and investments, and
often act as barriers to cross-border digital trade in services (Ferracane
and van der Marel 2018).

Existing laws and regulations may not always adequately address new
challenges posed by technology innovation. Before considering whether
any new, cloud-specific regulations are required, decision-makers should
ensure that existing laws of general application provide a stable founda-
tion for future legislation. Uncertainty as to how foundational laws might
apply to cloud computing may be better addressed through industry
guidelines rather than with additional regulation.

Takeaway #7

Hybrid and multicloud models for provisioning cloud services
are becoming more prevalent because they offer performance
optimization, enhanced resiliency, and greater flexibility. To
enable such models, governments should ensure robust data por-
tability and interoperability frameworks, and foster competition
among players.

The cloud computing market is highly concentrated, with hyperscalers
owning most of the market share. This situation is the result of network
effects, economies of scale, and significant barriers to entry due to high
up-front capital costs. Hyperscalers are progressively adopting a vertically
integrated approach, increasing their control over the entire value chain,
and strengthening their position in the markets. This dominance raises
regulatory concerns regarding anticompetitive practices (for example,
bundling, tying, and cross-subsidizing services) and consumer protection
(the need to have sufficient safeguards in place to protect consumers’
rights). Such limited competition reduces consumers’ choices, forcing
them to take significant business risks, and can be a barrier to wider
cloud adoption.
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To address this concern, organizations are increasingly adopting hybrid
cloud provisioning strategies that combine public and private cloud envi-
ronments to optimize performance, flexibility, and business resiliency. By
overcoming the limitations of traditional computing, hybrid computing
can help contribute to the growth of the cloud and data infrastructure
market. Multicloud provisioning strategies that involve using services
from multiple cloud providers are another emerging trend. Large enter-
prises and governments are increasingly adopting multicloud strategies
to benefit from the best solutions for specific needs, to optimize costs,
and to mitigate risks of service failure. Multicloud strategies also help
avoid vendor lock-in. Such strategies can encourage greater adoption of
cloud services, increase the demand for services from multiple providers,
and foster competition.

Hybrid and multicloud models (or a combination of both) offer sub-
stantial benefits, yet they also come with challenges related to increased
operational complexity and the lack of technical skills and capabilities
needed to capitalize on the benefits of these models. A proper multicloud
strategy requires full data portability between different cloud providers,
but few interoperability and data portability standardization require-
ments exist. This lack of standardization requires organizations to imple-
ment customized technical solutions and incur additional operational
costs to ensure data transfer across multiple service providers. Govern-
ments can foster wider cloud adoption by setting up data portability and
interoperability frameworks to overcome some of these challenges.

Takeaway #8

Managing cybersecurity risks on the cloud requires collaborative
efforts by the government and private sector. Hyperscale cloud
service providers have significantly increased investments in
cybersecurity to meet market demand. Governments can play a
role through certification and auditing requirements to manage
emergent cybersecurity risks.

Cybersecurity is critical in the context of cloud computing. Disruption
of cloud services presents a significant risk (especially for critical indus-
tries) and requires frameworks that promote operational resiliency, as
well as measures and safeguards to prevent data breaches, unauthorized
disclosures, data loss, and other malicious activities.

Hyperscale providers are making significant investments in the secu-
rity of their platforms: Microsoft and Google have committed a combined
total of US$30 billion to bolster cybersecurity (in the United States)
before 2026 (The White House 2021). This level of investment dwarfs
even the cybersecurity budgets of high-income countries; for context, the
US government’s proposed cybersecurity budget for fiscal year 2025 was
US$13 billion.” These investments reflect the increasing frequency,
severity, and cost of cybersecurity attacks; the sophisticated nature of
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malicious actors; and compliance costs associated with a complex patch-
work of laws and regulations.

Local, smaller cloud service providers may find this level of invest-
ment infeasible. Certification and auditing can be useful in such cases.
Australia, Japan, and the United Arab Emirates (Dubai), for example,
have established mechanisms in their regulatory frameworks that
promote standardized assessments of cloud services using accredited
third-party assessment organizations. International standards and best
practices also help determine adequate requirements for smaller cloud
providers. For cybersecurity, the International Organization for Stan-
dardization’s ISO/IEC 27017:2015 provides a code of practice for
information security controls for cloud services. Additionally, the use
of system and organization controls reports to review the information
security controls implemented by a cloud service provider can provide
an additional layer of checks.

Takeaway #9

As cloud and data infrastructure markets grow, so does their
environmental footprint. Governments are increasingly encour-
aging low-carbon and environmentally friendly data center prac-
tices through targeted policies and regulations.

Data center operations are energy-intensive and compete for
limited land, energy, and water resources. Global energy consumed by
data centers has remained nearly constant, despite the growth in data
center workloads and the internet traffic flowing through them. This
consistency is largely due to improved energy efficiency practices
introduced by data center operators over the last decade. However,
the demand for data centers is projected to increase rapidly and out-
pace the relative gains from energy efficiency improvements
(Bashroush 2020).

Data centers and data transmission networks cause an estimated
1 percent of energy-related greenhouse gas emissions.’? When including
networked devices such as laptops, smartphones, tablets, and other digi-
tal gadgets, digital technologies account for 1.7 percent of all global
greenhouse gas emissions. Further, cloud computing contributes to
life-cycle emissions, spanning from raw material extraction and
manufacturing to transportation and end-of-life disposal or recycling
(World Bank 2023).

Data centers consume large quantities of potable water to ensure the
right temperature and humidity levels to avoid equipment failure. Despite
the scarcity of water as a resource, less than one-third of data center oper-
ators measure their water consumption (Mytton 2021). Although some
data center operators are using recycled and nonpotable water, water con-
sumption by data centers remains a source of considerable contro-
versy, particularly in locations with water stress and during peak demand
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hot seasons. This challenge will likely affect low- and middle-income econ-
omies more adversely because they experience warmer climates and are
more vulnerable to water scarcity. Data center operators and governments
should pursue sustainable server cooling techniques as they expand their
operations in areas with high climate stress. Cloud computing contributes
to another environmental issue—electronic waste—because of the fre-
quent refresh cycles of information and communication technology equip-
ment in data centers. According to an article in Waste Management World,
e-waste is the fastest-growing waste stream globally, and only a small por-
tion is recycled (Nageler-Petritz 2023).

Reducing the environmental impact of cloud computing should be a
policy and business imperative. The pursuit of sustainability requires an
approach that combines obligations, incentives, and collaborative efforts.
When aligned, cloud providers can advance national sustainability objec-
tives and contribute to a greener future. Their influence on the energy
market can drive positive change by promoting and favoring renewable
energy.

For sustainable development of cloud and data infrastructure markets,
governments should promote sustainable electricity generation through
obligations or incentives, efficient use of physical space for data centers,
energy-efficient practices and use of renewable energy, sustainable server
cooling techniques, and measures for e-waste minimization and recy-
cling. They should also incorporate green considerations into govern-
ment procurement.

Many governments are interested in incentivizing data centers and
focusing more on data center sustainability rather than just on economic
expansion. In Germany, data centers can qualify for an exemption from
electricity taxes under specific conditions, such as the adoption of
energy-efficient practices and the use of renewable energy sources (Allen
& Overy LLP 2023). Singapore offers decarbonization incentives to data
centers that implement energy-efficient technologies (Deloitte 2021).
A Green Data Center Rating System in India promotes the construction
and operation of environmentally sustainable and energy-efficient data
centers to reduce energy consumption, water usage, and carbon emis-
sions (Singh 2023).

RECOMMENDATIONS

Governments can benefit from facilitating the development of cloud
and data infrastructure markets and leverage the economic opportuni-
ties those markets offer. For governments, cloud and data infrastruc-
ture markets modernize information technology infrastructure
provisioning, increase efficiencies, reduce costs, and improve public
services provided to citizens. For economies, these markets foster
innovation, create jobs, and drive economic growth.
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It is important that governments develop comprehensive national
digital transformation strategies that, among other digital priorities,
embrace cloud computing. Because robust broadband connectivity, a
reliable power supply, a skilled labor force, and effective data gover-
nance frameworks all affect the viability and expansion of cloud and
data infrastructure markets, addressing these components in a holistic
manner is necessary to drive progress. By outlining clear long-term
directions, governments can signal political stability and support to
investors.

To bridge the “cloud divide,” governments must proactively create
an enabling environment. Doing so involves stimulating demand,
nurturing a skilled information technology workforce, establishing
favorable regulatory conditions, and investing in areas where market
gaps exist. Priority should go to complementary investments in
broadband and energy sectors, while leveraging government demand
as a catalyst.

Governments should gather more accurate and comprehensive data
regarding the demand for cloud services and the prevailing supply
conditions within their domestic markets. Staying abreast of techno-
logical trends is key in this fast-evolving landscape. Designing
context-specific cloud policies that can be effectively implemented
requires an in-depth understanding of current technological trends
and market conditions.

When defining a regulatory framework, governments should strike
the right balance between regulatory safeguards and enablers in line
with their countries’ national context and priorities. Prioritizing
technology-neutral laws and principle-based regulations for cloud and
data infrastructure markets, where possible, ensures fairness and
consistency in the regulatory landscape and helps avoid unnecessary
burdens that may arise from introducing new and specialized
regulations.

Before considering the need for new cloud-specific laws and rules,
policy makers should evaluate the applicability of existing laws that
may already provide a stable foundation for future legislation. Instead
of introducing additional regulation, addressing uncertainties regard-
ing the application of foundational laws to cloud computing can be
achieved through industry guidelines. Self-regulation possibilities can
also be explored.

Table 2.1 lays out recommendations along three main action lines—
establish fundamentals, initiate data flows and stimulate cloud usage,
and develop a sustainable cloud and data infrastructure market—based
on a country’s maturity level.



TABLE 2.1

Government actions and priorities for the development of cloud and data infrastructure

Infrastructure and demand stimulation

Data policy and cloud market regulation

Government as a cloud user

Establish
fundamentals

Make concerted efforts to ensure:

= Universal broadband access and
adequate international connectivity

= Adequate power infrastructure
= Basic digital skills.

Create and implement a robust data
governance framework that incorporates
safeguards and enablers and considers:

= Data quality
= Data openness

= Degree of data sovereignty and cross-
border data flows

= Data protection
= Cybersecurity and resiliency.

Review the outsourcing regulations to
ensure their technological neutrality and
principle-based nature.

Establish well-defined policies regarding the use of
cloud technologies within the public sector.
Decision-makers should consider cloud-first or
cloud-smart policies with a data classification
framework that allows for different management
of diverse types of data, a clear cloud contracting
and procurement framework, and a clear system of
labels and certifications for cloud providers (based
on international standards and best practices).

Establish a robust cloud strategy with a long-term
strategic vision and adoption plan, clearly outlining
the intended migration and/or implementation
approach.

Undertake a thorough risk assessment, ensure
careful vendor selection, establish rigorous
compliance frameworks, and have a clear security
and data management plan.

Initiate data
flows/
stimulate cloud
usage

Aim to bridge digital adoption and usage
gaps through improvements in affordability
(connection and devices), development of
digital skills, fostering local content, and
digitalization efforts in the private

sector (especially for small and medium
enterprises).

Aim to mobilize necessary resources for
cloud and data infrastructure investments
through various targeted financial
instruments, including state aid and public-
private cofinancing, as well as economic and
fiscal incentives. Collaborative efforts and
partnerships are key.

Consider policies for sharing nonpersonal
data and strategies to intensify data use
and reuse.

Pursue regional and international
collaboration to establish harmonized rules
and regulations for a more consistent
environment for cloud adoption and
expansion.

Serve as catalysts in accelerating cloud adoption
by digitizing public services and migrating them to
the cloud. Government migration to the cloud
sends a strong signal of trust and confidence in
cloud-enabled services, generating spillover effects
in adoption by domestic businesses (leading by
example).

Upskill public sector employees to work in different
(hybrid, multicloud) cloud environments and
provide cloud-related recommendations to the
private sector (if/when needed).

(Continued)
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TABLE 2.1 Government actions and priorities for the development of cloud and data infrastructure (Continued)

Infrastructure and demand stimulation Data policy and cloud market regulation Government as a cloud user
Develop a Foster an energy policy to support cloud Encourage competition in the cloud market Promote the development of low-carbon and
sustainable and data infrastructure development. and be ready to intervene, when necessary, climate-resilient cloud infrastructure through green
cloud and data Streamline licensing processes to enable with the following aims: procurement practices, and enact zoning laws that
infrastructure  tficient infrastructure project - To facilitate the adoption of multicloud ~ factor in resource constraints. By strategically
market choosing an environmentally responsible cloud

completion, which shortens time to
market and allows businesses to start

serving their customers and recoup their

initial investments.

Offer targeted tax and regulatory
incentives to attract investments.

Such incentives can vary depending on
data center location, size, potential
environmental footprint, and specific
context. They may range from creating

special economic zones and industrial parks

to tax exemptions for data center
development or subsidized tax rates on
energy use.

Increase the technological readiness of the

domestic market with public support
schemes for business digitization, start-up

acceleration initiatives, and for local private
sector actors who could become part of the

data center ecosystem.

and hybrid deployments by developing
measures that encourage
interoperability and portability of cloud
services. Measures could include setting
interoperability and data portability
standards like those issued by
institutions such as the International
Committee for Information Technology
Standards? or the IEEE Cloud
Computing Standards Committee.?

= To promote a competitive and

consumer-friendly environment for
cloud computing, with measures to
address concerns about competition,
fairness, and market dynamics.
Governments should regularly monitor
and analyze evolving cloud services
markets to identify and address any
potential competition policy concerns.
Further, government efforts should
raise consumer awareness on cloud
provider practices limiting
competition and building capacity
within the industry.

provider, governments can reduce energy use and
carbon emissions required to support their IT
operations.

Collaborate with cloud service providers to define

standards and implement precise environmental
impact monitoring.

(Continued)
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TABLE 2.1 Government actions and priorities for the development of cloud and data infrastructure (Continued)

Infrastructure and demand stimulation

Data policy and cloud market regulation

Government as a cloud user

Ensure the sustainability of cloud and
data infrastructure markets by imposing
sustainability standards for new and
existing data centers.

Build investor confidence by taking a
proactive role in addressing the talent gap
and building a pipeline of skills and
competencies. In addition to offering skills
development through the traditional
education system and specialized state
institutions, governments can build
partnerships with cloud service providers to
offer cloud computing certifications and
other capacity-building programs.
Governments can also create clusters and
partnerships among local universities,
training centers, technology companies, and
potential data center investors to offer
targeted skilling initiatives.

Source: Original table compiled for this report.

Note: |EEE = Institute of Electrical and Electronics Engineers; IT = information technology.
a. International Committee for Information Technology Standards, https://www.incits.org/home/.
b. IEEE, “IEEE Cloud Computing Standards Committee,” https://www.computer.org/volunteering/boards-and-committees/standards-activities/committees/cloud.
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NOTES

1. IDC. Worldwide IDC Global DataSphere Forecast, 2023-2027, https://www
.idc.com/getdoc.jsp?containerld=US50554523.

2. Brynjolfsson, Hitt, and Kim (2011) and Brynjolfsson and McElheran
(2019) estimate that firms adopting data-driven decision-making can have
5-6 percent higher output and productivity.

3. Open data has improved governments, empowered citizens, contributed
solutions to complex public problems, and created new economic
opportunities for companies, individuals, and nations (refer to Verhulst and
Young 2016).

4. Generative Al refers to deep-learning models that can generate high-quality
text, images, and other content based on the data they were trained on
(Martineau 2023).

5. This growth will depend on the rate of technology adoption and
redeployment of worker time into other activities (Chui and others 2023).

6. Hyperscalers refer to companies that provide cloud computing services on
an extensive scale, managing and operating data centers worldwide.

7. Gartner. 2023. “Gartner Forecasts Worldwide IT Spending to Grow 4.3 %
in 2023,” https://www.gartner.com/en/newsroom/press-releases/2023-07
-19-gartner-forecasts-worldwide-it-spending-to-grow-4-percent-in-2023.

8. MIT Technology Review, “Global Cloud Ecosystem Index 2022,” https://
www.technologyreview.com/2022/04/25/1051115/global-cloud-ecosystem
-index-2022/.

9. The World Bank’s quality of electricity supply index suggests that the quality
of the electricity supply in developing countries lags.

10. World Bank, Governance, “Combating Corruption,” https://www
.worldbank.org/en/topic/governance/brief/combating-corruption.

11. White House proposed Spending by the U.S. Federal Government on
Cybersecurity for Selected Government Agencies for FY 2025; 15. Information
technology and cybersecurity funding, https://www.whitehouse.gov
/wp-content/uploads/2024/03/ap_15_it_fy2025.pdf.

12. International Energy Agency, “Data Centres and Data Transmission
Networks,” https://www.iea.org/energy-system/buildings/data
-centres-and-data-transmission-networks.
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ABSTRACT

This chapter describes the main characteristics of cloud computing
services, their benefits and limitations, and common deployment models
that organizations and governments can choose from to meet their
business objectives, data security needs, and resource requirements.

MAIN MESSAGES

Cloud computing is changing how information technology (IT)
infrastructure is provisioned. It transforms legacy, end user—-owned
IT infrastructure to a service-based, on-demand, and scalable resource that
is run over service provider—-owned and shared infrastructure.

This shift facilitates access to scalable computing resources for the public
and private sectors (particularly small and medium enterprises) to deploy
computation-intensive services and applications.

Benefits of using cloud and data infrastructure include potential cost
efficiency, flexibility, enhanced performance, reliability, and improved
environmental sustainability. However, cloud computing depends on
internet connectivity and may introduce some risks to securing and pro-
tecting sensitive data. Regulatory compliance, vendor lock-in, rigid con-
tracts, and hidden costs are challenges often encountered in the realm of
cloud computing. The decision to transition (fully or partly) to a
cloud-based environment depends on multiple factors, including risk
tolerance and the ability to manage those risks, so it requires a nuanced
assessment tailored to individual circumstances and priorities.
Organizations’ choice of provisioning models can help mitigate some
risks. For instance, using services from multiple cloud providers can
mitigate the risk of vendor lock-in and improve resiliency, and choosing
services from a cloud provider with solid environmental practices can
facilitate the shift away from IT resources powered by inefficient and

nonrenewable energy sources.
23
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DEFINITION AND SERVICE MODELS

The US National Institute of Standards and Technology defines cloud
computing as “a model for enabling ubiquitous, convenient, on-demand
network access to a shared pool of configurable computing resources (for
example, networks, servers, storage, applications, and services) that can
be rapidly provisioned and released with minimal management effort or
service provider interaction” (Mell and Grance 2011). First emerging in
the early 2000s, cloud computing has become the dominant model for
delivering computing resources and services. It is an essential part of
modern technology infrastructure across various industries and is foun-
dational to the digital transformation of firms and governments.

Figure 3.1 illustrates three classic cloud service models based on the
type of computing resources, level of control over underlying infrastruc-
ture, and functionalities provided to users: Infrastructure as a Service
(IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS).

m JaaS models provide fundamental building blocks of computing infra-
structure, offering virtualized resources such as IT hardware, compu-
tation, networking, and storage capacity (Zhang, Cheng, and Boutaba
2010). IaaS offers users the highest level of control over the infrastruc-
ture used, allowing them to manage and configure operating systems,
applications, and data on virtual machines. Users can scale resources

FIGURE 3.1 Cloud service models

Software applications and data services
Apps, multimedia files, web pages, databases,
document files

Source: World Bank 2022b.
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up or down without owning the needed infrastructure.! Because IaaS
models require users to pay only for the resources they use, these
models can help organizations cut operating and maintenance costs.
IaaS models are especially useful for irregular workloads or when
users must manage unexpected spikes in demand.

PaaS models provide developers with an end-to-end platform and an
environment to build, deploy, and manage applications without hav-
ing to manage the underlying infrastructure. Application Programming
Interfaces, which mediate developers” access to services and tools
available on the platform, facilitate access to PaaS (Goldman 2023).
Cloud service providers manage the hardware, networking, storage,
and operating systems required to run applications. PaaS offers orga-
nizations more agility and flexibility to meet their business require-
ments because it allows them to focus on developing applications.
SaaS models offer users access to software applications on a pay-as-
you-go basis. These ready-to-use applications do not need to be
installed, managed, or maintained on local devices or servers. Users
access the software through a web browser or an application interface,
with cloud service providers managing software updates and mainte-
nance on the back end. Examples of Saa$ services include productivity
and project management tools, customer relationship management
applications, video conferencing solutions, and multimedia streaming
platforms.

Because of advancements in technology and a growing demand for
specialized services, the cloud ecosystem is transitioning toward a broader
model, often called Anything as a Service (XaaS). The term encompasses
products, tools, and technologies delivered to users over the network.
XaasS represents a diverse range of on-demand services like Communica-
tion as a Service (CaaS), Network as a Service (NaaS), Database as a Ser-
vice (DBaaS), and Security as a Service (SecaaS), among others. This
evolution reflects the industry’s shift to providing more tailored and
diverse solutions, because any IT function can now be provisioned as a
service.

Essential characteristics

Cloud computing is defined by five essential characteristics that distin-
guish it from traditional on-premises computing models. The National
Institute of Standards and Technology outlines these five characteristics
as follows (Mell and Grance 2011)—refer to figure 3.2:

e On-demand self-service. Cloud computing enables users to provision
computing resources (for example, processing power, storage, and
networking) automatically, without requiring human intervention
from the service provider.
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FIGURE 3.2 Essential characteristics of cloud computing
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Source: US General Services Administration.

e Broadband network access. Cloud services are easily accessible over the
internet or through a private network. Users can access these services
using various devices, such as laptops, desktop computers, mobile
phones, or tablets.

e Resource pooling. Cloud providers use a multitenant model that pools
and shares computing resources—such as storage, processing, mem-
ory, and network bandwidth—to serve multiple users. These physical
and virtual resources are dynamically allocated and reassigned accord-
ing to demand, ensuring efficient utilization.

e Rapid elasticity. Cloud resources can easily be scaled up or down on
demand. Users can request additional resources when needed and
release them when no longer required, ensuring optimal use of
resources.

e Measured service. Cloud computing resources are automatically moni-
tored, controlled, and reported, providing insights for resource optimi-
zation and allowing precise metering and transparent billing based on
actual usage.

DEPLOYMENT MODELS

Cloud deployment models refer to the different approaches that define how
cloud computing services and resources are provisioned. The following sub-
sections describe various deployment models and their different ownership,
accessibility, and resource-sharing characteristics (refer to figure 3.3).

Private cloud

In a private cloud deployment model, the cloud and data infrastructure is
dedicated to a single organization and is owned and managed either by
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FIGURE 3.3 Cloud deployment models
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Community cloud

A shared cloud
infrastructure
accessible exclusively
to a specific group of
organizations or
users with shared
interests (defined by
location, sector,
common goals, or
compliance
requirements).

May be owned,
managed, and
operated by
members of the
community,
third-party vendors,
or both.

Public cloud

A cloud infrastructure
owned and operated
by a third-party
cloud service
provider, and
accessed via the
public internet or
direct network
connections.

Services are offered
on a pay-as-you-go
or subscription basis,
allowing users to
access a wide range
of computing
resources.

Source: Original figure created for this publication.

Hybrid cloud

An integrated
computing
environment
combining elements
from public clouds,
private clouds, and
on-premises data
centers.

Multicloud

A deployment model
that uses services
from multiple cloud
providers. May
include multiple
public clouds or
private clouds, or
multiple hybrid
clouds. May either be
integrated into a
single environment
or remain separate.

the organization itself or by a third-party provider exclusively serving
that organization. Private cloud deployments combine data center infra-
structure, cloud computing solutions, and connectivity to provide a ded-
icated and controlled cloud environment for the organization. This model
offers users a higher level of control, and customization. Maintaining
sensitive data and applications within an organization’s premises
(on-premises) or in a data center (off-premises) via a private cloud
deployment can support regulatory compliance. There are three main
types of private cloud deployments, depending on who manages the pri-
vate cloud environment and where the cloud solution is stored:

m On-premises private clouds are built and maintained within an
organization’s own physical data center or facilities. In this model, the
organization maintains full control over the infrastructure, hardware,
and software. This setup allows for highly customizable configurations
and security measures and is well-suited for organizations with strict
data privacy and security requirements.

m  Hosted or managed private clouds, operated and hosted by a third-party
service provider, offer the user varying degrees of control and man-
agement. In this model, cloud providers dedicate cloud infrastructure
exclusively to a single organization. The provider maintains private
cloud resources—including hardware, software, and security
updates—in the provider’s data centers or in colocation facilities.?
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Virtual private clouds provide a logically isolated and dedicated section of
public cloud infrastructure to a single organization. They provide organi-
zations with a level of isolation like a traditional private cloud, enhance
security, and allow organizations to configure their cloud resources and
network settings in scalable and potentially cost-effective ways.

On-premises private cloud deployments require substantial up-front
capital expenditure, operating costs, and specialized human resources.
They are less attractive for small businesses with limited budgets. Because
additional computing resources take time and money to deploy, these
deployments may not be able to scale effectively and quickly when
demand is high. The use of private clouds has expanded because of the
virtual private clouds and hosted or managed private cloud solutions
offered by some public cloud providers, which make these services acces-
sible to a broader range of users.2

Private clouds offer dedicated infrastructure, increased control, and net-
work isolation, and can comply with prevailing laws that apply to sensitive
data storage and processing. Additionally, private clouds offer extensive cus-
tomization options for implementing security measures, access controls,
and sector-specific policies for compliance. Maintaining these standards,
however, entails higher costs and greater internal responsibilities.

Private clouds offer a strategic choice for organizations prioritizing
control and risk mitigation within their cloud environments. They are
particularly suitable for organizations with strict data security require-
ments and specific performance needs, or in industries with stringent
compliance standards. Such organizations often include large enterprises,
government agencies, financial institutions, health care providers,
research institutions, and defense and military organizations.

Community cloud

A community cloud involves a shared private cloud infrastructure
accessible to multiple organizations that have shared interests or that col-
laborate. Community clouds are jointly owned by member organizations,
and only those members have access. Each member can have private
cloud spaces to meet its security, privacy, and compliance needs. Com-
munity clouds may be hosted and managed internally by the organiza-
tions or by a third-party provider.

Community clouds are attractive to health, financial, or legal sector
organizations that are subject to strict but similar regulations. They can
also be deployed for a municipality or industrial park and are well-suited
for managing joint projects that benefit from sharing community-specific
software applications or development platforms (AbacusNext, n.d.).

For governments, this concept is commonly called “government cloud”
and has been adopted by many countries. Government cloud is an isolated
collaborative cloud computing environment designed to meet the needs
and unique requirements of government agencies and organizations.
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Industry clouds—tailored to meet the requirements and needs of
specific industries, supply-chains, and verticals—are a distinct trend in
cloud computing. Unlike general-purpose clouds, industry clouds are
fine-tuned to address the challenges, regulations, and workflows within
a sector. These clouds offer a curated ecosystem of applications, services,
and tools for organizations in health care, finance, manufacturing, and
more. Industry clouds can also be deployed on public, private, or hybrid
cloud infrastructures, depending on the needs of that industry.

Public cloud

In a public cloud deployment model, the cloud infrastructure is owned
and operated by a third-party cloud service provider and accessible to
users through either the public internet or direct network connections.
Computing resources—such as servers, storage, networking, and virtual
machines—are shared among multiple users who pay for resources and
services on a pay-as-you-go basis. Public cloud deployments are accessi-
ble, easy to maintain, and scalable, making it easy for users to meet
changing demands. They optimize data storage and are well-suited for
many applications and workloads. In these deployments, however, users
have limited control over the underlying infrastructure. Public cloud ser-
vices are typically provided from data centers in multiple geographic
locations, which can lead to latency issues or impose additional regula-
tory and compliance costs because of conflicts arising from different
countries’ laws and regulations on data.

Examples of public cloud providers include Alibaba Cloud, Amazon
Web Services (AWS), Google Cloud Platform, IBM Cloud, and Microsoft
Azure. Some telecommunications operators also extend their services
into the realm of public cloud computing. For instance, AT&T, in addition
to its core telecommunications services, provides cloud computing and
hosting solutions through its AT&T Cloud services. Similarly, Orange
offers a range of public cloud services through its Orange Cloud for
Business platform. On a regional scale, providers like Telia Cloud, MTN
Business Cloud, and Safaricom Cloud offer public cloud services. Many
telecom and local data center providers form partnerships with hyper-
scale cloud providers to enhance the scalability and flexibility of their
offerings.

Hybrid cloud

Hybrid cloud deployments combine elements of on-premises, private (or
community), and public cloud infrastructures. They use standardized or
proprietary technology to allow data and applications to move seamlessly
between environments. Hybrid clouds allow organizations to have better
control over strategically important data or applications and facilitate
cost-effective compliance with data privacy and security regulations. Hybrid
clouds permit easy extension of resources via the public cloud to manage
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peak demand, and they require significantly less space on premises relative
to a fully private cloud. Organizations choose hybrid clouds to meet specific
business needs that a single cloud deployment model cannot meet fully.#

Multicloud

The multicloud deployment model uses storage and computing resources
from multiple cloud providers. The primary difference between hybrid
cloud and multicloud deployments is that hybrid clouds combine public
and private clouds using an integrated architecture, whereas a multi-
cloud deployment does not necessarily integrate the services of several
cloud providers in a single environment. Hybrid clouds focus on combin-
ing the strengths of both public and private clouds, whereas multiclouds
aim to leverage the strengths of different cloud providers for specific
purposes.

Multicloud deployments allow users to select vendors best suited for
their needs (for example, price, payment flexibility, contract terms, and
level of customization), to distribute risks across multiple platforms, and
to avoid vendor lock-in. On the negative side, multicloud environments
can be complex to operate and govern, and they require a highly special-
ized workforce capable of handling multiple public cloud providers.

BENEFITS AND LIMITATIONS

Cloud computing offers many benefits for users, but it has some limita-
tions as outlined in this section. Cloud migration decisions hinge on mul-
tiple factors: the use cases, workloads, resources required, regulatory
compliance, and cloud service providers. Overprovisioning, lack of work-
load optimization, or inadequate usage monitoring can lead to unfore-
seen expenses for users. Furthermore, long-term commitments or
specialized services may not always yield cost efficiency in the cloud.
Cybersecurity and resiliency capabilities vary across different cloud
models. Organizations should evaluate their options and consider their
unique needs before deciding on migrating to the cloud and selecting a
deployment model. Conducting a comprehensive cost-benefit analysis
before migration is imperative to accurately assess its financial and orga-
nizational impact.

Potential benefits of cloud computing

Cost efficiency. Cloud computing (especially public cloud deployments)
may offer cost efficiency through its pay-per-use and subscription-based
pricing models that eliminate the need for up-front capital expenditure
on server equipment, desktops, and licenses. Users can save on IT per-
sonnel costs because of the limited in-house IT infrastructure. These cost
savings can be significant but need to be assessed for each specific case,
because financial implications may vary by the chosen service,
deployment model, and contractual terms.
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Flexibility and scalability. Cloud computing allows users to choose
from a variety of services and configurations and to tailor the cloud envi-
ronment to their specific requirements. The cloud (especially the public
cloud) also provides near-unlimited scalability: as their needs change,
users can add and drop resources such as computing power, storage
space, or services. Scalability benefits offered by private and community
clouds are more limited.

Performance and reliability. Hyperscale cloud providers offer high
service availability and a guaranteed uptime of 99.95 percent*—higher
than most on-premises data centers. Cloud providers design platforms
with redundancy and fault tolerance to maintain service availability amid
hardware failures and natural disasters. Provided they are meticulously
designed, maintained, and managed, private clouds can also offer high
reliability and performance.

Shared responsibility for cybersecurity. In terms of cybersecurity,
cloud deployment models have both benefits and risks. The nature of
cloud deployments is such that some cybersecurity responsibilities are
transferred from the user to the cloud service provider. This shift is most
salient in SaaS hyperscale service provision and least salient in on-
premises private clouds. Organizations deploying clouds always retain
some responsibility for cybersecurity because they specify access levels
and are responsible for user management. Cloud providers thus espouse
a “shared responsibility” model that clarifies which security controls are
managed by the cloud provider and which ones are managed by the user.

In low- and middle-income economies, the use of public cloud deploy-
ments can yield significant cybersecurity benefits. Because of their limited
access to resources, cybersecurity solutions, budget, and cybersecurity tal-
ent, users may have a weaker cybersecurity posture than hyperscale cloud
providers. In these cases, public cloud deployments can yield a positive net
impact on cybersecurity risk management capabilities. Thorough risk
assessments can help inform choices of deployment and service models. In
some contexts, challenges relating to conflicts of jurisdiction, and the
potential negative impact of foreign legislation on data availability and
confidentiality, can lead users to opt for solutions other than public cloud
for sensitive data.

Automation and orchestration. Cloud computing uses automated
processes and orchestration tools that streamline deployment, configura-
tion, scaling, and management of resources, thus reducing manual inter-
vention and human errors. Additionally, cloud orchestration tools and
services help coordinate complex workflows and deploy and scale appli-
cations to manage cloud resources efficiently.

Software updates and maintenance. Cloud service providers are
responsible for maintaining the infrastructure and managing software
updates. They regularly add new features, security patches, and perfor-
mance enhancements. Cloud service providers’ ownership and man-
agement via such means are highest in SaaS, moderate in PaaS, and
lowest in IaaS.

31
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Reach and accessibility. Hyperscalers maintain data centers in
multiple regions and deliver services across geographic locations. Cloud
services are accessible to all users with an internet connection, regardless
of their location. Users therefore have access to data, applications, and
services from various devices, which promotes collaboration and remote
work. Private on-premises clouds may have more restricted geographical
reach and accessibility compared with public cloud services. Virtual
private clouds offer an intermediary solution.

Environmental sustainability. Public cloud providers are increas-
ingly focused on reducing their environmental impact and adopting sus-
tainable practices by using energy-efficient data centers and renewable
energy sources. These efforts, combined with the economies of scale
often enjoyed by public cloud service providers, translate into net energy
and carbon savings for most users (Microsoft Corporation 2020). Private
and community clouds can also contribute to greater sustainability
because they aggregate and optimize infrastructure across workloads.
Clouds can reduce their environmental impact by increasing operational
efficiency, optimizing infrastructure, and transitioning to renewable
energy sources.

Limitations of cloud computing

Increased dependency on connectivity. The increasing reliance of
businesses and organizations on cloud computing solutions has made
broadband connectivity essential. Countries with inadequate internet
infrastructure experience limited coverage, insufficient connection
speeds, and unreliable connections. Slow speeds result in lengthy load
times for cloud applications, and unreliable connections disrupt work-
flows and risk data loss. These limitations hinder effective use of cloud
services. Direct connections through cloud on-ramp solutions can effec-
tively counter the potential disruptions caused by unreliable internet
connectivity (box 3.1). This approach, however, requires complementary
investments in broadband connectivity. The availability of cloud
on-ramps varies by region, limiting their feasibility for some
organizations.

On-premises private clouds offer some benefits because they do not
rely on internet connectivity to access the cloud, but some organizations
will find private clouds cost-prohibitive. Notably, cloud downtimes (peri-
ods of time when cloud computing services are unavailable) can occur
not only because of connection problems but also because of provider
outages or physical hardware malfunctions.

Greater costs of compliance. Depending on the industry and loca-
tion, organizations may need to comply with specific regulations related
to data storage, privacy, and security. Ensuring adherence to such regula-
tions in a cloud environment can be complex and challenging, especially
for organizations operating across multiple jurisdictions. Users should
carefully assess and choose cloud providers that comply with specific
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BOX 3.1 Accessing cloud and data infrastructure

Reliable and efficient access to cloud and data infrastructure affects
the performance and usability of services on the cloud. Users can
access cloud and data infrastructure in two main ways.

Via the public internet. An internet connection provided by an inter-
net service provider is the most common method to access data and
applications on the cloud. In some low- and middle-income econo-
mies, however, variable latency and limited bandwidth can cause per-
formance issues. Connecting to the cloud via the internet may pose
security concerns because, in rare instances, sensitive data may be
vulnerable to unauthorized access and data breaches. Virtual private
networks do not guarantee complete security. These risks can be mit-
igated through direct connections to the cloud via dedicated private
networks, also called cloud on-ramps.

Cloud on-ramps. Cloud on-ramps are dedicated, private network con-
nections that enable organizations to connect their on-premises pri-
vate infrastructure to public cloud deployments. Cloud on-ramps seek
to improve security and performance of cloud services and optimize
the transfer of data, applications, and workloads between existing
on-premises infrastructure and the cloud.

Cloud on-ramps enable organizations to maintain existing informa-
tion technology assets, data, and applications in their on-premises
data centers or private clouds and to adopt public cloud services for
specific workloads. Compared with traditional internet connections,
cloud on-ramps offer higher bandwidth, lower latency, and increased
security. Cloud on-ramps facilitate multicloud or hybrid deployments,
allowing organizations to leverage the benefits of the public cloud while
maintaining seamless integration with their existing infrastructure.

regulatory requirements (demonstrated through certifications, labels, or
third-party audits) for user needs and establish clear contractual agree-
ments to remain in compliance.

Vendor lock-in. Although traditional on-premises deployments can
also suffer from reliance on legacy software and vendor lock-in, cloud
deployments are not immune. Migrating a company’s workloads and
services from one cloud provider to another can be complex, time-
consuming, and costly (because of egress costs?). Differences between
cloud environments add complexity and can lead to compatibility or
integration issues. These issues may make it challenging to switch cloud
service providers, potentially leading to vendor lock-in. Vendor lock-in
risks vary according to the deployment model (and can be lower with
IaaS than with PaaS and SaaS models). Selective adoption of cloud-
native solutions,® which offer greater flexibility and reduce dependency,
can help manage this risk. Vendor lock-in risk can be addressed through
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portability provisions in users’ cloud agreements, by asking cloud provid-
ers to include portability tools and by requiring transparent disclosure of
costs incurred for switching. Multicloud strategies may also be one way
of reducing dependency on a single vendor.

Rigid contracts and hidden costs. Many public cloud providers
have standardized contracts and are often reluctant to negotiate terms
and conditions (Business Wire 2011). Therefore, potential users must
understand the key elements of their cloud provisioning contract and
the clauses that can be negotiated.? Clearly understanding the under-
lying cost structure to avoid facing hidden costs for data transfer and
migration is key. Demand aggregation via enterprises or governments
can increase buyers’ negotiation power and help them reach agree-
ments with cloud service providers that align better with the buyers’
objectives.

Limited control. Service level agreements (SLAs) and cloud
provider management policies describe the level of user control and
service execution in a cloud environment. Although specifics differ
across providers, SLAs in public cloud deployments offer users mini-
mal control and restricted access to key administrative services
(especially in PaaS and SaaS models). It is important that users making
deployment choices carefully define their needs and understand their
rights in SLAs.

NOTES

1. For more information, refer to IBM, “What Is IaaS (Information-as-a
-Service)?” https://www.ibm.com/cloud/learn/iaas.

2. A colocation facility is a type of data center that provides space, power, cooling,
and physical security to multiple organizations or tenants to deploy their own
servers, networking equipment, and storage devices while benefiting from the
data center’s robust infrastructure and services.

3. For example, AWS, primarily known for its public cloud services, provides
a private cloud solution called the Amazon Virtual Private Cloud and
Amazon AWS Outposts (managed private cloud). Similarly, Microsoft offers
private cloud options through Azure Virtual Network and Microsoft Azure
Stack, allowing customers to deploy cloud resources in a private or hybrid
environment.

4. For example, streaming services, such as Netflix, prefer a hybrid cloud because
of its ability to efficiently manage and accommodate unexpected surges in
bandwidth demand (especially during peak usage periods). In such situations,
the hybrid cloud is the optimal choice for managing the increased bandwidth
requirements. Companies like Airbnb and Uber have also adopted the hybrid
cloud model to enhance the scalability and flexibility of their operations.
Moreover, hybrid cloud solutions are becoming increasingly popular in the
governmental sector (World Bank 2022a).

5. According to, for example, the Amazon Compute Service Level Agreement,
https://aws.amazon.com/compute/sla/; Microsoft’s Service Level Agreements
(SLA) for Online Services, https://www.microsoft.com/licensing/docs/view
/Service-Level-Agreements-SLA-for-Online-Services?lang=1; and Google’s
Cloud Run Service Level Agreement (SLA), https://cloud.google.com/run/sla.
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6. Hyperscale cloud providers typically implement strong cybersecurity
measures, such as measures regarding patch management, encryption,
and incident detection. The services offered by hyperscale cloud
providers comply with many industry guidelines, as demonstrated by
their certifications (for example, in the International Organization for
Standardization line of standards). Hyperscale cloud providers also
offer a high level of redundancy, which yields tremendous benefits for
cybersecurity, compared with private cloud or government cloud solutions
that may concentrate data storage in a single location.

7. Egress costs in cloud computing refer to the fees associated with transferring
data out of a cloud service provider’s network, affecting the overall cost of
data management in the cloud.

8. Cloud-native solutions, specifically designed to operate within the cloud
environment, ensure compatibility across diverse platforms, simplifying
migration. Employing a microservices approach, these solutions break down
applications into portable modules, facilitating transter between providers.
Key technologies like containers (packaging apps and dependencies for
seamless mobility) and container orchestration platforms (managing and
adjusting these containers) play vital roles in these solutions.

9. Gartner identifies nine contractual terms that should be examined to reduce
risk in cloud contracts. Similarly, other sources indicate key negotiation
areas (for example, Chou 2016).

10. SLAs outline the commitment between a service provider and a client,
including details of the service, the standards the provider must adhere to,
and the metrics to measure the performance.
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ABSTRACT

This chapter examines the drivers of and dynamics underpinning the
global cloud computing market. It identifies major players in the industry
and the trends influencing future development of the market.

MAIN MESSAGES

The exponential surge in digital data volume, coupled with the potential
advantages of cloud computing, is propelling the global expansion of cloud
computing markets.

The cloud computing market is estimated to grow at 20 percent annually
until 2025, driven by growth in low- and middle-income economies. In
2022, the global cloud market was valued at US$600 billion, comparable
to the global air transportation market. Data are expected to grow faster
than storage and computing capacity additions over the next five years.
Countries in the East Asia and Pacific region have the fastest-growing
cloud markets, whereas those in Sub-Saharan Africa have the smallest
addressable market for cloud. Banking, financial services, and insurance
sectors demonstrate the most uptake in cloud computing services.

Like the telecommunications industry, cloud and data infrastructure
markets comprise international, regional, and local players with diverse
service offerings. Three international players (referred to as hyperscalers)
dominate the global market. Low-income countries have fewer providers
to choose from.

Hybrid and multicloud models are seeing increased uptake, which suggests
that eventually, although some amount of cloud and data infrastructure
will be contained within national borders, some services will be provi-
sioned regionally and internationally.
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FIGURE 4.1
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DATA AT THE CENTER OF CLOUD GROWTH

Never in human history has there been such a significant increase in
the availability of information for processing and use. In 2010, about
2 zettabytes of data were generated globally. In 2023, that number is
estimated to reach 129 zettabytes, marking a new milestone. The total
volume of data generated, captured, and consumed is projected to
exceed 290 zettabytes by 2027 (IDC 2023). Figure 4.1 breaks down
data generated per minute around the world.

This exponential growth of digital data can be attributed to several
factors: the rise of data-generating devices such as smartphones, wear-
able electronics, and various sensor-equipped gadgets; the widespread
adoption of digital platforms, social media, and user-generated content;
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the adoption of 5G technologies and edge computing that support
data-intensive applications; the growing demand for artificial intelli-
gence (AI) and machine learning algorithms that rely on a lot of data
for their training; and the growing utility of data analytics for govern-
ments and businesses for data-driven decisions and enhancement of
their services.

Estimates suggest that less than 1 percent of global data are analyzed
and used today because up to 90 percent of all data are unstructured—
that is, they comprise images, videos, and “exhaust data” generated as a
by-product of diverse online activities and digital interactions. A stagger-
ing 99 percent of generated data remain unused, representing a substan-
tial missed opportunity for social and economic gains.

Research shows that data-driven decision-making and innovation
enhance productivity, growth, and social well-being. The acceleration
of cloud, AI, and big data adoption in European Union (EU) busi-
nesses by an additional 10 percentage points could add €370 billion in
gross value added by 2030, a larger amount than the EU’s financial
services industry. Generative AI, which relies heavily on cloud and
data infrastructure, could potentially add trillions of dollars to the
global economy, fostering annual labor productivity growth between
0.1 percent and 0.6 percent by 2040. Although some of these benefits
may not have a direct impact or immediately reflect in economic mea-
sures, they may result in an overall enhancement in quality of life
and social well-being (through, for example, advancements in health
care, educational opportunities, civil engagement, and government
transparency).

Cloud computing offers the infrastructure, scalability, and tools
required to effectively store and process these large amounts of data. The
surge in data and the potential benefits over on-premises solutions are
driving a global expansion of cloud computing markets.

DYNAMICS OF CLOUD AND DATA
INFRASTRUCTURE MARKETS

This section provides an overview of cloud and data infrastructure mar-
kets with a focus on low- and middle-income countries. It includes dis-
cussion of cloud services such as Infrastructure as a Service (IaaS), public,
private, and hybrid; Platform as a Service (PaaS); Software as a Service
(SaaS); and colocation data centers (refer to box 4.1).

The global cloud and data infrastructure market has grown by approx-
imately 35 percent each year since 2016 and was valued at US$600 bil-
lion in 2022. It is projected to grow at about 20 percent annually until
2025, with a similar growth rate expected to persist until 2030 (Roland
Berger 2022b). The private sector makes up 96 percent of total invest-
ment, whereas government spending represents only 4 percent
(table 4.1). Private enterprises are also the biggest users of cloud services.
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BOX 4.1 Cloud and data infrastructure market definitions

A data center is a facility that serves as a repository for various types
of computing equipment, including servers, routers, switches, and fire-
walls. It also houses supporting components such as backup systems,
fire suppression equipment, and air-conditioning infrastructure.

Cloud and data infrastructure is a network of data centers or other
computing facilities (for example, server rooms and edge computing
facilities) equipped with the hardware and software for cloud comput-
ing. Although colocation data centers are treated as a distinct mar-
ket, substantial colocation space is leased to cloud service providers
for rapid scalability and improved density. Retail colocation leases are
often signed by large enterprises seeking direct and reliable access to
cloud providers as part of their hybrid and multicloud deployments.
This report therefore considers colocation facilities an integral part of
the cloud and data infrastructure market.

The cloud and data infrastructure value chain comprises wholesale data
centers and colocation companies that build physical space, air cool-
ing, energy supply, and access to telecommunications infrastructure,
as well as service-based business models such as Infrastructure as a
Service, Platform as a Service, and Software as a Service (figure B4.1.1).

FIGURE B4.1.1 Cloud and data value chain
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Note: B2B = business-to-business; B2C = business-to-consumer; CCaaS = Contact Center

as a Service; CDN = content delivery network; CPaaS = Communications Platform as a
Service; DevPaaS = Development Platform as a Service; laaS = Infrastructure as a Service;
NMaaS = Network Management as a Service; UCaaS = Unified Communications as a Service.

In 2020, worldwide enterprise spending on cloud infrastructure (IaasS,
PaaS$, and hosted private cloud combined) surpassed on-premises invest-
ments for the first time. Enterprise spending on cloud infrastructure grew
from a base of zero in 2010 to US$130 billion in 2020, accelerated in part
by business continuity needs during the COVID-19 pandemic. Enterprise
spending on data center hardware and software dropped by 6 percent to
less than US$90 billion over the same period (Carey 2021).
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TABLE 4.1 Cumulative spending on cloud and data infrastructure in emerging markets
Percent of total spending on cloud and data infrastructure

Private sector Government
Commercial DC CapEx (including cloud regions) 98 2.0
Commercial DC annual OpEx 98 2.0
Spending on on-premises DC infrastructure 94 6.3
Spending on cloud infrastructure and platform services 94 55
Average 96 4.4
Private sector spending on cloud and data
infrastructure, by region
East Asia and Pacific 97
Middle East and North Africa 94
Sub-Saharan Africa 96

Source: Xalam Analytics 2022.
Note: Table shows spending in emerging markets in East Asia and Pacific, the Middle East and North Africa, and
Sub-Saharan Africa. CapEx = capital expenditures; DC = data center; OpEx = operating expenditures.

Public cloud deployments currently represent the largest share of the
cloud market. However, hybrid cloud deployments are emerging as a
preferred choice for many users, making it one of the fastest-growing
deployment models (Villars and others 2021). IaaS and PaaS segments
drive market growth globally, but SaaS has also demonstrated consider-
able growth over the last few years because of its low entry-level prices
and accessibility (figure 4.2). The affordable prices appeal to small com-
panies and individuals, and the service can be accessed entirely online
(CST 2023). PaaS and SaaS are converging into global business models,
whereas IaaS remains partially driven by local actors.

North America currently accounts for 40 percent of total global reve-
nues and represents the largest cloud region (Grand View Research
2022). Major players—Amazon, IBM, Microsoft, and Oracle—have their
headquarters in the United States, as do large private sector and govern-
ment users. Consequently, North America is expected to maintain its
leadership position in the cloud services market.

Among developing countries,! those in the East Asia and Pacific region
accounted for more than half of revenues in 2021 (56 percent),
with strong forecasted growth at 36 percent until 2025 (figure 4.3).
Sub-Saharan Africa’s regional share is expected to grow slightly from
5 percent in 2021 to 6 percent in 2025.
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FIGURE 4.2 Global cloud and data infrastructure market growth, by segment, 2016-25

1,200 ;
E Forecast CAGR, CAGR,
1,000 - 976  2016-20 2020-25
i CAGR +20.2% JKad 26% 14%
2 0. : m o d
o ]
. :
£ 600 : 149
3 : 125 38% 28%
T + [ 1
o 400 4 CAGR +35.4% 389 ' 225
= 300 ., Y | 185
- | ! 148 54%
200 4 164 [18 218 325 o . 115 . @
; S % 71% 13%
0 —13 —51 32744 | Te0 57 64 73 83

2016 2017 2018 2019 2020 2021F 2022F 2023F 2024F 2025F
M SaaS M PaaS 1aaS (public and hybrid) [ laaS (private) Colocation

Source: Roland Berger 2022b.
Note: CAGR = compound annual growth rate; 1aaS = Infrastructure as a Service; PaaS = Platform as a Service;
SaaS = Software as a Service.

FIGURE 4.3 Growth of cloud services markets, by region, 2016-25
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The East Asia and Pacific region’s rising share of the market can be
attributed to increasing internet penetration and expanding digitalization
of countries there. Drivers include the emergence of local technology
giants, such as the Alibaba Group, and the increasing adoption of cloud-
based solutions in the manufacturing and health care industries. To meet
governments’ data localization requirements, hyperscalers are building
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data centers in countries such as Indonesia and Thailand, increasing their
regional presence and contributing to market share (refer to box 4.2 for a
snapshot of cloud adoption in Indonesia). Sub-Saharan Africa represents
the smallest addressable market for cloud computing services in the
world and is estimated to remain so in the future (Fitch Solutions 2020).
This low market share is due to the absence of reliable power and broad-
band necessary for cloud and data infrastructure in many Sub-Saharan
African countries.

Cloud adoption rates vary across industries because of those indus-
tries” unique needs, their regulatory and compliance considerations, and
the competitive landscape. Vertical cloud platforms that combine IaaS,
PaaS, and SaaS capabilities to provide industry-specific services, called
“industry clouds,” contribute to greater adoption.

Among all industries, the banking, financial services, and insurance
industry has the highest uptake of cloud technologies. In 2022, this
industry accounted for 25 percent of overall cloud market revenues
(figure 4.4). Online banking services such as funds transfers, payment
gateways, unified customer experiences, and digital wallets rely on cloud
technologies, resulting in high cloud adoption rates. Secure storage and
management of customer data are other significant drivers of adoption.
In 2023, 98 percent of the industry used some form of cloud computing
(CSA 2023).

The information technology and telecommunications sector—which
accounts for the second-largest share—uses cloud services to manage
infrastructure, provide services, and develop and deliver software
applications. Private cloud applications are more common than public
cloud deployments in this sector (Loukides 2021). Industries like retail,
e-commerce, media and entertainment, and software rely more on
public cloud services.

BOX 4.2 Adoption of cloud technologies in Indonesia

Indonesian companies are rapidly embracing the cloud to improve
productivity, lower costs, and increase scalability in their journey to
leverage digital technologies. According to a survey conducted by
PricewaterhouseCoopers in 2021, more than half of the small and
medium enterprises that participated saw a revenue increase of over
20 percent after adopting the cloud. Eighty percent of surveyed large
enterprises said that improving effectiveness of information tech-
nology operations drove their adoption decision. About 12.5 percent
per year on average of all new information technology investments
in Indonesia occur in cloud technologies. Analysts estimate that the
adoption of cloud computing will improve Indonesia’s gross domestic
product by US$10.7 billion over the next five years.

Source: PwC 2021.



44

ADVANCING CLOUD AND DATA INFRASTRUCTURE MARKETS

FIGURE 4.4 Use of cloud computing, by industry, 2022
Global market size, 2022 = US$483.9 billion
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Critical industries are adopting cloud technologies as well. In health
care, electronic health records and medical imaging data are stored
on the cloud. Defense entities use the cloud to implement “zero trust”
computing environments, enhance their cybersecurity capabilities, and
facilitate efficient data-sharing (Lopez 2023). Although traditional
on-premises infrastructure remains the primary choice for many govern-
ments, public entities, and state-owned organizations, there is a notice-
able shift toward the adoption of hybrid cloud environments.

KEY MARKET PLAYERS

Four types of stakeholders play a key role in cloud and data infrastruc-
ture markets. Hyperscalers—for instance, Alibaba, Amazon, Google, and
Microsoft—are companies that provide the full range of public cloud ser-
vices worldwide across the IaaS, PaaS, and SaaS segments. Private cloud
providers rely on third-party developments and offer local management of
information technology infrastructure and meet specific requirements
that public cloud providers cannot match. Smaller public cloud players offer
third-party developments (for instance, OVH and VMware) or develop
their own technology for provision. Finally, local laaS and colocation provid-
ers offer storage and hosting services. Each of these players has unique
capabilities and targets different clients and segments with their market
strategies (refer to figure 4.5).

The cloud market demonstrates significant concentration, with three
dominant hyperscalers—Amazon, Microsoft, and Google—accounting
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FIGURE 4.5 Mapping of cloud and data center market players
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for 67 percent of the global cloud market in 2023 (Synergy Research
Group 2024). Amazon Web Services accounted for 31 percent of the
global market share in the fourth quarter of 2023, Microsoft Azure had
about 24 percent, and Google Cloud about 11 percent (figure 4.6). The
dominance of the big three continues to increase over time (figure 4.7).
The eight largest providers controlled almost 80 percent of the market in
2023 (figure 4.6).

Market consolidation trends differ between IaaS, PaaS, and SaaS seg-
ments. In 2022, the top-five IaaS providers accounted for over 80 per-
cent of the market: Amazon had 40 percent, Microsoft 21.5 percent,
Alibaba 7.7 percent, Google 7.5 percent, and Huawei 4.5 percent (Gartner
2023). The SaaS segment is more competitive, with approximately
30,000 players operating globally (Howarth 2024). Microsoft was the
leader with 16.4 percent market share in SaaS as of December 2022.
Salesforce, SAP, Oracle, and Google are other important players in the
SaaS market, with 8.3 percent, 3.7 percent, 3.5 percent, and 3.3 percent
of the market share, respectively.

Market concentration will likely persist. High capital expenditures
create substantial entry barriers, but increasing demand and regulatory
requirements for cloud services may support market entry of niche busi-
ness models. Critical industries” dependence on cloud technologies in a
concentrated market heightens concerns about service resiliency and
interoperability. As they position themselves as favorable destinations for
cloud and data infrastructure investments, governments are implementing
various strategies to balance the growth of their local industry with signal-
ing to hyperscalers (refer to chapter 6 for a discussion of these strategies).
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FIGURE 4.6 Market shares of leading cloud infrastructure service providers, fourth
quarter 2023
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FIGURE 4.7 Cloud provider market share trend, 2018-23

35
£ 30
&
g 25-
>
<
o 20+
kel
2
S 154
g
5 10
[}
] \
8 5 — e -
n -
O T T T T T T T T T T T T T T T T T T T 1
%Qb‘\ S qo"' o)o“’ o}o”‘ < 00'” Qé” 00“ q}O\ 'ﬁ& q}&’ '»\& @G\ ,LG{" %0“’ ,‘/0“ rCDG\ 430"' 430“’ %ob‘
R SO V% Ly
S O AN P SR SR PSP SIS SR AN A
= Amazon == Microsoft === Others Google
= Alibaba == Salesforce = |BM = Qracle

Source: Synergy Research Group 2024.
Note: Figure includes Infrastructure as a Service and Platform as a Service as well as hosted private cloud services
from the fourth quarter of 2018 to the fourth quarter of 2023. Q = quarter.



CLOUD COMPUTING: GROWTH DRIVERS, MAIN PLAYERS, AND KEY TRENDS

TECHNOLOGY TRENDS DRIVING EXPANSION

Some emerging technology trends are driving market growth and making
cloud providers adapt, differentiate, and provide increasingly sophisticated
solutions to meet the diverse needs of users. The following paragraphs dis-
cuss these trends.

Hybrid and multicloud adoption

Organizations are increasingly adopting hybrid cloud deployments that
combine public and private cloud environments. Multicloud strategies
are also emerging and use services from multiple cloud providers to meet
various business needs. These approaches can help performance, offer
flexibility, and support business resiliency, while providing improved
safeguards and controls for critical workloads and data.

Although hybrid cloud and multicloud models offer some benefits,
they may increase operational complexity and put pressure on cost man-
agement (Cisco 2022). Capitalizing on the benefits of these models will
require mastering the required skills and developing operational
capabilities.

Edge computing

Cloud service providers are strategically deploying resources closer to the
network edge (that is, closer to the point of use). Instead of serving users
from a limited number of large data centers, providers have established a
network of smaller data centers and resources situated closer to the edge
of their coverage area. This approach enhances performance and resil-
iency, can improve response times, and expands providers’ capacity to
offer flexible service options for local hosting services. Edge computing is
expanding because of the prevalence of Internet of Things devices and
low-latency applications. Edge computing still uses the cloud for more
resource-intensive and less sensitive tasks while processing and analyz-
ing some data at the network edge.

Estimates suggest that data from Internet of Things and sensing devices
will grow at 33 percent annually to make up 22 percent of all data by
2025 (Hack 2021). Despite this increase, half of all data will be stored and
processed in public cloud environments (Woodie 2018). The combined
power of edge and cloud resources will allow organizations to make the
most of both technologies and drive expansion of cloud services.

Policy makers acknowledge the potential of edge computing as well.
The European Union’s Digital Decade policy program has established a
goal of deploying 10,000 climate-neutral edge nodes.? The program high-
lights how edge computing, when combined with Internet of Things and
cloud technologies, can advance the capabilities of data processing
infrastructure.
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Data lakes, data mesh, and data spaces

The rise of unstructured data necessitates specialized solutions to handle
those data. A data lake is a repository designed to store, process, and
secure substantial amounts of structured, semistructured, and unstruc-
tured data.? It can store data in their native format and process any vari-
ety of data, ignoring size limits. Data mesh is a novel data management
approach that emphasizes decentralization, organizes data in domains
with dedicated data ownership, treats data as a product, and provides
standardized interfaces and services for data access and consumption.>
Because of the sensitivity of stored data, the expansion of these data
repositories has raised some concerns about privacy protection and sur-
veillance. The media, entertainment, telecommunications, and financial
services sectors are major users of these data management solutions
for analytics.

Data spaces, secure ecosystems that enable participants to manage their
data assets with sovereignty under agreed rules, are also emerging across
various sectors and industries. These spaces facilitate safe, regulated, and
self-determined data sharing among organizations. In data spaces, data
are neither transmitted between participants, as in a data cloud, nor
pooled into a shared data lake. Instead, data remain with their owner.
Participants access the data space through a connector interface, allowing
them to run algorithms solely at this level. Data spaces are strongly
endorsed by the European Union in its initiative to create a unified data
market and enhance data accessibility for economic and societal use. A
case study conducted in Tirkiye further affirms the strategic significance
of data spaces, showcasing their ability to enhance cooperation, effi-
ciency, and innovation (Hurpy 2021).

Cloud-native computing

Cloud-native architecture and technologies represent an approach to
designing, constructing, and operating workloads within the cloud as
opposed to building them in an on-premises environment and migrating
them later. Notably, cloud-native application development stands out as
one of the fastest-growing trends driving expansion, with projections
indicating that between 90 percent and 95 percent of all software appli-
cations will have embraced cloud-native architecture by 2025 (Business
Wire 2019).

Al and machine learning

Al models require large volumes of data for training, validation, and
testing. Cloud infrastructure provides scalable computing resources
and storage capabilities, as well as Al-specific services for users to train
and run AI models efficiently. These resources and services allow
organizations to leverage AI technologies without using extensive
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on-premises infrastructure. At the same time, AI enhances cloud services
by bringing advanced capabilities and intelligence such as speech
recognition, image recognition, and recommendation systems to cloud
platforms. This mutual reinforcement results in a symbiotic relationship
that propels the growth of both AI and the cloud market. As AI
technologies advance, their integration with cloud services will drive
further innovation and expansion of cloud markets.

Open-source solutions

Open-source solutions and Application Programming Interfaces provide
flexible, cost-effective, and innovative tools for developers to seamlessly
integrate their products with preexisting cloud services. They allow
developers to leverage the cloud’s capabilities and resources while main-
taining flexibility and control over their applications. Open Application
Programming Interfaces enable third-party developers and organizations
to build on existing cloud services and create innovative solutions. Acces-
sible and customizable tools offered by open-source solutions encourage
the adoption of cloud services.

NOTES

1. For the purpose of this study, the World Bank has conducted the analysis of
the cloud and data infrastructure market in the different regions as defined
by the World Bank with a focus on developing countries. Refer to World
Bank, “The World by Region,” https://datatopics.worldbank.org/sdgatlas
/archive/2017/the-world-by-region.html.

2. IDC, Worldwide Semiannual Public Cloud Services Tracker, https://www.idc
.com/getdoc.jsp?containerld=prus51009523.

3. European Commission, “Investing in Cloud, Edge and the Internet of Things,”
https://digital-strategy.ec.europa.eu/en/policies/iot-investing.

4. Google Cloud, “What Is a Data Lake?” https://cloud.google.com/learn/what-is
-a-data-lake.

5. IBM, “What Is a Data Mesh?” https://www.ibm.com/topics/data-mesh.
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ABSTRACT

This chapter discusses the role and types of data centers and provides
insights on market trends and the key enabling factors that affect data
center investment decisions.

MAIN MESSAGES

Cloud computing depends on computing resources situated in data
centers, which are concentrated in high-demand, high-revenue, low-cost
(or, equivalently, high-profitability) markets.

Four factors determine cloud and data infrastructure investment deci-
sions: reliable and affordable energy, resilient broadband connectivity,
favorable geography and access to land, and a stable political and busi-
ness environment.

Low- and middle-income countries face challenges in attracting invest-
ments in data center infrastructure because of weaknesses in power
and broadband infrastructure, and in the strength of their business
environments.

DATA CENTERS

Cloud service providers rely on data centers to house their infrastructure.
Data centers serve as the physical infrastructure that supports cloud services
and hosts servers, storage, networking equipment, and other necessary hard-
ware. In essence, data centers form the backbone of cloud and data infra-
structure and enable the storage and processing of large data volumes.

Data centers differ in terms of ownership and the specific purpose they are
designed to serve. Enterprise data centers are owned and operated by individ-
ual enterprises or organizations to support their internal information tech-
nology infrastructure needs. Colocation data centers provide facilities
for multiple organizations to house their servers and information
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technology equipment. Users rent space, power, cooling, and network
connectivity, sharing the facility’s infrastructure while maintaining
control over their own equipment. Hyperscale data centers refer to excep-
tionally large and scalable facilities designed to provide vast amounts of
computing resources, storage capacity, and networking capabilities to
meet the demands of modern digital services, cloud computing, big data,
and other data-intensive applications.

Data centers are classified into four tiers, according to their design,
reliability, and redundancy.! Tier I data centers, the most basic, offer min-
imal redundancy and are used by small organizations for noncritical
workloads. Tier IV data centers offer the highest level of reliability and
fault tolerance—with 99.99 percent expected system availability, they
allow only 26 minutes of downtime per year.

DYNAMICS OF DATA CENTER MARKETS

Global spending on data centers is growing at an average rate of
21 percent and was projected to reach US$222 billion in 2023.2Revenues
from data center operations are expected to sustain a compound annual
growth rate between 9.6 percent and 12.3 percent over the period
2023-30.2

Because of their economies of scale and specialized engineering,
hyperscale data centers are the biggest winners from this growth. Since
2015, the number of hyperscale data centers has more than tripled. In
2023 the number reached 900, representing 37 percent of the worldwide
capacity of all data centers, with a forecast to exceed more than half of
the total capacity by 2028 (Synergy Research Group 2023a). Moreover,
by 2028, the aggregate capacity of all operational hyperscale data centers
is anticipated to nearly triple, primarily because of the increasing adop-
tion of generative artificial intelligence technology and services, requiring
significantly more robust facilities and some level of enhancement in
existing data centers (Synergy Research Group 2023b). The size of the
hyperscale data center market was approximately US$80 billion in 2022
but is estimated to grow to US$935 billion by 2032, with a forecasted
compound annual growth rate of 27.9 percent during this period.* Big
enterprises, colocation providers, and cloud providers are typically the
end users of hyperscale data centers, with the latter accounting for
approximately 62 percent of the market share in 2022 and expected to
keep their dominance in the future

Most hyperscale data centers are in the United States and China.
Other popular locations are Australia, Canada, Germany, India, Ireland,
Japan, Singapore, and the United Kingdom. Amazon Web Services
(AWS), Google, IBM, and Microsoft have the broadest geographic foot-
print for hyperscale data centers. Alibaba, Oracle, and Tencent are rapidly
expanding their presence.
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In terms of total numbers of data centers, the United States had 5,375
operating data centers in 2023, followed by Germany with 522, the
United Kingdom with 517, and China with 448 (figure 5.1).2

Regional data center markets vary significantly. North America has a
mature and highly competitive data center market. In 2021, the United
States alone witnessed the launch or construction of more than 100 data
center projects, over 90 percent of which were developed by colocation
service providers or hyperscalers.¢ However, new data center develop-
ments are beginning to face challenges because of limited power and
land availability (Cushman & Wakefield 2023). Two of the major hubs
are in Silicon Valley and Northern Virginia. Northern Virginia is experi-
encing a slowdown in certain submarkets because of power constraints.
Columbus, Ohio; Phoenix, Arizona; Portland, Oregon; and cities in
Canada are gaining prominence in North America because they can offer
larger sites and more affordable power options.

Of all regions, East Asia and Pacific is expected to have the fastest
growth in data center markets over the next five to seven years (360iRe-
search 2024). Alibaba, Amazon, Google, and Microsoft are making data
center investments in Australia, China, India, Japan, the Republic of
Korea, and certain parts of Southeast Asia (Arizton 2023). Despite lim-
ited land availability, Singapore, a key market in the region, has recently
lifted its earlier moratorium on data center development? and opened

FIGURE 5.1 Number of data centers, by country, 2023

United States 5,375
Germany 522
United Kingdom 517
China 448
Canada 335
France 314
Australia 306
Netherlands 299
Russian Federation 255
Japan 218
Italy 168
Mexico 166
Brazil 163
India 151
Poland 143
; T T T T T )
0 1,000 2,000 3,000 4,000 5,000 6,000

Number of data centers

Source: Cloudscene, https://cloudscene.com/region/datacenters-in-europe.
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new opportunities for developers by introducing a set of requirements
for future data centers (Judge 2022b). These opportunities center around
sustainable energy practices and using efficient cooling methods. Addi-
tionally, emerging data center markets such as Bangkok, Ho Chi Minh
City, Johor, and Manila demonstrate growth potential in the region
(Cushman & Wakefield 2023).

Europe has a quite diverse data center market, with most data centers
in France, Germany, Ireland, the Netherlands, and the United Kingdom.
Compliance with the European Union’s stringent data sovereignty regula-
tions and with the requirement to store data locally has caused public
cloud providers to further expand their presence in the region. The region
focuses on sustainable data center operations, with markets like
Amsterdam, Dublin, and Frankfurt® introducing official regulations to
alleviate the pressure on local power grids and land while encouraging
green data center investments. Denmark, Finland, and Sweden are
emerging as important data center destinations because their location, cli-
mate, and abundant renewable energy sources attract hyperscaler and
colocation data center investments (Bruce 2023). Analysts predict that,
considering these advantages, the region has the potential to soon rival
the current top European markets in the data center industry (DCP 2022).

In Sub-Saharan Africa, the data center market is in its initial stages of
development but shows growth potential. Despite the persistence of lim-
ited power supply, inadequate connectivity, and regulatory barriers,
investments are expected to increase, driven by independent data center
development, partnerships, or acquisitions. Kenya, Nigeria, and South
Africa are emerging as key data center hubs in the region. These coun-
tries are actively addressing infrastructure challenges, improving connec-
tivity and power supply, and implementing favorable policies to attract
data center providers. Consequently, both local and international players
have established modern data center facilities in these countries (Modise
2023). Currently, South Africa has 55 data centers (making it the leading
country in Sub-Saharan Africa), although its total data center capacity is
comparable to that of Madrid, the capital city of Spain (Modise 2023). In
terms of current total supply, South Africa is the largest market, compris-
ing 408 megawatts (MW). Nigeria is second, with 140 MW. Kenya is
close behind with 79 MW of supply (DC Byte 2023).

In the Middle East and North Africa region, the United Arab Emirates
and Saudi Arabia have the highest shares of data centers in the region,
with governments encouraging data center development through special
economic zones and industrial parks that offer targeted tax and other
incentives to data center operators (Research and Markets 2022). The
data center industry in the United Arab Emirates is thriving because of
good submarine cable connectivity, high-speed internet bandwidth, and
a culture of digital transformation. It has free trade zones offering tax
incentives for industrial and enterprise investments and a growing num-
ber of renewable energy sources. The government has announced plans
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to attract hundreds of digital companies to set up offices in the country
by 2025 (W.Media 2022).In 2020, IBM set up two data centers in Abu
Dhabi and Dubai. Colocation providers Equinix, Gulf Data Hub, and
Khazna Data Centers have also invested (Arizton 2021).In 2022 AWS
launched a new data center region in the United Arab Emirates (AWS
2021). Other prominent cloud service providers such as Alibaba, Huawei
Technologies, Microsoft, and Oracle also have data centers there. Saudi
Arabia is promoting data center development to support its digital trans-
formation agenda. In 2021, the Saudi Ministry of Communications and
Information Technology launched a US$18 billion plan to collaborate
with local players and build a network of hyperscale data centers across
Saudi Arabia (Research and Markets 2022). The Arab Republic of Egypt
and Morocco are two emerging markets in the region, both holding a
distinct advantage due to their strategic location (proximity to other
regions and prominent access to submarine cables).

In Latin America and the Caribbean, Brazil, Chile, Colombia, and
Mexico are key data center market players. Governments in the region
are taking steps to promote the development of the data center industry
through regulatory frameworks and incentives (for example, by offering
various tax benefits). Brazil, the region’s largest economy, has a
well-developed data center market and has seen significant investments
in data center infrastructure. Mexico is also emerging as a prominent
data center hub, with increasing investments in data center facilities and
connectivity infrastructure. Global colocation providers are entering
the market through strategic partnerships with local enterprises,
governments, and telecom service providers. The global colocation data
center operator Equinix acquired the local telecommunications company
Axtel to enter the Mexico market (Equinix 2020).

Regional disparities in the distribution of data centers may lead to
uneven opportunities to access global cloud and data infrastructure and
prevent countries from benefiting from cloud services. This disparity, in
turn, hinders innovation and economic growth. The following section
outlines factors affecting data center investment decisions that policy
makers can enhance to attract investments.

KEY ENABLERS FOR DATA CENTER INVESTMENTS

The complexity of the infrastructure and the critical role data centers
play in modern economies make data center investment decisions com-
plicated. Energy, connectivity, local climate, and other business factors all
help investors assess their costs to ensure that an investment aligns with
their business and financial goals (figure 5.2 and table 5.1).

Investors must also estimate total cost of ownership (TCO) to inform
final decision-making. A TCO analysis provides a comprehensive view of
the financial implications of a data center investment. It involves consid-
ering all the direct and indirect costs associated with designing, building,
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FIGURE 5.2 Enabling factors for data center investment and their relative importance

Reliability of power

Access to land The abundance of energy and water

Taxes Low energy prices

Space scalability Availability of renewable sources

Workforce Innovative energy solutions to reduce OPEX

Time to market Data connectivity

Political stability Proximity to customers

Cool outdoor temperature Proximity to airports
Disaster-free location

Source: COWI 2021.
Note: OPEX = operating expenditures.

TABLE 5.1 Enabling factors for data center investment

Enabling factor Why is it important?
Energy
Reliability of power Reliable power supply ensures uninterrupted supply of electricity.

Availability of a grid operating at near 100 percent of its capacity,
or the ability to use an alternative power supply in case of a system
outage, can improve reliability.

Low energy prices Data centers consume a lot of energy and incur substantial
electricity costs, which can range between 20 percent and
40 percent of total operating expenses.

Availability of renewable Data centers generate a similar amount of carbon emissions as

energy sources global airlines. To mitigate emissions, most hyperscale data centers
have committed to using 100 percent renewably generated
electricity.

Abundance of energy Water resources, necessary for cooling, can lead to substantial

and water costs. This factor is particularly important in locations with warmer

air temperatures. Abundance of energy is important for scalability
data center infrastructure.

Other innovative energy Heat recovery systems capture excess heat generated by data

solutions center equipment and redirect it to other applications, such as
heating office spaces or providing hot water. This practice can
repurpose waste heat and enhance overall energy efficiency.

(Continued)
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TABLE 5.1 Enabling factors for data center investment (Continued)

Enabling factor

Why is it important?

Connectivity

Data connectivity

Domestic and international broadband is important because it
determines the types of activities users can perform on the internet
backbone.

Proximity to customers

Reducing the distance between the data center and its end users
reduces latency and improves response times.

Proximity to airports

Close (but not too close) access to an airport facilitates access to
servers for maintenance and construction works.

Local climate

Disaster-free location

Exposure to hurricanes, tornadoes, floods, lightning, and thunder
(or any other weather phenomena that can interfere with power
supply) can cause failures and affect service availability.

Cool outdoor
temperature

When located in sufficiently cold climates, data centers can use the
outside air, as well as ocean or lake water, for cooling.

Business factors

Political stability

Political stability signals certainty and provides long-term vision for
data center investors that incur substantial up-front costs.

Time to market

Shorter time to construct a data center, including streamlined
permits, helps investors start to recoup their costs early.

Workforce

The availability of qualified talent with adequate digital skills is key
to maintaining and expanding data centers.

Space scalability

Hyperscale data centers scale quickly as demand for digital services
grows. This growth requires access to sufficient space (land).

Taxes

To attract investments, some governments provide tax incentives
including tax breaks for facilities that create jobs with above
average compensation.

Access to land

The cost of acquiring land is a key capital expenditure, and
affordability can drive investments.

Source: COWI 2021.

operating, and maintaining the data center over its expected life span.
It does so by assessing capital expenses (such as construction and
infrastructure costs) and operating expenses (such as power, cooling,
networking, maintenance, leasing, and software licensing). By estimat-
ing these costs over the expected life span of the data center and dis-
counting future costs to their present value, investors can assess the
return on investment of the data center.

Additionally, understanding the cost drivers making up the TCO pro-
vides insights and opportunities to control these costs. Operating expenses
often exceed the capital expenditure over the lifetime of a data center
investment. Therefore, reducing operating expenses reduces the TCO.
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Operating costs can differ significantly depending on location and type of
data center; however, on average, 18 percent is spent on electricity, an
additional 18 percent on power and service equipment, and 6 percent on
heating, ventilating, and air-conditioning (figure 5.3). If built in compli-
ance with high environmental sustainability or “green” standards, a data
center requires less power and less cooling to operate, which in turn can
reduce the TCO.

Energy

To function efficiently, data centers require a continuous and stable elec-
tricity supply. Any interruption or fluctuation in power supply can lead
to disruptions in data processing, communication, and access to digital
services. Such interruptions affect end user experience and can have
far-reaching consequences, including financial losses, decreased produc-
tivity, and reputational damage. The high cost of failure for critical infra-
structures can have cascading effects on interconnected activities and
businesses.

Countries housing hyperscale data centers have high-quality electric-
ity supply,? but data centers put pressure on electricity grids. Global data
center electricity consumption in 2022 was 240-340 terawatt-hours, or
about 1.0-1.3 percent of global electricity use,'® and data transmission
networks consumed an additional 260-360 terawatt-hours, or 1.1-1.5
percent (table 5.2).1 Despite gains in efficiency, energy consumption by
large data centers increased over the last few years, with an annual
growth rate of 20-40 percent.!? Smaller countries with expanding data
center markets are experiencing the greatest increases. For example, in
Ireland, data center electricity use has more than tripled since 2015 and

FIGURE 5.3 Breakdown of data center operating expenses
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Source: Rasmussen 2011.
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TABLE 5.2 Global trends in energy consumption, 2015 and 2022

2015 2022 Change (%)
Data center workloads 180 million 800 million +340
Data center energy use (excluding 200 TWh 240-340 TWh  +20-70

cryptocurrency mining)

Data transmission network energy use 220 TWh 260-360 TWh  +18-64

Source: International Energy Agency.
Note: TWh = terawatt-hour.

accounted for 18 percent of Ireland’s total electricity consumption
in 2022.22 In Denmark, data center energy use is projected to increase
sixfold by 2030 and will account for about 15 percent of the country’s
electricity use (Danish Energy Agency 2023).

These power generation constraints have led providers to build
large-scale data centers powered by their own on-site renewable
energy sources, employing innovative methods to enhance their
energy efficiency (Dawn-Hiscox 2018). The Google data center in
Hamina, Finland, uses seawater from the Gulf of Finland for cooling
to reduce overall energy consumption (Oman and Stearns 2022).
Microsoft is exploring the possibility of a hydrogen fuel cell system to
provide backup power for its data centers. This 3-megawatt system
aims to replace the diesel-powered backup generators currently used
by Microsoft’s data centers (Caballar 2022). Meta is building partner-
ships with academia to drive innovation for energy-efficient data cen-
ters (Meta Research 2021). Additionally, hyperscalers are funding the
construction of renewable energy plants in countries facing supply
shortages and higher prices (Bangalore and others 2023). For instance,
AWS has invested in a data center in South Africa, which is powered
by a 10 MW solar plant along with other sources (Amazon 2022).
Hyperscalers are not the only ones driving renewable energy genera-
tion in the countries where they operate. Scala Data Centers (Banga-
lore and others 2023), which has data centers in Chile, Colombia, and
Mexico, and six data centers in Brazil, powers all its data centers from
renewable energy sources.

Not all data center providers, however, have the scale to invest
in new power plants (Bangalore and others 2023). For low- and
middle-income countries to attract data center investments, their
governments should invest to ensure reliable power supply, adequate
power quality with minimal voltage fluctuations, and redundant,
isolated power backup systems.!4 Additionally, measures such as power
links to neighboring countries and regional deregulated electricity
markets!® can improve grid reliability (map 5.1).
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MAP 5.1 Countries with reliable and unreliable electricity services, 2020
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Source: The Energy for Growth Hub.

Digital connectivity

Robust digital connectivity—from first-mile submarine cables to last-mile
access—fuels the development and expansion of cloud services. High-
speed internet allows for efficient data transfer, seamless access to cloud
resources, and real-time interactions. Without adequate digital connec-
tivity, the full potential of cloud technologies cannot be realized because
the limitations in infrastructure are closely tied to the types of services
that a data center can provide. Dedicated cloud on-ramp facilities offer
one way to guarantee reliable connection between a user and data cen-
ter. However, few organizations have the financial means to afford such
facilities, and most users depend on publicly accessible networks and
their capabilities to connect to data centers.

Both wireless and fixed-line infrastructures are essential: whereas
mobile and wireless connections help users access some applications,
fixed-line infrastructure provides the backhaul and carries data to and
from Internet Exchange Points and data centers, and between submarine
cables (ABAC 2018).

Within countries, fiber optic cables are preferred for data center con-
nectivity because of their exceptional performance, reliability, and
data-carrying capacity. However, fiber optic infrastructure is not univer-
sally available, especially in low- and middle-income economies. In
Sub-Saharan Africa, for example, only South Africa—which was the first
country to see hyperscalers” investments in Africa—is considered to have
adequate fiber optic coverage to support cloud development at the enter-
prise level. In Botswana, Kenya, Mozambique, Nigeria, and Zambia, fiber
penetration is low and internet access expensive even at low speeds
(Zawya 2023).
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Some cloud providers are exploring satellite connectivity to extend
their services to remote and underserved areas. AWS has partnered with
satellite companies to integrate with its cloud services.'® Microsoft’s Azure
Orbital offers satellite connectivity and ground station services that allow
users to process data directly in the Azure cloud.’2 In 2021, Google Cloud
and SpaceX announced their partnership to provide cloud and data ser-
vices to Starlink customers (Howell 2021). 5G network investments can
bring computing resources closer to users.!2 However, 5G technology
deployments are currently concentrated in high-income economies. The
widespread implementation of this technology in low- and middle-
income economies may not be feasible because of its prohibitive cost and
low economic viability. Many low- and medium-income countries still
face inadequate fourth-generation (4G) coverage across their territories,
because operators cannot find a viable economic model for deployment.

First-mile connectivity via cross-border terrestrial links and submarine
cables is essential for the data flows that underpin cloud computing.
Many large-scale data centers are strategically situated in areas with a
high concentration of telecommunication infrastructure and connectivity
options. Large data centers are often colocated with hubs of international
bandwidth.12

Major content and cloud service providers—Amazon, Google, Meta,
and Microsoft—accounted for 67 percent of all used international capacity
in 2020 (TeleGeography 2022). To meet the growing demand for band-
width, hyperscalers have intensified investments in international connec-
tivity. Since 2018, hyperscalers have been investing in new underwater
cable systems and purchasing fiber pairs (refer to map 5.2 for Google’s
investments in submarine cables).2® Although doing so lowers demand in
the existing wholesale market and contributes to hyperscaler consolidation
along the value chain, it also supports hyperscaler expansion into new
locations. In the past five years, hyperscalers have established their first
data centers in Indonesia, South Africa, and Thailand, supported by new
first-mile capacity.

MAP 5.2 Google’s investments in submarine cables
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Linking data centers and major interconnection points is a priority for
hyperscalers and content providers, and they are increasingly partnering
to do so. Capacity requirements vary extensively by route. In 2020,
content providers accounted for 91 percent of used capacity on the
trans-Atlantic route but just 12 percent on the Europe-East Asia route
(TeleGeography 2022). Meta announced in March 2021 that it would
fund two large submarine cables to improve Asia’s connectivity by add-
ing 70 percent higher capacity, and is collaborating with Google, Keppel
Corporation, and XL Axiata for one of them. The cables will connect
Indonesia, Singapore, and North America and are expected to be opera-
tional by 2024 (Lardinois 2021). In 2022, the Google-funded Grace Hop-
per cable that connects New York with Europe (with landing sites in
Spain and the United Kingdom) went online, featuring a total of 16 fiber
pairs. In 2022, Google also launched the Equiano cable that connects
South Africa to Portugal (TeleGeography 2022).

The availability of digital infrastructure is uneven both within coun-
tries and on a global scale (map 5.3). This inequality in infrastructure can

MAP 5.3 Global infrastructure connectivity map: Fiber optics terrestrial and submarine

cables

Source: International Telecommunications Union, https://bbmaps.itu.int/bbmaps/.
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have significant implications for economic development and deters large
data center investments. Complementary investments in resilient broad-
band infrastructure are thus essential to the development of cloud mar-
kets. It is particularly vital in low- and middle-income countries where
universal broadband access remains a challenge.

Business environment

The following key aspects of the business environment are relevant to
data center investment decisions:

A stable political climate ensures regulatory consistency and mini-
mizes the risk of sudden policy changes that could disrupt invest-
ments. In politically unstable environments, governments may
frequently change regulations and policies related to data centers,
introducing uncertainty and compliance challenges. Political insta-
bility can also result in weak property and ownership rights and
poor enforcement of agreements related to land use, affecting the
operation of data centers. Civil unrest, vandalism, and theft com-
promise the security of the critical digital information and sensitive
data stored in data centers.

Time to market refers to the speed at which data centers and cloud ser-
vices can be deployed and made available to customers. Through
streamlined processes and efficient infrastructure development, low-
and middle-income economies can attract investments by offering a
shorter time to market, which allows providers to quickly establish
their operations and start serving users to recoup their up-front
investments.

A highly skilled technical workforce aids successful data center opera-
tion. The lack of adequate specialists may jeopardize service reli-
ability and quality. Enterprises require a large base of technical
workers to develop applications and services to boost cloud adop-
tion. Digital skills are thus correlated with economic competitive-
ness (figure 5.4). Countries may create clusters and partnerships
among local universities, public entities, and small companies, as
well as potential data center investors, to ensure a ready workforce
to complement and leverage the benefits of investments in cloud
markets.

Countries seeking to facilitate and stimulate the development of cloud
computing markets must address their business environments. Addition-
ally, they should focus on increasing the technological readiness of their
domestic markets by providing public support schemes for digital activi-
ties, among other initiatives, so that local players can become a part of
data center ecosystems.
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FIGURE 5.4 Global competitiveness and digital skills, 2019
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DATA CENTERS’ EFFECTS ON COMMUNITIES AND
THE ENVIRONMENT

Data centers can exert pressure on local communities by driving up real
estate prices through increased demand for land and can add strain on
local power grids and connectivity infrastructure. They can also burden
water resources because of their cooling needs, increasing their overall
environmental impact.

With the rising prices that result from demand for data center land,
nearby commercial real estate and housing become less affordable for
residents. In Frankfurt, Germany, colocation data centers led to
increased demand for commercial spaces, causing price hikes (Savvas
2021). To address this issue, in 2022 Frankfurt published an updated
plan for commercial developments and constrained data center con-
struction to some areas (Judge 2022a). Ireland has imposed restrictions
on data center expansion to relieve pressure on energy infrastructure.
New construction depends on factors such as location, ability to gener-
ate power on-site (the use of fossil fuel generators is not allowed; refer
to Ballard 2022), and the ability to reduce power consumption when
requested (Campbell 2021). Ireland’s energy regulator also introduced
guidelines in November 2021 to integrate data centers into the national
electricity grid (Campbell 2021).
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In 2018-19, Amsterdam and Singapore introduced moratoriums on
constructing new data centers because of low land availability and power
constraints. Amsterdam lifted the moratorium in 2020 and placed some
conditions for data center expansion (DCP 2020). However, resistance
from local communities concerned about water and power usage in the
Netherlands resulted in another moratorium in February 2022, and the
Dutch government introduced a nine-month restriction on building new
massive data centers (Government of the Netherlands 2022). The Neth-
erlands provides a case of national government involvement in new data
center constructions previously under the purview of local authorities.
Singapore lifted its moratorium in 2022 after extensive discussions with
stakeholders, and it imposed new requirements for data centers with sus-
tainability as a priority (Judge 2022b).

Growth in the data center market and digital sector drives higher
greenhouse gas emissions, which are now estimated to equal emissions
from the airline and maritime industries.?* In countries without readily
available renewable sources, data centers can significantly contribute to
fossil fuel consumption. Investment in green data centers will remain
essential to meeting climate goals.?*

Many global service providers have set ambitious net-zero goals as
part of their environmental sustainability efforts. They are adopting
renewable energy sources, optimizing data center cooling, and imple-
menting energy-efficient designs to reduce their environmental impact.
Little information is available regarding similar efforts by smaller, local
service providers or by publicly or government-owned entities.

Governments can play a crucial role in promoting the development of
green data center infrastructure by using their purchasing power, enact-
ing laws and regulations, and providing incentives for an enabling envi-
ronment. Public-private partnerships can further help governments
green their data centers by using expertise, resources, and innovation
from the private sector to develop and implement sustainable practices.
More strategic choices are discussed in chapter 7.

INCENTIVIZING PRIVATE SECTOR INVESTMENTS
IN DATA CENTERS

Governments can play a significant role in encouraging private sector
investment by creating a favorable investment climate and introducing a
range of targeted financial and policy instruments. These instruments
include state aid, policies to attract venture capital, public-private
cofinancing mechanisms, and tax incentives. Incentives will vary
depending on a data center’s location, size, energy efficiency, and
environmental footprint.

Despite their interest in incentivizing data center investments, coun-
tries are focused on supporting data center sustainability rather than just
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economic expansion. Singapore offers decarbonization incentives to data
centers that implement energy-efficient technologies (Deloitte 2021).
Germany allows data centers to qualify for an exemption from electricity
taxes under specific conditions, thus promoting the adoption of energy-
efficient practices and the use of renewable energy sources (Allen &
Overy LLP 2023).

To stimulate growth and encourage national and foreign investments,
the Swedish government introduced new tax legislation for the data cen-
ter industry in January 2017. The new legislation offered a substantial
97 percent tax reduction on electricity consumption for data centers with
a power capacity of 100 kilowatts or higher. It led to savings of up to
40 percent on electricity bills for some providers (CBRE 2022). The
Swedish government also initiated an ambitious €1 billion infrastructure
program in 2023 aimed at catalyzing digital transformation and encour-
aging capital investment across the public administration and businesses.
Sweden currently has the European Union’s highest cloud computing
adoption rate (Eurostat 2021). In the Middle East and North Africa, most
countries” governments are taking initiatives to develop special economic
zones and industrial parks that provide tax exemptions for data center
development. South Africa’s Draft Policy on Data and Cloud supports
local and foreign investment in cloud and data infrastructure and services
by establishing a digital/information and communication technology
special economic zone (South Africa, Department of Communications
and Digital Technologies 2021).

Aggregating demand at the regional level to achieve economies of scale
might offer a potential solution for low- and middle-income economies to
attract private sector investment. For example, in March 2019 Microsoft
launched the first hyperscale data center in Sub-Saharan Africa, with
locations in Cape Town and Johannesburg, South Africa (Microsoft Azure
2019). Subsequently, in April 2020, AWS launched its own data center in
Cape Town (Gilbert 2020). In October 2022, Google also announced its
plan to launch its first Google Cloud region in South Africa (Telecom
Review Africa 2023). These data centers have a much wider relevance to
the overall Sub-Saharan Africa region, not just to South Africa.

NOTES

1. Data center redundancy refers to the practice of duplicating critical compo-
nents or functions—such as power supplies, servers, and cooling systems—
within a data center to ensure continued operations and minimize downtime
in the event of hardware failures or other disruptions. Redundancy is crucial
for maintaining high availability and reliability in data center operations.

2. Gartner. 2023. “Gartner Forecasts Worldwide IT Spending to Grow 4.3% in
2023,” https://www.gartner.com/en/newsroom/press-releases/2023-07-19
-gartner-forecasts-worldwide-it-spending-to-grow-4-percent-in-2023.

3. Based on the following forecasts: 9.6 percent by IndustryARC (https://
www.industryarc.com/Report/19401/data-center-market.html),
10.2 percent by BlueWeave Consulting (https://www.globenewswire
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.com/en/news-release/2022/04/16/2423424/0/en/Data-Center-Market-is
-Forecast-to-Grow-at-the-CAGR-of-10-20-in-the-Forecast-Period-BlueWeave
-Consulting.html), and 12.29 percent by Market Research Future (https://
www.marketresearchfuture.com/press-release/data-center-market).
Precedence Research, “Hyperscale Data Center Market Size, 2022 to 2032
(USD billion),” https://www.precedenceresearch.com/hyperscale-data
-center-market.

Cloudscene, https://cloudscene.com/region/datacenters-in-europe.
IndustryARC, “Data Center Market—Forecast (2024-2030),” https://www
.industryarc.com/Report/19401/data-center-market.html.

In 2019, Singapore implemented a moratorium on data center development,
temporarily halting new projects and the allocation of additional land for
data center purposes.

All of them had previously introduced moratoriums on data center
developments.

World Bank, “Quality of Electricity Supply,” https://govdata360.worldbank
.org/indicators/heb130a3c?country=BGR&indicator=547&countries
=BRA&viz=choropleth&years=2017&indicators=944&compareBy=region.
International Energy Agency, “Data Centres and Data Transmission
Networks,” https://www.iea.org/energy-system/buildings/data-centres-and
-data-transmission-networks.

International Energy Agency, “Data Centres and Data Transmission
Networks.”

Combined electricity use by Amazon, Google, Meta, and Microsoft more
than doubled between 2017 and 2021, rising to about 72 terawatt-hours
in 2021. Refer to International Energy Agency, “Data Centres and Data
Transmission Networks.”

Ireland, Central Statistics Office, “Data Centres Metered Electricity
Consumption 2022,” https://www.cso.ie/en/releasesandpublications
/ep/p-dcmec/datacentresmeteredelectricityconsumption2022/.

That is, the data center should have a backup power supply system that can
seamlessly switch to an alternate energy source in the event of a primary
source failure.

Deregulation of the power market promotes competition and private
investment, driving technological innovation, faster response to changes,
and more efficient resource allocation, ultimately enhancing grid
reliability. Some evidence shows that competitive markets have a superior
reliability record to the monopoly utility model. Refer to Hartman and
Garza (2021).

AWS, “AWS for Aerospace and Satellite,” https://aws.amazon.com
/aerospace-and-satellite/.

Microsoft Azure, “Azure Orbital Ground Station,” https://azure.microsoft
.com/en-us/products/orbital.

MIT Technology Review, “Global Cloud Ecosystem Index 2022,” https://
www.technologyreview.com/2022/04/25/1051115/global-cloud-ecosystem
-index-2022/.

The location of the data centers/Internet Exchange Point is called an inter-
connection hub.

A “fiber pair” refers to a pair of optical fibers within a cable. Each fiber in this
pair is used to transmit data in opposite directions, typically to increase the
overall data-carrying capacity of the cable.

World Bank, “Catalyzing Green Digital Transformation,” https://www.digital
developmentpartnership.org/knowledge.html?ddp=kn-pb-22-t1-10.
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ABSTRACT

This chapter explores the role of governments in shaping cloud and data
infrastructure markets using the policies, initiatives, and strategies that
they can implement.

MAIN MESSAGES

Governments play a key role in steering the development of cloud and
data infrastructure markets. Robust national digital transformation strate-
gies and government use of cloud technologies can promote economywide
adoption.

Cloud-first or cloud-smart policies are becoming increasingly common in
middle-income economies and ubiquitous in high-income economies.
Hybrid and multicloud deployments for government use are also rising.
Data quality and data classification frameworks are critical to cloud migra-
tion efforts.

Small and medium enterprises and start-ups play pivotal roles in numer-
ous economies. Consequently, many countries are actively pursuing their
digitalization! and the enhanced adoption of new technologies—including
cloud services, data analytics, and artificial intelligence—to support and
bolster these vital sectors. Public support schemes for business digitaliza-
tion and start-up acceleration initiatives can enhance the technological
readiness of local private sector actors, enabling their participation in the
cloud ecosystem.

The cloud-ready digital skills gap presents a pervasive challenge, affecting
countries worldwide and spanning both private and public sectors.
Notably, the public sector in low- and middle-income countries is more
vulnerable. Recognizing its importance, governments are increasingly tak-
ing a proactive role in addressing the skills gap.
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NATIONAL DIGITAL TRANSFORMATION
STRATEGIES

Governments are adopting national digital strategies to shape digital
transformation in their countries. These strategies outline a clear long-
term vision for digital transformation, clear priorities and objectives,
measurable targets supported by sufficient financial and human
resources, and a robust monitoring and evaluation mechanism. Compre-
hensive digital transformation strategies span multiple sectors and
involve collaboration between public and private sectors to make prog-
ress on national development priorities. Effective implementation of
these strategies, which also provide governments with a decision-making
framework to guide resource allocation to desired outcomes, requires
good governance and political stability. Such strategies, when effectively
implemented, can signal stability and interest to investors. The top coun-
tries in the Global Cloud Ecosystem Index for 20222 have all adopted
holistic approaches to their national digitalization efforts, with a strong
emphasis on developing digital infrastructure and skills, and a commit-
ment to regulatory clarity.

The form, content, and governance of national digital strategies vary
significantly across countries. Only half of all countries have official
national digital transformation strategies covering multiple economic
sectors.> Awareness is increasing, however: by 2023, 30 percent of coun-
tries had made progress in establishing an advanced national digital
policy and legal and governance frameworks. Comprehensive national
digital transformation strategies should embrace cloud technologies
while aligning with other essential objectives, such as broadband expan-
sion, energy infrastructure improvements, fostering a skilled labor force,
and seeking to create an enabling environment with a favorable business
environment and effective regulatory framework.

CLOUD-FIRST AND CLOUD-SMART NATIONAL
STRATEGIES

Governments can be important catalysts for market expansion by adopt-
ing cloud technologies. Their use of cloud services sends a strong signal
of confidence in technology in nascent markets. It also fuels demand
because governments—especially in countries with a large public
sector—are among the biggest users of cloud services.

Cloud-first policies prioritize the use of cloud computing technologies
for delivering information technology services and conducting digital
operations, thereby promoting a shift away from traditional on-premises
infrastructure. These policies establish a strategic direction in favor of
cloud services but do not necessitate migration of all systems to the cloud.
Governments ultimately base their cloud migration decisions on context,
and they consider security, compliance, and cost.
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Most high-income countries have adopted cloud-first policies, and
a growing number of middle-income countries have followed suit
(box 6.1). Although some regional approaches exist, they are not
common. The European Commission adopted the European Cloud

BOX 6.1 Examples of early adopters of cloud-first strategies in high-
and middle-income countries

One of the early adopters of the cloud, the US federal government
in 2010 introduced a cloud-first policy as part of the Federal Cloud
Computing Strategy (Rubens 2011). This policy mandated that federal
agencies prioritize cloud-based solutions when considering new infor-
mation technology deployments. The government subsequently intro-
duced technical and security standards, such as the Federal Risk and
Authorization Management Program. Widespread adoption of cloud
technologies by the US government has contributed to the develop-
ment of a dynamic and competitive cloud market.

The United Kingdom, another early adopter, launched its whole-of-
government cloud-first policy in 2013. The policy allowed each admin-
istrative branch and each member to define its own approach and
timeline for migrating to the cloud. Consequently, the Welsh gov-
ernment implemented its four-year “Future ICT” project and moved
government systems and services to the cloud between 2016 and
2019 (United Kingdom, Government Digital Service 2020). In 2020,
the Scottish government implemented its own cloud-first policy for
the Scottish public sector (Say 2020). The UK Cloud First policy was
reevaluated in 2019 and continues to be important to the United
Kingdom (United Kingdom, Central Digital and Data Office 2021).

Among low- and middle-income economies, Moldova was an early
adopter of a cloud-first strategy. Its Strategic Program for Government
e-Transformation, established in 2011, stipulated the need for a cloud-
first policy. The strategy, adopted in 2012 and updated in 2014, estab-
lished that ministries, the state chancellery, other central administrative
authorities, and public entities will use the shared government techno-
logical platform, MCloud. The strategy does not allow government or
public entities to have their own new centralized server and storage
equipment (hardware) infrastructures, including the licensing of the
components (software) of the newly created infrastructures.

Brazil’s federal government also has a cloud-first strategy and has pro-
moted joint contracts since 2018 to facilitate the acquisition, use, and
management of the cloud for the government. This strategy aims to
facilitate the exchange of experiences, mutual learning, and cost sav-
ings. Argentina aims to move 80 percent of the national government’s
information technology infrastructure and services to the cloud by
2027 to better leverage data for its digital transformation.
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Computing Strategy in 2012, followed by the Digital Single Market
Strategy in 2015 and the European Cloud Initiative in 2016 (Euro-
pean Commission 2019). The most recent EU Digital Strategy, referred
to as the Digital Decade, lays out at least two specific objectives
directly tied to cloud computing: the deployment of environmentally
friendly and highly secure edge nodes, and the promotion of Euro-
pean businesses’ engagement in cloud computing services, big data,
and artificial intelligence (European Commission 2021). Cloud com-
puting is expected to unlock 55 percent of the total economic value
created by this strategy (Public First 2022). Each EU Member State
aligns its national strategy with common EU objectives, resulting in a
regional expansion of the cloud. In the East Asia and Pacific region,
the Asia-Pacific Economic Cooperation forum is engaged in raising
awareness and providing recommendations and best practices that
member economies can use to establish the groundwork for their own
cloud adoption and cloud policy frameworks.

Whereas cloud-first policies encourage government agencies to prior-
itize cloud computing solutions, cloud-smart policies recommend using
cloud technologies strategically by taking a broader set of considerations
into account. This approach encourages government agencies to assess
their information technology needs and choose the most appropriate
solutions, rather than migrating all applications to the cloud. A cloud-
smart approach determines when and where cloud-first strategies may
work best. Besides cloud-first and cloud-smart approaches, some coun-
tries are introducing guidelines to encourage adoption of cloud technolo-
gies in the public sector. Denmark has published a “Guide on the Use of
Cloud Services” to support organizations through various stages of tran-
sitioning to the cloud.*

Importantly, an appropriate cloud and data infrastructure, along with
a pertinent regulatory and legal framework, is crucial for the successful
execution of cloud-first and cloud-smart policies. The potential financial
implications and necessary investment requirements need to be assessed.
For example, Argentina’s digital transformation journey and efforts to
implement its cloud-first policy are accompanied by the strengthening of
its local cloud and data infrastructure (box 6.2).

Best-in-class cloud-first policies and guidelines also include detailed
cloud services procurement frameworks that follow a standardized and
transparent approach while recognizing some unique features of
cloud procurement compared with traditional on-premises information
and communication technology procurement models. Because procuring
cloud services involves some important differences from procuring
on-premises information and communication technology solutions (for
example, moving from a capital expenditure model to an operating
expenditure model), successful cloud policies provide clarity on how cloud
procurement can occur (box 6.3 presents the example of the Philippines).
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BOX 6.2 Strengthening the local cloud and data infrastructure in
Argentina

Argentina aims to boost data use for its digital transformation through
a cloud-first policy,® targeting a migration of 80 percent of the national
government to cloud-based systems by 2027. Despite progress in dig-
itizing core government operations, including moving operations to
the cloud, limited data infrastructure hampers scaling these initiatives.

The 23 provinces, the Autonomous City of Buenos Aires, and the more
than 2,000 municipalities in the country have a diverse and less devel-
oped set of digital government services for citizens and businesses
compared with the national government. For instance, less than 15
percent of national agencies use cloud resources (Schijman and others
2020) despite efforts to improve public e-services.? Online platforms,
combined with electronic authentication, have improved citizens’
and businesses’ access to digital government services, but their use
remains limited because many provincial and municipal services have
yet to join these online tools. The low availability of e-services may
depend on—among other factors—the limited uptake of cloud services.
Leveraging cloud technology ensures business continuity and broader
accessibility to digital services, enhancing resilience against disasters,
including those caused by climate events. Argentina, along with Brazil
and Mexico, constitutes a significant market for public cloud in Latin
America and the Caribbean, displaying substantial growth potential
(Edward 2024).

To capitalize on this potential, the country is working to strengthen
its local cloud and data infrastructure, expand its reach, and improve
access to connectivity. There are 16 data centers in Argentina owned
by various players, from telecom operators to infrastructure providers
(TeleGeography 2021). The government provides shared infrastructure
services to government agencies through the Argentine Company
for Satellite Solutions (Empresa Argentina de Soluciones Satelitales
Sociedad Autéonoma [ARSAT]), which owns a medium data center. As
data use and digital government services expand, ARSAT needs to
expand its capacity to meet increased demand and provide new and
more secure cloud computing, hosting, and housing services. ARSAT
plans to build additional geographically dispersed data centers linked
to the current ARSAT data center in Benavidez (Buenos Aires). The
decentralization of the country’s data infrastructure is expected to
enhance resiliency and safety, preventing data losses in cases of exter-
nal shocks, such as climate events, and therefore increasing adapta-
tion to climate change. These data centers will adhere to international
cybersecurity, climate resilience, and energy efficiency standards,
ensuring open access and technological neutrality.

(Continued)
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BOX 6.2 Strengthening the local cloud and data infrastructure in
Argentina (Continued)

Furthermore, the government is investing in broadband infrastruc-
ture to reach underserved localities lacking digital infrastructure.
Additionally, efforts are under way to modernize the legal and regula-
tory frameworks concerning data protection, cybersecurity, and other
areas crucial for supporting digital transformation.

Source: World Bank, “Strengthening Data Infrastructure to Close the Digital Gap in Argentina
Project,” https://projects.worldbank.org/en/projects-operations/project-detail/P178609.

a. Government of Argentina, “Camino recorrido para la adopcién de Nube en Gobierno,” https://
www.argentina.gob.ar/onti/camino-recorrido-para-la-adopcion-de-nube-en-gobierno.

b. The Secretariat of Public Innovation (Secretaria de Innovacién Publica) of the Chief of the
Cabinet of Ministers Office (Jefatura de Gabinete de Ministros) in the national government
launched a program in 2016 that supports gradual implementation of shared e-services for remote
municipalities using centrally supported cloud services. This program allows municipalities to use
high-quality applications at a very low cost. The national government has also provided subnational
governments with administrative applications. The e-filing system has been deployed in eight
provinces and the e-procurement system in four provinces, contributing to improving governance.

BOX 6.3 Procurement hurdles in the Philippines

In the Philippines, the procurement process was highlighted as one of
the hurdles in moving to the cloud. The country adopted a progressive
Cloud First Policy in 2020—one of the first developing countries to do
so. However, implementation of this policy has faced challenges. First,
data classification is still based on the outdated 1964 Memorandum
Circular. Second, procurement is hampered because the Department
of Information and Communications Technology has yet to release a
registration process for cloud service providers. Consequently, agen-
cies must undergo the traditional budget and procurement process (in
other words, public bidding) under the annual General Appropriations
Act and the Government Procurement Reform Act.

Because of the lead time required for the national budget, using the
traditional procurement process effectively means that agencies may
need to plan at least two years in advance if they want to procure
cloud services. Cloud services are still classified as a capital expendi-
ture in the same way as traditional information technology hardware
and infrastructure, rather than as a utility or operating expense.

Agencies must also take the additional step of having these procured
cloud services classified as part of GovCloud. The Philippine Statistics
Authority successfully completed this step for the rollout of the new
national identification system that launched mass registration in 2020.
Knowledge of the ad hoc GovCloud classification process does not
appear widespread among other government agencies; meanwhile,
the government is working on improvements, such as through harmo-
nization of cloud procurement and medium-term planning related to
information and communication technology.
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The World Bank publication “Institutional and Procurement Practice Note
on Cloud Computing: Cloud Assessment Framework and Evaluation
Methodology” provides guidance on institutional and procurement
arrangements and risk-mitigation methodology for acquiring and
managing public cloud solutions using a whole-of-government approach
(World Bank 2023).

DATA STRATEGIES AND CLASSIFICATION
FRAMEWORKS

Because of data’s nonrivalrous nature, they can be shared among differ-
ent stakeholders, resulting in repeated reuse to unlock the full potential
of data and generate new insights. Data strategies across economies
emphasize the importance of leveraging data through data sharing. In
2017, Rwanda introduced a National Data Revolution Policy that man-
dates open data publishing by public and private entities and emphasizes
the importance of breaking down silos in government around data man-
agement. In Germany, data are estimated to create US$458 billion in
value, but 90 percent of that potential remains untapped. In 2021, the
German government released its first Data Strategy, which highlighted
the importance of establishing a connected data infrastructure and a pro-
gram to promote high-performance computing. The strategy contained
approximately 240 measures along four action lines: (1) making data
infrastructure efficient and reliable; (2) increasing innovative and respon-
sible data usage; (3) increasing data literacy and establishing a data cul-
ture; and (4) having the public sector lead by example. Similarly, the
Dutch government released the Dutch Vision on Data Sharing between
Businesses (Netherlands, Ministry of Economic Affairs and Climate Pol-
icy 2019) to promote business-to-business data sharing in 2019, and
Australia’s Data Strategy charts a course to transforming the nation into
a modern data-driven society by 2030 (Australia, Department of the
Prime Minister and Cabinet 2021). Saudi Arabia’s National Strategy for
Data & AI® aims to position the country as a global leader through invest-
ments, workforce development, and regulatory measures to nurture a
thriving domestic ecosystem.

To facilitate data sharing, a data classification framework complements
a management information system and a data architecture that facilitates
shared data access. A data classification framework categorizes informa-
tion by sensitivity level to ensure proper handling of data, reducing orga-
nizational risk. Information classification is based on the potential impact
to national interest, organizations, or individuals should a breach of con-
fidentiality,® integrity,” or availability® of classified information occur
(Stine and others 2008).

Data classification policies have a direct bearing on cloud computing
adoption. Fewer levels of classification and clear distinctions between
levels ensure that the most sensitive information is properly secured.
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The National Institute of Standards and Technology in the United States
recommends using three categories: minimal impact, moderate impact,
and high impact (Tierney 2023). The US government has adopted a
three-tier classification scheme for national security information.? This
scheme classifies data by the potential impact to national security in case
of a data breach. In 2014, the UK government reduced its six levels of
data classification to three: official, secret, and top secret. With this new
classification system, over 90 percent of UK government data were
labeled “official,” which meant that they could be stored without any
restrictions in the public cloud,? and only the remaining 10 percent
required hybrid or private cloud environments.

CLOUD DEPLOYMENT BY GOVERNMENTS

Governments should carefully consider the public, private, hybrid, or
multicloud deployment models and select the approach that best
responds to their needs. In practice, a combination of two or more
deployment models may be more suited than any one model. Many
countries with cloud-first policies also have a government cloud estab-
lished for data classified as unsuitable for public clouds. Singapore
launched its Commercial Cloud First Policy in 2018 with an aim to
migrate at least 70 percent of the government’s less sensitive informa-
tion and communication technology systems onto the public cloud by
2023 to save costs. However, the government has also created a private
cloud, called “G-cloud,” to meet security and governance requirements.
Singapore’s G-cloud and its public cloud deployments are interopera-
ble, allowing government agencies to use public cloud services for
many needs.

A government cloud is an isolated private or community cloud com-
puting environment designed to meet the needs and unique require-
ments of government agencies and organizations. Many government
agencies worldwide prefer maintaining control over a sizable portion of
their data, which is a reason private clouds remain attractive (van der
Meulen 2018). Government clouds are owned, operated, and main-
tained by government entities or authorized contractors. Access to gov-
ernment cloud resources is typically restricted to government agencies,
and in some cases to authorized partners or contractors that work with
the government and host sensitive government data and applications.
Examples of government cloud (in countries with no formal cloud-first
policies) include the government private cloud in South Africal! and the
Uzbekistan Cloud,*2 both developed with the primary purpose of serving
the public sector. Japan'’s Digital Agency took steps to establish a govern-
ment cloud for the Japanese public sector by contracting several cloud
service providers.2 The Republic of Korea also partnered with five local
technology companies to roll out the private cloud customized for the
government’s use in 2022 (Lee 2022).
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Some cloud providers offer dedicated cloud services tailored to gov-
ernment customers. Although not as versatile as public clouds, these
dedicated private clouds have distinct advantages in terms of security,
data privacy, and compliance with regulations. Several US federal agen-
cies use cloud service designed by Amazon Web Services (AWS) for the
US intelligence community.* Standard services were extended by intro-
ducing a “Top Secret” data center region designed for handling a full
range of data, including data classified as top secret. This specialized data
center region is accessible to the intelligence community and other gov-
ernment clients, provided they have the necessary secret-level network
access and their own contractual agreements with AWS (Peterson 2021).

Multicloud deployments are becoming prevalent among government
agencies. Australia (DTA 2021), Canada (Forrester Consulting 2022), New
Zealand,® and the United States all support the use of multicloud deploy-
ments. Among low-income economies, Rwanda has adopted a multicloud
strategy after first deploying a private cloud environment and subsequently
moving to hybrid cloud deployments. Rwanda has developed a state-of-
the-art data hosting facility, known as the National Data Center (AOS Ltd.)
that caters to both private and public sector organizations. This center pri-
marily serves as a repository for government data. Rwanda has also entered
partnerships with several public cloud providers. Although multicloud
solutions offer governments multiple advantages, Rwanda’s experience
offers the important lesson that these solutions can also be quite challeng-
ing to implement, particularly in countries or regions with limited knowl-
edge or skills for managing such environments. Box 6.4 discusses the
migration of another country, Ukraine, to a multicloud environment.

BOX 6.4 Ukraine’s migration to the cloud

In February 2022, the Ukrainian Parliament passed a Law on Cloud
Services that enabled cloud-based backup of computer servers and
data centers and the relocation of critical data to a public cloud
environment. On March 12, 2022, the Ukrainian Cabinet of Ministers,
in Resolution #263, permitted the placement of state information
resources and public electronic registers on cloud resources or in data
processing centers located outside of Ukraine. The successful migra-
tion effort involved more than 100 state and critical information reg-
istries, achieved through close collaboration with leading tech giants
such as Amazon Web Services, IBM, Microsoft Azure, and Oracle. Many
Ukrainian physical server farms were destroyed during the Russian
Federation’s invasion of Ukraine; however, because of the transfer of
vital data to secure cloud environments, information has remained
accessible and protected. Ukraine’s Ministry of Digital Transformation
says this experience underscores that digital resilience can be fostered
beyond national boundaries and should be grounded in robust inter-
national cooperation and public-private partnerships.

(Continued)
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BOX 6.4 Ukraine’s migration to the cloud (Continued)

Currently, there is significant uncertainty regarding whether future
Ukrainian cloud legislation will permit the use of overseas clouds. The
Cabinet of Ministers’ Resolution #263 allows government institutions
to use overseas clouds for six months after the martial period ends
and allows the banking sector to do so for two years. Government and
banking institutions have enjoyed the benefits of using cutting-edge
cloud technologies and services. In many cases, they have developed
new services and functionalities atop these cloud platforms. For some,
reverting back could result in operational degradation of services and
could even jeopardize data integrity. Shifting from the cloud back to
on-premises or a different environment also has the potential to dis-
rupt ongoing operations. Planning for minimal disruption and the unin-
terrupted provision of critical services is crucial.

Therefore, any such data transfer and reintegration into on-premises
systems or a different cloud environment would require meticulous
planning, including managing potential complexities in data mapping,
transformation, and compatibility checks. Potential changes during
data’s cloud tenure will make it important to address data consistency
and synchronization, and they could present a challenge in reconcil-
ing data being brought back. Evaluating the compatibility of technol-
ogies between cloud environments and on-premises systems is vital
because differences in architecture among applications, software, and
tools used in the cloud could pose technical obstacles. Ensuring data
security and privacy remains paramount during the transition, neces-
sitating the safeguarding of sensitive data and adherence to relevant
data protection regulations. Moreover, accounting for potential data
loss or corruption is imperative, given the inherent risks associated
with data migration processes. Thus, safeguards must be implemented
to prevent data loss and maintain data integrity throughout the tran-
sition process.

If future legislation permits the use of overseas or European Union
sovereign clouds for less critical data, Ukrainian law will need to
establish a more refined data classification framework that ensures the
protection of personal data.

Ukraine’s Ministry of Digital Transformation is currently developing a
cloud strategy that will envision future use of the public cloud envi-
ronments after Russia’s invasion of Ukraine ends. Given the absence
of a legal and regulatory framework for cloud computing before the
invasion, Ukraine is creating a framework informed by its unique needs
and experiences.

Source: Box prepared by the Ministry of Digital Transformation of Ukraine.
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Some governments are beginning to adopt a combined hybrid and
multicloud approach. The Swiss government is actively pursuing such
a strategy to integrate its in-house data centers and federally owned
private clouds with public cloud services from various providers.t®
Similarly, the Malaysian government has adopted a deployment
model that combines private cloud infrastructure with multiple public
cloud environments (Red Hat 2023). Additionally, the European
Commission has adopted a cloud-first approach with a hybrid multi-
cloud service offering at the core of its cloud strategy (European Com-
mission 2019).

After choosing a cloud deployment model, the government must next
plan for cloud migration. Cloud migration is a complex task and needs a
well-structured approach given multiple information systems and classi-
fications. Migrating government information systems to the cloud
involves a multistage process with several steps to ensure a secure and
compliant migration. The steps in the migration process are interdepen-
dent, and each step requires careful planning and implementation: the
decisions and actions taken at one stage affect the choices made for sub-
sequent stages.

The first step is to identify all existing information systems avail-
able across government entities, by collecting and analyzing data
from eligible agencies and producing a list of all systems and allied
metadata. Each information system is then evaluated for cloud
migration readiness. It is important to assess any risks or challenges
that may arise during the migration process to avoid delays, addi-
tional costs, or performance problems. Several tools—such as the
Cloud Migration Readiness Index (from Microsoft) and the Migra-
tion Readiness Assessment (from AWS)—can assist with migration
readiness evaluation.

Once the evaluation is completed, information systems are classified
and prioritized by their strategic importance, migration costs, and associ-
ated risks. A migration strategy is then determined for each information
system, with strategies ranging from “lift and shift” migration, in which
the systems are moved with minimal changes, to a full redesign of the
system.

Continuously monitoring the process can ensure that it runs accord-
ing to plan and helps respond to potential issues early on. Cloud migra-
tion is usually a multiyear effort and can be affected by technological and
legal changes as well as emerging government priorities. Once the migra-
tion is complete, migrated information systems are verified before being
available to more users. Box 6.5 outlines the process of Romania’s cloud
migration.
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BOX 6.5 Romania’s approach to identifying and prioritizing public
sector applications and services for migration

As part of its national recovery and resilience plan, the government of
Romania decided to migrate the information systems of government
institutions to the government cloud. The following main stages of
the cloud migration were identified, all of which contribute to the ulti-
mate objective of preparing the information systems for a secure and
efficient transition to the cloud:

* /dentifying eligible information systems. This stage includes collect-
ing and analyzing data on the existing information systems of public
authorities, with the aim of identifying eligible systems and gaining
a solid understanding of their characteristics.

Evaluating the level of readiness of eligible information systems for
cloud migration. At this stage, the identified information systems
are evaluated against multiple criteria—including technical, security,
operational, and financial aspects—to determine their readiness for
operating in a cloud environment.

Prioritizing the information systems for migration. Using results of
the evaluation, the information systems are classified and prioritized
for migration. This prioritization is based on several factors, includ-
ing the strategic importance of the system, the expected benefits of
migration, and the associated risks.

Selecting the migration strategy. Depending on the results of the prioriti-
zation, a migration strategy is established for each system. This strategy
can vary from a full redesign of the system to a “lift-and-shift” migration,
in which the system is moved to the cloud with minimal changes.

Planning the migration of the information system and developing the
technical specifications. At this stage, the system and the organiza-
tion prepare for migration. This preparation can include, for exam-
ple, development of technical specifications, purchase of required
migration services, change management, staff training, and imple-
mentation of necessary security measures.

Performing the migration and postmigration validation and optimization.
At this stage, the system is migrated to the private government cloud,
with continuous monitoring to make sure that the process takes place as
planned and that any emerging issues are properly managed. After the
migration is complete, the system is validated to ensure that it operates
correctly in the new environment. Furthermore, adjustments or optimi-
zations can be performed to maximize the benefits of the cloud.

A fundamental aspect of the migration to the cloud is recognizing
and understanding the interdependencies between the various stages
of the cloud migration process. These stages are sequential and iter-
ative, meaning that decisions and actions taken in one stage can sig-
nificantly affect the success of subsequent stages (figure B6.5.1).

(Continued)



BOX 6.5 Romania’s approach to identifying and prioritizing public sector applications and services for migration (Continued)

FIGURE B6.5.1 Overview of the cloud migration process, Romania
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PROMOTING CLOUD ADOPTION IN THE
PRIVATE SECTOR

Small and medium enterprises (SMEs) account for 90 percent of all busi-
nesses and more than 50 percent of global employment.'” Adoption of
digital technologies by these enterprises can boost productivity growth,
generate more jobs, and reduce regional inequalities. Cloud technologies
are an important enabler of enterprise digitization. They enhance pro-
ductivity, lower information technology costs, and facilitate access to
enterprise resource management solutions. Cloud-based solutions can
optimize supply chains and influence a range of enterprise functions
from production to predictive machine maintenance and training, to
marketing and communications. However, cloud adoption rates among
SMEs remain low in low-income countries (Haraguchi, Kamiya, and
Rodousakis 2023) and are a persistent issue in the European Union
(Hallward-Driemeier and others 2020). Start-ups of the digital economy
are also important users of the cloud. Many start-ups use the cloud to
benefit from an infrastructure that can absorb peak loads without having
to invest themselves. They are important customers of the big cloud play-
ers, who compete to accommodate them by offering credits, betting on
their future growth as a driver for their own development.

Therefore, government’s role in promoting the digital transformation
of businesses and enhancing digital capabilities and adoption across
various sectors is crucial for driving national digitalization and
fundamental for the formation of the demand in cloud computing.
Governments commonly use initiatives such as supporting SMEs or
specific industries in their digital journey, accelerating the growth of
technology start-ups, and creating an enabling environment for digital
innovations or introducing financial incentives for businesses to facilitate
their transition into the digital realm. For instance, Singapore’s SMEs Go
Digital program aims to enhance the accessibility and affordability of
cloud computing for SMEs in the country.’® The United Arab Emirates’
Ministry of Economy joined forces with AWS to launch the AWS
Connected Community initiative to facilitate the digitalization of SMEs,
helping them expand in both local and international markets
(Zawya 2023). The Indian government is also actively promoting cloud
adoption through its Digital India and programs through the Ministry of
Micro, Small and Medium Enterprises (MSME) (box 6.6).

DIGITAL WORKFORCE DEVELOPMENT

A skilled and trained public and private sector workforce able to use
digital technologies complements digital transformation strategies and
determines their success. Despite growing demand for cloud computing
skills, a talent gap exists in both low- and high-income economies, which
can benefit from government initiatives. Governments should double
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BOX 6.6 Indian government initiatives to increase the country’s
digitization

Digital India is a flagship program with a vision to transform India into
a digitally empowered society and knowledge economy. The program
consists of three main pillars: (1) digital infrastructure, which focuses
on increasing availability of reliable and secure internet connection
and ensuring digital identity for every resident of India; (2) governance
and services on demand, which focus on digital public services, seam-
lessly integrated across government agencies; and (3) digital empow-
erment, which focuses on digital literacy and enabling regulations with
equitable resources for Indian citizens.

The Digital MSME program aims at digitally empowering micro, small,
and medium enterprises and motivating them to adopt digital tools,
applications, and technologies in their production and business pro-
cesses so they can improve their competitiveness in domestic and
global markets. It is designed to empower these enterprises through
digital technologies such as enterprise resource planning solutions to
achieve higher competitiveness, improved efficiency, and lower costs—
leading to a digitized economy.

down on their efforts to address the talent gap and create a pipeline of
skills and competencies (Peixoto, Kaiser, and Rakotomalala 2022).

Digital skills development initiatives can range from basic digital liter-
acy training to training in advanced digital technologies, including cloud
computing and management of cloud applications. Many governments
are launching digital academies as a starting point. Thailand’s Digital
Government Academy offers training, seminars, and other activities to
upskill civil servants and promote digital skills awareness. In addition,
the Thailand Government Big Data Institute has trained more than 1,000
government officers on data analysis and management skills (Sharon
2019). In the United Kingdom, the Government Digital Service helps
public agencies improve citizens’ digital services and offers training and
skills development initiatives for civil servants (Cunnington 2017). As of
2023, the service had trained more than 7,500 civil servants.

Private sector partnerships can help address the skill gaps faced by
government agencies and ensure that staff at all organizational levels
have appropriate digital skills. In such partnerships, a private sector
partner provides direct skills training or helps governments identify
technology skills in high demand at present or in the foreseeable future.
The Indian government partnered with the private sector to deepen
cloud computing capabilities of public servants (Dharmaraj 2019) and
trained them on the government’s cloud adoption journey. The Singa-
porean government partnered with the private sector to deepen the
data analytics and visualization techniques of public servants to help
drive data-driven decisions (DSAITrends Editors 2020).
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Cloud computing certifications and other capacity-building programs
offered by cloud service providers can also be tapped as reskilling oppor-
tunities. Major private sector players—AWS, Cisco, Google Cloud, and
Microsoft—and others offer certification courses.

Governments may find it more challenging to attract and retain talent
because highly skilled technical employees may move to technology
firms or start-ups. To retain and expand the talent pool, governments
may need to review and revise their recruitment practices. Singapore
revised its recruitment and talent development scheme to align with pri-
vate sector salaries, and initiated recruitment of Singaporeans residing
abroad. The government also introduced an initiative to reduce employee
turnover among high-skilled technology talent, allowing them to engage
with several public agencies to enhance their job satisfaction (Abell,
Husar, and Lim 2022). For some low-income economies, public budget-
ary constraints might make it challenging to compete with the private
sector. In these instances, governments may find it more viable to part-
ner with the private sector to bridge skills gaps and broaden the talent
base.

NOTES

1. For an explanation of the differences between digitization, digitalization, and
digital transformation, refer to chapter 3, “Assessing Digital Transformation
Progress,” in the Organisation for Economic Co-operation and Development’s
Digital Transformation of National Statistical Offices (OECD 2022).

2. MIT Technology Review, “Global Cloud Ecosystem Index 2022,” https://
www.technologyreview.com/2022/04/25/1051115/global-cloud-ecosystem
-index-2022/.

3. World Bank, “National Digital Transformation Strategy—Mapping the Digital
Journey,” https://digitalregulation.org/national-digital-transformation
-strategy-mapping-the-digital-journey/.

4. Denmark, “Guide on the Use of Cloud Services,” https://en.digst.dk/digital
-governance/new-technologies/guide-on-the-use-of-cloud-services/.

5. Saudi Data & AI Authority, “National Strategy for Data & A" https://ai.sa.

6. Confidentiality means limiting of access to information to authorized persons
for approved purposes.

7. Integrity means assurance that information has been created, amended, or
deleted only by the intended authorized means and that the information is
correct and valid.

8. Availability means ensuring timely and reliable access to and use of
information.

9. National Archives, The President Executive Order 13526, https://www
.archives.gov/isoo/policy-documents/cnsi-eo.html.

10. AWS, “Data Classification Models and Schemes,” https://docs.aws.amazon
.com/whitepapers/latest/data-classification/data-classification-models-and
-schemes.html#u.s.-national-classification-scheme.

11. SITA, “Cloud Computing,” https://www.sita.co.za/content/cloud-computing-0.

12. Huawei Cloud, “Uzbekistan Government Cloud,” https://www.huawei
cloud.com/eu/cases/uzbekistangovernmentcloud.html.
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13. E-Learning, “Japan’s Digital Agency Adopts AWS for Advance ‘Government
Cloud’ Projects,” https://www.e-learning.asia/news-topics/nt2021102701/.

14. AWS, “Cloud Computing for U.S. Intelligence Community,” https://aws
.amazon.com/federal/us-intelligence-community/.

15. New Zealand Government/Te Kawanatanga o Aotearoa, “All of Government
Cloud Sourcing Strategy,” https://dns.govt.nz/standards-and-guidance
/technology-and-architecture/cloud-services/cloud-adoption-policy
-and-strategy/all-of-government-cloud-sourcing-strategy/.

16. Swiss Federal Chancellery FCh, “Cloud,” https://www.bk.admin.ch/bk/en
/home/digitale-transformation-ikt-lenkung/bundesarchitektur/cloud.html.

17. World Bank, “Small and Medium Enterprises (SMEs) Finance,” https://
www.worldbank.org/en/topic/smefinance.

18. Infocomm Media Development Authority, “SMEs Go Digital,” https://www
.imda.gov.sg/how-we-can-help/smes-go-digital.
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ABSTRACT

This chapter offers guidance on regulatory frameworks for cloud and
data infrastructure markets, which must strike a balance between
enabling data flows and safeguarding rights.

MAIN MESSAGES

Clear, supportive regulatory frameworks can facilitate the growth of cloud
and data infrastructure markets.

Jurisdictional and conflict-of-laws issues that stem from the global nature
of cloud computing can pose challenges to market expansion.
Government policies must strike an appropriate balance between data sov-
ereignty and the promotion of cross-border data flows, in alignment with
countries’ national interests.

Regulations should pursue international alignment, reflect collaboration
with industry, and employ generally applicable and technology-neutral
laws.

Vertical integration by hyperscalers and increasing market concentration
pose risks to a competitive cloud market. Therefore, it is important to eval-
uate whether current laws and regulations can effectively address these
challenges.

Reducing the environmental footprint of data centers requires an approach
that combines obligations, incentives, and collaborative efforts.

REGULATORY MODELS AND CLOUD
MARKET GROWTH

A well-defined regulatory framework for cloud computing that addresses
issues related to cross-border data flows, data protection, and cybersecurity
fosters the sustainable development of cloud and data infrastructure markets.
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Clear and supportive regulations encourage innovation, attract invest-
ments, and accelerate the uptake of cloud technologies. Conversely, reg-
ulations that serve as impediments can stifle market development and
obstruct data accessibility, preventing full realization of the benefits of
cloud computing. This chapter presents an analytical exposition on the
dual nature of regulatory frameworks within the cloud computing
sector.

In rapidly evolving cloud and data infrastructure markets, jurisdic-
tional and conflict-of-laws issues are proving to be significant hurdles.
These challenges stem from the global nature of cloud computing: data
travel across borders and may encounter conflicting legal and regulatory
landscapes. The disparities in laws are rooted in varying local contexts
and priorities and can weave a complex web of compliance require-
ments. This uncertainty can potentially precipitate legal disputes and
obstruct seamless operations.

Developing a good regulatory framework for cloud computing to
address these concerns effectively is a rewarding yet complex
endeavor. A series of legal considerations must be meticulously exam-
ined and integrated into the regulatory framework. This task cannot
be approached with a one-size-fits-all solution: it necessitates a
nuanced approach that considers local and regional context, stake-
holders, and priorities, each influenced by unique circumstances and
objectives.

Overall, this chapter explores the main issues in cloud computing
regulatory frameworks and delves into critical areas such as data gover-
nance, cybersecurity, resiliency, outsourcing, consumer protection, com-
petition, and sustainability. The broader legal landscape in which cloud
computing operates also includes areas not extensively covered in this
chapter, such as labor, taxation, and export regulations. Central to the
framework is the concept of trust, deemed essential in addressing each of
these domains.

Given the multifaceted nature of cloud computing and its intersection
with various legal domains, policy makers are urged to engage in consul-
tative, evidence-based rulemaking. This process should encompass both
regulatory and stakeholder impact analyses to effectively tailor a regula-
tory model that aligns with the specific needs and contexts of the policy
makers’ respective countries.

TRUST FOR CLOUD ADOPTION

Trust is widely recognized as a driver of cloud computing adoption
(box 7.1). Its importance stems from the nature of cloud computing as an
outsourcing model, wherein organizations and individual consumers
delegate and entrust various aspects—or, in some cases, the entirety—of
their information technology (IT) infrastructure, essential to their IT eco-
system and operations, to external cloud service providers.
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BOX 7.1 The trust environment for data transactions

World Development Report 2021: Data for Better Lives underscores
that data transactions enabled by cloud and data infrastructure hold
enormous potential to generate value and enhance lives globally
(World Bank 2021). However, leveraging this potential hinges on estab-
lishing sufficient trust in data collection, storage, and management.

Trust is fundamental to the success of cloud-based platforms and
services. Regulations can play a role in fostering trust, thus enabling
cloud adoption. Governments then assume the role of “guarantors” of
this trust and can help ensure the integrity and security of the digital
ecosystem.

Data for Better Lives argues that a robust trust framework encom-
passes both safeguards and enablers. On the one hand, safeguards
are measures that promote trust by preventing and mitigating the
potential for harm resulting from data misuse (including breaches of
security or integrity). Enablers, on the other hand, are measures that
facilitate the reuse and sharing of data through openness and porta-
bility. The effectiveness of enablers and safeguards is contingent on
adherence to the rule of law and principles such as transparency, non-
discrimination, fairness, inclusiveness, and openness, as well as due
process principles such as necessity and proportionality.

Policy makers, industry leaders, and academic circles have introduced
numerous trust-building mechanisms to bolster trust. These mechanisms
include implementing regulations, standardizing cloud services, certify-
ing cloud providers, and developing effective communication strategies.
They can mitigate inherent risks and uncertainties that accompany the
outsourcing of IT infrastructure to cloud services, thereby enhancing
trust among both potential and existing users of cloud computing.

A critical component of this trust-building framework is the shared
responsibility model, typically articulated in service level agreements.
This model explicitly delineates the distribution of responsibilities
between the cloud service provider and the client. However, the effec-
tiveness and clarity of these models and their corresponding service level
agreements can exhibit significant variability, influenced by their con-
text, including the type of cloud services provided; the operational prac-
tices of different service providers; and the regulatory environment of
various jurisdictions.

A country’s regulatory posture on data flows directly affects its cloud
and data infrastructure markets. A country may regulate data flows along
a spectrum with different configurations of enablers and safeguards, tai-
lored to fit its unique policy objectives. For instance, data protection laws
offer a clear example of how countries navigate the delicate balance
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between individual privacy, national security, and economic interests in
the digital age. These regulations not only reveal the diverse approaches
nations take but also highlight the challenges and complexities inherent
in governing the rapidly evolving domain of cloud computing. The
United States relies primarily on industry self-regulation to enforce data
protection, with strong protections for sensitive data such as health care,
defense, and financial data. The European Union accentuates safeguards
and data subjects’ rights, permitting all data flows exclusively to jurisdic-
tions with adequate data protection. China enforces stricter data localiza-
tion requirements on data generated within its borders, as do Nigeria and
the Russian Federation. This wide variance in data regulations occurs
because of the complex interplay between economic considerations and
securing national interests amid an evolving digital landscape.

These perspectives are pertinent for low- and middle-income econo-
mies that are crafting their own cloud computing regulatory frameworks.
Countries should adopt a balanced strategy that aligns with their unique
socioeconomic needs and challenges. This approach should simultane-
ously encourage economic growth, uphold robust data protection stan-
dards, and ensure strong cybersecurity measures. In doing so, countries
can harness the benefits of cloud computing while mitigating potential
risks. An optimal approach at the international level would involve facil-
itating the free flow of data while ensuring adherence to established
standards and conditions to maintain a balance between economic inter-
ests and data protection.

DATA GOVERNANCE

National data governance policies shape infrastructure choices and oper-
ational strategies of both cloud providers and cloud users. National data
governance includes policies, regulations, and practices implemented by
a government to effectively manage and govern data within its jurisdic-
tion. It defines rules and guidelines for data management—including
data collection, storage, access, sharing, data localization, cross-border
data transfers, and data protection.

For a cloud and data infrastructure market to thrive, national data
governance policies should prioritize the free flow of data and facilitate
cross-border data flows. Data governance policies affect the infrastruc-
ture-related decisions and operational considerations of cloud providers
and customers, including the construction of data centers within the
country, implementation of data protection measures, and adherence to
specific privacy requirements. These policies can influence market
dynamics, investment decisions, and the overall growth of the cloud
market within a country.

Scalability and global accessibility of cloud computing hinges on
the movement of data across national boundaries. This data transfer
enables businesses and individuals to use cloud services seamlessly across
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geographies and provides unmatched flexibility and efficiency in data
management for dynamic needs. Conversely, barriers to cross-border data
flows, such as data localization laws, can significantly undermine the cloud
and data infrastructure market. Such laws require data to be stored and
processed within certain geographic limits, leading to the creation of frag-
mented data silos. This fragmentation undermines the inherent efficiencies
of cloud computing such as scalability and data accessibility. These barriers
restrict the scope of cloud services and the ability of businesses to operate
transnationally. Data localization also imposes financial and operational
burdens on cloud service providers and users to establish multiple,
region-specific data centers to comply with diverse local regulations.

A balanced approach in national data governance, one that supports
the free flow of data while addressing security and privacy concerns, is
critical for the health and expansion of the global cloud computing
market.

Data localization and cross-border data flows

Transnational data flows have challenged traditional views of sover-
eignty, which is linked to a government’s control over what occurs within
its geographical borders (refer to box 7.2 for definitions of data sover-
eignty and related terms).! Policy makers need to reconcile the manage-
ment and storage of “domestic data” against the desire to promote the
free flow of information. Economies are trending toward implementing
regulations that restrict data flows. The number of data localization mea-
sures has more than doubled since 2017, with more than 140 measures
now in place across more than 60 countries (Cory and Dascoli 2021).

BOX 7.2 Definitions of data sovereignty, data residency, and data
localization

Data sovereignty pertains to the legal authority and jurisdictional com-
mand over data, predicated on the premise that the data are physi-
cally located within a specific territory. It embodies the principle that
a nation has the sovereign right to manage and disclose its electronic
information, constrained solely by its domestic laws.

Data residency refers to the specific physical or geographic site where
an organization’s or entity’s data are preserved. The location is signif-
icant for legal reasons related to commerce and for the determination
of tax obligations.

Data localization encompasses a range of regulatory strategies aimed
at curtailing the flow of data, by enforcing the confinement of data
storage and processing to the confines of a jurisdiction. Various
nations have introduced such policies to address the many concerns
arising from the unregulated circulation of data.
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Data localization laws and data protection regulations like the Euro-
pean Union’s General Data Protection Regulation (GDPR) differ
fundamentally in approach and scope (table 7.1). Data localization laws
specifically require that data be stored within a country’s borders, thereby
restricting global movement of data. In contrast, the GDPR aims to regu-
late the processing and handling of personal data, without mandating
that the data be stored within the European Union. Although both types
of laws may lead to local data storage, their primary objectives differ: data
localization focuses on where data are stored, whereas data protection
laws like the GDPR focus on how data are managed and processed.

Data localization can take different forms and have varying objectives.
Data localization measures may be justified when safeguarding sensitive
data, such as state information. However, many countries that advocate
for the protection of human rights have instituted data protection laws
that govern the cross-border flow of personal information, promoting
both data protection and economic viability. Unless the information is
highly classified or confidential, a flexible and proportionate approach
may be optimal from an economic and security standpoint.

Some countries have implemented data localization requirements
mandating that certain types of data be stored and processed within the
country’s borders. Such requirements gave rise to a cloud provisioning
approach known as “sovereign cloud.”? In some jurisdictions, data local-
ization focuses on restricting the transfer of specific types of data (for
example, personal data, health data, and financial data); in others, the
flow of broad ranges of data is restricted, such as data considered “import-
ant,” “sensitive,” or “core” (Douglas and Quackenbush 2022). The
diverging approaches to restrictions on data flow can be broadly catego-
rized into three distinct models: the open transfers approach, the condi-
tional transfers approach, and the limited transfers approach (box 7.3).

TABLE 7.1 Differences between data localization and data protection regulations
Data protection regulations

Criteria Data localization laws (such as the GDPR)

Primary focus Location of data storage Management and processing of
personal data

Geographic Requires data storage within national Does not mandate data storage within

restriction borders the national borders

Global data Restricts international data transfer Allows data transfer, subject to

movement regulatory compliance

Scope National sovereignty over data Protection of individual data rights
across multiple nations

Objective Control over data for political, Safeguarding personal data privacy and

economic reasons integrity

Source: Original table compiled for this report.
Note: GDPR = General Data Protection Regulation (European Union).
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BOX 7.3 Data governance frameworks

Data governance frameworks are not exclusively open or closed and occur across
a spectrum of three broad models: (1) an open transfers approach, (2) a con-
ditional transfers approach, and (3) a limited transfers approach (figure B7.3.1).
Importantly, the way each model is implemented in a specific jurisdiction may
make the approach more open or closed than the categorization suggests.

FIGURE B7.3.1 Three broad models of data governance frameworks

4 Limited transfers N (" conditional )
~ model transfers model
S v
‘2 S Domestic Domestic Government Regulatory
ES storage processing approval safeguards
&, o
« Consent
* Adequacy findings
« Private sector
assessment
H (for example,
5 codes of conduct,
§ binding corporate
> rules, contractual
x arrangements)
¢ China: certain ¢ Russian ¢ China: * European Union:
personal data Federation: cybersecurity General Data
* US states: processing of law Protection
government personal data Regulation
data
ol Australia and
° United
E Kingdom:
o health data
* Russian
Federation:
telecommuni-
cations data
(N AN J

Source: World Bank 2021.
Note: APEC = Asia-Pacific Economic Cooperation.

Data localization measures can have adverse effects on economic and
social prosperity and can measurably reduce both trade and productivity.
Restricting data flows has a significant impact on a nation’s economy—
sharply reducing its total volume of trade, lowering its productivity, and
increasing prices for downstream industries that increasingly rely on
data.? Data localization regulations could promote domestic or regional
investments, but often generate industry costs that can be prohibitive
even for large organizations. PayPal withdrew from Tiirkiye in 2016 after
it was denied a local license because of data localization measures that
required PayPal to “fully localize [its] information technology systems in
Turkey” (Lunden 2016). Data localization measures can also have a
major impact on the private sector’s willingness to adopt cloud technologies.
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For instance, Kazakhstan is currently revising its data localization regula-
tions toward a more balanced approach to stimulate cloud technology
adoption (box 7.4).

Data localization measures also make it difficult for a user in one juris-
diction to effectively use a cloud computing service running on infra-
structure in another jurisdiction. Such measures hold back users with
limited local cloud and data infrastructure from participating in regional
cloud ecosystems. Policy makers should carefully assess whether the per-
ceived benefits of current and planned data localization measures out-
weigh the costs, especially when perceived benefits relate to national
security or data privacy considerations rather than practical ones such as
reducing latency.

Some misleading justifications for data localization persist. Although
it may seem counterintuitive, achieving the desired benefits related to
data security and privacy based on the physical location of data is chal-
lenging because security of data in a cloud depends on a variety of fac-
tors, like the physical, technical, and administrative controls imple-
mented by both providers and users. Most public cloud deployments
universally implement advanced security measures across all their
regions and data centers. Localization measures can undermine data

BOX 7.4 Impact of data localization on cloud adoption in Kazakhstan

In 2023, within the framework of the Foreign Investors’ Council
under the President of the Republic of Kazakhstan, participants
to the Council raised the issue of cloud technology development in
Kazakhstan, including the possibility of data storage outside the coun-
try, for consideration. Specifically, the recommendation was made to
allow the free flow of data if adequate security guarantees and control
mechanisms are in place. It was suggested that improving the current
approach to data classification would be aligned with the interests of
the data owners and would stimulate innovation in the public and pri-
vate sectors.

In 2023, the authorized bodies for informatization and personal data
protection developed proposals to amend Kazakhstan’s legislative
acts. These proposals aim to revise the rules of data localization in the
country in accordance with the recommendation to allow free data
flow. Whereas current legislation applies data localization require-
ments to all types of data, new legislative efforts aim to introduce a
differentiated approach based on the classification of data. The sever-
ity of the requirements will depend on this classification. The provi-
sions of the current legislation and the classification of data in relation
to the objects of informatization will be revised. The Parliament of
the Republic of Kazakhstan is currently considering the proposed
amendments.

Source: UNCTAD 2021, https://unctad.org/system/files/official-document/der2021_en.pdf.
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security and privacy by restricting access to international cloud services
that are more likely to offer such advanced security safeguards. The
largest providers have access to secure and cost-effective technologies
and specialized talent for maintenance. Additionally, localization mea-
sures are often unnecessary to ensure the security and privacy of data.
Domestic regulations can be applied and enforced even when data are
held overseas, as consistently shown across conditional transfer model
jurisdictions like Argentina, Australia, Canada, Colombia, the Republic
of Korea, and the European Union. In each of these conditional trans-
fer regions, data controllers typically remain responsible for the security
of data, regardless of the data’s physical location. The responsibility,
therefore, lies in ensuring that the foreign jurisdiction maintains privacy
protections comparable to those in the local jurisdiction. Furthermore,
data controllers must also ensure that the foreign organization has suf-
ficient control and visibility over data to ensure that it can comply with
the originating jurisdiction’s breach notification obligations.

Localization measures, where present, are most effective when
focused on specific types of data, such as national security data or data
linked to critical industries like health and financial services. For these
sensitive types of data, frameworks should prioritize ensuring an ade-
quate level of protection equivalent to local standards. Adopting a flexi-
ble cross-border conditional transfers model can further boost digital
trade and economic development. Recent discussions in the Group of
Twenty (G20) on the need to promote data free flow with trust* provide
a conceptual framework to better enable cross-border data flows while
providing safeguards for enhancing data security and privacy. This bal-
anced, nonlocalized approach puts developing nations in the best posi-
tion to capitalize on the significant economic and operational benefits
offered by cloud adoption and innovation.

CYBERSECURITY

Cybersecurity? is critical for any organization regardless of cloud adoption
maturity or expertise. Cybercrimes—increasing in their frequency and
severity—can be financially ruinous, and malicious actors are becoming
more sophisticated. An array of laws and regulations has created compli-
ance challenges for enterprises, and conflict-of-law issues arise because
requirements vary across jurisdictions. As public and private organiza-
tions increase their cloud adoption, their attack surface for cyberattacks
broadens.

Governments in low- and middle-income economies with limited
cybersecurity resources can improve their overall security posture using
public cloud deployments. Cybersecurity resources of major cloud pro-
viders often far exceed those of individual organizations. Google and
Microsoft plan to invest a combined total of US$30 billion in US cyberse-
curity by 2026. This level of investment dwarfs the cybersecurity budgets
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of high-income countries. The US government’s proposed cybersecurity
budget for 2023 was US$11 billion, less than half of the private invest-
ment by the two hyperscalers.

Different cloud deployment models come with their own sets of cyber-
security advantages and drawbacks. The selection of a cloud computing
deployment model—public, private, or hybrid—should be grounded in a
risk assessment that considers the adopter’s threat landscape and overall
cybersecurity maturity, and the criticality of the assets being migrated to
the cloud. Singapore’s government has adopted a hybrid cloud approach,
storing 70 percent of less sensitive government data in public clouds and
the remaining 30 percent of more sensitive data in private clouds. This
approach is tailored to Singapore’s specific context: substantial govern-
ment investment and expertise in cybersecurity have enabled a robust
cybersecurity posture for the country’s government cloud (called the
“G-cloud”).

The delineation of clear responsibilities is central to the principle of
shared responsibility that underpins the domain of cloud computing, and
establishing explicit cybersecurity obligations for service providers is espe-
cially critical. A lack of clarity in this area can create an environment of
ambiguous responsibility, often resulting in customers shouldering dispro-
portionate risks and consequences. Some service providers argue that
explicit cybersecurity obligations could inflate operational costs and stifle
innovation. However, the absence of regulatory clarity can impose greater
financial and operational burdens on customers, including the need for
frequent legal consultations, and can potentially hinder growth in indus-
tries in which trust and predictability are paramount. To mitigate these
issues, policy makers should be poised to counter resistance from provid-
ers. They can explore ways that shared responsibility frameworks can
facilitate regulatory clarity, alleviating the regulatory pressures on provid-
ers and reducing costs for users (table 7.2). It is crucial that this clarity in
cybersecurity responsibilities between providers and customers be estab-
lished, whether through regulatory frameworks or contract negotiations.

When regulations do not explicitly allocate responsibility, it falls on
the contracting parties to create that clarity. Adhering to existing industry
standards and best practices is a proactive way to safeguard the interests
of both parties. This approach not only enhances security but also fosters
a trustworthy environment, which is essential for growth and innovation
in the cloud computing sector.

Although cloud adoption can enhance an organization’s overall cyber-
security posture, it is not a panacea for all cybersecurity challenges.
Instead, cloud adoption should be complemented by significant invest-
ments in cybersecurity. Such investments are especially crucial because
transitioning to the cloud can introduce complexities in IT architectures
and increase the likelihood of configuration errors (OECD 2023).

Regulatory frameworks for cloud computing should help clarify which
responsibilities lie with cloud providers and which ones lie with end
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TABLE 7.2 The shared responsibility model across types of cloud services and associated

legal issues

O&M responsibility

Cloud _
computing @ = cloud customer Key legal and regulatory
component . = cloud service provider  issues
Legacy
IT laaS PaaS SaaS
Applications © e © B General requirements that
apply to the relevant
activity (e.g., licensing)
Cloud use cases Legal and regulatory
(e.g., health care, requirements specific to
financial services, data handling, use, and
government storage
operations,
consumer activities Access to data by
such as emails, regulat.o_rs and other
photos) authorities
P Security © © [ | [ | Cybersecurity
- Datab ® @ . . Data privacy and related
atabases -
Cloud software and storage,/ retrieval, a?_d
tools (e.g., to o ) erasure/anonymization
perating )
provide functions gy cioms © e  H requirements
such as data Legal and ethical
storage, Virtualization © [ | B [ | principles relating to data
networking, analytics and artificial
analytics, data intelligence
sharing, and Al) Developer and operator
legal liability
Outsourcing rules
Servers © H B B Land law and zoning
-5 Labor laws, including
Storage © H B B workplace health and
Data center and safety rules
tangible resources  Networking © H B B
(e.g., buildings, Access and use c_>f
workers, Data Centers © H B B telecommunications
computers/servers, Access and use of
and other hardware resources
and_physmal Environmental, including
equipment) energy consumption and

e-waste

Source: US General Services Administration.

Note: Al = artificial intelligence; laaS = Information as a Service; IT = information technology; O&M = Operations and
Maintenance, responsibility; PaaS = Platform as a Service; SaaS = Software as a Service.
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TABLE 7.3 Common misconceptions about cloud security

Misconception

Reality

Moving to the public cloud
enables governments to
transfer all responsibility for
cybersecurity to cloud
providers.

Cloud providers and cloud customers (including governments)
have a shared responsibility. Although cloud solutions
(especially SaaS) typically transfer some cybersecurity
responsibility to the cloud provider, customers always retain a
certain level of responsibility (such as for user management and
access policy).

Without cloud migration,
governments can maintain total
control over their data and
services, which increases
cybersecurity.

Regardless of the IT environment, managing cybersecurity risks
always involves multiple stakeholders and relies on cooperation.
Even in a legacy IT environment, governments use software,
hardware, network equipment, or operating systems designed
by private actors. These companies play a significant role in
cybersecurity risk management—for example, regarding
vulnerability notification, patch management, and end-of-life
policies. In addition, legacy IT environments in low- and
middle-income economies tend to be less secure because they
may use end-of-life software and hardware.

Hyperscale public cloud
solutions are always more
secure than private cloud
solutions.

Although hyperscalers typically deploy advanced cybersecurity
measures at the level of the cloud provider, some responsibility
for cybersecurity risk management remains in the hands of the
customer. In addition, risk assessments may highlight specific
risks relating to hyperscale public cloud (conflicts of jurisdiction,
increased reliance on connectivity, and the like). Therefore, the
cybersecurity level of cloud solutions cannot be assessed in
theory and requires a thorough context-based assessment.

Organizations and
governments must choose
between either public or
private cloud solutions.

Hybrid cloud deployment models enable stakeholders to mix
private and public clouds, with the combinations often based on
the criticality of assets or the sensitivity of data.

Opting for public cloud
solutions will make
organizations dependent upon
one vendor and result in
vendor lock-in.

Although vendor lock-in is a legitimate concern, legacy
on-premises solutions are not immune. When interoperability is
not specified contractually, multicloud solutions can be a
potential option for users.

Cybersecurity should be the
main, if not the only, concern
for government cloud
procurement.

Cybersecurity is a key factor for procuring cloud services but is
not the only one. Governments should also consider
environmental impact, cost effectiveness, industrial policy,
competition, and consumer protection.

Source: Original table compiled for this report.
Note: IT = information technology; SaaS = Software as a Service.

users. Table 7.3 provides a few examples of misconceptions about cloud
security and their corresponding realities.

Cloud strategies that rely on private or community clouds should
always include significant investments to bolster the cybersecurity
posture of the cloud provider, particulary in low- and middle-income
economies. Some governments require or incentivize stakeholders to use
private or community clouds to store particularly sensitive data. However,
although hyperscale cloud providers invest significantly in cybersecurity
measures, processes, and talent, not all local, regional, or government
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cloud providers do so. The aggregation of data on private or community
cloud may create an incentive for malicious actors to actively target cloud
infrastructure. In some cases, if the cloud infrastructure has limited over-
all resilience and redundancy, such aggregation of data may create single
points of failure. Effective mitigations for such risks include increased
investments in the cybersecurity posture of cloud providers, action plans
for developing cybersecurity skills, and stringent regulatory requirements
for authorizing cloud providers to process or store sensitive data.

International standards can be useful to determine the level of cyber-
security put in place by cloud providers. In some countries, policy makers
have developed labels and certifications for cloud providers, usually
based on international standards (box 7.5). Australia, Dubai, and Japan
have established mechanisms in their regulatory frameworks that pro-
mote standardized assessments of cloud services using accredited third-
party assessment organizations. South Africa and the United Kingdom
have taken a different approach focused on conducting internal (cloud
providers) security reviews of cloud services.

All cloud stakeholders benefit when international standards and
system and organization controls reports are fully leveraged (box 7.6).

BOX 7.5 SO standards for cloud cybersecurity

The International Organization for Standardization (ISO) standards
explain that the purpose of an information security management
system is to preserve the confidentiality, integrity, and availability of
information by applying a risk management process and to give stake-
holders confidence that risks are adequately managed.

ISO standards are technology neutral—that is, they do not prescribe
specific actions of technologies but instead afford organizations con-
siderable discretion as to the specific means of reaching compliance.
For example, ISO standards require organizations to train employ-
ees on security policies but do not prescribe that training’s specific
parameters. Similarly, although ISO standards require technical con-
trols in general, they do not mandate specific tools or technologies
(such as firewalls or intrusion detection). Instead, technological con-
trols should be tailored to specific organizational needs as determined
by individualized risk assessments. Consequently, an organization may
claim to have implemented information security controls consistent
with specific ISO standards, without having to implement one-size-
fits-all technologies or regulations. The same is true for many other
well-recognized information security standards.

For instance, ISO 27017:2015, based on parent standard ISO 27001/2,
is a code of practice for information security controls specifically
for cloud services. The ISO 27017:2015 code of practice offers valu-
able recommendations to providers and their customers regard-
ing cloud-specific security controls. Like its parent standard, ISO
27017:2015 makes general recommendations.
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BOX 7.6 SOC reports facilitate efforts to cultivate trust environments

Because there is no single path to achieving international standards, the
auditing profession plays a key role in validation. A system and organi-
zation controls (SOC) report is one tool that auditors use to evaluate
providers’ security controls. A SOC report aims to determine (1) if the
provider’s description of its security control systems is accurate, (2) if
the security controls are designed appropriately, and (3) if the controls
are effective in that they provide a reasonable level of security assurance.

A national cloud environment that capitalizes on SOC reports benefits
cloud service providers, their customers, and even regulators. In earn-
ing customers’ trust with a standardized report, providers can more
efficiently allocate their limited resources by avoiding the need for
individualized appeals. Customers, including governments, can have
more confidence in their provider’s security controls, which in turn
facilitates a stronger relationship between both parties and fosters
collaborative innovation.

Regulators benefit from independent auditors’ provision of sup-
plemental resources, including their expertise and human capital,
to enhance the overall regulatory resources within a jurisdiction.
Policy makers who understand the many benefits the independent
audit industry provides—and who effectively collaborate with it—
significantly enhance their government’s regulatory capabilities. In
sum, the entire cloud ecosystem thrives in the trust environment pro-
moted by standardized third-party audits and SOC reports.

Regulators avoid duplicating existing efforts (saving them valuable time
and effort) by leveraging international standards. This approach also pro-
motes harmonization of regulatory frameworks across regions and
conforms to international best practice. By incorporating these existing
standards into their regulations, policy makers can ensure that their regu-
latory frameworks remain technology neutral and consistent with global
best practices—all while promoting cross-border data flows and interna-
tional interoperability. The GDPR states that security compliance can be
met by adherence to recognized certification mechanisms, which mini-
mizes regulatory fragmentation, reduces compliance costs for cloud service
providers and users, and fosters greater trust in cloud services. Obtaining
international standard certifications can be a costly endeavor, however,
creating a barrier to entry for small organizations in developing countries.

RESILIENCY

Accelerating adoption of cloud computing for critical use cases has inten-
sified the economic impact of outages at major cloud providers. Concen-
tration in the cloud infrastructure market and the lack of interoperability
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between cloud services operated by the major providers add to risk
(Levite and Kalwani 2020).

Technology outages are not always caused by deliberate or malicious
acts but can be due to natural disasters, human errors, and technical fail-
ures. Uptime’s 2022 annual global survey of IT and data center managers
finds that on-site power problems remain—by a large margin—the big-
gest cause of significant site outages (refer to figure 7.1, Uptime Institute
2023). Cooling failures, software/IT system errors, and network issues
also cause cloud services disruptions. In July 2023, issues caused by
power/cooling systems affected Microsoft’s Azure services in one of the
three Availability Zones of the Australia East region; full mitigation of the
incident took up to four days.¢

FIGURE 7.1 Leading causes of significant cloud service outages, 2020-22
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FIGURE 7.1 Leading causes of significant cloud service outages, 2020-22
(Continued)

c. 2022
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Source: Uptime Institute 2023.
Note: All numbers are rounded. IT = information technology.

Cloud resiliency refers to the ability of cloud-based systems to recover
quickly from disruptions and maintain continuous business operations.
It is a critical factor for organizations looking to leverage cloud platforms
for mission- and business-critical applications. The cloud offers several
advantages in terms of resiliency over traditional on-premises environ-
ments, including faster recovery times, greater flexibility, and advanced
tools for maintaining uptime. However, achieving these benefits requires
careful planning, architecture, and implementation of resiliency patterns
tailored to meet specific business and customer needs.

In practice, users’ resiliency (their ability to continue the provision of
services despite a provider’s outage) depends on their own business con-
tinuity and backup plans—not on those of the provider. For this reason,
policy makers” efforts to ensure resiliency should focus on promoting
resilient service design and effective business planning through educa-
tion and awareness building, with narrowly tailored regulations layered
on as necessary. When a country boasts a varied cloud ecosystem,
encompassing government clouds, private clouds, local providers, and
hyperscale solutions, the associated risks are diminished.

Adopting multicloud or hybrid cloud strategies may enhance resil-
ience of a user’s cloud environment (Abbas 2023). A multicloud approach
to resiliency reduces the potential impact of a single point of failure. By
leveraging multiple cloud instances or providers, users reduce the risk of
disruptions like service downtime and data loss and mitigate any negative
impact should these disruptions occur. Users can benefit from ensuring
frequent backups and transfer of critical data and applications across their
service providers’ cloud infrastructure. Multicloud strategies may also be
one way of reducing dependency on a single vendor.
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Interoperability and portability are crucial for a successful multicloud
strategy. These goals entail more than simply maintaining functionality
when transferring an application or service from one provider to another.
Even when functionality can be effectively preserved during the transi-
tion, the new provider may not offer the same levels of security. Provid-
ers may also resist such policies. Although regulations can make it easier
for customers to transfer applications between providers, providers may
argue that such measures are unnecessary or require a level of homoge-
nization of functionality that stifles competition and innovation. Industry
trends suggest a rise in cloud-native applications (especially in the
Software as a Service segment), which are available on most public
cloud platforms. Salesforce and Snowflake are two examples of such
cloud-native applications (Dageville 2020).

Cloud providers have collaborated to address various interoperability-
and portability-related challenges in critical industries. Amazon, Google,
IBM, Microsoft, Oracle, and Salesforce have released a joint statement in
support of health care data interoperability (Mandel 2018). Apple, Face-
book, Google, and Microsoft have set up the Data Transfer Project, a col-
laboration of organizations committed to building a common framework
with open-source code that can connect any two online service provid-
ers, enabling a seamless, direct, user-initiated portability of data between
the two platforms.Z These examples demonstrate the potential for
industry-led initiatives to address the market concerns regarding interop-
erability and portability that naturally arise as technology develops.

By fostering collaboration among key industry players, governments
can mitigate customers’ anxieties about resiliency without investing sig-
nificant resources in direct intervention regulatory measures. Industry-led
initiatives can be an effective means of promoting resiliency efforts and
spare legislative resources that would otherwise be tasked with develop-
ing resiliency regulations.

In summary, a multicloud approach can help provide resiliency for
cloud users; however, it is important to ensure that these measures are
effective and function as intended. In the United Kingdom, the Prudential
Regulation Authority® is exploring the implementation of additional out-
age and disaster recovery tests for cloud services to address concerns about
resiliency (Mackinnon 2022). These tests aim to identify and address
potential vulnerabilities. Concerns regarding the concentrated nature of
the cloud industry has prompted the UK regulatory authority to explore
tests specific to the UK financial sector so that it can assess scenarios in
which multiple cloud providers suffer simultaneous service outages.

OUTSOURCING AND PROCUREMENT

Cloud computing services are a form of outsourcing whereby a user
fulfills the need for IT capability from an externally provided service.
Unlike traditional IT hardware, these services are also often procured on

m
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a pay-as-you-go basis and can be scaled according to need. Existing out-
sourcing and procurement regulations may be biased against cloud com-
puting even if not technology specific on their face. To address these
challenges, policy makers should revisit existing regulations to ensure
that they operate in a technology-neutral fashion.

Policies should aim to adopt a technology-neutral, principles-based
(rather than rules-based) approach that provides sufficient flexibility for
the regulatory framework to survive technological developments in a
rapidly evolving landscape. They should do so, in part, because attempts
to regulate technologies—rather than outcomes—can create market dis-
tortions, pushing customers away from certain technologies and toward
others. Procurement regulations should account for the service-based
nature of procurement of cloud computing services and should aim for
flexibility to accommodate greater demand for cloud-based services
across government.

To provide guidance on developing technology-neutral, princi-
ple-based outsourcing regulations relevant to cloud computing, the
Board of the International Organization of Securities Commissions
(I0SCO) in 2021 released principles designed to bolster operational resil-
ience (box 7.7). The IOSCO principles were expressly intended to be
“technology-neutral and provide regulated entities with sufficient flexi-
bility to implement them according to the nature and size of their busi-
ness model” (IOSCO 2021, 4).

Although the I0SCO principles offer a helpful guide, they maintain
the traditional notion that a regulated entity should retain “full responsi-
bility, legal liability, and accountability to the regulator for all tasks that it
may outsource to a service provider to the same extent as if the service
were provided in-house” (I0OSCO 2021, 12). In an outsourcing context
without updated frameworks for determining responsibility and liability,
a regulated entity may be left with regulatory accountability for a func-
tion over which it has no operational control in the cloud’s shared
responsibility model. Regulatory confusion in the outsourcing context is
exacerbated by providers’ inflexibility in negotiating their terms of ser-
vice. Given that a widespread practice for cloud environments is a shared
responsibility model, this is one area the IOSCO principles might require
revision in the future to address the modern cloud context more
appropriately.

Antiquated, inflexible outsourcing regulations designed for tradi-
tional IT industries present a barrier to cloud service adoption because
most customers will be unable to negotiate a shift of contractual respon-
sibility onto the provider. In highly regulated industries, leading cloud
providers have all developed industry-specific offerings that afford
customers in highly regulated industries greater confidence that all reg-
ulatory requirements will be met. Examples of such solutions include
AWS for health,? Google Cloud health care data engine,2 IBM Cloud for
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BOX 7.7 The International Organization of Securities Commissions
principles

e Due diligence and monitoring. A regulated entity should conduct
suitable due diligence processes in selecting an appropriate service
provider and in monitoring its ongoing performance.

* Appropriate contract terms. A regulated entity should enter into
a legally binding written contract with each service provider, the
nature and detail of which should be appropriate to the materiality
or criticality of the outsourced task to the business of the regulated
entity.

e Security and resilience. A regulated entity should take appropriate
steps to ensure that both the regulated entity and any service pro-
vider establish procedures and controls to protect the regulated
entity’s proprietary and client-related information and software,
and to ensure a continuity of service to the regulated entity, includ-
ing a plan for disaster recovery with periodic testing of backup
facilities.

¢ Confidentiality. A regulated entity should take appropriate steps to
ensure that service providers protect confidential data from unau-
thorized disclosure.

e Concentration risks. A regulated entity should be aware of the risks
posed, and should manage them effectively, when it depends on
a single service provider for material or critical outsourced tasks
or when it is aware that one service provider provides material or
critical outsourcing services to multiple regulated entities including
itself.

¢ Rights of access, audit, and inspection. A regulated entity should
take appropriate steps to ensure that its regulator, its auditors, and
itself can obtain promptly, upon request, information concerning
outsourced tasks that is relevant to contractual compliance or reg-
ulatory oversight including, as necessary, access to the data, infor-
mation technology systems, premises, and personnel of service
providers relating to the outsourced tasks.

e Termination and transition. A regulated entity should include writ-
ten provisions relating to the process of terminating outsourced
workflows in its contract with service providers and ensure that it
maintains appropriate exit strategies.

Source: |0SCO 2021.

financial services,* and Microsoft Azure for financial services.!? These
efforts demonstrate that providers not only are prepared to take on
additional regulatory responsibility but can also help their users navigate
new frameworks for responsibility in an outsourcing context.
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CONSUMER PROTECTION AND COMPETITION

The global cloud market in some segments (especially Infrastructure as a
Service) demonstrates signs of market concentration and is characterized
by the dominance of a few hyperscale cloud providers. This concentra-
tion is driven by network effects, economies of scale, and significant
barriers to entry. If issues relating to this concentration are left
unaddressed, governments and major users may have to bear the busi-
ness risks associated with their extensive reliance on these providers
(Withers and Jones 2021).

In highly concentrated environments, customers typically face the
problems of limited choice, vendor lock-in, higher prices, lower quality,
and reduced negotiating power. The increasing concentration in cloud
markets has triggered investigations by some governments into whether
limited competition is negatively affecting customers. Regulators in
France, the Netherlands, and the United Kingdom have recently con-
ducted such investigations, with similar findings.

The French Competition Authority (2023b, 13) noted that “competi-
tion in the cloud industry is characterised by competition for the market
rather than on the market insofar as, for a specific need or workload,
customers tend to turn to a single supplier, particularly those with an
attractive ecosystem.” Similarly, the Office of Communications, the UK
communications regulator, declared low active competition in cloud
infrastructure services, especially among providers competing to attract
new customers who may be moving to the cloud for the first time
(Robinson 2023).

The investigations conducted in France, the Netherlands, and the
United Kingdom all pointed to the overwhelming dominance of three
hyperscale providers and the significant risks accompanying that domi-
nance (box 7.8). These risks include barriers to switching: users may face
significant difficulties in attempting to switch between cloud providers or
in implementing a multicloud strategy because of egress fees, technical
constraints on interoperability, and committed spend discounts (cloud
credits). Uneven bargaining power may also result because the influen-
tial presence of key players in the market may make it challenging for
users to negotiate contract clauses. Finally, users may find it challenging
to predict their future cloud expenditures because of the complexities of
available offerings and the lack of pricing clarity.

Additionally, hyperscalers are adopting a vertically integrated approach
and exercising greater controls over the entire value chain, from infra-
structure management to service delivery. Vertical integration allows
hyperscalers to offer an end-to-end seamless cloud computing experience
to their customers by eliminating dependencies on external providers.
However, vertical integration also allows cloud providers to capture more
value and to strengthen their position in the market. Consequently, it
raises regulatory concerns regarding anticompetitive practices (such as
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BOX 7.8 Main conclusions of cloud market competition investigations in
France, the Netherlands, and the United Kingdom

The French investigation found that the cloud sector is overwhelm-
ingly controlled by three major hyperscale players—Amazon Web
Services (AWS), Google Cloud, and Microsoft Azure—that accounted
for 80 percent of the growth in public cloud infrastructure and appli-
cations in 2021. Considerable financial capabilities and digital ecosys-
tems place these cloud providers in a position that can impede healthy
competition. Key competitive risks include challenges in negotiating
contract clauses and the complexity of anticipating future cloud costs
due to unclear pricing structures. Technical barriers and deliberate
practices of providers impede migration between cloud providers.
Along with prevalent technical barriers to interoperability, the inves-
tigation highlighted concerns about cloud credits (posing a risk of
lock-in) and egress fees (which may not align with actual data transfer
costs). These factors complicate the use of multicloud environments.

The Netherlands Authority of Consumers and Markets acknowledged
the increasing consolidation of the country’s cloud market, which
means that new entrants must compete for new customers. It iden-
tified two major risks. First is the issue of user lock-in, often exac-
erbated by the practices employed by cloud providers. Lock-in is
particularly pronounced when users acquire integrated cloud services,
such as Platform as a Service (PaaS) and Software as a Service (SaaS).
Switching is intricate, with a lack of interoperability and the additional
complication of data migration costs (egress fees). The second risk
associated with the cloud relates to the exploitation of dominant posi-
tions across different layers of the cloud stack. Cloud providers with a
strong foothold in multiple layers of the cloud stack (like Information
as a Service [laaS] and PaaS) may leverage this dominance to poten-
tially control the SaaS layer as well, offering clients attractive deals
across layers and cross-subsidizing costs as needed, which can poten-
tially stifle competition and promote their own services to users.

The UK investigation uncovered major cloud providers’ use of practices
that reinforce disincentives to choose an alternative cloud provider
through restrictive contractual clauses, tied sales, pricing advantages
favoring their products, and technical restrictions. Some complaints
are being examined by the European Commission.

Sources: ACM, 2022; French Competition Authority 2023a; Ofcom 2023.

bundling, tying, and cross-subsidizing services) and consumer protection
(determining if sufficient safeguards are in place to protect consumers’
rights, especially rights of individuals and small enterprises with limited
knowledge, skills, and resources). Existing laws and regulations may not
adequately address new challenges posed by these developments and
may necessitate further amendments to existing and forthcoming
legislation.
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Not all technological innovation requires new laws or regulations.
Before determining the need for new, cloud-specific regulations, policy
makers should assess the applicability of existing laws that can provide a
stable foundation. Targeted industry guidelines can address uncertainties
regarding the applicability of foundational laws to cloud computing.
Generally applicable, technology-neutral laws and principle-based regu-
lations should be the preferred approach to ensure fairness and consis-
tency in the regulatory landscape and avoid unnecessary complexity that
may arise from introducing new and specialized regulations.

Some measures to improve consumer protection and enhance cloud
market competition include advocating for interoperability and portabil-
ity for increased flexibility for users, conducting continuous monitoring
and analysis of cloud services markets to identify and address any poten-
tial competition concerns, and collaborating closely with industry stake-
holders to develop and publish nonbinding standards covering various
aspects of cloud computing, such as liability allocation, fairness in con-
tracting, and pricing.

Efforts to raise consumer awareness and build capacity within the
industry are also key. The United Nations Commission on International
Trade Law provides valuable guidance to diverse stakeholders involved
in cloud contracts and highlights key considerations for businesses, legal
professionals, and government entities (refer to appendix A).

CHOOSING A REGULATORY APPROACH

Policy makers may find it useful to consider the following principle-based
guidelines when crafting their national cloud regulatory environment.

Pursue international alignment

There is no one-size-fits-all solution to developing cloud regulatory
frameworks. At the same time, overlaying a fragmented, inconsistent
global regulatory framework on an otherwise unified technological
service offering inevitably causes problems. Pursuing alignment with
international standards can minimize potential conflict. As one example,
regulators developing national cybersecurity standards should seek
alignment with recognized international standards, such as the ones
promulgated by the International Organization for Standardization.
Departures from recognized international standards should occur only
when an exceptionally strong local justification exists for doing so.
Regulators collaborating across jurisdictions can create regional cloud
ecosystems that mitigate the negative economic consequences of
regulatory fragmentation and encourage regulatory convergence over
time. Such cross-border collaboration can reduce regulatory friction and
facilitate cloud service adoption. Singapore provides a good model to
follow: the 16 cooperation agreements it has entered into with foreign
regulators outline processes for making referrals to regulatory



THE REGULATORY LANDSCAPE FOR CLOUD AND DATA INFRASTRUCTURE

counterparts, address data sharing, and offer other regulatory guidance
for companies seeking to expand into new jurisdictions. In addition,
cross-border cooperation agreements promote trust and understanding
between regulators, users, and providers, and facilitate harmonization.

Collaborate with industry

Cloud service providers play a key role in ensuring that the regulatory
process effectively cultivates a trust environment for users. Active
engagement with industry partners can identify emerging risks and
opportunities. Collaborative relationships can also provide an effective
forum for testing policy proposals that can lead to more effective best
practices.

National cloud regulatory frameworks need not rely on mandatory
regulation. Cloud service providers may play a significant role in building
a trust environment by engaging in voluntary self-regulation. Microsoft’s
“Safe Cloud Principles for the Financial Services Industry” are an exam-
ple of proactive public-private collaboration that led to voluntary
self-regulation (Microsoft, n.d.). Developed in partnership with financial
institutions, cloud service providers, regulators, and industry bodies, the
principles offer insight into best practices for financial service organiza-
tions. By voluntarily complying with these principles, financial institu-
tions can feel more confident that they are in regulatory compliance. The
principles are also a useful reference for economies intending to develop
principle-based, internationally harmonized regulatory frameworks.

Regulatory sandboxes can be one form of public-private collaboration.
Sandboxes are “pilot” jurisdictions that allow industry players to test
innovative technologies without being fully subject to applicable regula-
tions. The UK Financial Conduct Authority highlights the many benefits
provided by sandbox regulatory environments.’?> Sandboxes reduce the
time and cost of getting innovations to market, give confidence to inves-
tors, enable testing, and improve consumer protections through increased
industry-regulator engagement. Sandboxes help regulators better under-
stand emerging technologies and develop more effective regulations.

World Development Report 2021: Data for Better Lives also notes the value
of data public-private partnerships between private sector entities and
governments (World Bank 2021). Waze, the traffic application, for exam-
ple, partnered with more than 1,000 cities through its Connected Citizens
Program to share traffic data that informed improvements to mobility
projects, helped reduce traffic congestion, and improved emergency
response time. Although public-private data sharing through cloud
platforms, like the Connected Citizens Program, goes a long way to pro-
mote thriving trust environments, these partnerships can also come with
risks. For example, public and private sector entities may be subject to
different legal frameworks, which can complicate determinations of lia-
bility. Conflicts of interest may also arise because of the government'’s
role as regulator and providers’ role as the regulated. Data for Better Lives

nz
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notes that these risks are mitigated by contractual terms that harmonize
differing legal frameworks and that clarify ambiguities in responsibilities
and liabilities.

Employ generally applicable, technology-neutral laws

Not every challenge presented by cloud computing is unique. Before
considering whether they need cloud-specific regulations, policy makers
should first ensure that existing laws of general application provide a
stable foundation for future legislation. Uncertainty as to how founda-
tional laws might apply to cloud computing may be better addressed
through industry guidelines rather than through additional regulation.
Many countries already have an existing data protection framework in
place. This framework should apply to cloud computing the same way it
does to any other data processing activity and can offer a solid founda-
tion upon which concerns related to cloud computing can be addressed.

A similar model might be adopted for other areas of regulation. For
example, competition and consumer protection regulators might
consider offering guidance as to how existing antitrust and consumer-
protection laws should apply to cloud computing services. Therefore,
existing regulators play a key role in regulating the cloud industry—
without the need to establish a dedicated regulator or establish a new
bureaucratic framework specifically for cloud computing.

However, it is not always possible (or practical) to leverage existing,
“foundational” laws. For certain areas, foundational laws may be inade-
quate or nonexistent. In such cases, governments should aim to model
laws according to good practices and align with local regional leaders
in this space. The process of establishing a formal legal framework can
take time, and the policy-to-law transition can include guidelines and
direction-making powers to cover gaps. The World Bank Group and
other international organizations can also provide guidance on incorpo-
rating policy into law, including through mechanisms such as interim
guidelines.

As technology advances, technology-specific regulations quickly
become obsolete. Outdated regulations can slow innovation and block
adoption of more efficient and secure technologies. Policy makers should
prioritize technologically neutral regulations whenever possible. Doing
so promotes competition because the regulations favor no single technol-
ogy over another.

One example of a technology-specific law specifically blamed by
industry for stunting innovation is the United States’” Video Privacy Pro-
tection Act, which was implemented to prevent the “wrongful disclosure
of video tape rental or sale records.” In 2011, Netflix cited the “1980s
law” as the sole reason a new feature available in Canada and Latin
America (linking a Facebook account) would not be available in the
United States. Saying that the outdated law “create[d] some confusion,”
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Netflix’s director of government relations encouraged subscribers to
reach out to their local congressional delegate (Minick 2011).

Employ a principle-based approach

Prescriptive, rules-based regulations (even when broadly technology-
neutral) can quicky become outdated. Antiquated laws can burden cloud
providers with compliance and enforcement concerns. For example,
existing outsourcing regulations requiring broad audit rights are difficult
to reconcile (and are potentially incompatible) with shared responsibility
models espoused by the cloud computing industry.

Regulations should adopt a principles-based approach as a starting
point. This approach allows for greater flexibility among regulated
entities and service providers. It allows them to focus on meeting
outcome-oriented goals rather than adhering to prescriptive regulations
that eventually become outdated. Prescriptive rules should be limited to
specific risk areas that require direct intervention. Such rules should be
as narrow as possible, and policy makers should consider enacting them
through easily updatable standards or regulations rather than through
foundational legislation. This approach enables timely adaptation to
changing technological and market conditions, ensuring that regulation
continues to effectively address evolving risks.

Other legal mechanisms can help redress compliance asymmetries and
level the playing field to support new market entrants. For example,
asymmetric regulation (imposing more stringent requirements on domi-
nant operators); requiring additional alignment with standards for
interoperability, portability, or “greening” for larger or more established
operators; and longer transitional periods for new entrants are all mech-
anisms that can also help achieve policy objectives without being too
prescriptive.

Importantly, these principles need not stand on their own. Policy
makers can increase the effectiveness of a technology-neutral framework
by establishing standards and offering tailored guidance as to how to best
implement standards and principles. However, as new technologies
develop, laws and regulations must inevitably be refined.

SUSTAINABILITY

As cloud services continue to proliferate, so do the energy and environ-
mental implications associated with their operation. Consequently, inte-
grating sustainability into the regulatory frameworks governing cloud
technology becomes an imperative.

As discussed in chapter 5, data centers are particularly resource-
intensive, requiring such resources as electricity, land, and, at times,
water for cooling. Because of increasing demand for computational
power, the carbon footprint of the digital industry is expected to grow as

9
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well (Koot and Wijnhoven 2021). Increasing energy consumption by
data centers is projected to outpace the relative gains from technological
efficiency improvements (Bashroush 2020). Although exact estimates of
future energy use vary, the exponential growth in data storage and pro-
cessing is projected to increase energy required to power data centers
over time (Andrae 2020). In addition, because of the concentrated nature
of the data center industry, current energy usage can strain local energy
supply. Therefore, addressing potential ways to improve the environ-
mental sustainability of data centersand the cloud industry needs to start
today (Koot and Wijnhoven 2021).

Industry initiatives are setting ambitious sustainability goals. Hyper-
scalers leveraging economies of scale started their journey toward more
sustainable data centers over a decade ago (Beslik 2020). In line with
their stated commitments to sustainability,* major hyperscalers are
investing in renewable energy and exploring innovations in energy effi-
ciency® to enhance their sustainability profile by, for example, shifting to
the use of renewable sources. The transition to renewable energy is one
of the most important drivers of cloud sustainability. Three key strategies
enable data center and cloud providers to improve their renewable
energy adoption: power purchase agreements (PPAs), direct renewable
purchasing, and the construction of new renewable facilities.

PPAs are contracts for the purchase of renewable energy power from a
renewable energy generator (the seller) to a purchaser of renewable elec-
tricity (the buyer) (Larson 2021). They allow data centers to purchase
electricity transparently from renewable sources. To ensure meaningful
environmental impact, buyers often apply an additionality standard,
ensuring that all renewable energy purchases add to existing renewable
energy grid capacity. The preferred approach for procuring renewable
energy, PPAs lower costs relative to alternatives and allow developers to
plan facilities without being limited by the climatic conditions needed to
produce renewable energy at scale (Dawn-Hiscox 2018).

Hyperscalers dominated corporate renewable energy power purchases
in 2021 and 2022, emerging as the largest buyers (BloombergNEF 2023;
Miller 2022). In total, enterprises bought a record 36.7 gigawatts of
renewable energy through PPAs in 2022, up 18 percent from the previ-
ous year’s record of 31.2 gigawatts (BloombergNEF 2023). Amazon,
Google, Meta, and Microsoft collectively secured approximately 16.4
gigawatts of renewable energy, underscoring their commitment to sus-
tainability and clean energy initiatives (BloombergNEF 2023). Corporate
sustainability goals can significantly contribute to the expansion of
renewable energy capacity across regions (figure 7.2). Smaller data cen-
ters can also benefit from such agreements if they consider pooling their
purchasing power to optimize energy procurement and storage.

Direct renewable purchasing entails direct purchase of renewable
energy by data center and cloud providers, and delivery of that energy to
data centers consuming electricity on the same regional grid. This process
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FIGURE 7.2 Global corporate PPA purchase volumes, by region
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current (GW DC); DC capacity refers to the total power output of the system under ideal conditions.
AMER = Canada, Latin America, and US; APAC = Asia-Pacific; EMEA = Europe, Middle East, and Africa;
GW = gigawatt; PPA = power purchase agreement.

requires deregulated wholesale and retail regional markets, which are
less common in low- and middle-income economies. These models nat-
urally rely on local availability of renewable energy on the grid; even if
present, however, such energy does not always meet the needs of data
centers in terms of volume or reliability. Efforts such as the 24/7 Carbon-
Free Energy Compact convene diverse stakeholders to enhance renew-
able energy models.1®

Beyond purchasing energy generated off-site by suppliers, cloud pro-
viders can construct their own renewable energy facilities. To do so, they
must overcome challenges like securing capital, finding suitable partners,
obtaining regulatory approvals, and managing operations. Hyperscalers
often provide technical assistance, and partners handle construction and
operations of such facilities. Finally, implementing large-scale battery
energy storage systems with energy management solutions gives data
centers control over their energy source selection, helping optimize their
costs and sustainability.

Cooling is another critical area of data center operations that can help
reduce the centers’ environmental impact. Cooling accounts for approx-
imately 40 percent of a data center’s total energy consumption. Efficient
cooling helps ensure the optimal performance of the thousands of servers
within data centers. Although technologies used for cooling vary,
high-performance data centers extensively use water for this purpose
and, in many cases, use potable water. However, less than a third of data
center operators measure water consumption (Mytton 2021a).

Despite some progress in using recycled and nonpotable water, data
center water consumption has become a source of considerable contro-
versy, especially in regions experiencing water stress and during peak
demands in hot seasons. This issue is escalating into a global concern,
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with communities in various regions becoming increasingly apprehen-
sive that data centers are depleting local water supplies, a situation exac-
erbated by ongoing severe drought conditions. The issue has sparked
legal disputes and conflicts over water usage disclosure in various regions.
London’s primary water supplier, Thames Water Limited, is currently
considering measures to mitigate data center water use by introducing
flow restrictors and implementing peak pricing strategies. This initiative
represents a proactive approach to fostering more sustainable operations
globally, potentially averting conflicts and encouraging a culture of
responsibility and sustainability in data center operations (Solon 2023).

The pursuit of sustainability requires an approach that combines obli-
gations, incentives, and collaborative efforts. Reducing the environmen-
tal footprint of data centers requires a holistic approach. Simple measures
of efficiency—such as power usage effectiveness (the ratio of IT equip-
ment energy consumption to a facility’s total energy consumption)—are
useful metrics but may not sufficiently capture the full scope of data cen-
ters” environmental footprint. Beyond doubling down on existing efforts,
governments and cloud providers must more accurately measure the
impact of data centers and, accounting for local resources, set bench-
marks for data centers’ operations.

Countries’ climate ambitions are intricately tied to the actions of—and
partnerships with—hyperscalers and other cloud providers operating in
those countries. By strategically choosing a cloud provider, businesses
and governments can reduce energy use and cut carbon emissions
(Accenture 2020). Considering this issue, China, Denmark, Ireland, the
Netherlands, and Singapore have introduced sustainability requirements
for new data centers (refer to box 7.9 for a discussion of Denmark’s sus-
tainability efforts). Climate change—centric initiatives such as the Climate
Neutral Data Centre Pact'” and the European Code of Conduct for Energy
Efficiency in Data Centers!® are also concerned with the environmental
impact of data centers.

When aligned, cloud providers can advance national sustainability
objectives and contribute to a greener future. They can use their influ-
ence to drive positive change by serving as anchor tenants or energy
producers. Through policies and regulations, governments should focus
on encouraging energy-efficient practices, including sustainable cooling
techniques; promoting efficient use of physical space when approving
new data centers and infrastructure; ensuring optimal use of available
resources; implementing measures for e-waste minimization and recy-
cling; and incorporating green objectives into government procurement
policies. Box 7.10 provides the example of Scala Data Centers in achiev-
ing sustainability.

Despite the existence of several international guidelines and certifica-
tions on sustainable data centers, there is no convergence on what
exactly constitutes a green data center. In addition to International Orga-
nization for Standardization standards, several other large organizations
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BOX 7.9 Denmark in pursuit of environmentally sustainable data centers

Denmark provides an example of a country seeking to host environ-
mentally sustainable data centers. As part of achieving the national
ambitions of reducing 70 percent of total greenhouse gas emissions
by 2030, Denmark has established climate partnerships with 13 private
sectors (such as finance, food production, information technology,
and consultancy). Each sector is to provide the government with con-
crete solutions for reducing greenhouse gas emissions within its field
and specify how policy makers can assist in achieving that goal. For
example, in the information technology industry, the climate partner-
ship has pushed politicians to focus on mitigating emissions from data
centers, among other initiatives. In late 2020, Microsoft announced its
most significant investment in Denmark to date, namely constructing
a hyperscale data center powered by 100 percent renewable energy.

Source: COWI 2021.

BOX 7.10 Scala Data Centers, sustainability champion in Latin America

As part of a global emerging markets co-investment partnership with
DigitalBridge (a global digital infrastructure investor), the International
Finance Corporation co-invested in Scala Data Centers. Founded by
Digital Bridge and Marcos Peigo in 2020, Scala offers colocation
services for hyperscale customers, service providers in cloud, software
providers (Software as a Service), and large enterprises. The company
has multiple locations across Brazil and has recently expanded into
Chile and Mexico.

Scala is rated among the top 10 most sustainable data centers glob-
ally because of, among other things, its sustainability efforts in
emerging markets. Scala’s environmental, social, and governance pro-
gram includes multiple elements: (1) renewable and certified energy,
(2) commitment to carbon neutrality and climate targets, (3) water
efficiency, (4) energy efficiency and recycling, and (5) green build-
ing development. The company has also developed a Green Finance
Framework under which it raises financing for data center projects
that contribute to a green and low-carbon economy in its markets.

Since its founding in 2020, Scala has operated with 100 percent renew-
able energy through long-term contracts (power purchase agreements)
backed by renewable energy certificates, becoming the first Latin
American data center company to achieve this milestone. Its data cen-
ter portfolio has the lowest power usage effectiveness in Latin America
(< 1.4). Scala has achieved zero scope 2 emissions by utilizing 100 percent
renewable energy provided by 2,900 GWh of clean energy guaranteed
until 2033. All unavoidable and indirect emissions are completely offset
through carbon credits, which have a significant positive social impact.

Sources: Based on Scala website, Energy Digital, Sustainability magazine, and Data Centre
magazine. https://scaladatacenters.com/en/
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have introduced their own certifications. Examples include Uptime
Institute’s renewable energy and operational sustainability certification
(Mytton 2021b) and the International Telecommunication Union’s Pro-
curement Criteria for Sustainable Data Centers.'? In 2020, the European
Commission published guidance on public procurement for data centers,
server rooms, and cloud services to facilitate a more sustainable procure-
ment process for public authorities (Dodd and others 2022; European
Commission 2020), as well as the previously mentioned European Code
of Conduct for Energy Efficiency in Data Centers. Appendix B provides a
list of international standards both adopted and in development for data
center sustainability (Acton, Bertoldi, and Booth 2021).

Concerted, collaborative efforts by all stakeholders can help mitigate
environmental impacts and drive the adoption of sustainable practices in
the cloud ecosystem. The key is to create long-lasting solutions that will
lower the digital industry’s impact on the environment. By striking the
right balance and fostering collaboration, the cloud industry can make
significant progress in aligning with national sustainability objectives and
can contribute to a greener and more environmentally responsible
future.

NOTES

1. Data sovereignty refers to the principle that data are subject to the laws and
governance of the country or jurisdiction where they are located or gener-
ated. It asserts the legal and jurisdictional control a government has over
data within its borders.

2. A sovereign cloud hosts data within the borders of a specific country and
is governed by its laws—that is, it must comply with laws and regulations
specific to a country or region. This approach allows for greater control over
data governance and supports the development of local data-driven initia-
tives and industries.

3. Using a scale based on Organisation for Economic Co-operation and
Development market regulation data, the Information Technology and
Innovation Foundation finds that a 1-point increase in a nation’s data restric-
tiveness cuts its gross trade output 7 percent, slows its productivity 2.9 percent,
and hikes downstream prices 1.5 percent over five years (Corey and Dascoli
2021).

4. Ministry of Foreign Affairs of Japan, “G20 Osaka Summit (Summary of
Outcome),” https://www.mofa.go.jp/policy/economy/g20_summit/osakal9
/en/overview/.

5. Cybersecurity refers to the protection of the confidentiality, integrity, and
availability of data, networks, software, and hardware. It involves putting
in place risk management strategies, which include policies and technical
measures that aim to reduce the likelihood and impact of various risks such
as data breaches, unauthorized disclosures, data loss, and other malicious
activities.

6. Microsoft Azure, “Azure Status History,” https://azure.status.microsoft
/en-us/status/history/.

7. Data Transfer Initiative, “Data Transfer Project—What Is It,” https://dtinit
.org/docs/dtp-what-is-it.
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8. The Prudential Regulation Authority is a regulatory body in the United
Kingdom responsible for supervising and regulating financial institutions,
primarily focusing on banks, building societies, credit unions, insurers, and
major investment firms.

9. Amazon Web Services, “AWS for Healthcare & Life Services,” https://aws
.amazon.com/health/.

10. Google Cloud, “Google Cloud Healthcare Data Engine,” https://cloud.google
.com/healthcare?hl=en.

11. IBM, “IBM Cloud for Financial Services,” https://www.ibm.com/uk-en
/cloud/financial-services.

12. Microsoft, “Microsoft Cloud for Financial Services,” https://www.microsoft.com
/en-us/industry/financial-services/microsoft-cloud-for-financial-services.

13. UK Financial Conduct Authority, “Regulatory Sandbox,” https://www.fca
.org.uk/firms/innovation/regulatory-sandbox.

14. Google and Meta have committed themselves to using only carbon-free
energy by 2030.

15. Accenture, “Hyperscale Your Cloud Journey: Partner for More Value,” https://
www.accenture.com/us-en/insights/cloud/hyperscale-cloud-journey.

16. 24/7 Carbon-Free Energy Compact home page, https://gocarbonfree247
.com/.

17. Climate Neutral Data Center, “Climate Neutral Data Centre Pact,” https://
www.climateneutraldatacentre.net.

18. European Commission, EU Science Hub, “European Code of Conduct
for Energy Efficiency in Data Centers,” https://joint-research-centre
.ec.europa.eu/scientific-activities-z/energy-efficiency/energy-efficiency
-products/code-conduct-ict/european-code-conduct-energy-efficiency
-data-centres_en.

19. International Telecommunications Union, ITU-T Recommendations
database, https://www.itu.int/ITU-T/recommendations/rec.aspx?rec=14565.
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SUMMARY AND AREAS FOR FUTURE RESEARCH

This report establishes that exponential data generation, allied analytical tools
such as machine learning and artificial intelligence, and new computational
modalities such as edge computing have affected global cloud and data infra-
structure expansion. Most of the growth in these markets over the next
decade will likely occur in low- and middle-income economies. Although
evolving demand shapes cloud and data infrastructure investments, good
policies and a balanced regulatory framework can encourage private
investments.

Four key factors drive investment decisions in cloud and data infrastruc-
ture: the availability of reliable and affordable energy, resilient broadband
connectivity, accessible land, and a stable political and business environment.
Low- and middle-income countries face unique challenges in attracting cloud
and data infrastructure investments. These challenges include limitations in
power and broadband infrastructure and less robust business environments.

To strategically prioritize the expansion of cloud and data infrastructure
markets, decision-makers in low- and middle-income economies must artic-
ulate a clear strategic vision and establish and effectively implement cloud
policies to encourage investments. To boost demand, government agencies
can adopt and migrate to the cloud themselves to signal trust in the technol-
ogy and can enact policies and financial incentives to promote greater adop-
tion of the cloud by small and medium enterprises. Sustaining the expansion
of cloud computing will require complementary efforts to develop cloud-
ready human talent.

A supportive regulatory framework is a vital element of this endeavor.
Jurisdictional and conflict-of-laws issues that stem from the global nature of
cloud computing can pose challenges to market expansion. The report argues
against a one-size-fits-all approach, advising governments to tailor their digi-
tal transformation strategies and regulatory framework to their specific
national contexts and interests while aligning with global best practices.
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The report advocates for data governance approaches that strike the
appropriate balance between data sovereignty and the promotion of
cross-border data flows, in alignment with countries’ national interests,
improved cybersecurity capabilities, and policies that can create a trust
environment for both providers and users. Regulations should pursue
international alignment, prioritize collaboration with industry, and
employ generally applicable and technology-neutral laws. These
principle-based approaches to foster trust can yield a thriving national
cloud industry.

Looking forward, the report notes that vertical integration by
hyperscalers and increasing market concentration pose risks to a
competitive cloud market. It is important to evaluate whether the current
laws and regulations can address these challenges effectively. Another
key priority is to reduce the growing environmental footprint of data
centers. The report suggests that doing so requires an approach that
combines obligations, incentives, and collaborative efforts between cloud
providers and regulators to ensure that future growth in this industry
aligns with national sustainability objectives.

Finally, fully understanding and addressing the challenges within
cloud and data infrastructure markets will require additional analytical
work. This pursuit encompasses several pivotal areas for further research.
First, investigating the hurdles and potential solutions specific to
low-income countries and small states is essential. These regions often
grapple with challenges related to energy access, suitable geographic
locations for data centers, and underdeveloped demand. Second, an
independent analysis of the economic impact of cloud adoption in devel-
oping countries is vital, considering its potential influence on job creation
and productivity growth. Last, ensuring reliable research outcomes and
informed policy decisions will require standardized definitions and statis-
tics concerning cloud and data infrastructure markets. Addressing these
knowledge gaps will be instrumental in steering future strategies and
policy initiatives toward effective cloud and data infrastructure market
development.



UNITED NATIONS GUIDANCE ON CLOUD CONTRACTS

In 2019, the United Nations Commission on International Trade Law
(UNCITRAL) published “Notes on the Main Issues of Cloud Computing Con-
tracts” (UNCITRAL Secretariat 2019), which offers guidance to a variety of
stakeholders involved in cloud contracts, including business, legal, and gov-
ernment professionals. The following sections discuss the issues considered in
UNCITRAL's guidance notes.

PERFORMANCE MEASUREMENT

Service level agreements define baseline performance commitments for pro-
viders. Contracting parties will benefit from clearly defining how perfor-
mance will be measured and the roles and responsibilities of each party. The
parties can outline a performance reference period (for example, days, weeks,
or months), and decide if performance metrics will be measured on a regular
or recurring basis, or instead only after a particular incident. Users are inter-
ested in performance during peak hours of use. Regarding roles, providers
will have greater access to metrics at the point of provision (response time,
availability, and capacity), whereas customers will have greater access to
information regarding the actual consumption of service (actual usage, data
transfer rates, and resource use). Customers interested in service-level mea-
surements may ask providers for permission to monitor data on service
performance in real time. Alternatively, the parties may agree on an indepen-
dent measurement of performance and define how to allocate the costs for
that measurement.

CONFIDENTIALITY

When reviewing standard confidentiality clauses offered by providers,
customers should carefully assess if the provider’s commitment is sufficient to
ensure compliance with relevant law and that adequate remedies for damages
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are available. When no such commitment exists, customers (rather than
providers) may bear the full burden of keeping their data confidential
(for example, through encryption). When customers cannot negotiate a
generally applicable confidentiality clause, they may be able to secure
confidential commitments regarding some forms of sensitive data. These
heightened commitments for sensitive data may come with a distinct lia-
bility regime for breach of confidentiality of such data. For particularly
sensitive data (for example, national security and trade secrets), custom-
ers may seek to contractually restrict access to such data to a limited
number of the provider’s employees or may even require individual con-
fidentiality agreements from high-risk personnel (for example, system
administrators, auditors, and incident response teams). Finally, excep-
tions to confidentiality clauses may arise as mandated by law, for exam-
ple, during law enforcement investigations or the discovery phase of
litigation proceedings.

PROVIDERS’ RIGHTS TO CUSTOMER DATA

Standard contractual clauses offered by providers often reserve the
right of providers to access customer data on a “need-to-know” basis.
That is, a provider’s employees, subcontractors, and even third parties
(for example, auditors) may access customer data when necessary to
provide the cloud computing service purchased by the customer. Other
provisions are also considered to create an implicit right of provider
access to customer data, for example, to regularly back up or copy cus-
tomer data as required by resiliency clauses. Some contracting parties
may wish to outline restrictions on the transfer of these access rights to
third parties (for example, subcontractors) and the geographical or
temporal limitations of implied rights. Most contracts will clearly define
the conditions under which a customer may revoke granted or implied
rights of access, if at all. Cloud computing contracts commonly allow
the provider to use customer data for its own purposes for a defined
period, but only if those data are anonymized open data or are aggre-
gated and deidentified.

INTELLECTUAL PROPERTY RIGHTS

Some cloud computing contracts result in the creation of intellectual
property rights because of, for example, service improvements resulting
from customer input, or even exclusive work of the customer itself (such
as new software developed on the cloud). The parties can use an express
intellectual property clause to outline ownership and use of such objects.
As with other contracts that offer no opportunity to negotiate, customers
should ensure that they have sufficient guarantees of enjoyment of their
intellectual property rights—an important consideration for avoiding the
risk of provider lock-in.
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DATA DELETION

Standard terms may require only that providers occasionally delete cus-
tomer data. Customers in a position to negotiate may want to define
more clearly the time periods for deletion to comply with data retention
requirements. For particularly sensitive data, contracts might define spe-
cific standards or techniques that must be used for the deletion of data.
When not cost-prohibitive, these techniques might include the destruc-
tion (rather than redeployment) of hardware. Such requirements may
also trigger the need for contractual obligations to use isolated
infrastructure.

PAYMENTS AND PRICING

UNCITRAL emphasizes the importance of clear, transparent price clauses.
Because of the nature of cloud computing services, payment is usually
made in a “pay-as-you-go” system using a price per unit for an agreed
upon volume of supply of service (for example, number of users, number
of uses, or time used). Customers should note that rapid changes in
volume may lead to a significant increase in the cost of service. This con-
cern is especially true in Software as a Service offerings charged on a
per-instance basis each time a new machine is connected. Even though
the customer may be using the same total number of machines and
instances, the costs could nevertheless greatly increase as hardware is
upgraded. Other miscellaneous items typically included in the payment
clause include due date, currency, applicable exchange rate, manner of
payment, sanctions in case of nonpayment, and procedures for resolving
payment disputes.

Regarding pricing, some contracts allow the provider to unilaterally
modify the price of services. However, parties might agree to outline pric-
ing methodology, such as how frequently prices can change and by how
much. Prices may be capped to a consumer price index, a set percentage,
or the provider’s price list. Such provisions will also likely include
requirements of advance notice for price increases and outline the proce-
dures in case the customer rejects the price increase.

UPDATES

Although beneficial to the customer, updates can also be disruptive—
especially if they require downtime during normal working hours. Cus-
tomers might seek to include contractual language ensuring advance
notice of pending upgrades and assurances that upgrades occur when
they are least likely to cause disruptions. When business continuity is
essential, customers may seek to retain the older version of service for a
period until assured that the upgrade meets all their operational needs.
Finally, upgrade clauses may also outline responsibility for associated

133



134

ADVANCING CLOUD AND DATA INFRASTRUCTURE MARKETS

costs, like retraining customer end users, or changes to customer applica-
tions or information technology systems.

REMEDIES IN CASE OF BREACH

In service agreements, providers often set the terms and specify that any
failure to meet service level agreement benchmarks will be remedied
only with future service credits, proportionate to the severity of the
breach. Customers should be aware that contracts limiting remedies
solely to service credits for future services increase the risk of vendor
lock-in. This stipulation can become particularly problematic if a severe
breach occurs and the customer, despite wanting to terminate the con-
tract, feels obligated to continue because the only form of compensation
available is service credits. Such situations enhance the dependency on
the provider because customers may find it difficult to leave the service
without forgoing their compensation. In fact, providers that attempt to
limit remedies to service credits may insist that early termination of the
contract—even suing for damages—is not an available remedy. When a
provider offers multiple possible remedies (for example, refund of fees
already paid, enhanced service at no cost, or free support), it will likely
include provisions that enable the provider to choose the remedy for its
own nonperformance. Time limits for claiming remedies are also
common.

The contract may also define methods of dispute resolution. Arbitral
and online dispute resolution proceedings are often desired because of
the complex international and interjurisdictional nature of cloud
services. Although parties may agree on choice of law and choice of
forum clauses, multiple mandatory laws from multiple distinct jurisdic-
tions may still control the contract. For example, a breach of personal
data protection requirements may necessitate that the proceedings occur
in the nation of residence of the data subject, overriding any choice of
forum clause. Although standard contracts for multisubscriber cloud
solutions often state that they are controlled by the law of the provider’s
host country, providers that have experience operating in many jurisdic-
tions may be more accepting of the customer’s preferences regarding
choice of law and forum. Finally, both parties may agree to select the
defendant’s home forum to eliminate any advantage for the plaintiff and
encourage informal resolutions to disputes.

END-OF-SERVICE CONSIDERATIONS

Standard multisubscriber cloud contracts commonly provide for a fixed
initial duration (short or medium term) followed by automatic renewals
unless the contract is terminated. Usually, providers will agree to end
service upon notification from a customer before the expiration of the
current term that the customer does not intend to renew. Providers will
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generally offer standard terms that reserve the right for the provider to
terminate the contract for convenience. Public contracts, in particular,
commonly include a customer’s right to terminate the contract for con-
venience. Because fundamental breach will usually justify termination of
contract, it is especially important to define what constitutes a funda-
mental breach.

Customers should consider what end-of-service commitments the
provider offers. These commitments include the time for exporting cus-
tomer data following termination and the method for the customer to
access the information (for example, provider-provided assistance or an
escrow account controlled by a third party with automatic release upon
termination). The terms may also define the export format, but parties
should keep in mind that technologies are likely to evolve over time.
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Appendix B. International
Standards for Data Center
Sustainability

SELECTED INTERNATIONAL STANDARDS

Table B.1 lists selected International Organization for Standardization and
International Electrotechnical Commission standards relevant for sustain-
able data centers. Please refer to Green Data Centers: Towards a Sustainable
Digital Transformation for a detailed list of all standards (ITU and World Bank
2023).

TABLE B.1 Selected international standards for data center sustainability

Reference Name of standard

ISO/IEC 30134-1:2016 Information technology—Data centers—Key performance
indicators—Part 1: Overview and general requirements

ISO/IEC 19395:2015 Information technology—Sustainability for and by information
technology—Smart data center resource monitoring and control

ISO/IEC TS 22237-1:2018 Information technology—Data center facilities and
infrastructures—Part 1: General concepts

ISO/IEC TS 22237-2:2018 Information technology—Data center facilities and
infrastructures—Part 2: Building construction

ISO/IEC TS 22237-3:2018 Information technology—Data center facilities and
infrastructures—Part 3: Power distribution

ISO/IEC TS 22237-4:2018 Information technology—Data center facilities and
infrastructures—Part 4: Environmental control

ISO/IEC TS 22237-6:2018 Information technology—Data center facilities and
infrastructures—Part 6: Security systems

ISO/IEC 30134-2:2016 Information technology—Data centers—Key performance
indicators—Part 2: Power usage effectiveness (PUE)

(Continued)
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TABLEB.1

Selected international standards for data center sustainability (Continued)

Reference

Name of standard

ISO/IEC 30134-3:2016

Information technology—Data centers—Key performance
indicators—Part 3: Renewable energy factor (REF)

ISO/IEC TS 22237-5:2018

Information technology—Data center facilities and
infrastructures—Part 5: Telecommunications cabling infrastructure

ISO/IEC TS 22237-7:2018

Information technology—Data center facilities and
infrastructures—Part 7: Management and operational information

ISO/IEC 30134-1:2016/Amd
1:2018

Information technology—Data centers—Key performance
indicators—Part 1: Overview and general requirements—
Amendment 1

ISO/IEC 30134-2:2016/Amd
1:2018

Information technology—Data centers—Key performance
indicators—Part 2: Power usage effectiveness (PUE)—
Amendment 1

ISO/IEC 30134-3:2016/Amd
1:2018

Information technology—Data centers—Key performance
indicators—Part 3: Renewable energy factor (REF)—Amendment 1

ISO/IEC 30134-4:2017

Information technology—Data centers—Key performance
indicators—Part 4: IT Equipment Energy Efficiency for servers
(ITEEsv)

ISO/IEC 30134-5:2017

Information technology—Data centers—Key performance
indicators—Part 5: IT Equipment Utilization for servers (ITEUsv)

ISO/IEC TR 30132-1:2016

Information technology—Information technology sustainability—
Energy efficient computing models—Part 1: Guidelines for energy
effectiveness evaluation

ISO/IEC 23544:2021 Information technology—Data centers—Application Platform
Energy Effectiveness (APEE)

ISO/IEC TR 23050:2019 Information technology—Data centers—Impact on data center
resource metrics of electrical energy storage and export

ISO/IEC 21836:2020 Information technology—Data centers—Server energy

effectiveness metric

ISO/IEC TR 20913:2016

Information technology—Data centers—Guidelines on holistic
investigation methodology for data center key performance
indicators

ISO/IEC FDIS 30134-6

Information technology—Data centers—Key performance
indicators—Part 6: Energy Reuse Factor (ERF)

ISO/IEC FDIS 22237-1

Information technology—Data center facilities and
infrastructures—Part 1: General concepts

ISO/IEC FDIS 22237-3

Information technology—Data center facilities and
infrastructures—Part 3: Power distribution

ISO/IEC FDIS 22237-4

Information technology—Data center facilities and
infrastructures—Part 4: Environmental control

(Continued)
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TABLE B.1 Selected international standards for data center sustainability (Continued)

Reference Name of standard

ISO/IEC DIS 30134-8 Information technology—Data centers key performance
indicators—Part 8: Carbon Usage Effectiveness (CUE)

ISO/IEC DIS 30134-9 Information technology—Data centers key performance
indicators—Part 9: Water Usage Effectiveness (WUE)

ISO/IEC DTR 30133.3 Information technology—Data centers—Guidelines for resource-
efficient data centers

ISO/IEC DTS 22237-30 Information technology—Data center facilities and
infrastructures—Part 30: Earthquake risk and impact analysis

ISO/IEC CD TR 21897.2 Information technology—Data centers—Impact of ISO 52000
standards for energy performance of buildings

ISO/IEC WD 22237-2 Information technology—Data center facilities and
infrastructures—Part 2: Building construction

ISO/IEC WD 22237-6 Information technology—Data center facilities and
infrastructures—Part 6: Security systems

ISO/IEC AWI 30134-7 Information technology—Data centers key performance
indicators— Part 7: Cooling Efficiency Ratio (CER)

ISO/IEC NP TS 8236 Information technology—Data Center IT Equipment—Provisioning,
Forecasting, and Management

Source: ISO/IEC.

Note: Standards shown in blue have been implemented; those in green are under preparation. Status shown is at
the time of drafting this report; status can be different today. IEC = International Electrotechnical Commission;
I1SO = International Organization for Standardization; IT = information technology.
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he World Development Report 2021: Data for Better Lives underscored today’s

unprecedented generation and flow of digital data and noted that much of the value
remains untapped. To realize the enormous potential, data need to be supported by
technologically advanced infrastructure to capture, analyze, share, and use them
efficiently and effectively to benefit economies and societies.

Cloud and data infrastructure presents the technological means to enable these processes,
but the markets for these services are largely located in high-income countries. Countries
with limited access to affordable services will lag in the ability to harness at scale the
advanced technologies, such as machine learning and artificial intelligence, and to
realize the potential corresponding social and economic gains.

Advancing Cloud and Data Infrastructure Markets: Strategic Directions for Low- and Middle-
Income Countries is part of a joint World Bank-IFC effort to support countries on their
path to developing these markets. This report analyzes the key drivers of cloud and data
infrastructure growth in these settings. It examines the business models, policies, and
regulatory environment shaping the market trends as data from public and private
sectors migrate to the cloud, and it explores the challenges in attracting investments.

The report notes that although there is no one-size-fits all solution, essential elements to
foster an enabling environment include bold vision and decisive government action to
provide the following:

Stable business environments; technically skilled workforces; clear and supportive
regulatory landscapes; and resilient, reliable, and affordable energy and broadband
infrastructure

Stimulus for demand by digitalizing public services and migrating them to the cloud,
signaling trust and confidence in cloud-enabled services and encouraging domestic
businesses to follow suit

Streamlined measures to shorten the time from concept to launch of cloud
infrastructure

Regulations and incentives to reduce the environmental footprint of cloud and data
infrastructure, including renewable energy generation and efficient utilization of
physical space at the design stage.

Public and private stakeholders working together will expedite the ability of all
countries and economies to successfully harness the transformative benefits of the
cloud to help realize the goal of a world without poverty on a livable planet.
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