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Introduction
In recent years, digital identification (ID) systems are evolving toward decentralized 
architectures, where trust and verification are shared across multiple actors rather 
than concentrated in a single authority. This shift addresses persistent challenges 
of data silos, fragmented verification, and limited cross-border recognition, while 
responding to growing expectations for privacy, interoperability, and user control.

At the core of this evolution are digital ID wallets and verifiable credentials (VCs), 
which enable individuals to securely store and present digital proofs issued 
by trusted entities. These modular, standards-based ecosystems enhance 
data portability and trust across sectors and borders and mark a convergence 
between digital identity, payments, and data sharing, supporting more seamless, 
user-centric interactions across the digital economy.
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Key Concepts
Digital Wallet is a term for a software container that allows users to receive, 
hold, and share digital credentials in a form that can be easily read and verified 
by a third party. In some cases, these credentials may resemble traditional 
credentials (e.g., ID cards, plane tickets, educational diplomas) while in other 
cases they may be digitally native (e.g., payment tokens).

Verifiable Credentials (VCs) are digital proofs issued to a user by a trusted 
entity after verification against an authoritative data source. VCs are digitally 
signed, making them and the data they contain cryptographically verifiable by 
third parties without needing to contact the issuer.

Each VC contains (i) metadata that provides context, provenance, and structure; 
(ii) claims about the subject (such as identity attributes); and (iii) cryptographically 
verifiable digital signature linking it to an authoritative source. Data from one or 
multiple VCs can be combined by the user into a verifiable presentation (VP) to 
offer a cryptographically verifiable proof of specific attributes on demand.1

Within this ecosystem, three principal actors interact with one another:

•	 Issuer – creates and digitally signs credentials based on verified data from 
authoritative sources, e.g. a national identification authority, passport 
authority, or university.

•	 Holder – controls and stores credentials in their wallet and decides what 
to share, e.g. a citizen, a traveler, a business, or a student.

•	 Verifier – requests and validates presented credentials using the common 
trust infrastructure, e.g. a bank, border police, or employer.

Supporting these interactions is the authoritative source of data. Also called 
authoritative registries, these are the official system of record from which 
authentic data originates. They provide the trusted information that issuers use 
to create verifiable credentials. Examples in a given context may include the 
national civil registry, passport registry, or registries of diplomas maintained by 
educational institutions. Together with other sources of trusted information, such 
as credential schemas, revocation lists, trust service provider directories, and 
public key registries, these form part of a broader “verifiable data layer” that 

1	 A number of different VC formats have evolved, the most prominent of which are World Wide Web 
Consortium (W3C) VC Data Model, ISO/IEC 18013-5 and 18013-7 Mobile Driving License (mDL/mdoc), 
Open ID for Verifiable Credentials (OID4VCI and OID4VP) and IETF Selective Disclosure for JSON Web 
Tokens (SD‑JWT‑VC).
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underpins the creation and verification of identifiers, credentials, and related 
cryptographic data.

Another key enabler of verifiable credentials is having a common trust 
framework in place, often built on a Public Key Infrastructure (PKI) that provides 
the cryptographic keys and validation mechanisms allowing verifiers to confirm 
the authenticity and integrity of credentials issued by different entities.2 Some 
decentralized implementations replace a centralized PKI with distributed trust 
models—such as blockchains or decentralized identifiers (DIDs)—where issuers 
publish their public keys or proofs on a shared ledger, enabling verification 
without relying on a single trust authority.

From a governance standpoint, trust frameworks are essential to operationalize 
the ecosystem. They define the rules, roles, and liabilities of issuers, verifiers, 
and wallet providers; establish compliance mechanisms; and ensure alignment 
with data-protection laws and cybersecurity requirements. The framework also 
sets the basis for cross-border mutual recognition of credentials.

2	 For more information about PKI, see Tullis, Christopher; Black, David. 2025. Public Key Infrastructure: 
Implementing High-Trust Electronic Signatures. Digital Public Infrastructure Policy Note Series; December 
2024. © World Bank. http://hdl.handle.net/10986/42663 

FIGURE 1. Issuer–Holder–Verifier-Registry model of VC ecosystem
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Key Benefits
Digital ID Wallets and VCs introduce a more resilient, user-centric, and 
interoperable approach to digital identity. By shifting verification closer to the 
user and reducing dependence on centralized systems, they expand the reach 
and reliability of identity services across diverse contexts, including those with 
limited infrastructure or connectivity.

•	 User empowerment and privacy. Individuals control which data to share, 
when, and with whom, supporting privacy-by-design and minimizing data 
misuse.

•	 Resilience and offline capability. Credentials can be verified without 
continuous internet access, ensuring functionality in remote, fragile or 
conflict settings.

•	 Multiple formats and accessibility. Verifiable credentials can also be 
printed as verifiable QR codes, increasing accessibility for people without 
smartphones.

•	 Reduced dependence on central systems. Verification occurs directly 
between the holder and verifier, reducing exposure to centralized 
infrastructure outages, institutional fragility, or data disruption.

•	 Cross-sector and cross-border interoperability: Built on open global 
standards, enabling trusted credential exchange between public and 
private entities and across countries.
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BOX 1. Illustrative Use Cases

Access to Social Benefits (G2P payments): A social protection agency 
issues a verifiable credential proving a person’s eligibility for cash transfers. 
Beneficiaries can store this credential in their digital wallet or print it as a QR 
code for offline use. When collecting payments from a local bank or mobile-
money agent, they can simply present the credential for instant verification, 
without requiring real-time access to a national database, which is particularly 
valuable in FCV or low-connectivity settings.

Digital Student or Professional Credentials: A university issues a verifiable 
diploma credential that graduates can share directly with employers or 
foreign institutions through their wallet. Employers verify authenticity without 
contacting the university, reducing administrative bottlenecks and fraud 
risk. This supports cross-border mobility and reduces verification costs 
for both issuers and verifiers, while giving users permanent control of their 
credentials.

Private Sector Onboarding and e-KYC: A bank accepts verified credentials 
from a national ID wallet to onboard new customers. The wallet provides only 
the necessary attributes (e.g., “over 18” or “resident”), without exposing full 
identity data. Verification happens instantly through digital signatures and 
trust registries. This promotes data minimization and regulatory compliance 
while reducing onboarding time and cost for financial institutions.
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Operationalization
Designing and deploying Digital ID Wallets and VCs requires a phased approach 
that integrates technology, governance, and policy. From a cost perspective, 
digital wallet implementation typically requires USD 1–10 million for national 
pilots, covering primarily supply-side investments such as the wallet solution, 
issuer function for one core issuer, and basic trust framework. The lower end 
of this range assumes that a suitable PKI is already in place or that third-party 
services can be leveraged. Additional costs like expanding to multiple credential 
issuers, onboarding verifiers (including in the private sector), and integrating 
wallet-based workflows into existing business processes would require further 
investment but much of it will be borne by ecosystem participants rather than 
public budgets.

The 10 steps below reflect lessons from global pilots and emerging standards:

1.	 Assess readiness
Evaluate the legal, institutional, and technical environment for digital 
identification, electronic signatures, data protection, and trust services. Identify 
existing enablers such as PKI, interoperability frameworks, and regulatory 
sandboxes, and pinpoint gaps that may require legal reform or institutional 
strengthening. Readiness assessments should also consider the broader Digital 
Public Infrastructure (DPI) landscape, notably how the wallet will interact with 
data-sharing systems, payments, and authentication layers.

2.	 Identify and design for priority use cases
Experience shows that digital identity systems built without compelling use 
cases face adoption challenges. Wallet implementation should therefore begin 
by anchoring the ecosystem around a handful of concrete, high-value use 
cases that are mature, well-understood, and supported by motivated partners. 
Examples include digital student credentials, business licenses, or eligibility 
verification for social benefits. These pilots provide tangible value to users and 
allow governments to refine the ecosystem design through real-world feedback 
before scaling to more complex use cases.

3.	 Design the trust framework
A trust framework establishes the legal, technical, and organizational foundations 
for mutual recognition among participants. It defines the roles, liabilities, 
and assurance levels of issuers, verifiers, and wallet providers, as well as the 
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requirements for data protection and cybersecurity. Trust frameworks need not 
be fully developed from the start; they can evolve iteratively, beginning with a 
simple rulebook for early pilots and expanding to include compliance regimes 
and formal agreements as the ecosystem grows. Designing the framework in 
line with international good practices ensures future scalability and cross-border 
interoperability.

4.	 Engage ecosystem actors early
Successful wallet ecosystems depend on collaboration across the public 
and private sectors. Engage early with potential issuers and verifiers, such as 
universities, banks, telecom operators, and utilities, to ensure that the ecosystem 
meets real operational needs and generates demand, and that they have the 
capability to implement services. Early stakeholder involvement builds trust, 
fosters adoption, and supports long-term sustainability.

5.	 Define the sourcing and implementation strategy
Avoid treating the wallet as a stand-alone product. The wallet is an interoperable, 
decentralized data store that enables the secure issuance, storage, and 
presentation of credentials. To function in the real world, it must be integrated with 
user-facing applications, often mobile-based, and supported by complementary 
systems and services. The “wallet” is a functional software component that does 
not itself have a user interface and therefore must be implemented as part of a 
wider user-facing application. Governments should consider the procurement 
of related components such as issuer system upgrades, trust services, and 
advisory support for drafting trust frameworks or legal reforms. Several open-
source solutions, including INJIE (developed by MOSIP), and EUDI Reference 
Wallet, offer modular architectures that can be customized and extended. 
Leveraging these platforms can reduce vendor lock-in, improve transparency, 
and promote national ownership.

6.	 Leverage established standards
Digital ID wallet ecosystems now benefit from a mature set of complementary 
standards, including W3C Verifiable Credentials, ISO/IEC 18013-5/7 for mobile 
driver’s licenses, and OpenID4VCI/VP for secure credential exchange. These 
frameworks enhance security, interoperability, and compatibility with global 
technologies while reducing duplication, costs, and development time through 
access to open-source tools and established implementation communities.
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7.	 Plan for interoperability from the start
Building on these standards, countries should embed interoperability 
requirements into wallet and credential design from the outset to ensure 
portability across sectors and borders. The EU Digital Identity (EUDI) Framework, 
developed under the revised eIDAS Regulation, extends technical standards with 
governance, assurance, and cross-border mutual-recognition mechanisms, 
offering a reference model for alignment with international interoperability 
goals. Interoperability can be achieved incrementally: beginning with technical 
interoperability (credential formats and verification protocols), followed by trust 
interoperability (mutual validation among trust service providers), and ultimately 
legal interoperability (mutual recognition across jurisdictions).

8.	 Build on existing assets
National digital ID or e-service systems need not be replaced. Existing government 
super apps, digital portals, or open banking ecosystems can often be extended 
to integrate wallet functions or issue credentials based on existing registries. 
Leveraging these platforms allows governments to build on established user 
bases, trusted brands, and technical infrastructure, while gradually transitioning 
toward wallet-based architectures.

9.	 Plan for inclusion and complementary delivery channels
Digital wallets typically rely on smartphone access, which may limit adoption 
among certain populations, such as the elderly or low-income groups. To 
ensure inclusivity, governments should maintain or develop complementary ID 
delivery channels (e.g., SMS-based credentials or assisted access points) so 
that digital wallets enhance rather than replace existing digital identity solutions 
and delivery mechanisms.

10.	 Plan for sustainability and evolution
Long-term sustainability requires a viable business model and clear institutional 
ownership. Governments should plan for continuous operations, maintenance, 
and user support from the start, including regular security audits and credential 
lifecycle management. Over time, wallets can evolve into multi-functional 
platforms, integrating additional DPI components such as electronic signatures, 
payments, and digital service delivery. This incremental evolution allows the 
wallet to become the cornerstone of a comprehensive digital government 
transformation.
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BOX 2. Country Experiences with Digital ID Wallets and Verifiable Credentials

Several countries have launched or piloted wallet-based ecosystems, offering diverse models for 
implementation and policy design across regions and income levels:

•	 European Union (EUDI Wallet): Developed 
under the revised eIDAS 2.0 regulation, it aims 
to enable cross-border use of digital identities 
and credentials across EU Member States. It 
builds on W3C Verifiable Credentials and ISO/
IEC 18013-5 standards while introducing a 
governance and assurance framework for in-
teroperability and mutual recognition. Each 
Member State is developing its own wallet 
aligned with the common technical and policy 
specifications, coordinated through large-scale 
pilots covering use cases such as mobile driving 
licenses, education certificates, and financial 
services.

•	 Germany (BundID Wallet): Germany is devel-
oping the BundID Wallet as part of its broader 
government digital identity program to provide 
secure access to online public services. The 
wallet leverages the national eID card (NFC-
enabled) and eIDAS-compliant trust services 
to ensure high-assurance authentication and 
credential issuance. Developed under cen-
tralized government leadership and based on 
open-source components, it reflects Germany’s 
preference for state-managed digital identi-
ty systems that balance strong data protection 
with integration flexibility for private-sector ser-
vice providers.

•	 Thailand (NDID and Digital Wallet): Thailand’s 
National Digital ID (NDID) and Digital Wallet 
form part of a broader DPI strategy linking ID, 
payments, and consent-based data sharing un-
der the Thai Verifiable Credential Framework. 
The NDID platform enables credential 

exchange among banks, telecom operators, 
and public agencies through a federated and 
distributed trust model based on blockchain. 
The government’s digital wallet initiative builds 
on this foundation to enable citizens to receive 
and spend benefits securely via verified digi-
tal identities. This close coordination between 
the public and private sectors has been key to 
scaling adoption and integrating identity with fi-
nancial inclusion goals.

•	 Philippines (PhilSys Digital Wallet): The 
Philippines is evolving its foundational PhilSys 
identity system toward digital credentials and a 
mobile-based wallet for convenient access to 
government and financial services. Early pilots 
include verifiable QR codes derived from the 
PhilSys database for authentication and service 
delivery. Integration with mobile platforms and 
e-KYC frameworks is expected to extend reach 
and usability, though ensuring inclusive access 
remains a priority in light of variable mobile 
connectivity.

•	 Brazil (Gov.br Wallet): Brazil is extending 
its widely adopted Gov.br platform—already 
used by over 150 million residents—to include 
a user-managed digital ID wallet built on W3C 
Verifiable Credentials. The initiative adds a new 
wallet layer atop existing digital public infrastruc-
ture, including cloud environments, credential 
issuance systems, and authoritative registries. 
Pilots have begun issuing cryptographically 
verifiable credentials such as rural landowner 
registrations, with future use cases spanning 
social benefits, licenses, and education.
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For more information about this topic, please see:

•	 C. Tullis, A. Cooper, and D. Black. Digital Wallets: A New Paradigm.
•	 C. Tullis, A. Cooper, and D. Black. Digital Wallets: Trust Frameworks.
•	 C. Tullis, A. Cooper, and D. Black. Digital Wallets: Implementation.
•	 C. Tullis and B. Botero Arcila. Consent Management.

Author: Marie Eichholtzer
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