
Distributed Ledger Technology & Secured Transactions: Legal, 
Regulatory and Technological Perspectives - Guidance Notes Series

  
Note 2: Regulatory Implications of Integrating Digital  Assets and Distributed 

Ledgers in Credit Ecosystems

May, 2020

P
ub

lic
 D

is
cl

os
ur

e 
A

ut
ho

riz
ed

P
ub

lic
 D

is
cl

os
ur

e 
A

ut
ho

riz
ed

P
ub

lic
 D

is
cl

os
ur

e 
A

ut
ho

riz
ed

P
ub

lic
 D

is
cl

os
ur

e 
A

ut
ho

riz
ed



2

© 2020 International Bank for Reconstruction and Development / The World Bank
1818 H Street NW
Washington DC 20433
Telephone: 202-473-1000
Internet: www.worldbank.org

This work is a product of the staff of The World Bank with external contributions. The findings, interpretations, and 
conclusions expressed in this work do not necessarily reflect the views of The World Bank, its Board of Executive Directors, 
or the governments they represent.

The World Bank does not guarantee the accuracy of the data included in this work. The boundaries, colors, denominations, 
and other information shown on any map in this work do not imply any judgment on the part of The World Bank concerning 
the legal status of any territory or the endorsement or acceptance of such boundaries.

Rights and Permissions

The material in this work is subject to copyright. Because The World Bank encourages dissemination of its knowledge, this 
work may be reproduced, in whole or in part, for noncommercial purposes as long as full attribution to this work is given.

Any queries on rights and licenses, including subsidiary rights, should be addressed to World Bank Publications, The World 
Bank Group, 1818 H Street NW, Washington, DC 20433, USA; fax: 202-522-2625; e-mail: pubrights@worldbank.org.



3

ACKNOWLEDGEMENTS

The publication of this Guidance Note was made possible due to the generous support of the Swiss State Secretariat for 
Economic Affairs (SECO). The preparation of this Guidance Note was led by the Secured Transactions and Collateral 
Registries Team (Pratibha Chhabra, Murat Sultanov, John M. Wilson, Elaine MacEachern, and Luz Maria Salamina) within 
the World Bank, under the guidance of Mahesh Uttamchandani. The primary technical content of the Guidance Note was 
developed by Professor Giuliano G. Castellano (University of Hong Kong, Faculty of Law) under the aegis of  Kozolchyk 
National Law Center (NatLaw).

Special thanks to: Marek Dubovec, Pierre Matek, and Andrea Tosato for their contributions to this report, Chris Tassis for 
research assistance, Simon Stanley and Wenyi Cao for excellent comments and editing.

The authors are indebted to the following peer reviewers for their excellent suggestions and thoughtful contributions to 
improve the content of the Guidance Note:
 
Valeria Salomao Garcia, World Bank Group
Harish Natarajan, World Bank Group
Prema Shrikrishna, World Bank Group



4

CONTENTS

 EXECUTIVE SUMMARY          7

 INTRODUCTION           10

2 DLT-STCR OUTPUTS IN CONTEXT         12
2.1 Regulating Financial Innovation: Key Concerns         12
2.2 Regulatory Approaches            13
2.3 Financial Regulation and DLT-STCR Outputs: General Trends       14

3 MARKET INTEGRITY AND DLT-STCR OUTPUTS: INTERNATIONAL STANDARDS   16
3.1 Anti-Money Laundering and Combating the Financing of Terrorism     16

4 THE PRUDENTIAL TREATMENT OF DIGITAL ASSETS       19
4.1 Prudential Principles for Digital Assets and Crypto-exposures      19
4.2 Capital Regulation           20

5 THE REGULATORY PERIMETER FOR DLT-STCR OUTPUTS: AN ANALYTICAL FRAMEWORK 22
5.1 The Impact of Regulation on DLT-STCR Outputs        22
5.2 Assessment Method           22

6 DIGITAL ASSETS AS COLLATERAL: REGULATORY IMPLICATIONS     25
6.1	 Regulatory	Classification	of	Digital	Assets	 	 	 	 	 	 	 	 25
6.2 Stablecoins             28
6.3 Capital Requirements for Transactions Secured with Digital Assets      30
6.4 Central Bank Digital Currencies and the Creation of Credit       31

7 SECONDARY MARKETS IN THE DLT-STCR CONTEXT      34
7.1 Secondary Markets in the STCR Context         34
7.2 DLT Applications in Secondary Markets         35
7.3 Design and Governance of Secondary Market for Digital Assets      37
7.4 The Regulatory Perimeter of DLT-based Secondary Markets       40

8 CONCLUSION            43

 ANNEX A: TOKEN CREATION AND DISTRIBUTION METHODS     44

 ANNEX B: MARKET MANIPULATION AND SECONDARY MARKETS     45

 REFERENCES            46



5

ABBREVIATIONS

AML  Anti-money laundering
BCBS  Basel Committee on Banking Supervision
BIS  Bank for International Settlements
CBDC  Central bank digital currency
CFT  Combating the financing of terrorism
CFTC  Commodities Futures Trading Commission
DLT  Distributed ledger technology
ECB  European Central Bank
FATF  Financial Action Task Force
FINMA  Financial Market Supervisory Authority
ICO  Initial coin offering
KYC  Know your customer
STCR  Secured transactions and collateral registry



6

Distributed Ledger Technology & Secured Transactions: Legal, 
Regulatory and Technological Perspectives - Guidance Notes Series

  
Note 2: Regulatory Implications of Integrating Digital  Assets and Distributed 

Ledgers in Credit Ecosystems



7

This guidance note focuses on the regulatory implications that the deployment of distributed ledger technology (DLT) 
entails for secured transactions and collateral registry (STCR) frameworks. In particular, it examines the regulatory regimes 
applicable to three DLT-STCR outputs: (i) the use of digital assets implementing DLT as collateral, (ii) the application of 
DLT in platforms supporting secondary markets for the valuation and disposal of collateral, and (iii) the application of DLT 
in collateral registries. In light of the central role of the first output, the analysis focuses on the regulatory dimension of 
transactions that are secured with different forms of digital assets. General regulatory trends and approaches are isolated, 
and an analysis of secondary markets is offered. As collateral registries fall largely outside the perimeter for regulated 
activities, considerations regarding the third DLT-STCR output are limited to instances where coordination with special 
regimes is required or advised.

This analysis shows that an effective integration of DLT in various aspects of secured-transactions frameworks and lending 
practices requires coordination with several regulatory regimes governing financial services, activities, and institutions. 
Several factors render such a coordination key for the development of DLT-STCR outputs. 

First, some digital assets and related activities share the same economic characteristics as traditional (regulated) financial 
products. In order to limit regulatory arbitrage—whereby new technologies and financing arrangements are deployed to 
sidestep regulatory regimes—the reach of existing regulatory and supervisory regimes has been extended in most jurisdictions. 
For instance, when digital assets are created and issued for the purpose of sourcing funds from the public—notably, through 
initial coin offerings—their regulatory treatment is determined by domestic securities and capital markets laws. 

Second, bespoke regulatory regimes and sandboxes, allowing for simplified regulatory treatments, have been set up in 
various jurisdictions with the intent of promoting new forms of financial innovation while ensuring supervisory oversight. 
Hence, digital assets and related activities might either be regulated under existing laws concerning financial services or 
be subject to bespoke regimes. In both circumstances, taking digital assets as collateral and transferring them in secondary 
markets must comply with regulatory standards designed to preserve market integrity, financial stability, and the safety and 
soundness of financial institutions. 

Third, new regulatory regimes are being devised to address emerging challenges and risks associated with the implementation 
of DLT in finance and, in particular, the diffusion of new digital assets. For instance, significant efforts have been made at the 
international level, under the mandate of the Group of Twenty, to ensure that rules concerned with anti-money laundering 
(AML) and with combating the financing of terrorism (CFT) apply to digital assets and related activities. As a result, DLT-
STCR outputs are likely to intersect with AML/CFT rules, either under existing rules for financial services or under a novel 
regime introduced by the Financial Action Task Force. 

Fourth, more regulatory efforts are being developed to fine-tune existing policies and address potential gaps. Risks posed 
by the diffusion of nascent and untested technologies have prompted internationally coordinated regulatory responses aimed 
at preserving the stability of the financial system. A case in point is offered by the development in the context of stablecoins, 

EXECUTIVE SUMMARY
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which are digital assets that can be used for payment purposes and have their value linked to fiat currencies or other assets. 
As large-scale projects to launch stablecoins have been put forward, domestic regulators and central banks have started 
to examine the systemic implications of such initiatives. At the international level, the Group of Seven set up a working 
group to study the regulatory implications of such assets. In this context, the deployment of stablecoins for STCR purposes 
requires careful coordination with a variety of regulatory regimes, including those concerned with the prudent management 
of banking institutions and payment systems. Furthermore, in response to a call by the Group of Twenty, the Financial 
Stability Board has been tasked to address regulatory, supervisory and oversight challenges related to “global stablecoin” 
arrangements.

Fifth, DLT-based systems and products developed to promote access to finance are designed to integrate within the credit 
ecosystem. In this process, clarity in the regulatory treatment of digital assets and related markets not only provides certainty 
and predictability—thus minimizing compliance risk—but also constitutes a validation mechanism supporting their inclusion 
in the formal economy. Regulated financial institutions, for instance, might not be able to invest in or use the services of 
DLT-based secondary markets, such as those established to trade receivables, if these platforms are not recognized as 
licensed financial institutions. Similarly, the risk mitigation of secured transactions might be ineffective if security rights are 
created in digital assets that have been issued without complying with applicable regulatory standards. 

Based on the foregoing dynamics, this study indicates that the existence of a clear and predictable regulatory environment 
is an essential condition to promote the development of DLT-STCR outputs in support of financial inclusion policies. A 
precise assessment of the applicable regulatory standards for each DLT-STCR output, however, can be conducted only at the 
domestic level. In fact, apart from general international recommendations and emerging trends, the regulatory framework 
applicable to each DLT-STCR output varies considerably across jurisdictions and depends largely on the technical and 
economic features of the output under consideration. To guide regulatory assessments in different domestic contexts, this 
guidance note offers an analytical framework that isolates three intertwined ways in which different regulatory regimes 
might affect the development of DLT-STCR outputs.

The first manner in which regulation has an impact on DLT-STCR outputs is by imposing regulatory requirements directly 
on the output. In other words, a given output might fall within the regulatory perimeter established for regulated activities. 
This aspect is particularly relevant for the first two DLT-STCR outputs: taking digital assets as collateral and applying DLT 
in secondary markets for the valuation and disposal of collateral. Depending on the legal system, if a given digital asset meets 
the definitions of “securities”, “financial instruments”, “commodities”, “currency”, or “deposit”, the creation of a security 
right, its perfection, and the transfer of collateral, custody, and intermediation may be regarded as regulated activities. In a 
similar vein, secondary markets for collateral might be regulated as “trading venues” and platforms facilitating or offering 
loans backed by digital assets that are qualified as commodities might be subject to commodities-trading rules and require 
compliance with different forms of licensing requirements. As new applications are developed, regulatory responses and 
public policies might affect DLT-STCR outputs in new ways. For instance, some jurisdictions have been implementing 
bespoke regimes to regulate the use of DLT. In these circumstances, collateral registries implementing such a technology 
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would need to coordinate with such bespoke regimes. 

The second way regulation has an impact on DLT-STCR outputs is through rules that are concerned with their use by 
market participants. A key incentive for a financial institution to take collateral is the mitigation effect against credit risk, 
and such an effect is recognized by prudential regulation. In this regard, a key question is whether digital assets can perform 
such a function and, thus, can be taken into account in the calculation of capital adequacy and provisioning requirements. 
In general, the Basel Committee on Banking Supervision indicated the necessity for a cautionary approach. In particular, 
digital assets that do not represent any claim or liability, such as Bitcoins, under the current interpretation of prudential 
standards, are unlikely to offer a valid credit protection. Differently, digital assets that represent underlying claims and 
liabilities might be treated for prudential purposes in accordance to the risks they pose, which include operational and legal 
risks associated with the new technology. In a similar vein, the development of a secondary-market platform for digital 
assets needs to take into account design and governance issues. Absent a regulatory regime ensuring that governance and 
design issues have been addressed, the participation of regulated financial institutions in secondary markets for digital assets 
that may be used as collateral remains limited. 

The issuance of digital assets backed by public authorities also have an impact on the DLT-STCR outputs. Projects aimed 
at launching central bank digital currencies, for instance, are likely to affect the secured-transactions framework indirectly 
yet profoundly. In light of their general impact on lending markets, the effect of central bank digital currencies on secured-
transactions framework requires further assessment, focusing on several key aspects, including (i) the design of the digital 
currency and its impact on core central bank functions; (ii) the structure of local credit markets and the coordination with 
policies promoting cashless societies; and (iii) key legal and regulatory definitions, such as legal tender, money, and bank 
account.

Finally, regulation and DLT-STCR outputs can interact in a synergetic fashion. The development of DLT-STCR outputs 
could benefit from coordination with initiatives aimed at ensuring regulatory compliance. As this guidance note indicates, 
the creation of security rights in digital assets and their disposal in secondary markets presupposes compliance with 
applicable regulatory provisions. The same technology—combined with artificial intelligence and, in particular, machine 
learning algorithms—has been used to facilitate the automation and accuracy of the compliance process. Hence, although 
further studies are needed, coordination with regulatory regimes and compliance could occur through DLT. In this regard, 
the cost of compliance related to the extension of credit could be reduced, while ensuring the implementation of sound risk-
management practices.
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Coordination between secured-transactions law and the regulatory framework governing lenders and lending activities 
is key to promoting inclusive and sound access to credit.1 As the regulatory environment evolves with new international 
standards progressively implemented at the domestic level, secured transactions and collateral registry (STCR) reforms 
are increasingly geared to integrate with conduct of business and prudential regulation regimes.2 In line with such ongoing 
coordination, this guidance note focuses on the regulatory implications that the deployment of distributed ledger technology 
(DLT) entails in the STCR context. In particular, it examines the regulatory regimes applicable to the three DLT-STCR 
outputs: (i) the use of digital assets based on DLT (also known as crypto-assets) as collateral;3 (ii) the application of DLT 
in platforms supporting secondary markets for the valuation and disposal of collateral; and (iii) the implementation of 
distributed ledgers in collateral registries. 4

In light of the central role of the first DLT-STCR output, this analysis develops from those regulatory regimes affecting 
transactions that are secured with different forms of digital assets. As illustrated in detail in this guidance note, the regulatory 
implications for secondary markets largely cannot be divorced from the regulatory qualification attributed to digital assets 
therein circulating. Given that collateral registries fall largely outside the regulatory perimeter set for regulated activities, 
considerations of the third DLT-STCR output are limited to instances where coordination with special regimes is required 
or advised.

A fundamental point of this guidance note is that effective integration of DLT-based systems in secured transactions 
frameworks and business practices requires coordination with a wide spectrum of regulatory regimes governing financial 
services. The applicability of specific requirements is not limited to the situation where the secured creditor is a regulated 
financial institution, like a bank, that takes digital assets as collateral. Depending on the legal system, other financial 
institutions might also be required to comply with specific regulatory standards when dealing with digital assets—for 
instance, through platforms implementing distributed ledgers to liquidate collateral. Several factors render the impact of 
financial regulation key for the implementation of DLT-SCTR outputs. 

First, the implementation of new technologies to promote access to finance implies a broader availability of financing means. 
Those means include the development of DLT-based products, such as digital assets and secondary markets, that present 
the same economic characteristics as existing regulated activities. For instance, the issuance and distribution of digital 
assets for the purpose of sourcing funds from the public is likely to fit squarely into the regime governing the offering of 
financial instruments or securities.  In such circumstances, the creation of security rights in digital assets and their disposal 
in secondary markets intersects with domestic securities and capital markets laws.6

Second, new regulatory regimes are being devised to address emerging challenges and risks. Significant efforts have been 
made at the international level to ensure that anti-money laundering (AML) and combating the financing of terrorism (CFT) 
regimes apply to the entire spectrum of digital assets and related activities.7  In addition, new risks posed by the diffusion 
of nascent and untested technologies have been emerging. A case in point is offered by the developments in the field of 
DLT-based assets linked to fiat currencies (stablecoins), which prompted a larger policy debate on the need for a global 
regulatory framework.8  As DLT and digital assets are progressively integrating with traditional financial and economic 
activities, consumer protection and stability concerns are taking a central role in the regulatory agenda of domestic and 
international regulators alike.9  Coextensively, the regulatory treatment of exposure to digital assets has been evolving,10 
requiring regulated financial institutions to adopt prudent approaches in dealing with digital assets. 

INTRODUCTION
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Third, regulation enables the diffusion of DLT-STCR outputs. The development of DLT-based systems is animated by its 
promise to promote inclusive access to finance through novel or improved financing mechanisms. Assessing whether this 
promise is achieved is beyond the scope of this guidance note; nonetheless, as the analysis will show, the existence of a 
sound and conducive regulatory environment—or, in the lack thereof, its establishment—represents an essential condition 
to promote an inclusive and sustainable access to finance. 

All in all, regulation validates the use of digital assets and, more broadly, the integration of distributed ledgers in financial 
activities. Regulated financial institutions, for instance, might not be able to invest or use the services in DLT-based 
secondary markets, such as those established to trade receivables, if these markets are not subject to prudential requirements 
and ongoing supervision. Similarly, as illustrated in this guidance note, the risk mitigation of secured transactions might be 
ineffective if security rights are created in digital assets that have been issued without complying with regulatory standards. 
Notwithstanding its relevance, the regulatory perimeter in which each DLT-STCR output might fall is neither static nor sharp. 
The traditional financial regulatory framework overlaps with a variety of regulatory approaches that are being developed 
or are in the process of being implemented, both at the domestic and international level, to address the challenges posed by 
the integration of technological advancements and financial activities (FinTech). The result is a complex scenario in which 
the same output might be treated in considerably different fashion across jurisdictions or even within the same jurisdiction. 

This guidance note is organized in eight sections. Section 2 introduces the main regulatory issues, concerns, and approaches 
characterizing the policy context in which DLT-STCR outputs are developed. Section 3 examines the impact of the emerging 
international framework concerned with the maintenance of market integrity on DLT-STCR outputs. Particular attention 
is given to the interaction between DLT-STCR outputs and rules designed to avert the risk that new technologies may be 
used to finance illicit activities. Section 4 focuses on the prudential standards for digital assets and related exposures. As the 
impact of financial regulation is determined largely by domestic initiatives, section 5 introduces an analytical framework to 
assess the intersection between different DLT-STCR outputs in virtually any jurisdiction. In light of the proposed analytical 
framework and the unfolding international developments, section 6 examines the key regulatory challenges related to the 
possibility of taking digital assets as collateral. Section 7 examines the implementation of DLT in the context of secondary 
markets. A conclusive section follows, highlighting the key findings of this guidance note.
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The benefits of integrating financial activities and distributed ledgers have been highlighted in different international forums. 
Most notably, the Bali FinTech Agenda launched by the International Monetary Fund and the World Bank Group tied the use 
of new technologies, including DLT, to the sustainable development goals. 11 Within such a high-level policy framework, 
projects aimed at implementations of DLT in financial services and systems have been developing at a fast pace, with 
international and domestic regulators leading cutting-edge programs. 

Regulators have been examining how DLT could facilitate the integration of financial markets and improve their efficient 
functioning. In cross-border payments, for instance, DLT is considered key to reducing the complexity and cost of such 
transactions while increasing their speed and transparency. 12 In this regard, the Bank of Japan and European Central Bank 
(ECB), under the so-called Project Stella, have been exploring the possibility of synchronizing settlements between different 
types of ledgers (and currencies) to facilitate cross-border payments and overcome interoperability issues. 13

DLT also has the potential for indicating a new paradigm affecting monetary and banking systems, as the debates on digital 
currencies issued by central banks demonstrate.14 Finally, projects to promote the integration of distributed ledgers with 
compliance, risk-management, and monitoring systems of financial institutions have been launched, signaling possible 
applications of new technologies in financial regulation (RegTech) and supervision (SupTech).15 

The versatility and diffusion of distributed ledgers across a wide spectrum of financial activities pose new risks. Specific 
regulatory concerns have been emerging, leading international and domestic regulators to develop different approaches 
to harness the potential of DLT without compromising key regulatory objectives, such as market integrity and financial 
stability. Section 2.1 introduces the key regulatory issues that, in turn, have led to a variety of responses, as illustrated in 
section 2.2. As the regulatory environment is poised to evolve, section 2.3 introduces the general trends.

2.1 REGULATING FINANCIAL INNOVATION: KEY CONCERNS 

Although a favorable attitude toward DLT is emerging, three intertwined regulatory concerns are surfacing in respect to its 
application in the financial context. The first concern relates to the tension between the social benefits related to financial 
innovation and its possible uses for purposes of regulatory arbitrage. Digital assets and, more generally, the integration of 
DLT with mainstream finance, represent a form of financial innovation 16 —one that is technology based, fast developing, 
and with potential implications for the wholesale and retail segments of lending markets. Like other forms of financial 
innovation, DLT-related activities may, unwittingly or by design, sidestep regulatory provisions without formally breaching 
any rules. DLT-related activities, therefore, might pose similar or new threats to markets and their participants. 17

Hence, the primary regulatory concern is not with DLT, per se; rather, it is with possible applications that might pose new or 
unknown risks. The case of initial coin offerings (ICOs) illustrates this dynamic. ICOs involve the issuance of digital assets 
(tokens) for crowdfunding purposes. According to a recent study conducted by the Asian Development Bank, ICOs raised 
more than $17.1 billion globally between July 2017 and October 2018, of which $8.7 billion were raised in two ICOs. 18 
Since the losses associated with the purchase of these assets could be significant, the avoidance of basic rules to raise funds 
from the public (for example, disclosure requirements) presents significant risks. 19

Second, the rapid diffusion of DLT might entail unintended consequences that threaten the smooth functioning of the 
financial system. As financial intermediaries and market infrastructures perform vital roles in the management of systemic, 
business, and operational risks, the introduction of DLT—which promotes disintermediation—requires policy makers and 
regulators to consider how such risks are to be addressed. A case in point is represented by AML/CFT regimes. AML/CFT 

2 DLT-STCR OUTPUTS IN CONTEXT
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regulation relies largely on financial intermediaries to act as gatekeepers that apply know-your-customer (KYC) rules.20 In 
this regard, and as elaborated in section 3.1, the Financial Action Task Force (FATF) has issued a binding interpretative note 
to bring both digital assets and providers of services related to digital assets within the perimeter of AML/CFT regulation.21 

More generally, the integration of DLT within the wider financial system and the diffusion of digital assets might occur at 
a very fast pace. Hence, regulators might witness previously irrelevant new entities or products growing to a position of 
systemic relevance22 and their soundness affecting the stability of the financial system as a whole. A case in point is offered 
by the debate surrounding the proposed project known as Libra, which involves the issuance of an international digital 
currency whose value is tied to a basket of government-backed assets and linked to a popular social network with billions 
of users worldwide.23 A project of this scale would imply the establishment of a new global systemically important financial 
institution and raise core questions about both the immediate risks posed to financial systems and the ability of current 
regulatory regimes to curb such risks. 24

Third, the lack of regulation stifles, rather than facilitates, the diffusion of forms of financial innovation that benefit society. 
Without rules, or with rules that are unclear, ambiguities in the applicable requirements exacerbate compliance risk. A 
phenomenon of adverse selection might emerge, whereby the new technological advancements are exploited primarily for 
illegitimate purposes—as the connection between Bitcoin and illicit activities indicates.25 Conversely, uncertain regulatory 
treatment and opaque governance structures discourage financial institutions to engage with new forms of financial 
innovations, limiting the use of digital assets as collateral and participation in DLT-based secondary markets.

2.2 REGULATORY APPROACHES 

By and large, differences in how the aforementioned concerns are addressed explain the diverse regulatory treatment of 
digital assets. Some jurisdictions have adopted a rather cautionary approach, banning certain digital assets or prohibiting 
regulated financial institutions from dealing with such assets. For instance, while sustaining the development of DLT 
solutions and their integration with the mainstream financial system, the People’s Bank of China has banned ICOs, taking 
a stance against a specific use of the technology.26 Other jurisdictions, such as the United States and European Union, have 
adopted instead a wait-and-see approach, aiming to acquire further expertise to stimulate the development of new markets. 
Hong Kong has been promoting a risk-based and technology-neutral regulatory approach27 whereby rules are applied based 
on the economic characteristics and risks of financial activities, irrespective of the technology deployed.

In some cases, the regulatory pendulum swings fast. For instance, banks in Thailand were banned from offering services 
to secondary markets dealing with cryptocurrencies in February 2018, but the ban was relaxed in May 2018 when a new 
regulatory framework was implemented.28 In a similar vein, the Republic of Korea is considering revisions to the outright 
ban on the issuance of digital assets.29 Even within the European Single Market, which typically presents a high level of 
regulatory harmonization, there currently is no uniform regime. In the European Union, the regulation of DLT outputs is, 
in fact, left largely to member states. However, two recent reports pertaining to the regulation of digital assets—issued by 
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the European Securities and Markets Authority and the European Banking Authority—set the stage for the creation of a 
separate, bespoke, EU-wide regulatory regime.30 In all likelihood, the emerging regulatory regime aims to create a level 
playing field, promote technological neutrality, and address current regulatory voids. 

In general terms, new financial products and activities are benchmarked against existing statutory objectives commonly 
enshrined in the mandate of financial regulatory authorities. Notably, such overarching objectives articulate in two broad 
categories of regulatory regimes. The first category encompasses rules designed to protect the integrity of financial markets—
that is, the ability of markets to operate fairly, efficiently, and in support of licit activities. Typically, the protection of market 
integrity consists of measures aimed at protecting customers, including retail customers, and at regulating the conduct of 
financial institutions. In this respect, a primary concern is that digital assets might be sold like a type of retail financial 
instrument without complying with key requirements, such as KYC rules, the mandatory disclosure of information that is 
material to investors’ decisions, and the suitability obligations of the proposed instrument for retail purposes.31 

A second broad category of regulatory regimes is represented by prudential regulation, which aims at maintaining the 
soundness of individual financial institutions and the stability of the financial system in its entirety. Prudential regulation 
encompasses a variety of rules that are concerned with (i) keeping financial institutions viable and, failing that, ensuring 
their orderly liquidation, and (ii) increasing the ability of the financial system to withstand shocks that could compromise 
its proper functioning.32 As these measures affect the level and management of risks taken by banks and other financial 
institutions,33 the potential risks associated with digital assets, including DLT-STCR outputs, require the establishment of

specific regulatory safeguards. As illustrated in section 6.3, the calculation of capital requirements under the Third Basel 
Capital Accord34 requires considering the accrued risk associated with digital assets taken as collateral, including their price 
volatility. In addition, in light of the diffusion of DLT in the mainstream financial system, new prudential regulatory regimes 
are likely to emerge.35

2.3 FINANCIAL REGULATION AND DLT-STCR OUTPUTS: GENERAL TRENDS 

Within this heterogeneous and fast-changing landscape, financial regulation is primed to have a profound impact on 
the development of DLT-STCR outputs. First, global efforts to ensure coordination have been intensifying. Defining 
internationally harmonized policies and regulatory approaches was a priority at the Group of Twenty meeting held in Osaka 
in 2019. 36 International standard setters such as FATF, the Financial Stability Board, and the Basel Committee on Banking 
Supervision (BCBS) have been adapting or planning to adapt existing standards to address the challenges posed by digital 
assets and monitor the integration of DLT into financial services. These international initiatives are primed to affect the 
establishment of DLT-STCR outputs directly with regard to AML/CFT rules (as noted in section 3) and prudential regulation 
(section 4).

Second, where existing securities law is sufficiently developed, regulators’ reach may extend to digital assets and related 
secondary markets that reflect traditional financial activities. For instance, in the United States, the Commodities Futures 
Trading Commission (CFTC) indicated that natively digital assets used as currencies qualify as commodities for the purpose 
of the application of the Commodity Exchange Act of 1936. However, digital assets might also be assimilated to investment 
contracts, thus falling under the remit of the Securities Exchange Commission under the Securities Act of 1933. Such 
regulatory classifications result in requirements affecting the use of digital assets as collateral and the establishment of 
secondary markets for collateral, as illustrated in sections 6 and 7, respectively. 

Third, bespoke regulatory regimes are emerging to address new challenges, clarify ambiguities in existing laws governing 
securities and capital markets, promote FinTech, or simply gather information on nascent technologies. In Malta, for instance, 
the Maltese Digital Innovation Authority, established in 2018, has specific jurisdiction over technological innovations—
DLT in particular—and coordinates with existing financial regulatory authorities. More generally, a recent study indicates 
that sandboxes are active or planned in more than 50 jurisdictions around the world.37 Although the structure of sandboxes 
varies significantly across jurisdictions, they generally aim to promote FinTech by creating a safe environment where 
new technological solutions are tested. Domestic authorities, in turn, monitor these activities and determine the applicable 
regulatory requirements. Such an approach dovetails with the recommended strategy to promote coordination between 
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secured-transactions law reforms and prudential regulation, which can include DLT-based solutions. 38

In general terms, one of the most critical aspects for DLT-STCR outputs is the debate among domestic and international 
policy makers concerning the possible introduction of a new class of assets. Such a definitory effort would be particularly 
useful for those digital assets that do not represent traditional investment products and, therefore, are more likely to escape 
domestic securities and capital-markets law. This is the case of natively digital assets that are integral to the functions of a 
DLT-based system or have been issued to allow users to interact with the DLT system—for instance, providing access to 
specific services. Such tokens, although they have value among users, do not represent a financial claim. Adding granularity 
in the existing regulatory categorization, albeit at the risk of increasing complexity, would also allow more accurate 
monitoring of the diffusion and effective use of digital assets as collateral. 

From a practical perspective, the absence of reporting standards to differentiate among financing activities involving DLT 
is an obstacle to monitoring development and assessing risks. For instance, it might be difficult for domestic authorities 
simply to determine how many financial institutions accept digital assets as collateral if those loans are classified as general 
“secured loans” for reporting or accounting purposes. Ultimately, this issue fuels a larger governance problem currently 
being debated at the domestic and international level—that is, the lack of data on the effective interlinkage between natively 
digital assets and economic and financial systems.39
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3 MARKET INTEGRITY AND DLT-STCR OUTPUTS:  
 INTERNATIONAL STANDARDS

The possibility of taking a digital asset as collateral and the enactment of initiatives to facilitate the establishment of reliable 
secondary markets presuppose that the parties to these arrangements are not involved in illicit activities and, more broadly, 
that the market for digital assets operates in a fair and efficient fashion. In the context of digital assets and DLT-based 
platforms, protecting market integrity poses specific challenges. Decentralized exchanges and peer-to-peer platforms can be 
used for illicit purposes easily, as they allow transactions to be concluded anonymously. Furthermore, disintermediation and 
decentralization eliminate key control and responsibility functions, creating the conditions for the illegitimate exploitation 
of DLT-based outputs. 

The protection of market integrity has been developing in two primary regulatory areas. First, international efforts have 
progressively extended the application of AML/CFT requirements. As a result, the implementation of KYC rules is primed 
to become central to the development of any DLT-STCR output. Second, growing emphasis is given to avoiding abusive 
practices in the market. The decentralized nature of DLT paired with a lack of regulatory regimes renders digital assets 
prone to price manipulation, thus affecting their ability to serve as collateral. (See annex A.) The applicability of existing 
regulatory regimes concerned with avoiding abusive practices depends on whether, in any given jurisdiction, a specific 
DLT-based platform for the secondary market is considered a regulated activity. Section 6 illustrates this point in the 
context of secondary markets and domestic regulatory regimes. The remainder of this section focuses on the applicability of 
international AML/CFT provisions to DLT-SCTR outputs. 

3.1 ANTI-MONEY LAUNDERING AND COMBATING THE FINANCING OF TERRORISM 

FATF coordinates actions to monitor risks related to recent technological advancements. In 2015, FATF issued guidance 
for the implementation of a risk-based approach and, in 2018, amended Recommendation 15 to extend to a range of 
digital assets.40 The resulting regulatory framework centers on the notion of “virtual assets” that are defined as “a digital 
representation of value that can be digitally traded, or transferred, and can be used for payment or investment purposes.”41 
Excluded from the definition are digital representations of fiat currencies and other financial assets that are already covered 
by FATF recommendations. Thus, Recommendation 15 largely extends the existing AML/CFT regime to transactions 
involving the exchange of virtual assets as well as to a “virtual asset service provider,” defined as a natural or legal person 
conducting activities involving the exchange, transfer, safekeeping, administration, and control of virtual assets, as well as 
“participation in and provision of financial services related to an issuer’s offer and/or sale of a virtual asset.” 42

Consequently, DLT-STCR outputs involving assets that are either assimilated to other financial instruments under domestic 
regulatory regimes or categorized as “virtual assets” are subject to international standards for AML/CFT. The requirements, 
depending on the activities, range from the implementation of digital identity mechanisms to implement KYC rules, to 
licensing and registration requirements. Preventive measures (for example, customer due diligence, recordkeeping, or 
reporting of suspicious transactions) should also be applied, and an adequate supervisory framework should be established. 
Notwithstanding the general trend toward a more profound alignment with FATF standards, the effective implementation 
of AML/CFT regimes varies across jurisdictions. In May 2019, the U.S. Financial Crimes Enforcement Network issued 
a guidance clarifying that regulation pertaining to money services businesses applies to those businesses engaged in 
the activity of transmitting and accepting “currency, funds, or other value that substitutes for currency.”43 This statutory 
definition encompasses anything as long as the parties to a transaction attribute a “value that is equivalent to or can substitute 
for currency.” 
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Hence, the issuance, distribution, and organized exchange of digital assets, including decentralized applications, might 
qualify as money transmitters subject to the federal AML/CFT standards and licensing requirements.44 Similarly, the 
European Union in 2018 amended the regime on AML/CFT with the adoption of Directive 2018/843, better known as the 
Fifth Anti-Money Laundering Directive, which entered into force on January 10, 2020. The directive expands the scope 
of the AML/CFT regime to providers engaged in exchange services between digital assets and fiat currencies as well 
as to custodian and wallet providers. Unlike the U.S. regime, it applies neither to providers offering exchange services 
between different digital assets nor to providers of financial services for ICOs. As a result, depending on the specific product 
developed in the DLT-STCR context, different AML/CFT requirements might apply. (See table 3.1.) 

Table 3.1: Applicability of AML/CFT in the DLT-STCR Context

DLT-STCR OUTPUT FATF USA EU (2020)

Digital to fiat

Secondary markets for 
digital assets

√ √ √

Digital to crypto √ √ X

Transfer of assets √ √ √/X *

Safekeeping (wallets) Custodianship √ √ √

ICO-related services Collateral √ √ X

* Only if it falls under the definition of electronic money under Directive 2009/110/EC.

The application of AML/CFT regimes occurs through KYC rules. Typically, KYC rules require financial institutions to 
verify the identity of customers (individuals or legal entities) and verify their counterparties and the origin of their assets. 
KYC rules represent the cornerstone of AML/CFT regimes and, in practical terms, are often integrated with the due-
diligence processes that financial institutions must perform for risk-management purposes and to ensure the fair treatment 
of customers. KYC rules affect DLT-STCR outputs in two different fashions. First, rules might apply directly. Platforms 
supporting receivables trading or secondary markets for digital assets might have to apply KYC standards, verifying the 
origin of the claims and the identity of users. Second, AML/CFT rules might have an indirect effect on DLT-STCR outputs. 
For instance, even if digital assets are not regulated, per se, financial institutions might not be able to take them as collateral 
if their origin is uncertain. 

In light of the broad scope of Recommendation 15, it has to be ascertained whether AML/CFT rules also apply to collateral 
registries. This may arise in the context of a notice covering a digital asset that meets the definition of “virtual asset” 
under FATF recommendations. Specifically, although collateral registry will not fit into the FATF definition of “financial 
institution,”45 an extensive interpretation by regulators or lawmakers could lead them to consider the collateral registry a 
“virtual asset service provider.” This interpretation, however, appears to have limited applications in jurisdictions that have 
implemented a collateral registry system based on the Model Law on Secured Transactions elaborated by the United Nations 
Commission on International Trade Law (UNCITRAL). 

The function of collateral registries under the UNCITRAL Model Law is to provide a notice that a security right might 
exist in an asset covered thereunder.46 The registry is not concerned with the creation or enforcement of a right in the digital 
asset, or with its actual control. It is, instead, concerned with facilitating monitoring and eventual enforcement. Triggering 
the application of the AML/CFT rules would require considering the registration of a notice as an operation “enabling the 
control over virtual assets,” according to the interpretative note to Recommendation 15.47 Yet, a registration does not allow 
the borrower or the creditor to control any asset.
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AML/CFT regimes would not apply to the registry in a secured-transactions framework that does not provide for perfection 
of a security right in a type of asset by registration, such as Article 9 of the U.S. Uniform Commercial Code for bank 
accounts.48 Hence, if the potential application of the rules for virtual asset service providers to collateral registry is a 
concern, lawmakers may consider adjusting perfection rules in their domestic secured-transactions law. Concomitantly, it 
should be ensured that the AML/CFT regimes are applied to other financial institutions and service providers that are both 
in a better position to monitor digital assets and perform an instrumental role in the circulation of such assets. 

A different type of collateral registry may provide for the registration of ownership rights in relation to digital assets. In other 
words, these registries would record both ownership and security rights similar to registries for motor vehicles.49 In such 
circumstances, in line with international recommendations,50 specific analyses should be conducted considering both the 
domestic legal framework for collateral registries and the AML/CFT ecosystem where digital assets are taken as collateral.
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4 THE PRUDENTIAL TREATMENT OF DIGITAL ASSETS

Presently, the prudential treatment of digital assets is not subject to specific international standards. Capital adequacy 
standards do not encompass provisions tailored to digital assets. Yet general guidelines are emerging as domestic and 
international organizations monitor how banks and other regulated financial institutions deal with this new type of assets. 
Intimately connected with debate concerning the definition of a new category of assets, a general trend is emerging to define 
the prudential treatment for different types of digital assets. In particular, at the international level, the Financial Stability 
Board and BCBS have provided guidance to clarify the risk associated with digital assets and the need for banks to adopt a 
cautionary and conservative approach.

4.1 PRUDENTIAL PRINCIPLES FOR DIGITAL ASSETS AND CRYPTO-EXPOSURES

The Financial Stability Board in June 2019 issued a report to the Group of Twenty on the implications of decentralized 
financial technologies for the stability of financial markets. Notwithstanding the benefits related to the implementation 
of DLT in financial services, including trade finance and lending activities, the report noted that stability risks emerge. In 
particular, though formally based on a decentralized technology, DLT systems entail new forms of concentration risks. 
Such risks arise from different sources, such as the concentration of ownership of certain digital assets—related to the so-
called whale phenomenon (see annex B)—and the concentrated control over both the source code and the infrastructure 
governing trading in digital assets. In addition, the connection between digital assets and automation processes can give 
raise to procyclicality concerns,51 whereby the value of digital assets has a positive correlation with the general state of the 
economy. Hence, in the event of worsening economic conditions, the value of these assets may depreciate suddenly. Finally, 
the general issues related to the anonymity and lack of clear responsibilities of DLT-based systems could create significant 
challenges in the context of recovery and resolution regimes for financial institutions.52 Such regimes, in fact, rely on 
centralized recordkeeping where claims and collateral are known and ascertainable in order to ensure the orderly resolution 
of troubled financial institutions. 

From a micro-prudential perspective, digital assets also pose specific challenges. In this regard, the BCBS is coordinating 
with the Financial Stability Board in order to define the key traits of a prudential framework for digital assets. Moreover, the 
BCBS is conducting quantitative analysis to determine the current level of banks’ exposure to digital assets and their present 
risks, clarify the prudential treatment of digital assets, and monitor developments related to digital assets to determine their 
implications for banks and supervisors.53

As risks are assessed, the BCBS has called for a conservative approach toward digital assets. Particular attention has been 
given to those assets that are not issued by governments or public authorities, such as digital currencies created by central 
banks. (See section 6.4 for details.) In this context, the prudential treatment of digital assets should reflect their evolving nature 
and consider a variety of salient factors, including the core features of the assets considered,54 their economic functions,55 
their design to generate value, cashflow, and the existence of effective stabilization mechanisms limiting fluctuations. 56

In developing prudential regulatory regimes for digital assets, the BCBS has been following three general principles. 
First, as noted at the outset of this report, digital assets might reflect the same economic function of traditional (regulated) 
financial instruments and thus pose the same risk. (See section 2.2.) Following the principle “same risk, same activity, 
same treatment,” the BCBS indicates that the prudential framework should not favor or disfavor the use and diffusion of 
digital assets; rather, it should gauge and curb any additional risk posed by such assets.57 Second, the prudential framework 
for digital assets should be simple and flexible, thus excluding the possibility of designing complex models to determine 
regulatory requirements.58 Third, the prudential treatment suggested by the BCBS for digital assets should be considered as 
a “minimum standard,” indicating that jurisdictions that forbid banks to have exposures to digital assets will be deemed in 
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compliance with international prudential standards.59

The aforementioned general principles govern the prudential treatment of direct and indirect exposures that banks might 
have toward digital assets that are not backed by government or public authorities. Such exposures might emerge from 
banks directly issuing, exchanging, or investing in digital assets. They equally emerge from loans secured with digital assets 
or extended to entities investing in these assets. In general, it might be difficult for banks to calculate risk on an exposure 
that involves a digital asset, due to the lack of reliable data. 

Key concerns are the high degree of volatility and the fact that digital assets are an immature class, given the lack of 
standardization and fluid evolution. These very characteristics give rise to a variety of financial risks for banks. (See box 
4.1.) Hence, the BCBS has advised banks to undertake more stringent due diligence on customers and assets, implement 
adequate governance and risk-management policies, fully disclose any material exposure to digital assets, and engage in an 
open dialogue with the supervisory authorities, with the aim to reduce the risks associated with digital assets. 

Box 4.1: Exposure to Digital Assets: Key Financial Risks

Credit and counterparty risk: Banks holding digital assets that entail a legal obligation between the issuer and the 
holder of such assets might be subject to credit risk arising from the claim on the issuer.

Liquidity risk: Banks that hold digital assets or take them as collateral might not be able to convert them into cash 
with minimal or no loss in value.

Market risk: Banks are exposed to the risk associated with the high volatility of the price of digital assets, and ab-
sent transparent and liquid secondary markets, it might be difficult to conduct reliable valuations. 

The general concern that existing prudential regulation is unequipped to grasp the risks of digital assets emerges in various 
jurisdictions. In the European Union, the European Banking Authority clarified that until new regulatory guidance is given, 
exposures to digital assets (referred to as “crypto-assets”) should be treated conservatively, potentially requiring additional 
capital requirements.60 In the United Kingdom, the Prudential Regulation Authority, in one of its “Dear CEO” letters to 
banks, investment firms, and insurers, noted that digital assets represent “a new, evolving asset class,” and classification 
“will depend on the precise features of the asset.”61

4.2 CAPITAL REGULATION

Two fundamental paradoxes are associated with the prudential treatment of digital assets. First, it might be difficult to assess 
precisely their diffusion in the banking sector. If digital assets are qualified as any other financial assets or liabilities—without 
specific differentiation or specific reporting standards—their effective deployment might escape rigorous risk analysis. Lack 
of sufficient granularity in the classification of digital assets thus might hinder efforts to calibrate prudential standards. 
However, an increase in the precision of regulatory classifications corresponds to a surge in complexity and rigidity. Second, 
the applicability of regulatory and accounting principles is unclear for natively digital assets that do not represent a financial 
claim on, or a financial liability of, any (natural or legal) person. As these assets are considered valuable by their users and 
are used as means of investment or exchange, the definition of adequate reporting standards is of paramount importance. 

In respect to digital assets that do not represent a financial claim or liability, a cautionary approach has been emerging. For 
instance, digital assets could be considered a medium of exchange and thus qualify as cash for the purpose of accounting 
standards, or they might fit into the definition of commodities. In light of the lack of sufficient information and the 
underdeveloped market, a more prudent approach has been recommended. 

In particular, the ECB notes that these assets could be classified as intangible assets under International Accounting 
Standard 38,62 which establishes the accounting treatment for intangible assets that are not dealt with specifically under 
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For the valuation of digital assets, the mark-to-market or fair-value accounting and valuation principles must be 
deployed. The mark-to-market valuation method involves recording the value of an asset to reflect its current market 
levels and aims to provide a realistic appraisal of the asset’s current financial situation.

Problems can arise, as mark-to-market accounting can become volatile if market prices fluctuate greatly or change 
unpredictably, leading to measurements that do not accurately reflect the underlying asset’s true value. The value of 
assets may vary rapidly due to changing market conditions and because buyers and sellers keep coming in and going 
out in an irregular fashion, often due to unreliable information or overoptimistic or overpessimistic expectations of 
cash flow and earnings.

other international financial reporting standards, such as patented technologies, computer software, or Internet domains. It 
identifies specific mandatory criteria for such assets to be recognized for accounting purposes. In particular, an intangible 
assets should (i) be identifiable, in the sense that it can be separated from other assets to be sold or transferred; (ii) be able 
to generate economic benefits that are transferred to the financial institution; and (iii) have value that can be measured in 
a reliable fashion. The effective ability of natively digital assets to meet these recognition criteria is unlikely, given their 
high volatility and the uncertain economic benefit for the financial institution. If such criteria are not met, International 
Accounting Standard 38 requires considering any expenditure on the asset as an expense. 

The ECB indicates that digital assets not representing any claim or liability would have to be deducted prudentially.63 This 
means that banks should consider the value of these assets as wholly lost. In addition, and regardless of the classification 
for accounting purpose, a 100 percent stable funding is likely to be applied. As a result, any exposure to natively digital 
assets would have to be covered fully in its value by an equal amount of other liquid assets. The ECB justifies this treatment 
by noting that “it reflects the potential difficulties of monetizing crypto-assets through sale (or using it as collateral in 
secured borrowing transactions) over the course of one year without significant expense.”64 As more data is gathered, further 
regulatory guidance on the calculation of capital charges for different DLT-based assets is expected.

Box 4.2: Valuation
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5 THE REGULATORY PERIMETER FOR DLT-STCR 
OUTPUTS: AN ANALYTICAL FRAMEWORK
Alignment with market-integrity rules and prudential requirements is a prerequisite for DLT-STCR outputs to promote 
responsible and inclusive access to credit. However, the applicable regulatory regimes vary depending on the DLT-STCR 
output, its design, and the jurisdiction where it is implemented. Consequently, prior to creating security rights in digital 
assets or before establishing a DLT-based secondary market for collateral, a regulatory assessment should be conducted. 
To this end, section 5.1 offers an overview of how regulatory regimes could affect DLT-STCR outputs, while section 5.2 
puts forward a method to be followed in specific context to determine the regulatory requirements applicable to DLT-STCR 
outputs.

5.1 THE IMPACT OF REGULATION ON DLT-STCR OUTPUTS 

The regulatory framework governing financial services and activities might affect DLT-STCR outputs in the following three 
ways: 

1. Regulatory regimes might apply to the identified outputs directly. For instance, if a digital asset qualifies as a financial 
instrument, depending on the jurisdiction, the creation of a security right, its perfection, and the liquidation of collateral, 
custody, and intermediation may be regarded as regulated activities. 

2. Regulatory regimes affect DLT-STCR outputs indirectly by imposing regulatory requirements on the secured creditor, 
rather than on the output, per se. For instance, when regulated financial institutions take a digital asset as collateral 
or operate in platforms for secondary markets, they must comply with disclosure and prudent risk-management 
requirements. 

3. Regulatory considerations promote a synergetic integration of DLT-STCR outputs and existing or emerging regulatory 
initiatives deploying distributed ledgers. For instance, information on a movable asset recorded on a DLT might facilitate 
its transparent valuation and, thus, its liquidation in secondary markets. In addition, a DLT-platform for secondary 
markets might be designed to facilitate regulatory compliance and supervisory functions. 

In light of the potential impact on DLT-STCR outputs, it is of primary importance to assess whether and to what extent 
different regulatory regimes in different jurisdictions affect a specific DLT-STCR output, whether directly, indirectly, or 
through synergetic integration. 

5.2 ASSESSMENT METHOD

Reflecting the threefold impact of financial regulation on DLT-STCR outputs, a three-step method is proposed to perform 
a regulatory assessment. The first step requires financial institutions to ascertain whether a given DLT-STCR output falls 
within the regulatory perimeter. For instance, the issuance and distribution of a given digital asset might be considered 
a regulated activity and thus be subject to securities and capital-markets laws. Such a determination depends largely on 
domestic definitions of securities and financial instruments, which in turn might be enshrined in primary or secondary 
legislation and further clarified through regulatory guidelines and judicial interpretation.65 Although some tokens fit into this 
definition and, thus, are treated as securities, gray areas emerge when other digital assets are considered.

As discussed in section 6.1, the regulatory taxonomy for digital assets is not harmonized, and different definitions might 
apply for different legal and regulatory purposes. In addition, natively digital assets pose new challenges, as the application 
of existing regulatory regimes for securities and investment contracts might not apply. 
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For instance, when digital assets (in the form of tokens) represent an incentive to create and maintain a public ledger in 
public and permissionless systems,66 those digital assets might present some or none of the characteristics of traditional 
financial instruments or investments. In this regard, domestic regulators are focusing on identifying those digital assets that 
might fall outside existing regulatory perimeters. Typically, this category includes, as noted by the ECB, any “asset recorded 
in digital form that is not and does not represent either a financial claim on, or a financial liability of, any natural or legal 
person, and which does not embody a proprietary right against an entity.”67

In this context, the development of a DLT-STCR output should consider the interactions with regulatory categorizations 
established under the regulatory regimes for regulated activities and introduced through bespoke regimes. This point is 
particularly salient for security rights in digital assets and for the establishment of a secondary market for DLT-based 
assets. In the former case, depending on the legal system, the intersection between secured-transactions law and regulatory 
definition might affect the applicable perfection and enforcement rule. (See box 5.1.) Based on the regulatory nature of 
the digital assets under consideration, as examined in section 6, securities, banking, and payment regulation might apply, 
requiring specific licensing regimes. In the case of secondary markets for digital assets, as noted in section 7, DLT-based 
platforms might be regarded as trading venues, thus requiring compliance with an articulated set of rules. Finally, where 
DLT-STCR outputs are subject to bespoke regulatory regimes, the integration of a distributed ledger in a collateral registry 
might also have to comply with specific requirements introduced to regulate the application of nascent technologies.

Box 5.1: Secured-Transactions Law and Regulatory Classifications

A key issue is whether the regulatory classification attributed to a given digital asset has any consequences on the 
applicable rules on perfection. For instance, in the United States, a digital asset might be classified either as investment 
property, where control may be used to perfect the security right, or as a general intangible, which requires registration. 
(See DLT-STCR Law and Registry Note, section 2.2.) Under this regime, the classification depends largely on the 
parties who may agree to treat the digital asset as a financial asset for the purposes of secured-transactions law. The 
different classifications under regulatory regimes and in other legislation, such as for the purposes of the commodity 
exchange laws, do not affect the perfection rules. 

In other jurisdictions, however, the regulatory classification of a given digital asset might have an impact on the 
applicable regime governing the creation, perfection, and enforcement of security rights. For instance, if a domestic 
secured-transactions law refers to the definition of financial instruments provided in the regulatory framework and 
digital assets are considered as financial instruments under the same framework, then security rights in digital assets 
are likely to follow the regime normally applied for financial instruments.

The second step is to determine whether lenders, such as banks or other financial institutions, are subject to specific regulatory 
requirements whenever they deal in digital assets or invest in an activity implementing a new technology. This aspect has 
been explored far less, but it is poised to increase in relevance as DLT integrates into mainstream financial systems. The 
effective development of DLT-STCR outputs is likely to be affected by regulatory frameworks that subject lenders to 
business-conduct rules and prudential requirements. 

Banks and other financial institutions, such as institutional investors, are generally not allowed to participate in secondary-
market platforms that are not regulated. As a result, market liquidity in such circumstances is constrained. Moreover, 
as discussed in section 6.3, the prudential treatment of collateral for calculating capital requirements might, in practice, 
discourage banks from taking a digital asset as collateral. In fact, the effectiveness of any asset, including digital assets, as 
collateral depends on whether it mitigates credit risk without exposing the secured creditor to new operational, legal, and 
technological risks.68 

Finally, the third step is to identify whether DLT-STCR outputs can leverage the interaction and coordination of other 
initiatives that implement DLT within the regulatory perimeter. As a general trend, interest is growing in integrating 
distributed ledgers in various aspects of business activities. A case in point is the recent amendment to the Delaware 
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General Corporation Law allowing for the inclusion of distributed ledgers in corporate governance structure and reporting 
standards.69 This development indicates that core functions of corporations can be performed through a DLT system that 
also ensures regulatory compliance. In this regard, DLT-STCR outputs can be designed to integrate with initiatives that are 
aimed at fostering the integration of new technologies with regulatory and supervisory activities, referred to as RegTech.

The development of a given DLT-STCR output, such as a collateral registry or a platform for the secondary market, could 
benefit from coordinating with initiatives aimed at ensuring regulatory compliance. A complete treatise on how different 
outputs can link with emerging RegTech activities falls outside the scope of this guidance note. Nonetheless, it is important 
to note that distributed ledgers—combined with artificial intelligence and, in particular, machine learning algorithms—
have been used for monitoring and risk-management purposes. In particular, DLT has been implemented to improve and 
streamline customer due-diligence processes, increase the traceability of transactions, remove duplication of efforts, and 
ultimately facilitate the automation and accuracy of reporting standards and compliance requirements. (See box 5.2.) A 
further step—currently examined by regulatory authorities—is the possibility of a supervisory framework that monitors 
compliance by analyzing and interacting with the distributed ledger of tokenized markets, a scenario termed “embedded 
supervision.”70

Box 5.2: KYC/AML Processes on Blockchain

In 2018, a group of financial firms, regulators, and corporate clients conducted a trial of a KYC-compliance application 
built upon R3’s Corda blockchain platform. Parties of this project have been private institutions, such as ABN AMRO, 
Société Générale, BNP Paribas, and Deutsche Bank, and public entities, including National Bank of Egypt, the Federal 
Reserve Bank of Boston, the Central Bank of Colombia, and the Superintendency of Banking and Insurance of Peru. 

The model allows corporate customers to create and manage their own identities and then grant permissions to multiple 
participants to access the data. This can lead to improved efficiency by eliminating the need for each financial institution 
to attest and update KYC records individually. The model also helps avoid data-privacy and security problems, since 
only parties with permission from the customer have access to the data. The group managed to conduct more than 300 
transactions in 19 countries across eight time zones. 

Novel technological advancements are key to promote a greater coordination between STCR outputs and social, economic, 
and regulatory environments. As DLT outputs are aimed at fostering access to credit and financial inclusion, reflecting 
the general expectations attributed to FinTech,71 their implementation should also facilitate compliance with relevant 
requirements promoting the integrity and soundness of financial markets. From a policy standpoint, such an approach is 
in line with the current efforts to promote sound and inclusive access to credit through coordination between the legal and 
regulatory elements comprising the credit ecosystem.72 In practical terms, this requires addressing interoperability and 
scalability issues if different DLT-based systems are implemented in a given jurisdiction.
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6 DIGITAL ASSETS AS COLLATERAL: REGULATORY IMPLICATIONS

Compliance with applicable regulatory regimes is a premise for taking digital assets as collateral. In any given legal system, to 
determine which regulatory regime applies to a given digital asset, it is key to ascertain whether its issuance, intermediation, 
and transfer are regulated activities. The outcome of such assessment depends largely on applicable securities laws and on 
the classification of digital assets under domestic regulatory frameworks. If the issuance and transfer of digital assets are 
considered regulated activities, the ability of lenders to take such collateral or the possibility to dispose of it in a timely 
manner will be affected by applicable regulatory requirements. 

Section 6.1 introduces four main archetypes of tokens that could serve as collateral, indicating their emerging regulatory 
treatment. Section 6.2 considers the special case of stablecoins. The difficulties of considering digital assets as eligible 
risk mitigants for the purposes of capital requirements are illustrated in section 6.3. In light of the potential impact on 
lending practices that the introduction of digital currencies issued by central banks might have, their core traits and current 
developments are illustrated in section 6.4.

6.1 REGULATORY CLASSIFICATION OF DIGITAL ASSETS

The tendency across regulatory regimes is to classify tokens into three main categories—namely, payment tokens, security 
and investment tokens, and utility tokens.73 Yet, given that the same digital asset could serve different purposes, the 
boundaries are often blurred, and a new category, referred to as hybrid tokens, is emerging. Depending on the classification 
offered, different regulatory standards might apply to govern their issuance and distribution.

The contours and core features of these categories are subject to change. Technological advancements and new business 
applications require novel regulatory classifications. Moreover, absent a uniform taxonomy, different jurisdictions use various 
terms to refer to the same class of assets. For example, payment tokens are also referred to as “exchange tokens” (United 
Kingdom) or “currency tokens” (Israel), whereas security and investment tokens are also referred to as “security tokens” 
(Abu Dhabi and Hong Kong), “asset tokens” (Switzerland), or “investment-type crypto-assets” (European Securities and 
Markets Authority).74 Nonetheless, a set of core technological characteristics and practical uses is identifiable and briefly 
presented below.
 
PAYMENT TOKENS 
Payment tokens—often referred to as cryptocurrencies—usually operate in permissionless, decentralized networks, as they 
are not issued or backed by any central authority.75 They are used primarily as a means of payment for goods and services or 
the transfer of money or value.76 The most prominent examples of these tokens are Bitcoin and Litecoin. In general, payment 
tokens are designed to be used like traditional fiat currencies. However, they are not recognized as legal tender, and they are 
not considered an equivalent to money, as they represent neither a stable medium of exchange nor a reliable store of value. 

The regulatory treatment of payment tokens is not harmonized and, in some jurisdictions, remains uncertain. By and large, 
cryptocurrencies that are natively digital and do not represent any underlying financial claim or liability tend to escape 
existing regulatory perimeters established for securities and related financial products. Nonetheless, two general regulatory 
trends have been emerging. First, as illustrated in section 3.1, an international consensus has been consolidating for the 
application of AML/CFT rules to financial institutions dealing with such assets. Second, even though domestic regulators 
are not treating the most common cryptocurrencies as securities, they have been expanding their jurisdictions over activities 
connected to this type of digital assets, such as the offering of investments settled with cryptocurrencies, the establishment 
of platforms supporting their transfer, or the extension of loans secured with such tokens. 
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For instance, in the United States, the CFTC explained that cryptocurrencies are considered “like many other intangible 
commodities that the Commission has recognized over the course of its existence,” adding that “since their inception, 
virtual currency structures were proposed as digital alternatives to gold and other precious metals.”77 As a result, some loans 
secured with such digital assets, if they qualify as commodity contracts under the Commodity Exchange Act, are subject to 
the jurisdictions of the CFTC. As discussed in section 7.4, this means that platforms providing services that are connected to 
this type of loan must comply with specific regulatory requirements under the supervision of the CFTC. Moreover, gathering 
payment tokens from the public with the promise of a return based on the activity of the promoter meets the criteria 
established under the U.S. law for securities regulation (see table 6.1) and therefore is an activity subject to the jurisdiction 
of the Securities Exchange Commission.78

SECURITY AND INVESTMENT TOKENS
Security and investment tokens are digital assets generally representing other financial assets,79 such as a debt or an equity 
claim on the issuer. In any respect, they provide their holders with rights such as repayment of a sum of money, ownership, 
or a share in future earnings of a company.80 By granting rights of ownership (through dividends and capital contribution) 
and control (through voting rights), security and investment tokens resemble financial instruments because they convey a 
predominantly investment-related or speculative element.81 As a consequence, they constitute the main type of digital asset 
that falls within the regulatory perimeter. In an effort to determine whether a digital asset might constitute a security, both 
the Securities Exchange Commission and the European Banking Authority have stressed that “form should be disregarded 
for substance” and that the focus must be on the “economic realities underlying a transaction, and not on the name appended 
thereto it.”82

Regulators have developed different approaches to determine whether a given financial product falls into the definition 
of securities and therefore should be subject to specific regulatory requirements.83 These approaches are also applied to 
determine whether the issuance and circulation of a token should be subject to disclosure and licensing requirements. (See 
table 6.1.) In general, the problems with the classification of digital assets as securities (for example, under U.S. law) or as 
financial instruments (for example, under EU law) are only partially due to the novelty of such assets. The primary issue 
is, instead, known discrepancies and ambiguities in the definitions and methods to define and regulate securities, a problem 
identified before the advent of DLT,84 which has now become more evident.85

Table 6.1: Digital Assets as Securities
Jurisdiction Characterization Qualification Legal Basis

United States Security and investment tokens Investment contracts Howey Test 86

Four parts of the test to determine a qualifying regulated activity:
(i) An investment of money
(ii) In a common enterprise
(iii) With a reasonable expectation of profits
(iv) The expectation of profits is based upon the entrepreneurial efforts of others 

European Union Investment tokens Financial instruments/
transferable securities

MiFID II
(2014/65/EU)

The applicability of EU securities law to digital assets remains limited to tokens that 
(i) Have an attachment of profit; and 
(ii) Are representations of assets and liabilities. 

United Kingdom Security tokens Specified investments FSMA 2000 - Regulated Activities 
Order (RAO)

Indicative qualifying regulated activities (Part III, Section 22, RAO):
(i) Deposits
(ii) Shares
(iii) Debentures, loan stock, bonds, and so forth
(iv) Warrants, options, futures, contracts for differences, and so on 
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UTILITY TOKENS
Utility tokens give access to a digital application or service.87 Depending on their functions, they might be similar to 
vouchers, chips, or keys that can be redeemed for services.88 In contrast to payment tokens, utility tokens provide some 
utility function other than payment or exchange for goods and services. Moreover, unlike security and investment tokens, 
utility tokens grant holders access to a current or future product, but they do not grant holders rights similar to those granted 
by other investment products, such as voting rights or ownership. As a consequence, utility tokens tend not to be regarded 
as securities and thus generally fall outside the regulatory perimeters. However, ambiguities concerning the applicable 
regulatory regime might emerge when utility tokens also perform an investment function.

Notwithstanding the functional differences between utility tokens and payment and security and investment tokens, utility 
tokens might have some or all the features of securities. In the United States, in order to prevent the use of utility tokens 
merely to circumvent regulatory requirements, the Securities Exchange Commission indicated that whether utility tokens 
are subject to securities law depends on their economic substance rather than the label given by the issuer stating the mere 
existence of a utility function. 89

HYBRID TOKENS
Hybrid tokens fit multiple regulatory definitions. They are typically considered to be both methods of payment and financial 
instruments, a case often represented by tokens created on the Ethereum platform. Depending on the jurisdiction and the 
core features of the tokens, the tregulatory treatment of hybrid tokens could be either cumulative—that is, both securities 
law and payment services law would be applied—or hierarchical—either securities law or payment services law would 
prevail.

From the above it emerges that the regulatory classification determines whether the issuance and the distribution of a token is 
subject to specific regulatory requirements. Considering the different techniques for creating tokens (for example, pre-mine, 
continuous mining, and hybrid) and a variety of methods for distributing tokens (for example, pre-token sale, ICOs, mining, 
Airdrop, Fork), issuing digital assets might vary significantly from case to case and from one jurisdiction to another. To date, 
the majority of regulatory authorities have focused on the regulatory treatment of ICOs, largely based on the definition of 
securities—whereas private placements are generally falling outside the regulatory perimeter. In any respect, whenever the 
distribution and circulation of a digital asset is regulated—either through bespoke regime or a technology-neutral approach 
apply (see box 6.1)—the ability of that asset to serve as collateral is bound to its compliance with applicable regulatory 
standards.

Box 6.1: Examples of Regulatory Regimes for Digital Assets

Jurisdiction

Malta
 
As the applicability of EU law on digital assets is limited (see table 4.1), member states have been developing different 
regulatory regimes that extend the applicability of existing rules or establishing bespoke regimes. Malta offers an 
example of a jurisdiction implementing a bespoke regulatory approach that is concerned with DLT. In July 2018, 
the Malta Digital Innovation Authority Act, the Innovative Technology Arrangements and Services Act, and the 
Virtual Financial Asset Act entered into force. The approach sets up a special regulatory framework for innovative 
technologies, introducing, among other things, a test to determine whether a given digital asset (i) falls within the 
scope of the existing regulatory framework, (ii) falls within the new regime established by the Virtual Financial Asset 
Act, or (iii) rests outside the regulatory framework. Pursuant to the new regulatory regime, the issuers of virtual 
financial assets and the service providers are subject to AML/CFT regulation. In addition, licensing requirements are 
established for DLT-related activities.
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6.2 STABLECOINS 

Stablecoins are digital assets with a pegged value that limits their volatility. Stablecoins can be (i) asset backed, whereby 
traditional assets (financial or non-financial) are used as reserves or as collateral and kept in custody, typically by an 
entity designated by the issuer, or (ii) algorithmic, whereby smart contracts are implemented to regulate the issuance and 
redemption of the token, thus controlling the prices of the token. The promise of a relatively stable value and the possible 
integrations with the mainstream financial and banking system make stablecoins particularly relevant for DLT-STCR 
purposes. Algorithmic stablecoins generally follow the regulatory regimes applied for other digital assets. Hence, if they are 
used as part of an investment-like activity, they are likely to be subject to relevant securities regulation. 

In principle, stablecoins would meet the regulatory criteria for collateral if their value is stable and established in liquid 
markets.90 If they were to be accepted as medium of exchange for other goods, stablecoins would also perform money-like 
functions, operating in a fashion that is similar to existing electronic payment systems and electronic money. Hence, they 
should be subject to the same regulatory requirements. However, practical applications are currently at the proof-of-concept 
stage, and the stability attached to most stablecoins currently traded in secondary markets is only relative to the volatility 
of other cryptocurrencies. More generally, the actual ability of a stablecoin to be used as a payment system, as a collateral, 
or as an alternative to paper money depends largely on political, policy, and regulatory considerations, as the case of Tether 
and the Libra project have indicated. Internationally concerted initiatives have been taken, following the requests advanced 
by both the Group of Seven and the Group of Twenty. Additionally, the Financial Stability Board has been tasked to address 
regulatory, supervisory and oversight challenges related to “global stablecoin” arrangements. In April 2020, 10 high-level 
recommendations have been published for consultation and in the accompanying report the Financial Stability Board noted 
the importance of developing “appropriate regulatory approach within jurisdictions across sectors and borders” in respect 
to stablecoins. 90-A

Bermuda 

Bermuda has enacted a set of special rules, although their scope is more limited than legislation implemented in 
Malta. In particular, the Bermuda Digital Asset Business Act 2018 regulates such activities as issuing, selling, or 
redeeming digital assets or providing payment services using digital assets, electronic exchanges, or custodial wallet 
services. Persons carrying on digital-asset businesses are required to obtain licenses based on certain minimum fitness 
and propriety criteria and are subject to business-conduct, reporting, and other requirements. Amendments to the 
Companies Act have been enacted to regulate ICOs. Under its provisions, ICOs require the consent of the Ministry of 
Finance, and issuers need to fulfill some disclosure requirements. Activities falling within the scope of digital-asset 
businesses are subject to AML/CFT regulation. Mining is specifically exempted. 

Hong Kong 

Unlike Malta and Bermuda, Hong Kong has no bespoke regime for digital assets. However, the Hong Kong Monetary 
Authority, the Securities and Futures Commission, and the newly established Insurance Authority are operating 
sandbox programs allowing for voluntary live testing of financial products and technologies in a limited regulatory 
environment before their formal launch. With regard to ICOs, the Commission has issued a statement that provides 
information on their regulatory treatment. Where the digital tokens involved in an ICO fall under the definition of 
securities, dealing in or advising on the digital tokens or managing or marketing a fund investing in such digital tokens 
constitutes a regulated activity and a license must be obtained. In a similar vein, digital-asset portfolio managers 
and digital-asset fund distributors require a license and are supervised by the Securities and Futures Commission. In 
November 2019, in a position paper on the regulation of virtual assets trading platforms, the Commission indicated 
that some types of centralized platforms that trade security and non-security tokens are suitable to be regulated under 
the existing framework. Given that the Commission has no power to grant a license and supervise platforms dealing 
only in non-security tokens, operators who want to apply for a license and be subject to the new regulatory regime must 
intend to offer at least one security token on their platform.
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In light of the ongoing developments and possible impact on DLT-STCR outputs, it is worth examining the key features of 
existing and proposed applications of stablecoins. Current applications include tokens that are pegged to fiat currencies (for 
example, the U.S. dollar), commodities (for instance, gold and oil), baskets of digital assets (such as Bitcoin and Ether), and 
commercial bank money. In the latter case, the economic structure of stablecoins is very similar to those of bank deposits, 
as each token is backed by an asset portfolio of a particular issuing bank and is subject to the bank’s insolvency risk. The 
versatility of stablecoins emerges also from Libra, which, by leveraging a very large customer base provided by a popular 
social network, proposed to establish an international system for mobile money based on a permissioned blockchain.91 As 
illustrated in table 6.2, the proposal differs from other payment tokens, such as Bitcoins, as well as from other stablecoins, 
inasmuch as its governance is centralized and its value is tied to a basket of major fiat currencies and highly liquid bonds 
issued by various governments. Arguably, the most remarkable aspect of this proposal is reflected in the immediate reactions, 
prompting the Group of Seven to set up a working group on stablecoins that indicated that initiatives in this field “must 
meet the highest standards and be subject to prudent supervision and oversight, and that possible regulatory gaps should, as 
a matter of priority, be assessed and addressed.”92

Table 6.2: Stablecoins Features

Digital asset Payment token Stablecoins

Cryptocurrency Fiat-backed Deposit-backed Payment token and depos-
it-backed

Bitcoin Tether JPM coin Libra

Pegged Not pegged

Value is intrinsic to the 
token

Reserves held at a bank 
and composed of fiat cur-

rency and cash equivalents

Pegged to fiat currency

1:1 redeemable in fiat cur-
rency held by J.P. Morgan

Backed by a pool of multi-
jurisdiction low-volatility 

assets (Libra Reserve)

Redeemable in fiat cur-
rencies

DLT platform Permissionless (public)

Decentralized blockchain

Permissionless (public)

Decentralized blockchain

Permissioned

Centralized blockchain 
built by J.P. Morgan and 

other partners

Permissioned

Not a blockchain; data are 
recorded in sequence with-

out distinction in blocks

Users Primarily retail

Limited wholesale investor 
base

Retail

Limited wholesale investor 
base

Exclusively for institution-
al customers passing KYC 

requirements

Digital wallet for individu-
al users, as a means of pay-
ment for goods or services 

or as value transfer
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The regulatory regime applicable to stablecoins varies depending on the design of the system and the jurisdictions in which 
it operates. However, in line with the general approach established by the Group of Seven Working Group on Stablecoins, 
international and domestic regulatory regimes are emerging. In a similar vein, alignment to the regulatory initiatives put 
forward by the Financial Stability Board is expected. For instance, the Swiss Financial Market Supervisory Authority 
published a supplement to its ICO guidelines outlining the regulatory treatment for stablecoins.93 In particular, the guidelines 
noted that a project like Libra would be considered market infrastructure and would thus require a license for payment 
systems, compliance with AML/CFT rules, and the implementation of prudential requirements to curb credit, market, and 
operational risk.94 

More generally, the guidelines clarified the regulatory treatment for different types of stablecoins. Tokens pegged to a fiat 
currency, a pool of currencies, or precious metals, depending on the structure of the claim, could qualify as deposits under 
Swiss banking law, requiring a banking license.95 Given the lack of actual cases, the regulatory implications of taking such 
digital assets as collateral remain hypothetical. What is evident is that, depending on the legal system, if such digital assets 
are held in accounts that qualify as deposit accounts, then the rules for perfecting and enforcing security rights in deposit 
accounts would be applicable, similar to what has been noted where digital assets are qualified as securities. (See Section 
5, box 5.1.)

As the foregoing discussion indicated, whenever a digital asset is treated as a regulated activity, be it a financial instrument 
or a bank deposit, its creation, distribution, and exchange are subject to regulatory regimes. Hence, the establishment of a 
security right over such assets cannot—and should not—prescind from regulatory requirements that need to be met for these 
assets to circulate. 

6.3 CAPITAL REQUIREMENTS FOR TRANSACTIONS SECURED WITH DIGITAL ASSETS 

The regulatory definition of a digital asset affects the classification of the corresponding exposures. This is to say that, for 
instance, if a digital asset represents a debt or an equity claim, financial institutions investing in it would have a debt or 
an equity exposure toward the issuer. In addition to considering key financial risks—represented by credit, liquidity, and 
market risk associated with digital assets—capital charges must consider relevant non-financial risks,96 the most relevant 
being operational and legal risk. (See box 6.2.) In the case of natively digital tokens and, more generally, whenever a 
token does not represent any financial claim, the qualification of digital exposures results in further complexities, and as 
illustrated in section 4.2, caution has been advised by the BCBS and domestic regulators. Such an approach is reflected in 
the prudential treatment for transactions collateralized with digital assets.

Box 6.2: Exposure to Digital Assets: Non-financial Risks

Operational risk: Banks with direct or indirect exposures to digital assets are prone to risks associated with 
technological vulnerabilities, including the risk of cyber attacks (cyber risk), governance issues related to the network, 
or the unexpected developments affecting the diffusion of untested technologies.

Compliance risk: Banks with exposures to digital assets, including when digital assets serve as collateral, must 
ensure compliance with relevant regulatory provisions regulating financial services and activities, bespoke regimes, 
and international AML/CFT standards. Failure to ensure compliance with applicable requirements hinders the ability 
of digital assets to serve as collateral. 

Legal risk: Depending on the jurisdiction, banks face uncertainties in the legal categorization and treatment of 
various digital assets. In particular, uncertain treatment under domestic secured-transactions and insolvency law might 
undermine the ability of digital assets to offer valid credit protections. (See DLT-STCR Law and Registry Note.)
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Under the Third Basel Capital Accord, using natively digital assets as collateral in order to curb credit risk and, thus, reduce 
capital charges is not possible. The accord provides for a general category—referred to as “other assets”—to include all 
assets that do not fall into any of the specific categories.97 However, the Third Basel Capital Accord envisages the possibility 
for domestic authorities to recognize only “the credit risk mitigating effect of certain other physical collateral”98 (emphasis 
added). Even if a jurisdiction decides to extend the notion of “other collateral” to include digital assets, provided that 
they do not belong to any existing class of assets, a specific set of conditions must be met. First, a bank must seek and 
obtain authorization from domestic regulators to use the internal methods—known as internal rating-based methodologies.99 
However, the BCBS discourages the use of “complex internally-modelled approaches” to calculate regulatory requirements 
for digital assets.100 Thus, for the applicability of internal rating-based methodologies, domestic regulators should indicate 
what approach qualifies as “complex” and whether such a limit applies to every digital asset, including those representing 
underlying financial claims. 

Second, banks must demonstrate the existence of a liquid secondary market where prices are publicly available in order to 
ensure the expeditious and cost-effective disposal of the digital assets taken as collateral.101 In addition to these requirements, 
legal certainty of the credit protection must be demonstrated, ensuring that the bank enjoys first priority and the claim 
is legally enforceable in all relevant jurisdictions.102 Some regulators, in applying a cautionary approach, excluded the 
possibility of digital assets that do not represent any financial obligation serving as collateral. Notably, the ECB indicated 
that an exposure to a digital asset that does not represents any financial claim or liability should be treated as a loss,103 
excluding the possibility of using them as eligible collateral. 

Hence, from a regulatory standpoint, it is unlikely that natively digital assets in their current form could (or should) qualify as 
eligible collateral for the calculation of capital charges. A similar conclusion is reached from a risk-management perspective; 
given its high volatility, lack of legal certainty, and operational risk, this class of assets does not appear suitable to curb 
credit risk. Largely in line with the ECB approach, the BCBS suggests qualifying those assets as “high risk crypto-assets,” 
as they are not issued by any identifiable entity, have no intrinsic value, are not linked to or backed by assets with a value, 
and holding them does not generate any obligation between the holder and an identified issuer.104 The ensuing treatment is 
a full deduction from regulatory capital for bank exposure in high-risk crypto-assets—thus requiring banks to recapitalize 
with an amount equal to exposure under consideration—and the impossibility for such assets to qualify as eligible financial 
collateral. 

Although the prudential regime for natively digital assets is consolidating, the treatment of other digital assets might vary 
considerably. In principle, digital assets representing a claim or a liability, depending on the economic nature and risk, could 
be treated as eligible financial collateral, provided that financial and non-financial risk are properly assessed and calculated. 
Finally, a different set of considerations should be advanced in respect to digital assets that are directly supported by 
public authorities. Yet, as illustrated below, the relevance of these new types of digital assets for DLT-STCR purposes rests 
primarily on their general impact on commercial lending, rather than on their use as collateral.

6.4 CENTRAL BANK DIGITAL CURRENCIES AND THE CREATION OF CREDIT 

In particular, the possibility of creating private payment systems and stablecoins has revived the debate over central bank 
digital currencies (CBDCs)—that is, cryptocurrencies issued by a central bank. CBDCs differ from stablecoins, at least 
as intended today, as they are central bank money, rather than tokens whose value is linked to fiat currencies. They are 
central bank liabilities denominated in an existing unit of account, which serves both as a medium of exchange and a store 
of value. In other words, CBDCs function like regular money, whereby once a central bank issues a CBDC, this would 
circulate between banks, non-financial firms, and possibly retail consumers. In broad terms, two types CBDC are emerging, 
depending on whether CBDCs are designed for wholesale payments or for general purposes. 

The potential benefits of introducing CBDCs are significant. First, CBDCs could simplify trading and payment systems in 
various ways. Even if new cross-ledger solutions have been tested,105 the implementation of a global network of currencies 
backed and issued by central banks would offer a new backbone for international payment and reshape the international 
monetary system, as the Governor of the Bank of England noted in a speech at the Jackson Hole Symposium in 2019.106 
For instance, with Project Inthanon-Lion Rock—launched in September 2019 and bearing the first positive results in early 
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2020—the Hong Kong Monetary Authority and Bank of Thailand established a CBDC network allowing for 10 participating 
banks based in Hong Kong and Thailand to transfer funds cross-border and conduct foreign-exchange transactions on a 
peer-to-peer basis.107 In light of both efficiency gains and positive results, further research will be conducted with the intent 
of enlarging the network of participating financial institutions and currencies.

Second, CBDCs could provide for a safe central bank instrument, supporting current efforts for a cashless system to reduce 
the reliance on informal economic activities. (See box 6.3.) Finally, as for any other electronic payment system, CBDCs 
could be designed to facilitate the implementation of AML/CFT regimes. For instance, with the aim of improving financial 
inclusion and compliance with KYC rules, the Central Bank of the Bahamas and the Central Bank of the Eastern Caribbean 
have launched projects for general-purpose CBDCs. In the Bahamas, Project Sand Dollar envisages a system where the 
holder of a digital currency would have a direct claim on the central bank.108 The Eastern Caribbean Central Bank launched 
a pilot to issue, redeem, and verify digital tokens that are treated as digital cash.109 The system relies on established financial 
institutions to circulate the tokens and provide services directly to wallet holders and to non-bank financial institutions.

Box 6.3: Central Bank Digital Currencies and Cashless Society

Sveriges Riksbank, the Central Bank of Sweden, has started the development of the e-krona in response to the decline 
in the use of coins and bank notes. The process involves a dialogue with domestic legislators in order to reconsider the 
concept of legal tender under Swedish law. The realization of a new payment platform is scheduled for 2020, with the 
adoption of new legislation by 2021, based on the result of current testing. 

Banco Central del Uruguay, the Central Bank of Uruguay, completed a pilot project to adopt a digital currency. The 
project coordinates with a wider program, begun in 2011, to promote financial inclusion and comprising significant 
legal reforms. As electronic means of payment have been established and financial-services penetration has increased, 
the availability of cash-dispensing mechanisms has grown, but cash withdrawals stagnated and cash in circulation 
ultimately decreased. To respond to this challenge, Banco Central de Uruguay launched a pilot project in 2017 
that involved the issuance of 20 million e-pesos and was successfully completed in 2018. Domestic authorities are 
evaluating the results of the pilot before conducting further trials.

In view of these potential benefits, a number of central banks—Bank of Canada, the ECB, Bank of Japan, the Monetary 
Authority of Singapore, and the People’s Bank of China—have been studying the effects of introducing CBDCs in their 
economies.110 Although interest is ubiquitous, the likelihood of implementing CBDCs effectively is higher in emerging and 
developing economies as part of financial-inclusion policies and in jurisdictions that are poised to abandon paper money,111 
as evidenced by the pilot projects launched by the Central Bank of Sweden112 and Central Bank of Uruguay.113

One of the key issues of implementing CBDCs is the impact that they could have on the credit system and on banking 
activities. Each time a loan is extended, a corresponding deposit is created; thus, loans create deposits that, in turn, represent 
purchasing power for any given economy.114 In a two-tier banking system—whereby the central bank supplies money 
to commercial banks and commercial banks, in turn, supply money through deposits—a CBDC could disrupt the role 
of commercial banks. Retail customers would have, in fact, direct access to central bank money, and no deposits with 
commercial banks would be required. In this regard, following a study on CBDCs recently completed by the Bank of 
Japan,115 the deputy governor explained why Japan is not planning to introduce a digital currency in the near future, noting 
that “[n]o matter how safe and reliable CBDC is as a payment instrument, the benefits derived from the two-tiered system 
would be lost if private money were to be replaced by CBDC on a considerable scale.”116

The design of CBDCs could avert the negative impact on modern credit-creation mechanisms in larger economies by 
integrating with the two-tier banking system. The People’s Bank of China, for instance, is planning to launch a state-backed 
cryptocurrency inspired by Libra and integrated with the Chinese two-tier banking system. In this scheme, the central bank 
would issue and redeem its CBDC solely through commercial banks, which would in turn distribute tokens to the general 
public.117 As a result, paper money is substituted, full control of the money supply is achieved, and the two-tier system is 
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maintained. 

Although it is too soon to anticipate the implications for secured-transactions and asset-based lending, given CBDCs’ 
potential impact on lending markets, further assessments are necessary. In particular, if the intent is to provide a synergetic 
integration of CBDCs and secured-transactions frameworks, the following aspects should be considered: 

1. The design of CBDCs in respect to the structure of the domestic banking systems. 
2. The structure of local credit markets and the impact of cashless policies. 
3. The legal definitions of “legal tender,” “money,” and “bank account”. 

Addressing uncertainties that affect these aspects would foster coordination between projects designed to implement CDBCs 
and existing policies to promote an inclusive access to credit through movable-asset lending.
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7 SECONDARY MARKETS IN THE DLT-STCR CONTEXT

The establishment of a transparent and liquid secondary market is essential for the development of a sound credit ecosystem. 
In the context of secured-transactions law reforms and access to credit policies in particular, secondary markets perform two 
key functions. First, they allow parties to a security agreement to estimate the value of collateral, thus determining the level 
of credit protection offered. Second, they ensure that collateral can be sold, thus providing for an effective method to ensure 
the satisfaction of the secured obligation in a timely fashion. 

The integration of DLT in this context can occur in various fashions. Distributed ledgers can be used to facilitate the 
traceability of tangible assets and the disposal of digital assets taken as collateral. Depending on the assets, the type of 
platform, and its governance, as well as the jurisdiction in which it operates, different regulatory requirements might apply. 
In light of their regulatory implications and relevance for STCR purposes, this section focuses primarily on secondary-
market platforms for digital assets that represent intangible assets, such as receivables and warehouse receipts, as well as 
other tokens.

This section starts with a brief overview of the role of traditional marketplaces and platforms supporting secured lending. 
Section 7.2 offers an overview of a possible implementation of DLT to facilitate the formation of secondary markets. 
Section 7.3 examines key issues concerning the design, governance, safekeeping, and finality and settlement of DLT-based 
secondary markets for digital assets. In light of these considerations, section 7.4 focuses on key regulatory issues affecting 
this category of DLT-STCR outputs.

7.1 SECONDARY MARKETS IN THE STCR CONTEXT 

In the STCR context, two broad categories of marketplaces are particularly useful to support lending practices secured 
with movable assets. The first is epitomized by auction-type mechanisms for tangible assets, such as motor vehicles and 
equipment. These marketplaces may operate as electronic platforms, such as eBay Motors, which sells repossessed motor 
vehicles. A second category of marketplaces encompasses various platforms for intangible assets, such as accounts receivable, 
electronic invoices, and electronic warehouse receipts. The legal effect of the transactions entered into on these platforms 
depends on both the legal recognition of electronic representations of assets—such as electronic warehouse receipts—and 
the existence of an efficient and transparent set of rules to govern security rights in such assets.
 
The prudent management of credit risk, market integrity, and the protection of customers are of paramount importance 
to ensure confidence in such platforms and, thus, their viability. This requires coordination with regulatory frameworks 
governing banking, securities, and capital-markets activities. As illustrated in section 6.3, banks are required to demonstrate 
the existence of a liquid secondary market where prices are reliable and publicly available in order to consider tangible 
assets as eligible collateral for the calculation of capital requirements.118 In addition, secondary-market platforms might be 
subject to mandatory licensing requirements and AML/CTF standards. (See box 7.1.) 
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Technology, primarily digitization, significantly simplifies the trading process, bypasses traditional forms of 
intermediation, and increases transparency of platforms for receivables, which operate similar to securities exchanges 
for the trading of shares. Adherence to existing regulatory standards, based on securities law and trading, is playing an 
important role in attracting a larger pool of investors and ensuring the sustainability of these platforms. In this respect, 
receivables-trading platforms might implement KYC rules, assign an International Securities Identification Number to 
traded receivables, and require a credit rating from recognized agencies. A case in point is Arex, a receivables-trading 
platform based in Ireland through which businesses can raise working capital by directly selling their receivables. 

Depending on the jurisdiction, receivables-trading platforms might seek and obtain a license from securities regulators. 
In Hong Kong, for instance, the Securities and Futures Commission in December 2018 granted a Type 1 license to 
Velotrade, a digital platform for account receivables. In accordance with the Securities and Futures Ordinance (Cap. 
571), a Type 1 license authorizes a licensee to “deal in securities,” which includes trading, placing, and underwriting 
securities for clients. 

Inclusion within the regulatory perimeter of platforms to trade intangible assets yields significant benefits, even in the 
absence of specific licensing requirements. In fact, compliance with established regulatory standards is key to ensuring 
transparency and, ultimately, fostering the liquidity of a secondary market. Once a trading platform operates under a 
defined regulatory regime, the participation of a broader pool of investors is facilitated. Regulated financial institutions 
and institutional investors might not be allowed to invest in nonregulated markets or, if permitted, they might be subject 
to stringent regulatory requirements. Hence, seeking and obtaining a license as a financial institution is part of a business 
strategy to increase liquidity in secondary markets. 

The integration of DLT in secondary markets is primed to have larger regulatory implications. The general purpose of 
DLT-based platforms remains to unite buyers and sellers through infrastructure that displays information, matches orders, 
executes them, and provides transaction data in a fashion that resembles online trading platforms. However, as illustrated 
in detail in this section, when traditional collateral (tangible or intangible) is tokenized, or when natively digital assets are 
taken as collateral, in addition to private law legal issues,119 specific policy concerns emerge relative to the protection of 
investors and maintenance of market integrity. 

7.2 DLT APPLICATIONS IN SECONDARY MARKETS

In the STCR context, a system based on a distributed ledger could support the development of secondary markets in 
different manners. In this respect, it is crucial to distinguish platforms where a distributed ledger is used to facilitate the 
transfer of non-natively digital assets—thus, DLT is implemented in the trading process—from those that are used to transfer 
natively digital assets—allowing parties to trade in DLT-based assets. Moving from such a distinction, it emerges that DLT 
can integrate with market platforms in three main ways, resulting in the following three types of DLT-STCR outputs for 
secondary markets: 

1. Traditional types of collateral, tangible or intangible assets, are integrated with a DLT-based platform to record the 
dealings involving the asset taken as collateral. This process does not involve the creation of a new form of (digital) assets, 
and DLT is implemented in the trading, with the objective of fostering price transparency and reducing transaction costs. 
2. The digital representation of traditional types of collateral, tangibles or intangibles, is integrated with a DLT-based 
system through a process of asset tokenization. The DLT system serves as a secondary market for these (newly created) 
non-natively digital assets. In such platforms, different types of asset-backed tokens might be exchanged for fiat currencies 
or other assets.
3. Natively digital assets could be taken as collateral and liquidated in secondary-market platforms. These marketplaces 
are established to trade such assets in exchange for fiat currencies or other digital assets (natively or non-natively digital). 
From a user’s standpoint, they resemble other stock exchange that allow trade in commodities or other financial products. 

Box 7.1: Receivables Trading and Regulation
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This broad classification of how DLT-based systems integrate with the secondary markets for collateral is provided to 
navigate a complex environment where technological advancement and new business models are developed or refined at 
a fast pace. Presently, secondary markets based on DLT have been emerging within industry-specific initiatives. (See box 
7.2 for a few examples.) In this context, DLT-based systems are implemented primarily to improve the accuracy of data on 
assets, minimize the cost of valuation, streamline operations, and govern transactions among system participants. 

Box 7.2: DLT and Secondary Markets

Used cars
In the automotive industry, DLT-based platforms have been progressively implemented to stimulate efficient and 
transparent secondary markets. DLT is used to store and authenticate the history reports for used cars and to allow 
potential buyers and sellers to calculate values (for example, carVertical, which operates in several jurisdictions). 
Other DLT-based platforms help to match supply and demand—for instance, by connecting sellers with car dealers 
participating in the system. Car dealer, in turn, can retrieve relevant information from official records (for example, 
Lotblok, which is based in the United States). In a similar vein, U.S.-based Automotive eXchange Platform implemented 
a blockchain-based platform to list cars for sale and provide access to finance transactions for dealers’ customers. 

Trade finance
In 2018, the Commodities Intelligence Centre launched Singapore’s first physical business-to-business commodity 
e-trading platform, which is built on blockchain technology. The platform supports traders’ access to services such as 
transaction matching, customs clearance, and payment term selection. 

Stock exchange
Stock exchanges represent a point of reference in the context of secondary markets deploying DLT-based solutions. The 
Australian Securities Exchange, the Japan Exchange Group, Moscow Exchange, NASDAQ, and Santiago Exchange 
are some of the most notable entities that have implemented or developed DLT-based solutions for secondary-market 
operations. Most recently, SIX Swiss Exchange in February 2019 started testing a blockchain trading platform in 
parallel to the existing system. The aim is twofold: to migrate the existing stock exchange to a blockchain platform and 
to expand the range of assets admitted to trading to include digital assets. 

Secondary-market platforms might be implemented to facilitate the transfer of tokens that are digital representations of 
assets that exist in the real world. The process is known as “asset tokenization” and occurs when the digital representation 
of assets that are preexisting in the real world is added to a distributed ledger, such as a blockchain.120 Through this process, 
the economic value or rights of the underlying (off-chain) assets is linked or associated with a newly created digital tokens 
that can be transferred on chain. The economic advantage sought with this process is that assets that are otherwise illiquid 
can be transferred. Whether these newly created digital assets are apt to serve as collateral, however, is a question that 
should be addressed cautiously. In this regard, a number of factors should be considered, including the nature of the asset to 
be put on chain, the economic needs that the process intends to address, the governance structure of the secondary market 
where tokenized assets are to be transferred, and the legal and economic features of the jurisdiction(s) where tokenization is 
intended to occur.121 Tokenizing tangible or intangible assets and then using them as collateral poses a number of significant 
legal issues explored in a separate guidance note,122 in addition to the regulatory implications explored in this work.

The tokenization of financial obligations is an emerging phenomenon that has attracted regulatory attention. For instance, 
the possibility of tokenizing the entire balance sheet of a banking institution—in principle, allowing for (tokenized) deposits 
to be used as collateral—has been tested in Switzerland recently. The Swiss Financial Market Supervisory Authority will 
have the final word on authorizing and supervising this new model of financial institution. Furthermore, the issuance and 
trading of a debt instrument on a distributed ledger is becoming a reality; in May 2019, the World Bank’s new blockchain-
operated debt instrument (bond-i) successfully completed a secondary transaction.123 These developments indicate that a debt 
instrument could be “created, allocated, transferred and managed through its life cycle using distributed ledger technology,” 
fostering operational efficiency and enhancing regulatory oversight.124 In a similar vein, DLT has been implemented in the 
context of receivables-trading platforms. (See box 7.3.) 
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DLTs are increasingly being used as the core infrastructure of receivables finance platforms (DLT receivables platforms). 
DLT receivables platforms match potential borrowers and lenders and guarantee the security of transactional data by 
relying on the immutability of DLTs. One example of a DLT receivables platform is Finturi, a Dutch startup. Finturi 
uses both public permissionless DLT and private permissioned DLT; the latter is used for its operation, while the 
former is used for settlement of transactions. In Finturi, invoices are converted into tokens for transfer, recording, 
and storage purposes. In 2019, the company submitted an application for regulatory exemption to the Netherlands 
Authority for the Financial Markets. 

Other examples of DLT platforms supporting receivable financing: 
- Acudeen (Philippines) enables banks and other investors to buy accounts receivable from small and medium-size 
enterprises at a discount. The implementing DLT-based system has been closely monitored by the domestic regulator 
Bangko Sentral ng Pilipinas. 

- INVIOU (Israel) is a platform built on blockchain for open-account financing (HyperLedger). Invoices are inserted in 
the distributed ledger, allowing for verification and sharing of financial information among the participants of the DLT 
network. As the primary role of the platform is to facilitate information sharing, the firm ensures compliance with the 
European General Data Protection Regulation. 

Coordination between legal and regulatory provisions is key to establish a conducive environment where a meaningful 
tokenization process could occur. First, the creation and transfer of legal rights attached to the circulation of their digital 
representation must have legal grounds. The amendment of existing law might be needed. For instance, in 2019, the Civil 
Code of the Russian Federation was modified to allow for rights and obligations to be represented in digital forms, in 
an effort to favor the process of tokenization.125 In a similar vein, the State of Illinois in 2020 enacted the Blockchain 
Technology Act, which grants legal effects to transactions concluded through distributed ledger.126 Depending on the legal 
system, the recognition of rights in digital form might not be sufficient to support the tokenization process; further changes 
might be needed—for instance, to reduce formalities or coordinate with notarial deeds. Second, as the issuance of tokens 
representing existing assets or rights might fall within the regulatory perimeter set for financial services (see section 6), 
secondary markets for the transfer of such assets, including their disposal when used as collateral, should be designed with 
specific governance requisites and regulatory requirements in view. Only after these aspects are properly taken into account 
can tokenized assets be used as collateral, and tokenization can integrate with access to credit policies.

7.3 DESIGN AND GOVERNANCE OF SECONDARY MARKET FOR DIGITAL ASSETS

In general, taking digital assets as collateral implies the existence of secondary markets where these assets can be priced and 
liquidated as they are exchanged for other fiat currencies. 

Specific considerations and best practices have been developed to facilitate the emergence of marketplaces where collateral 
can be liquidated. Wherever tokenized assets are exchanged on secondary markets—either for fiat currencies or for other 
digital assets—technology-specific considerations should be advanced in order to address design and governance issues. 

As illustrated in table 7.1, a DLT secondary market could be designed to allow for the disposal of tokenized assets, to operate 
tokenless (for instance, to record relevant information on collateral and to facilitate negotiations between buyers and sellers), 
or to liquidate natively digital assets, such as Bitcoins, which in turn are an integral part of the DLT-based system. Moreover, 
as the technology stands, DLT may or may not execute all the trading phases, which include receiving information, matching 
orders, clearing instructions, and settling obligations. On platforms that trade digital assets, for instance, the interaction with 
DLT has been limited to the moment when transactions are permanently recorded on the ledger.127 Even though the World 
Bank’s bond-i deployed DLT throughout the process, settlement occurred off chain, via the SWIFT network.

Box 7.3: DLT Receivables Platforms
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Table 7.1: DLT Implementation in Secondary Markets for Collateral

Depending on the type of secondary market and on the level of integration between collateral and DLT architecture, specific 
design and governance issues should be taken into account. Of particular relevance are secondary markets where tokens, be 
they natively or non-natively digital, are transferred and, thus, could serve as collateral. In general terms, these systems pose 
two fundamental risks: liquidity risk, inasmuch as investors might experience delays in converting their digital assets into 
cash or cash-equivalent instruments, and the loss of the funds invested in digital assets, which might be treated as unsecured 
liabilities in the case of insolvency of the platforms.128 Moreover, if such platforms are implemented with the participation 
of regulated financial institutions in view, key aspects concerning the safekeeping and custody of digital assets and the 
settlement finality of transactions should also be addressed. These aspects are considered below, with specific reference to 
tokenized DLT architectures. 

DESIGN ISSUES
For regulatory purposes, centralized exchanges display significant similarities to traditional (regulated) exchange platforms 
for financial instruments. The operator of the exchange—often referred to as a crypto-exchange—performs a key role in 
receiving and matching the orders of buyers and sellers, as well as in transmitting instructions (for clearing) and discharging 
related obligations (settlement). Furthermore, the exchange operator may act as an intermediary either by introducing buyers 
and sellers or by actively matching them. It might act as a central counterparty when for each buyer there is only one seller 
and for each seller there is only one buyer. In centralized structures, without a proper regulatory regime, the risk of conflict 
of interest is particularly acute. In fact, the platform might trade on its own account or for its clients without disclosing this 
practice.

Decentralized platforms to trade digital assets work in a different fashion. All the trading phases are performed through the 
underlying DLT. In other words, the DLT is the exchange. Third parties, like financial intermediaries, are not required, as 
the entire trading process occurs on chain. Risk toward a central counterparty is, therefore, nonexistent, as the code, per 
se, represents the trading platform. However, even though the technology is developing at a fast pace, in most secondary 
markets the time to record multiple transactions is relatively lengthy compared to existing platforms. In addition, because 
there is no central server, the liquidity and functioning of decentralized secondary market largely depends on the existence 
of active users. 

Asset class Collateral Architecture Applications Progress

Tangible - Commodities 
- Consumer goods
- Equipment

Tokenization - Illiquid assets Uncertain

- High-value assets Proof of 
concept

Tokenless - Supply-chain trade
- Business-to-business                   
             commerce
- Used car

In use

Intangible - Account receivable
- Financial assets
- Invoices

Tokenization - Financial instrument In use

- Balance sheet Beta test

Tokenless - Trading receivable Test

- Stock exchange Test phase

Natively digital - Bitcoin Tokenization (na-
tive)

- Expansion of 
             borrowing base

In use

- Payment Tested
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GOVERNANCE CONSIDERATION 
As secondary markets for transfers of assets are implemented to promote sound and inclusive access to credit, the existence 
of reliable governance is of primary importance. In the context of DLT-based marketplaces, regardless of their level of 
centralization and irrespective of the assets traded therein, fundamental issues should be addressed. Specifically, the 
governance structure should do the following: establish clear criteria for admitting sellers and buyers to the platform; define 
the rules on different trading phases, including the resolution of conflicts; and allocate monitoring responsibilities and 
functions to detect manipulative practices and illicit activities.129  

The rules concerning admittance, the trading process, and the prevention of manipulative practices presupposes the existence 
of a reliable governance framework as well as a certain degree of centralization. For instance, rules defining admission to 
the platform are critical to bolster investors’ confidence, as they ensure that digital assets and underlying obligations (if any) 
satisfy minimum standards. In a similar vein, a solid governance structure, together with technological solutions, is key to 
detecting and sanctioning practices aimed at manipulating prices in secondary markets. (See annex B for an illustration of 
typical manipulation practices that might emerge in unregulated markets.)

The governance structure for trading platforms sustaining secondary markets should clearly allocate roles and responsibilities 
related to managing the platform. In addition to this general principle, design-specific issues should be addressed. For 
instance, in centralized trading platforms, given the position of the central counterparty, rules governing conflicts of interest, 
cyber-risk management, account segregation, and service unbundling are required to promote confidence and liquidity 
in such markets. With respect to decentralized platforms enabling on-chain trading, the immutability of the distributed 
ledger renders even more urgent the necessity of centralized oversight and external mechanisms to correct the code without 
compromising the integrity of the system. 

SAFEKEEPING AND RECORDKEEPING
Safekeeping and recordkeeping functions for financial instruments are traditionally performed by a variety of entities—
including custodians, registrars, notaries, and central securities depositories. Although the rules vary depending on the 
jurisdiction, regulated financial institutions and asset managers are typically required to use third-party custodians to 
safekeep their assets. Hence, those investors might be allowed to invest in digital assets only if (i) the code, per se, is 
considered a viable substitute for those traditional entities and (ii) the manner in which ownership of digital assets is 
recorded is considered in line with the regulatory standards defined for financial instruments.130 Otherwise, the control over 
private keys would require the involvement of third parties.

SETTLEMENT FINALITY
In the context of secondary markets for transferring digital assets, post-trade processing is critical for their reliability. To 
this purpose, a series of essential requirements have been identified by the industry.131 Among them, the notion of settlement 
finality deserves special consideration, as it epitomizes the risk related to the introduction of a DLT-based secondary 
market. Settlement finality is a concept of particular importance for secondary markets, and it is enshrined in international 
standards elaborated by the International Organization of Securities Commissioners.132 Legally defined, settlement finality 
is the moment at which the transfer of an asset or financial instrument or the discharge of an obligation is irrevocable and 
unconditional and not susceptible to being unwound following the insolvency or default of the participant. 

DLT arrangements are based on a probabilistic settlement achieved over time and dependent on the consensus reached by 
network participants, rather than on the legally defined concept. In other words, DLT-based settlements imply that, however 
small, there is always a chance that a transaction will be reversed by the participants, provided that they reach the consensus 
to change the previously agreed settlement. As a result, the applicable legal framework may not consider the settlement as 
final. The problem has been noted in European Union, where the applicability of Directive 98/26/EC, known as Settlement 
Finality Directive, has been doubted.133

Unless there is reasonable certainty that settlement finality can be achieved under the relevant legal and regulatory regimes 
or through enforceable contractual arrangements, a full integration of DLT in financial transaction is problematic. A possible 
solution to the problem, absent specific legal rules, could be provided by the governance of the DLT. Network rules, applied 
and enforced among participants, can identify a single point in time as when the payment or transfer from one party to 
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another becomes legally effective, in spite of the fact that, from a technological standpoint, settlement via consensus may 
take place over a period of time. 

7.4 THE REGULATORY PERIMETER OF DLT-BASED SECONDARY MARKETS 

In the STCR context, whether a DLT-based platform must comply with the regulatory standards depends on three factors. 
First, as noted with respect to receivables-trading platforms, it should be ascertained whether specific regulatory regimes 
might apply to digitalized platforms for secondary markets, irrespective of the implementation of DLT. Then the key question 
is whether the implementation of a distributed ledger system changes the nature of the platform so much that the applicable 
regulatory regime differs substantially from the one normally applied for secondary markets in that given jurisdiction. (See 
box 5.5 for an example.)

Second, the rules applicable to secondary-market platforms tend to be intimately related to the regulatory qualification of 
digital assets provided by domestic authorities. For instance, specific regulatory regimes must be applied when digital assets 
are classified as “securities” (U.S. Securities Exchange Act), “commodities” (U.S. Commodity Exchange Act), or “financial 
instruments” (Directive 2014/65/EU, better known as MiFID II). See box 7.4. In such circumstances, dealing in certain 
types of digital assets might be subject to the same regulatory treatment applicable to dealing in the corresponding type of 
asset, such as securities. 

Finally, the third step is assessing whether a bespoke regulatory regime applies to DLT-based platforms. In jurisdictions 
implementing a special regulatory regime for DLT-based activities, secondary markets based on distributed ledgers are 
typically subject to such a regime. In addition, regulators are concerned with the design and governance of secondary markets 
for digital assets. Centralized exchanges resemble, to a large extent, existing securities exchanges, and their regulation is 
likely to be based on models already applied in capital markets. Conversely, for decentralized exchanges, specific regulatory 
approaches might be needed and further developed if the phenomenon grows. 

Box 7.4: Regulating the Secondary Market for Digital Assets

European Union

Under EU law, a trading platform (venue) for digital assets that are “financial instruments” under Directive 2014/65/
EU (MiFID II) could be classified as (i) a regulated market, (ii) a multilateral trading facility, or (iii) an organized 
trading facility. In all cases, whether trading venues are registered as regulated markets or multilateral or organized 
trading facilities, regulatory obligations related to the conduct of business, the monitoring of compliance with market-
abuse legislation, capital requirements, organizational requirements, and internal controls apply. 

United States

In the United States, the Securities Exchange Commission also adopts a functional approach to crypto-exchanges. 
The Exchange Act Rule 3b-16 provides a functional test for assessing whether any entity meets the definition of an 
exchange under section 3(a)(1). An entity that meets the definition of an exchange must register with the commission, 
unless exempted from registration or subject to a different regulatory regime. 
Transactions secured with digital assets are classified as commodity contracts under the Commodity Exchange Act. 
Thus, the CFTC is tasked with the oversight of online lending platforms that directly offer loans that are backed by 
digital assets and match and facilitate transactions between borrowers and lenders.
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Jurisdictions might opt to extend securities regulation to platforms that serve as secondary markets for digital assets that are 
not qualified as securities. For instance, this is the case of Hong Kong, where the Securities and Futures Commission issued 
a detailed policy paper establishing a regulatory regime (and licensing standards) for platforms that do not trade in security 
tokens. (See box 6.1.)134 Interestingly, the commission maintained the separation between securities and non-securities 
tokens, confirming that it has jurisdiction only on the activities related to former. However, it constructed a regulatory 
framework—requiring minimal legislative modifications—whereby centralized platforms are subject to licensing and 
supervisory regimes as long as they trade at least one security token. Fundamental licensing conditions are that the platform 
(i) offers its services only to professional investors with sufficient knowledge of digital assets, (ii) adopts stringent criteria 
for the inclusion of digital assets, (iii) implements an external surveillance system to minimize operational risk and detect 
illicit activities; and (iv) ensures that the risk associated with the custody of virtual assets are covered by an insurance policy. 

Such an approach is generally welcomed by the industry. In fact, as noted for a receivables-trading platform in general 
(see box 7.1), a robust regulatory regime that provides for a clear licensing criteria addresses the adverse-selection issue, 
whereby operators that want to conduct legitimate business are discouraged by a preponderance of illegitimate activities that
are encouraged by lax or nonexistent compliance requirements.

All in all, the coordination of technical design, regulatory regime, and DLT-STCR output engenders specific complexities. 
An illustration is provided by a recent enforcement case in the United States. Online platforms matching retail borrowers 
and lenders for purposes of entering into loans backed by digital assets have been found to be in violation of the Commodity 
Exchange Act, since such activities were conducted by the platform without a license and no exception in the act applied to 
those transactions.135 The exception considered by the CFTC relates to a contract of sale that results in the actual delivery of 
the commodity within 28 days of executing the contract. The CFTC considered this exception inapplicable in this case, and 
a license was required. (See box 7.5.)

Box 7.5: CFTC Exception and Platforms for Loans Backed by Digital Assets

In a margin transaction where the borrower deposits a percentage of the value of the digital asset at the platform 
and the remaining percentage is borrowed from a lender, the platform purchases the digital asset from the market. 
The purchased digital asset (that is, its private key) remains under the platform’s control to secure the repayment of 
the loan or until a relevant event triggers the automatic liquidation of the collateral. Since the private key to access 
the collateral is controlled by the platform, the actual delivery exception is inapplicable because the actual delivery 
exception requires the transfer of possession or control. 

The fact that the platform records the purchaser (that is, the borrower) as the owner is insufficient, since this recording 
is tantamount to constructive delivery only. Even though the platform treats the transaction as a secured loan, the 
substance is considerably similar to a contract for future delivery regulated by the CFTC, as the borrower does not 
receive delivery of its digital asset. 
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8 CONCLUSION
An effective implementation of DLT-STCR outputs requires coordination with a variety of regulatory requirements. 
Applicable regimes encompass rules aimed at promoting market integrity—protecting customers and ensuring the fair 
functioning of markets—as well as prudential regulation aimed at preserving the safety and soundness of financial markets. 
In addition, when digital assets qualify as financial instruments (or securities), their transfer, custody, and intermediation are 
subject to domestic capital-markets laws. Consequently, secondary-market platforms used to transfer digital assets might 
also be regulated as other trading venues. 

Digital assets that do not fall into the domestic definition of securities might be subject to different regulatory standards. 
Platforms facilitating or offering loans backed by natively digital assets—such as Bitcoin (commonly not qualified as 
securities)—might be subject to commodities-trading rules. Activities related to offering and trading stablecoins might be 
subject to other rules, such as those governing payment systems for banking activities. More generally, bespoke regulatory 
regimes might apply whenever DLT is implemented in financial activities.

Financial regulation intersects with the development of DLT-STCR by regulating how creditors should deal with digital 
assets. When regulated financial institutions take a digital asset as collateral or interact with DLT platforms to dispose 
of such an asset, compliance with disclosure requirements and prudential requirements must be ensured. Digital assets, 
especially if subject to erratic price fluctuation or when traded in unregulated markets, do not represent an eligible credit 
protection for the calculation of capital requirements. Hence, the use of digital assets as collateral and the participation in 
DLT-based platforms is not necessarily incentivized. 

The existing regulatory framework should not be intended or approached as an impediment to the development of DLT-
STCR outputs. By and large, the cautionary approach encountered, as new products have been developed, is more related to 
the uses (and misuses) of novel technological advancements than the technology, per se. Hence, the emergence of a sound 
regulatory environment governing nascent technology is an essential condition for the integration of digital assets and DLT 
in the financial system and, thus, their use for STCR purposes.

Structuring digital assets in a fashion that addresses their inherent risks is primed to open new avenues for financial-inclusion 
policies. A case in point is offered by digital currencies offered by central banks, which are poised to change substantial 
elements of existing credit ecosystems and thus affect DLT-STCR outputs. In the current regulatory and legal landscape, 
coordination with regulatory approaches might be achieved in different fashions. Secondary-market platforms and lenders 
implementing distributed ledgers might coordinate with regulatory initiatives implementing DLT to facilitate regulatory-
compliance, risk-management, and monitoring functions. More broadly, technological advancements should be understood 
as a keystone to further the ongoing efforts that promote inclusive access to credit in a safe and sound financial system. 
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ANNEX A
TOKEN CREATION AND DISTRIBUTION METHODS
Airdrop 
An airdrop is a distribution of a token to numerous wallet addresses. It might occur for free, or it might be linked to a 
distribution event, such as a fork or an ICO. Using airdrops for free distributions is considered an effective and common 
marketing strategy devised to gain attention and new followers. The result, in fact, is a larger user base and a wide 
disbursement of token. 

Forks 
A fork (or forking) refers to the update of a DLT protocol or code. A fork can be hard or soft. Any protocol change or 
software upgrade that makes old rules obsolete and uses the new code base as the driving force is called a hard fork. A hard 
fork is permanent and requires all nodes and users to upgrade to the latest version of the protocol software/wallets. Soft forks 
are backward-compatible changes in the protocol in which old nodes recognize the new node as valid. These forks require 
the majority of users to upgrade in order to enforce the new rules. 
Forking can be used to generate a new token, also referred to as forked coin. In these cases, a new copy of the existing 
ledgers is made, allowing developers to make changes and create a new digital asset. Hard forks generate a new token that 
is incompatible with the original one, while a soft fork generates a version compatible with the existing token. 

Initial coin offering 
An initial coin offering is often compared to an initial public offering, as it is intended to raise funds to support various 
entrepreneurial endeavors. Interested investors buy in to the offering, either with fiat currency or with preexisting digital 
tokens. In exchange for their support, investors receive a token specific to the ICO. Investors might purchase tokens with 
the expectation of a profit. 

Presale 
A presale, or pre-ICO, refers to the process that allows investors to buy tokens before an ICO has been launched. It generally 
targets larger investors, such as angel investors supporting start-up businesses. The investors that participate in the presale 
typically receive discounts as well as additional bonuses, such as free access to the service offered by the issuer.

Mining 
The miner delivers the processing power to create new blocks of content in the ledger. Each time a transaction is made, 
a miner is responsible for ensuring the authenticity of information in the transaction and updating the ledger with the 
transaction. Tokens represent an incentive, or a reward, to perform such tasks, which, in turn, ensure the reliability of the 
ledger.
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ANNEX B
MARKET MANIPULATION AND SECONDARY MARKETS
Anonymity, low liquidity, and the lack of regulation render platforms supporting the trading of digital assets particularly 
prone to manipulation practices. For instance, concentration of ownership might easily emerge when a new crypto-asset is 
distributed or starts to be traded in a secondary market. In this context, investors retaining large amounts of crypto-assets—
often referred to as whales—are in the position of controlling their prices. If these issues are not addressed, the ability 
of financial institutions to accept digital assets as collateral would be undermined. In fact, as prices become unreliable, 
confidence in the secondary markets would be limited. The risk-mitigation effect sought by collateral could not be achieved. 

As regulatory solutions might be implemented, to a different extent, in different jurisdictions, more and more governance 
approaches and technological solutions have been developed to instill confidence in secondary markets. These approaches 
are typically designed to address manipulative practices that have been common in stock exchanges and other trading 
venues (see box B.1) and have been observed in unregulated secondary markets for digital assets. 

Box B.1: Market-Manipulation Practices

These practices are prohibited in regulated stock exchanges or, in general, when trading in financial instruments. However, 
absent an adequate regulatory regime and a reliable governance structure, the adoption of surveillance mechanisms able to 
detect manipulation practices is required to develop reliable secondary markets for digital assets.

Front-running (or tailgating): Buying or selling an asset based on the non-public knowledge that a large trade will 
influence the price of the traded asset.

Pump-and-dump: Creating a sudden price rise to provoke outsiders to invest and then exiting with a profit 

Shilling: Artificially generating false hype and excitement for a given financial product.

Spoofing: Setting large buy or sell orders that one does not intend to fill in order to affect market sentiment 

Wash trading (or daisy-chain): Executing buy-and-sell orders among affiliates to give the illusion of market activity 
to attract more investors.
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